Sjalvstandigt arbete pa grundniva

Independent degree project - first cycle

Dator Teknik
Computer Engineering

Quantitative Comparison of SensibleThings and Dweet.io

Yun Zhao

&

Mittuniversitetet

MID SWEDEN UNIVERSITY

Campus Harnosand Universitetsbacken 1, SE-871 88. Campus Sundsvall Holmgatan 10, SE-851 70 Sundsvall
Campus Ostersund Kunskapens vag 8, SE-831 25 Ostersund.
Phone: +46 (0)771 97 50 00, Fax: +46 (0)771 97 50 01.




Quantitative Comparison of SensibleThings and Dweet.io

Yun Zhao 2016-05-18

MID SWEDEN UNIVERSITY
Computer Engineering

Examiner: Ulf Jennehag, ulf.jennehag@miun.se

Supervisor: Stefan Forsstrom, Stefan.Forsstrom@miun.se
Author: Yun Zhao, yuzh1500@student.miun.se
Degree programme: DT099G, Final Project, 15 credits

Main field of study: Computer Engineering
Semester, year: VT, 2016

i


mailto:ulf.jennehag@miun.se
mailto:yuzh1500@student.miun.se
mailto:Stefan.Forsstrom@miun.se

Quantitative Comparison of SensibleThings and Dweet.io

Yun Zhao 2016-05-18

Abstract

The objective of this paper is to perform a quantitative comparison of Dweet.io
and SensibleThings from different aspects. With the fast development of
internet of things, the platforms for internet-of-things face bigger challenges.
This paper will evaluate both systems in four parts. The first part shows the
general comparison of input ways and output functions provided by the
platforms. The second part shows the security comparison, which focuses on
the protocol types of the packets and the stability during the communication.
The third part shows the scalability comparison when the value becomes bigger.
The fourth part shows the scalability comparison when speeding up the
processes. After the comparisons, I concluded that Dweet.io is more easy to use
on devices and supports more programming languages. Dweet.io realizes
visualization and it can be shared. Dweet.io is safer and more stable than
SensibleThings. SensibleThings provides more openness. SensibleThings has
better scalability in handling big values and quick speed.

Keywords: Dweet.io, SensibleThings, internet-of-things
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Terminology

Acronyms/Abbreviations

ACK Acknowledge.

APP Application.

DES Data Encryption Standard.

[oT Internet of Things.

RUDP Reliable User Datagram Protocol.
SSL Secure Socket Layer.

TCP Transmission Control Protocol.
TLS Transport Layer Security.

UCI Unique Client Identifier.

UDP User Datagram Protocol.

M2M Machine to Machine.
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Introduction

I'm an exchange student majoring in Computer Engineering in Mid Sweden
University from DongHua University. This is my bachelor thesis report about
IoT (Internet of Things) platforms. The aim of the project is to compare two
platforms from different aspects.

Background and problem motivation

The use of Internet of Things has grown since the concept of a network of smart
devices was discussed in 1982.[1] IoT is a network of physical objects, devices,
vehicles, buildings and other items which are embedded with electronics,
software, sensors and network connectivity which enables these objects to
collect and exchange data. The IoT allows objects to be sensed and controlled
remotely across existing network infrastructure,[2] creating opportunities for
more direct integration of the physical world into computer-based systems, and
resulting in improved efficiency, accuracy and economic benefit IoT Experts
estimate that the [oT will consist of almost 50 billion objects by 2020.[3] The
British Chancellor of the Exchequer George Osborne, posited that the Internet
of Things is the next stage of the information revolution and referenced the
inter-connectivity of everything from urban transport to medical devices to
household appliances.[4] In order to provide [oT services, the platforms that can
provide the management and control of networked objects are being developed.
Nowadays, there are many loT platforms on the market. Different IoT platforms
have different features. It's essential to explore which platform has better
openness, security or scalability and which platform is poor at fault handling or
transparency. That's important for users to properly choose the platform.

Overall aim

The project's overall aim is to compare two different IoT platforms running on
limited devices. IoT platforms should be human-friendly because they will be
widespread and be used by everyone, including those who know nothing about
coding. Although the Internet of Things offers enormous potential, such as
expanding information access, enhancing the transparency of the government
and empowering citizens, the threats of privacy are immense and its security
becomes the biggest concern. IoT platforms are developed so rapidly without
proper consideration of security challenges that the information produced by
smart devices can be analyzed through network traffic and hackers can remotely
control these internet-connected appliances including televisions, kitchen
appliances, cameras and thermostats. In addition, IoT platforms face bigger
challenges to enable better management of smart cities and systems, which
requires large scalability. The problem I will solve in this thesis is to determine
which IoT platforms fit best for different scenarios.
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Concrete and verifiable goals

To achieve the above overall aim, a few concrete and verifiable goals have been
listed. I have derived these following step-by-step goals:

GI1: Learn about the basic concept, the unique addressability of things, the
trends and characteristics of IoT.

G2: Learn about the principle and basic architecture of SensibleThings and test
its codes on different devices.

G3: Learn about the principle and basic architecture of Dweet.io and test its
codes on different devices.

G4: Determine which platform has more ways to publish the data and provide
more output functions for users.

G5: Determine which platform is safer and more stable to transfer messages.

G6: Determine which platform is preferred in scenario where a device sets a
big-size value.

G7: Determine which platform is preferred in scenario where a device speeds
up the transfer.

Scope

The study has its focus on comparisons of SensibleThings and Dweet.io on
Raspberry Pi and the personal computer. I evaluate the performances of two
platforms from input ways, output functions, security and stability during the
transfer and the scalability. I compare their scalability by increasing the size of
the value and speeding up the transfer processes. Except for the public
bootstrap of SensibleThings, I compare the local bootstrap of SensibleThings,
which runs its own bootstrap on the device. The survey's conclusions should be
generally valid for SensibleThings Beta 6. The project doesn't focus on adding
nodes to compare the scalability because I don't have enough devices to
perform it.

Outline

The structure of this thesis is organized as follows. Chapter 1 introduces the
background and motivation of this research work, both overall goals and
concrete. Chapter 2 provides some background theories which are required for
the reader's understanding of the report and tools used in the project. Chapter 3
introduces how the methodology is to accomplish the project, which enables
readers to interpret my results and repeat my work. Chapter 4 provides detailed
process of implementation. Chapter 5 gives the results of the comparisons and
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the line charts produced by the data. Chapter 6 is the summary of the whole
research work, my own conclusions and the proposals of the future work.
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Theory

This chapter introduces the theory and related work the paper refers to. First
part is about the basic concept of internet of things. The second part introduces
the typical system structures of IoT. The third part describes typical network
protocols, UDP (User Datagram Protocol), TCP (Transmission Control
Protocol) and TLS (Transport Layer Security). The fourth part introduces the
IoT platforms compared in this project. The fifth part introduces Raspberry PI.

loT basics

The Internet of Things is a system of interrelated computing devices,
mechanical and digital machines, objects, animals or people that are provided
with unique identifiers and the ability to transfer data over a network without
requiring human-to-human or human-to-computer interaction.[5] The Internet
of Things allows objects to be sensed and controlled remotely across existing
network infrastructure.[2] It means that from any time, any place connectivity
for anyone, we will now have connectivity for anything. A “thing” can refer to a
wide variety of devices and it is defined as inseparable mix of hard ware,
software, data and services by the legal scholars. These devices collect and
publish the required data with the current technologies and then automatically
communicate data with other devices without supervise. The internet of things
is infiltrating all of our devices. Figure 1 shows a list of countries with the most
IoT devices. Sweden ranks 7™, which means IoT is popular in Sweden.

Countries with the most |loT devices
Devices online per 100 people

Korea A, 37.9
Demark A 2.7
Swizerland . 29

United States | 2.0
hMatharlsmda AA=
letherlands | 2.7

Germany I, 22 4
Sweden I, 1.9
Spain I, 1.5
Francce I .
Portugal I, 6.2
Belgium I 15.6

United Kingdom |GG 13

Figure 1. Countries with the most IoT devices
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Typical loT system structures

There are two typical IoT system structures, client-server and peer-to-peer.
They have different advantages and disadvantages. The choice of these two
networks basically determines the relationship each PC or device on the
network has with the other in terms of control. [6]

Client-server architecture

The client—server model is a distributed application structure that partitions
tasks or workloads between the providers of a resource or service, called
servers, and service requesters, called clients.[7] The client program interact
with the server program in always-on host computers. Once the server has
completed the client's request, the connection is terminated. Usually, both the
client and server programs are part of a large program or application, since
multiple clients share the same server program and the server manages the
shared resources. However, the centralization of service provision and
management implied by placing a service at a single address doesn't scale well
beyond the capacity of the computer that hosts the service and bandwidth of its
network connections.

Peer-to-peer architecture

In this architecture, there is no special machine that provides a service or
manages the network resources. Instead, all of the processes involved in a task
or activity play similar roles, run the same program and offer the same
interfaces to each other. Every node interacts cooperatively as peers. Peer-to-
peer architecture has been successfully constructed that enable tens or hundreds
of thousands of computers to provide access to data and other resources that
they collectively store and manage.[8]

loT network protocols

Typical IoT network protocols are organized in layers. The Internet’s transport
layer transports application-layer messages between application endpoints.
There are two transport protocols in the internet, TCP and UDP. RUDP
(Reliable User Datagram Protocol) is an advanced version of UDP. TLS
protocol is the successor to the SSL (Secure Socket Layer). SSL enhances TCP
with security services.[9]

UDP

UDP is a no-frills, lightweight transport protocol, providing minimal services. It
is connectionless. There is no handshaking before the two processes start to
communicate. When a process sends a message into a UDP socket, UDP
provides no guarantee that the message will ever reach the receiving process.[9]
RUDP aims to provide a solution where UDP is too primitive because
guaranteed-order packet delivery is desirable. RUDP adds ACK (acknowledge)
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of received packets, windowing and flow control, retransmission of lost packets
and over buffering to extend UDP to ensure quality.[10]

TCP

TCP is said to be connection-oriented because before one application process
can begin to send data to another, the two processes must first “handshake” with
each other— that is, they must send some preliminary segments to each other to
establish the parameters of the ensuing data transfer.[11] Figure 2 shows the
process of TCP handshaking.

Initiator Listener
connect{ ) listen( }
SYN
TCB initialized to
SYN-ACK SYN-RECEIVED state
Success code
returned by
connect| ) ACK
TCB transitions to
ESTABLISHED state
(Data packets exchanged)

Figure 2. TCP handshaking

TLS

TLS is a protocol that ensures privacy between communicating applications and
their users on the Internet. When a server and client communicate, TLS ensures
that no third party may eavesdrop or tamper with any message.[11] TLS is
composed of two layers: the TLS Record Protocol and the TLS Handshake
Protocol. The TLS Record Protocol provides connection security with some
encryption method such as the DES (The Data Encryption Standard).[11] The
TLS Record Protocol can also be used without encryption. Figure 3 shows a
TLS session between a client and web server.
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Client

Browser sends "Hello™ and requasts a secure sassion
from the Web server,

< (L=

Web server responds by sending over its public key
and the certificate that contains Infermation about the
website and Centificate Authority,

— Ik
o =
After the Web browser verifies the certificate, it sends

a one-time session key encrypted using the Web
server's public key.

‘ il

Web server decrypls the one-time session key using
its private key and uses it to communicate with the
Wab browser

HE lea

cIiE"t A sacura connaction has been established betwsan
the Web browser and Weab servar.

Figure 3. A TLS session [12]

loT platforms

IoT platforms provide a common link for IoT devices to connect to the Internet
superhighway. There are many IoT platforms which offer open source
frameworks in the market now. I focus on two loT platforms in this project,
SensibleThings and Dweet.i0.

SensibleThings

The SensibleThings platform enables a large scalable IoT. It uses fully
distributed system in a peer-to-peer manner to avoid any single point of failure.
The SensibleThings utilizes hash tables to enable logarithmic scaling when the
number of entities increases in magnitude. It uses RUDP protocols to minimize
the response time. Figure 4 shows the illustrative figure for GET and Figure 5
shows the illustrative figure for SET on the public bootstrap of SensibleThings.
The source node registers a sensor first. Then the sink node resolves the UCI
(Unique Client Identifier). When the sink node get or set the value, the
“getEvent” or “setEvent” functions will be triggered on the source node. When
source node sends the value back using “Notify”, the “getResponse” function
will be triggered on the sink node.
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Lookup Service

F:

_ 3. ResolveResponse(UCI,NODE)

2. Resolve(UCI)

4. Set{UCl, VALUE, NODE) 5. SetEvent{NODE, UCI, VALU@

L

Figure 4. Illustrative figure for SET

Lookup Service

F.

2.Resolve(UCI) 3. ResolveResponse(UCI, NODE)

4. Get(UCI, NODE) 5.GetEvent{NODE, UCI)

A L4

7.GetResponse(UCI, VALUE, NODE)  6.Notify(NODE, UCI, VALUE

Figure 5. Illustrative figure for GET

SensibleThings enables developers to develop new functions for the platform. It
provides the local bootstrap. Users can run the local bootstrap on their own
device and run the local client to connect to the bootstrap.

Dweet.io

Dweet.io is a kind of ridiculously simple messaging (and alerts) for the internet
of things. It's fast and free. It is built in client-server architecture. It's M2M
(Machine to Machine) for the IoT the way it was meant to be. To publish data
from the thing or read the latest value for a thing, simply call a URL. The query
parameter can be added as key-value pairs or any valid JSON data. JSON is a
lightweight data-interchange format [13] and it is syntax for storing and
exchanging data. It is easy for machines to parse and generate. It is also
possible to use client libraries on Dweet.io. Things can be locked on Dweet.io if
users are willing to pay $1.99 a month. A locked thing provides more functions
to users.

Raspberry Pl

The Raspberry pi is a series of credit card-sized single-board computers
developed in the UK by the Raspberry Pi Foundation.[14] It can be used as an
IoT device. It is like a small computer. In order to control the Raspberry Pi, I
use an existing application called “Fing” to detect its IP address. I use “Bitvise
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SSH Client” to connect to the PI. Set the host as the IP address and the port as
22. When the connection established successfully, input “sudo tightvncserver”
in its terminal console to open the vnc server, launch a desktop and set a
password for this desktop. I can control the pi by “Vncviewer” with the
password. By this way, there is no big difference between Raspberry PI and
computer in this project. Figure 6 shows running the JAVA code on the
Raspberry PI by “vncviewer”.

Vo e e D e (=] O ||
|‘ Menu | @ B | )’ @ |ﬂa\uew STClient :\E u@. 15*4 pL=
Wastebasket "2 Blues; STClent DD D

Project Edit Tools Wiew Help

| New(Class... | STSourceGetSpeed
o— p—
—— ]

Figure 6. Run JAVA code on the Raspberry PI
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Methodology

The methodology part is very important part in a project. This chapter will
introduce the methodology and concrete methods used to achieve the research
work.

To accomplish G1 that has an understanding of IoT, I learn the general concept,
history, development and future challenges regards to internet of things, which
excites my motivation and guide me to know the current condition of IoT
platforms and how to use them.

To accomplish G2&G3 that learn about SensibleThings and Dweet.io, I learn
the basic principles, algorithms and protocols at first to know about the
mechanism of the [oT platforms. It's essential to identify their weaknesses and
strengths. Then I focus on the open source codes, it is helpful to build a basic
idea of application development and know how the platforms operate. I'm able
to modify the codes from the client libraries or from GitHub to create the
seniors | need. Since platforms are different from their original version and the
world is changing every second, the comparison needs to keep pace with the
times. Therefore, the state-of-the-art research papers mustn't be overlooked.

To accomplish G4 that determines which platform has more ways to publish the
data and provide more output functions for users, I download all of which the
platforms need and run the codes on computers and Raspberry Pi according to
step-by-step tutorials listed on the official website. I search the mobile
application on the Google Play store and App Store, download them and test
them on smart phones.

To accomplish G5 that determines which platform is safer and more stable to
transfer messages. 1 use “Wireshark” to capture the packages through the
transfer process and analyze what kinds of protocols are used by the platforms.
I will compare the protocol types. I will run the codes on different devices for
many times to compare the captured packages to see whether the connection is
stable.

To accomplish G6 that determines which platform is preferred in scenario
where a device sets a big-size value and P7 that evaluate how the platform
perform when a device speeds up the transfer process, I edit the JAVA code
downloaded from client libraries of dweet and from official website of
SensibleThings to create the scenarios. I compare the round trip time, its
standard deviation and failure rate to evaluate different platforms.

10
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Implementation

As the Figure 7 shows, this chapter talks about how to compare Dweet.io and
SensibleThings in terms of the general comparison, security, bigger value
scalability and quicker speed scalability.

Quantitative Comparisons

. Bigger value uicker speed
General Security BB - Q p
. . Scalability Scalability
Comparison Comparison . .
Comparison Comparison

Figure 7. Comparisons of Dweet.io and SensibleThings

General Comparison

This part mainly includes two small parts. The first part is from input aspect.
Users can use different devices and tools to publish data to [oT platforms. The
second part is from output aspect. After publishing data, IoT platforms can
provide some functions. Figure 8 shows the general structure of this part.

11
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Dweet

! Output
Input !
P loT Platforms i
i Visualization
Computer . . d
Raspberry PI SensibleThings i

Smart phones

Alert
Privacy
Storage

Figure 8. General Comparison

Input

In order to publish data to IoT platforms, users can use different devices. Both
of Dweet.io and SensibleThings claim that they can run on computers,
Raspberry PIs and smart phones.

In order to publish a value to Dweet.io, there are many methods. I can call a
URL like: https://dweet.io/dweet/for/my-thing-name?hello=world in any web
browsers and replace “my-thing-name” with a unique name. “hello=world” is
the query parameters and the parameters added to request must be a kind of
key-value pairs or any valid JSON data. Dweet.io has many client libraries as
well. JavaScript, Python, Java, Ruby and C programming languages are
available on the devices. I download JAVA codes from the GitHub, establish a
project for it and configure the google JSON library. In this project, I run the
codes in “Eclipse” on the computer and in “BlueJ” on Raspberry PI to test the
JAVA code.

URL method is not available on SensibleThings and Java is the only
programming language that programmers can use. | run the source code and
then the sink code to use the public bootstrap of SensibleThings. These two
projects can be run on the same device or different devices. I modify the UCI in
the code to let it be a unique one. The UCI in the sink code should be the same
as the source code. SensibleThings provides the local bootstrap for users. I run
the local bootstrap code and then the local client code. The UCI in the client
code should also be the same as the one in bootstrap code. It is also possible to
run these two projects on the same device or different devices.

12
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I can use URL to publish values and get the latest value in the web browsers on
the mobile devices. I search “dweet my phone” in the Google Play of Android
and APP (application) store of Apple and download the app. As shown in Figure
9, I can publish parameters of my devices and set the publishing frequency and
the thing name in this app.

Telia® & E = .l 62 21:27Telial & (3
hug lobs tll..ll; lobs=s

dweating fo

andriod vin S

current thing name

DEVICE :
andriod_yun
Device Model ALE-L21
tap text to change
Device Product Name ALE-L21
0S Version 5.0.1
dweet frequency
Light Sensor 11.00 lux
0.5 seconds
Headphones Attached false 1 second
ORIENTATION ® 2 second
Accelerometer ; X -0.57G 5 second
Accelerometer: Y 3.16G
Accelerometer: Z 930G

GPS

O O < O
Figure 9. “Dweet my phone” on Android phones

SensibleThings is only available on Android now. I run Android code on
“AndroidStudio” application and modify the IP address in the code. I connect
my Android phone to the computer to download the apk. But it doesn't work on
my phone because of the poor compatibility.

Output

Dweet.io cooperates with freeboard.io. The thing published to Dweet.io can be
used as a data source on the freeboard. As shown in Figure 10, I can build real-
time, interactive dashboards and visualizations in minutes using the intuitive
drag & drop interface on the freeboard.io. I can add any types of widgets as I
want.

13
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Figure 10. Visualize data on Freeboard.io

Dweet.io cooperates with Twitter as well. I can not only copy the URL of the
thing to my friends, but also share the data on my Twitter.

Dweet provides locked things for those who are willing to pay $1.99 a month. A
locked dweet has 30 day storage and it allows users to protect and reserves the
things so that only people with special keys can access it. The name of the
locked thing is unique and it cannot be used by anyone else. When something in
the data falls outside set of conditions, alerts can notify users by SMS or email.
However, I fail to pay for it. The payment page doesn't work properly as shown
in Figure 11.

ocks are just $1.99 a month and wi o Mo ;
st ElE Sl e alnd ! Ooops. Were unable to process this at the moment. Please try again later.

be emailed to you as s

et. That's 1 : Total: $1.99 / month
ts a month! If

you need more Je, just get in

We're working on additiona

storage plans and value your input.

Figure 11. Payment page Error

Disappointingly, there are no such ready-made functions on SensibleThings. I
can only get the latest value at the terminal consoles now.

Security Comparison

I modify the JAVA code downloaded from their official websites and use
Wireshark to capture the packages during the publishing and getting processes
of IoT platforms. For the sake of fairness, I publish a JSON object with
“hello=world” property to two platforms. I analyze these packages to see what
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kind of protocol they use and how many packages do they need. I run the same
code on different devices for several times to see whether the sum of the
protocols and the communication process are changed.

Capture packages on Dweet.io

As shown in Figure 12, I replace the name of the thing with ”yun-client”, a
unique thing name that avoid being replaced by others as far as possible. I
delete all the functions about a locked thing in the original code because we
only focus on publishing and getting latest value, which can be compared with
SensibleThings. I open Wireshark, use wireless network interface to capture
from and click the “Start” button. Then, I run the JAVA code. After the return
value shown in the terminal console, I click the “Stop” button in the Wireshark
and use “ip.addr==dweet.i0” to filter the packages.

JSON with
thingName: property
“yun-client” “hello=world”

(1) Publish

Dweet.io

(2) Get

Figure 12. Capture packages of Dweet.io

Figure 13 shows the packages of Dweet.io captured by “Wireshark”. When a
device publishes the value to Dweet.io, three TCP handshaking packages go
first. Then, Dweeet.io uses 14 TLS packages to ensure the privacy between
device and server. After the TLS handshaking layer, it takes 4 packages to
publish the JSON object and 2 packages to get the value. When the program
ends, it takes one package to stop the TCP connection.
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Dweet.io
SYN
TCP
;i
SYN, ACK handshaking
ACK NEIE
p M. TLS
A7 Nmmmmm oo N handshaking
4 TLS handshaking v layer
\\j """""""""""""""""""""" ':’/ ] (14)
data 5
> Publish value
ACK, data (4)
o Get value
data :{2}
RST, ACK > > Stop TCP
(1)

Figure 13. Protocols of Dweet.io

I run the same code on different devices and capture the packages for several
times. The packages are all the same as shown in Figure 13 and there are fixed
24 packages during the communication.

Capture packages on SensibleThings

In order to capture the packages during the communication, I establish
“STSource” and “STBootstrap” projects on one device and “STSink” and
“STClient” projects on another device in the local area network. It is not
possible to capture packages if they are run on the same device or behind the
NAT. It is a must to configure the JSON library and SensibleThings library in
all projects because we need to publish a JSON object with “hello=world”

property.

As shown in Figure 14, I use “yunpublic@miun.se/test” as UCI and set the
JSON object with “hello=world” property as the value on the source node in
advance to ensure the node will return a required value to the sink node. I run
the source code, start “Wireshark™ and run the sink code. After the terminal
console on the sink node shows the return value, I click “Stop” button and use
“UDP” filter to get relevant packages. The processes of registering UCI and
resolving UCI are not included. Unexpectedly, the public bootstrap of
SensibleThings continuously use TCP protocols instead of UDP protocols
claimed on the official website. It is hard to identify these TCP packages. I give
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up looking deep into the public bootstrap of SensibleThings and turn to
studying the local bootstrap.

T

Resolve(“yunpublic@miun.se/test”)

v

(1)
(2) Register(“yunpublic@miun.se/test”)

(3) Publish

JSON with

property
“hello=world”

(4) Get
Figure 14. Capture packages on public bootstrap of SensibleThings

As shown in Figure 15, I use “yunlocal@miun.se/test” as the UCI and set a
JSON object as the value on the bootstrap node in advance. I alter the ip address
of bootstrap into the IP address of local bootstrap node on the client node so
that it can connect to the local bootstrap. I run the local bootstrap, click “start”
in “Wireshark” and run client node. After the terminal console on the client
node shows the return value, I click “Stop” button and use “udp.port==9009" to
filter the packages.

(2)
BootStraplP=[ip address of Device 2]
Resolve(“yunlocal@miun.se/test”)

(1)
Register
{“yunlocal@miun.se/test”)

(3) Publish

JSON with
property

“hello=world”

(4) Get
Figure 15. Capture packages on the local bootstrap of SensibleThings
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I open one of the packages to see its binary stream. According to the paper
”Reliable UDP and Circular DHT implementation for the MediaSense Open-
Source Platform”, the bits in the seventh byte in the data layer are flags and I
can identify the packets by these flags as shown in Figure 16. However, the
flags don't help the analysis so much. The length of ACK packets is 65 or 69.
Other packets are data packets.

No. Time * Source Destination Protocol Length Info
1773 22.0138890PI PC upe 369 Source port: 37253 Destination port: 9009

M 1773 22.013889000 PI PC UDP 368 Source port: 37253 Destination port: 9009

® Frame 1773: 369 bytes on wire (2952 bits), 369 bytes captured (2952 bits) on interface 0
% Ethernet II, Src: PI (b8:27:eb:db:43:82), Dst: PC (2c:d0:5a:30:62:ff)
@ Internet Protocol version 4, Src: PI (192.168.1.105), Dst: PC (192.168.1.103)
® User Datagram Protocol, Src Port: 37253 (37253), Dst Port: 9009 (9009)
B Data (327 bytes)
Data: 00000081090000006400000328000000011f8b0800000000. . .
Text:
[Length: 327]

packet spouencs +

0028 10001000 1010101

0030 VLLUMAUY UWUUUUUY UUUUUUUY UUWUVULL  ssavavuy
0038 00000001 00011111 10001011 00001000 00000000 00000
EEE DDUU'DUU 00 100 UDQODDUU' BWU!}{]‘DO 00{]00000 10011101 01010000

* Flags (8 b:lt'-,) - bit field containing flags
o  First (bit 0) - first packet containing application layer data
o Reset (bit 1) - request to reset sender state
e ACK - (bit 2) - packet contains acknowledge information
@ Data (bit 3) - packet contains application layer data
o Resend (bit 4) - packet was resent
e  Fragment (bit 5) - packet is fragmented

e  Persist (bit 6) - request an acknowledge packet

Figure 16. The flags in the packet

Then I right-click on one of the packages, copy its Hex stream bytes and paste
them in “HxD” application. There is “1F 8D” in this package and the
compressed file often starts with “1F 8D”. I delete the header of the stream and
make the file begin with “1F 8D”. Then, I save the file as “pkg.zip” and open
the zip file by “WinZip” and open the “pkg” file by notepad. The source IP
address, destination IP address and the type of the message is shown in the
notepad in Figure 17.
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T kg -8 |
T HEE B0 SEY EEH)
Eﬁ \sr =

Tse sensiblethings. disseminationlayer. lookupservice. kelips. messages
KelipsSyncMessaged+igkter 11 dgroupNumberl {lookupTablet
ffaveArttireommt rent /ConcurrentHashMap ; x1
‘se. sensiblethings. disseminationlayer. conmunication. Messaget?, &lA?
1L ifromNodet
5Lse/sensiblethings/interfacelayer/SensibleThingsNode;L —toNodeq
XpsT
Jse. sensiblethings. disseminationlayer. communication. BasicSensibleThi
ngsNodePEH\  BE? 11 ‘portL qipt ILjava/lemg/Stlrirlg;k;;ﬁ(lﬁmzL
: 1 3se.sepsiblethings. interfacelaver, SensibleThingsNode M xp

1““**5'% 18t 192.168. 1. 1055q ~ | #1t[192.168.1.103 | esr
n M (& java UTIT. congurrent. Concurrentiasmiapd i) =" 'T {segmentMaskl $

segmentShift[ Bsesmentst 1[Ljava/util/concurrent/ConcurrentHashMap
$Segment:xp ¥ ur I[Ljava.util.concurrent.ConcurrentHashMap

Figure 17. The decompressed package in notepad

- (ERER) pkg

I run the same code on different devices and capture the packages for several
times. I find that the sum of the packages changes from 17 to 20. Two devices
randomly send ACK packages.

Bigger value Scalability

This part shows how to evaluate the performance of the IoT platforms when
values become bigger. As shown in Figure 18, I calculate the RTTs of
publishing a value to different platforms and RTTs of getting the value. To
ensure the fairness, the value is a JSON object with SIZE properties. I calculate
the RTT and write the effective RTT into the file for SUM times. If it fails, print
out the failure. If it succeeds in writing SUM RTTs in the file, file functions will
calculate the average RTT and its standard deviation. I will record the results,
clear the file and set a bigger SIZE to run the same process again. This part is
sub-divided into three small parts. The first part shows how to calculate RTTs of
getting and publishing a big value on Dweet.io and how to determine whether
the RTT is effective. The second part shows how to implement it on
SensibleThings and the third part talks about the common file functions.
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Set new SIZE
Clear the file

Get/set value
With required SIZE

Isita
failure

Calculate RTT

Print out the
failure

Run the
same code

Lines of RTT == SUM
record the

results in
table

Common file
functions

Lines of RTT !=5UM

Figure 18. Flow chart of big value comparison

Calculate RTTs with a big value on Dweet.io

As shown in Figure 19, in order to avoid unnecessary influence, I publish an
irrelevant value for Dweet.io before publishing the required value to make sure
the connection has no problem and the time of TCP&TLS handshaking is not
included. Then I record T1 before I publish the required value with SIZE
properties. I record T2 when the device receives the return value. If it returns
true, the effective RTT of setting a value with SIZE properties for Dweet.io
equals T2 minus T1. If publish function returns false, “fail to publish dweet
with SIZE properties” will be printed out at the terminal console. When I set the
SIZE to 1300, the terminal console shows the failure message. I change the
SIZE to find the boundary of the size and find that I can publish a value with at
most 1252 properties to Dweet.io. Since the boundary size is a JSON object
with 1253 properties, I set the value size from 1 property to 1250 properties in
the comparison of bigger value scalability.
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Dweet.io

:'|dai.'— 2| ™ | Publish an

irrelevant
ACK, data |——= —Jyalue

1 alue  |—

value o —

| Publishison); | L Publish a

— I 1 required value
T2 - Ak e

T1 *

SetRTT=T2-T1 J

v v
Figure 19. Calculate SET RTT on Dweet.io

As shown in Figure 20, I publish the value with SIZE properties at first. The
TCP&TLS handshaking and publishing time is not included. If it is published
successfully, I record T3 before the device sends the request to Dweet.io and
record T4 when the device receives the return value. If “get” function returns
null or “publish” function returns false, the terminal console will output the
failure. If everything goes well, RTT of getting a value with SIZE properties
equals T4 minus T3 and the program will execute the common file functions.

21



4.3.2

Quantitative Comparison of SensibleThings and Dweet.io

Yun Zhao 2016-05-18

Dweet.io
,I' l____________________________________________IP‘\\
TCP& TLS handshaking p
R il G
. JSON with SIZE N
properties % required
¢ ACK __hison
E et val
et value
[Get] data @
T4 <
GETRTT=T4-T3 |
v v

Figure 20. Calculate GET RTT on Dweet.io

Calculate RTTs with a big value on SensibleThings

In this part, the method of calculating RTTs on the local bootstrap and public
bootstrap of SensibleThings is the same. But the results are not the same.

As shown in Figure 21, I record TS5 on the sink (or client) node before the node
publishes the value, where value equals T5. I record T6 when the source (or
bootstrap) node receives the value. The RTT of setting a value with SIZE
properties for SensibleThings equals T6 minus T5. The resolve time is not
included. The “value” sent by sink (or client) node is printed out at the terminal
console on the source (or bootstrap) node to see whether it succeeds in setting.
If the output value is the same as the published one, the RTT is effective. If not,
it's a failure and the results of common file functions are not reliable. It should
be noted that two projects must be run on the same device in case of the
unsynchronized time.
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Source
[bootstrap
| ] Must run
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same
LERPa— device
Set
R|
Value ¥
T
—» 10

SETRTT=Current time—valueJ

Figure 21. Calculate SET RTT on SensibleThings

As shown in Figure 22, I set the value as a JSON object with SIZE properties
on the source (or bootstrap) side at first. I record T7 on the sink (or client) node
before it sends a request. The source (or bootstrap) node will return the JSON
value to the sink (or client) node. I record T8 when the sink (or client) node
receives the value. The RTT of getting the value with SIZE properties for
SensibleThings equals T8 minus T7. The resolve time is not included. The
value sent by source (or bootstrap) node is printed out at the terminal console
on the sink (or client) node. If the output is a value with required properties, the
RTT is effective. If not, the results of common file functions are not reliable.

Source
/bootstrap

| Set required value |

T7 &———

5

—

Value GetEvent(){
Notify{Required value);

}
T8

RTT=T8-T7 J

Figure 22. Calculate GET RTT on SensibleThings
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Common file functions

This part introduces some common functions related to files which are used in
the bigger value scalability comparison part. As shown in Figure 23, if the
program gets an effective RTT, the program will write the RTT into a file and
count for the written RTTs. If there are SUM RTTs in the file, the program will
calculate and print out the average RTT and the standard deviation of RTTs. I
will record the results in a table.

(1) Void WriteFile(long RTTtemp): write the effective RTT into the file.

(2) Boolean CountRTTs() : count for how many records in the file. If there
are SUM records, return true. If not, return false.

(3) Void Calculate(): if there are SUM records in the file, calculate the
average RTT=RTTsum/SUM, standard deviation= Math.sqr#((RTT[i] -
averageRTT) */SUM)

Effective RTT

Output the average
RTT and standard
deviation

Lines of the file == SUM
@ Calculate()

Lines of the file = SUM

WriteFile(RTT);

DweetSetBiggertxt |

Figure 23. Flow chart of common file functions

Quicker Speed Scalability

This part shows how to evaluate the performance of the IoT platforms when
speeding up the transfer. In this evaluation, I set the published and returned
value as a timestamp. As shown in Figure 24, 1 continuously publishing or
getting the value at a certain speed. I enable the thread to sleep to control the
speed. I use two “ArrayList” containers to record the begin time and the end
time. I use one array “RTT” to record RTTs for every set & get. If it fails, the
program pluses the “failcount”. “failcount” is used to calculate the failure rate.
If it succeeds, print out the RTT[i] and its index. When there are SUM RTTs at
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the terminal console or there is no more values return, I press “Enter” to end the
listener. The program will calculate the failure rate, timeDrift, averageRTT and
its standard deviation and output these results at the terminal console. This part
is sub-divided into three small parts. The first part shows how to calculate SET
RTTs at a certain speed. The second part shows the implementations on
calculating GET RTTs. The third part talks about the output results.

Get/set value at
speed for SUM times

¥

Receive return value |

Count the
failure

| Calculate and RTT[index] |

v Print out the
RTT and its index

No more
returns
Jindex=SUM

Figure 24. Flow chart of quick speed comparison

Calculate RTTs of publishing values at a certain speed

I continuously publish the value at a certain speed to different platforms to
calculate the SET RTTs for SUM times.

As the Figure 25 shows, I publish an irrelevant value at first to avoid irrelevant
factors. Then I record T1 before the device publishes the value, where the value
equals T1. When the device receives the ACK packet from Dweet.io, I record
T2. T add T1 into “begin” and add T2 into “end”. If Dweet.io returns false, the
program pluses the “failcount”. Then the thread sleeps. After the thread wakes
up, it publishes the timestamp again. After publishing the values for SUM
times, the program calculates the output results.

25



Quantitative Comparison of SensibleThings and Dweet.io

Yun Zhao 2016-05-18

T [TcPaTiShandshaking | b
N e e ] e e 1/’
L * !Publish an irrelevant value | )
w
ACK |
el
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< Value=T3 ol
Publish(JSON);
— ACK
End. Add(T4)
RTTIi]= end[l]—Begln[l]J
v v

Figure 25. SET RTT[i] on Dweet.io at a certain speed

The method of calculating RTTs on the local bootstrap of SensibleThings is the
same as the public bootstrap, but the results are different. As the Figure 26
shows, I record T1 on the sink (or client) node before I publish the valuel,
where valuel equals T1. Then the sink (or client) node sleeps. After the thread
wakes up, sink (or client) node publishes the timestamp again. The sink (or
client) will publish timestamps for SUM times. When the source (or bootstrap)
node receives the published value from sink (or client) node, it will output the
index and RTTJi], where RTT[i]=currentTime-value. When there are SUM
RTTs shown at the terminal console on the source (or bootstrap) node or no
more RTTs printed out, I press “Enter” and the program will calculate the
output results. Since the end time and the begin time of the RTT is not on the
same device, this experiment must run on the same device.
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—y 14

RTT[1]=T4-value

Figure 26. SET RTT[i] on SensibleThings at a certain speed

4.4.2 Calculate RTTs of getting values at a certain speed

I continuously get the value at a certain speed from different platforms to
calculate the GET RTTs for SUM times.

As the Figure 27 shows, I publish a timestamp as a value at first to ensure the
return values of two platforms are the same. I add T1 into the “begin” and add
T2 into the “end”. After the device gets the value, the thread sleeps. When the
thread wakes up, it sends the request again. If Dweet.io returns null, the
program pluses the failcount. After sending the requests for SUM times, the
program calculates the output results.
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Figure 27. GET RTT[i] on Dweet.io at a certain speed

v

The method of calculating RTTs on the local bootstrap of SensibleThings is the
same as the public bootstrap, but the result is not the same. As the Figure 28
shows, I set the value as a timestamp on the source node at first to ensure the
fairness. I record T1 on the sink (or client) node when the request is sent and
record T2 when it returns. The program will calculate and output the RTT[i] and
its index on the sink (or client) node. The thread starts to sleep after it sends the
request. After the thread wakes up, the sink (or client) node will send the
request again. When there are SUM RTTs at the terminal console in the sink (or
client) node or no more RTT printed out, I press “Enter” and the program will
calculate output results. The GET RTT can be run on one or two device. I test

both circumstances to see its difference.
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Figure 28. GET RTT]Ji] on SensibleThings at a certain speed

4.4.3 Output results

Figure 29 shows the output results of setting value every 506.25ms when
SUM=5. requiredSpeed=500ms. The program prints out every RTT and its
index, the name of the file, SUM value, failure rate, timeDrift, average RTT and
its standard deviation. This part will explict how to calculate them.

1.8RTT:
2.8RTT:
3.8RTT:
4.8RTT:
5.8RTT:

127ms
131ms
122ms
124ms
125ms

[DweetSetspeed] for 5.8 times , Failure rate= 8.68
RealTimeInterval: 586.25% ms , Time drift =
125.8 ms , Standard deviation = 3.86 ms

Average RTT =

Figure 29. Output results on Dweet.io

5.25 m=s

(1) AverageRTT= RTTsum/i, where “i” means the sum of the effective

RTTs.

(2) Standard deviation= Math.sqr#((RTT[i] - averageRTT) %i, where “i” is
the same value in the averageRTT. The standard deviation shows the
reliability of the calculated RTT and stability of the connection.
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(3) Time drift=realTimelnterval- requiredSpeed where realTimelnterval =
(begin[ SUM-1]-begin[0])/SUM. Figure 30 shows the process of getting
and setting values on Dweet.io, the real time interval is not the same as
the sleep time interval and the required speed. Because the program
running on Dweet.io cannot send a packet before the previous packet
returns. That's why I calculate the time drift. I not only calculate the
timedrift on Dweet.io, but also on the SensibleThings because I want to
ensure the time interval is what [ want to test. If time drift is bigger than
10ms, I will modify the “sleepTime” in the code to meet the required
speed and run the program again. Sometimes it is hard to control the real
time interval. I record the time drift to see whether the records are
reliable enough. But it doesn't make any sense actually. In addition, I
modify the sleep time interval to Oms to look for the boundary speed of
platforms and find that the program cannot publish or get values quicker
than 125ms on Dweet.io.

- Dweet.io

Value
Real time ACK
interval
Thread.sleep(sleepTime);
Value
L ACK
Timedrift
= realTimelnterval-requiredSpeed
¥ | =(begin[SUM-1]-begin[0])/SUM-requiredSpeed v

Figure 30. Calculate time drift

(4) Failure rate= failcount/SUM =(SUM-1)/SUM, where “i” is the same as
in the averageRTT. When calculating the set RTTs of SensibleThings,
the “set” function doesn't return. I can calculate the “i”” on the source (or
bootstrap) node and use it to calculate the failure rate.
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Results

This chapter will show the results of the project, which contains four main
parts. The first part is the general comparison in terms of input and output
aspects. The second part is the security comparison where we analyze the
protocols during the communication. The third part is the scalability
comparison when value becomes bigger. The fourth part is the scalability
comparison when the speed becomes quicker.

General Comparison

The general comparison splits into input and output parts.

Input

As shown in Figure 31, Dweet.io can use URL to publish and get values in any
web browsers on any devices. Except for the URL method, Dweet.io can
support much more programming languages, while SensibleThings only
supports Java programming language. If you want to use the IoT on the
SensibleThings, you must run at least 2 projects. If you want to develop new
functions for SensibleThings, you can use the local bootstrap of
SensibleThings, which provides more openness for developers. Users can only
publish and get values from Dweet.io. If users want to use the smart mobile
devices on the Dweet.io, they can directly download released APP from digital
distribution platforms on Apple and Android products. By contrast,
SensibleThings is only available on Android now. Other than the poor
compatibility, the app can only get the value from the platform.

Input SensibleThings Dweet.io
Computer All
JAVA is the only language provides more .
programming available
languages
through
Raspberry PI More openness: local bootstra
P ' P URL, no
set-u P
Smart mobile
devices Hard to run Existing APPs

Figure 31. Input comparison
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Output

As shown in Figure 32, SensibleThings has no ready-made functions and users
can only get the returned value at the terminal console now. By Dweet.io, users
can visualize the data on the freeboard.io and share data with their friends by
URL or Twitter. Dweet.io claims that alerts, privacy and storage functions are
provided if users are willing to pay for the thing. However, the payment page
has some errors. The functions of the locked things are empty promises.

Output SensibleThings Dweet.io
Visualization Freeboard.io
Share URL or Twitter

No ready-made
—————— |Payment page errorl—

functions
Alerts If you pay $1.99 a month
successfully, notify you by email/
Privacy SMS when data falls outside
specific condition, only people
Storage with special keys can access the

unigue thing, one month data
storage

Figure 32. Output comparison

Security Comparison

As shown in Figure 33, Dweet.io establishes TCP connection at first and
ensures the reliable and safe connections by TLS v1.2. Dweet.io has better
stability. It takes fixed 24 packets to publish and get a value. It is not easy to
analyze continuous TCP packets when two devices communicate with each
other running on the public bootstrap of SensibleThings. RUDP protocol is used
on the local bootstrap of SensibleThings. The packets are just compressed and it
is easy to decompress them. The connection is unsafe and unstable. The sum of
the packets changes from 17 to 20. ACK packets are randomly sent between
two devices.
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’ Local Bootstrap | Public Bootstrap
RUDP
Protocol TL5v1.2 based on TCP —just compress
TCP
type safe the data, can be
decompressed
unsafe
stable | Fixed 24 packages PKG SUM =17,18,19,20
stable
(3 for TCP hard to Randomly sends
handshaking+ 14 for recognize the ACK packages
TLS handshaking + 4 packages
for dweeting thing + Unstable
2 for getting thing +
1 for stop)

Figure 33. Security comparison

Bigger Value Scalability Comparison

Figure 34 shows the comparison when the value becomes bigger on two
platforms. The following parts will explicit the results and show the line charts
of the SET RTT, GET RTT and their standard deviations.

SensibleThings

Dweet Local Bootstrap Public Bootstrap
SETRTT Increases by size The shortest Shorter
Longest

GET RTT Slightly increases by The shortest Longest
size Unreliable RTT

Shorter Or unstable connection

JSON Wi_th 1253 Can handle a JSON over 10000 properties.
Bou ndary properties Possibly no boundary

Figure 34. Bigger Value Scalability Comparison
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SET RTTs with bigger value

Figure 35 shows that when setting value, the program spends much more time
on Dweet.io and the RTTs increase with the size of the values. When publishing
a value with about 100 properties for the public bootstrap of SensibleThings,
the program spends more time than Dweet.io. If the value becomes bigger than
400 properties, the RTTs of setting values for the public bootstrap of
SensibleThings become shorter than 100 million seconds. The RTTs of setting
values for the local bootstrap of SensibleThings are much less than the others.

RTT(/ms)
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.-
500 // N
400
If/ e Dweet
300 e public ST
/—/ local ST

200 p(l
100 —

0 rr o rT ot rrrr v T T T T T T T T 1 T T T1

1 100 200 300 400 500 600 700 800 900 100011001200

Figure 35. Line Chart of SET RTTs with bigger value

N\

Value Size

GET RTTs with bigger value

Figure 36 shows that the program spends much more time on getting a value
from the public bootstrap of SensibleThings. When the values are smaller than
400 properties, the Get RTTs are about 500 million seconds. When the values
are bigger than 400 properties, the Get RTTs become stable and they are about
350 million seconds. The RTTs of getting values from Dweet.io slightly
increase with the size and they are between 100ms and 200ms. The RTTs of
getting values from the local bootstrap of SensibleThings are much less than the
others.
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Figure 36. Line Chart of GET RTTs with bigger value

5.3.3 Standard Deviation with bigger value

From Figure 37, we can see that the standard deviations of getting values from
the public bootstrap of SensibleThings is the highest one, which means its RTTs
are widely spread and unreliable. The average RTT of setting a value with 100
properties for the public bootstrap of SensibleThings is not reliable. The
average RTT of setting a value with 1150 properties to Dweet.io is not reliable.
Other standard deviations are mostly under 20 million seconds, which means
the RTTs are closely clustered around the mean and reliable.
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Figure 37. Line Chart of Standard Deviation with bigger value

5.4 Quicker Speed Scalability Comparison

Figure 38 shows the comparison when the speed becomes quicker. The
following parts will explicit how to get the results and show the line charts of
the SET RTTs, GET RTTs, their standard deviations and the failure rate.

SensibleThings
Dweet.io R
Local Bootstrap Public Bootstrap
SET stable longest
RTT shorter Shortest, ~1ms Speed >500ms, decrease
with speed
GET stable . Longest
shorter Shortest, ~1ms It’s quicker to run on one
RTT device
F:llture withlgﬁzizesfipeed No failure, 100% reliable
ate
:“”":a” 125ms 0.25ms
pee

5.4.1 SET RTTs with quicker speed

Figure 38. Quicker Speed Scalability Comparisons

Figure 39 shows that when the program speeds up setting values, the public
bootstrap of SensibleThings spends much more time. When speed is slower
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than 500ms, its RTTs are about 260ms. When speed is quicker than 500ms, its
RTTs decrease with the speed. The RTTs of setting values for Dweet.io are from
120ms to 160ms. The RTTs of setting values for the local bootstrap of
SensibleThings are much less than the others.
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Figure 39. Line Chart of SET RTTs with quicker speed

From Figure 40, we can see that standard deviations are almost under 20ms on
the local bootstrap of SensibleThings. The standard deviations of Dweet are
from 20ms to 40ms. When the speed is quicker than 200ms, the average RTTs
of setting values for the public bootstrap of SensibleThings is unreliable.
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Figure 40. Line Chart of SET standard deviation with quicker speed

5.4.2 GET RTTs with quicker speed

Figure 41 shows that getting values from the public bootstrap of SensibleThings
spends the longest time. It spends more time when two programs of
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SensibleThings are running on two devices. Dweet.io spends about 130ms to
get the value regardless of the speed. The RTTs of getting values from the local
bootstrap of SensibleThings are much less than the others.
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Figure 41. Line Chart of GET RTTs with quicker speed

From Figure 42, we can see that standard deviations are almost below 40ms on
the local bootstrap of SensibleThings and Dweet.io. The standard deviations of
Dweet are from 20ms to 40ms. When the speed is 1900ms or 1300ms or 500ms,
the average RTTs of getting values for the public bootstrap of SensibleThings
on one device are unreliable. When the speed is 1800ms or 150ms, the average
GET RTTs of the public bootstrap on two devices are unreliable.

SD(/ms)
140

Standard Deviation when speeding up getting

120

100 l\
0 N A / === Public ST 1 device
e Public ST 2 devices
60 N == | ocal ST 1 device

=—=Dweet

=== 0cal ST 2 devices

40 -

2000 1800 1600 1400 1200 1000 800 600 400 200

Figure 42. Line Chart of GET standard deviation with quicker speed
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Failure Rate on Dweet.io

Figure 43 shows that the failure rates of setting and getting values on the
Dweet.io are the same. When the speed is quicker than 1s, failure rates are not
zero any longer and the failure rate increases with the speed.

Failure Rate
1

0.9
0.8 Z
0.7 /
0.6 J

Set

0:5 F Get
04 g
03 |
0.2 /
01 /
2000 1800 1600 1400 1200 1000 800 600 400 200 Speed

Figure 43. Line Chart of Failure Rate on Dweet with quicker speed

39



6.1

Quantitative Comparison of SensibleThings and Dweet.io

Yun Zhao 2016-05-18

Conclusions

This chapter talks about the conclusions of the project and some discussion
towards the results.

The project is a quantitative comparison of IoT platforms from different
aspects. The project's overall aim is to compare the performances of Dweet.io
and SensibleThings under different circumstances.

The overall aim and concrete goals have been accomplished well so far. I have
achieved the general comparison, security comparison and the scalability
comparison of Dweet.io and SensibleThings.

In general comparison, Dweet.io provides more ways to publish data and more
output functions for users. If a user wants to use IoT on mobile devices,
visualize the published data, share the data with friends or he is ignorant about
JAVA programming, Dweet.io is better for him. If a user is familiar with JAVA,
SensibleThings provides more openness.

In security comparison, Dweet.io uses TLS based on the TCP and it keeps a
stable connection. The public bootstrap of SensibleThings uses TCP. It is not
easy to identify the packages. RUDP is used by the local bootstrap of
SensibleThings. But it randomly sends ACKs. The packages are easy to
decompress. It's unsafe and unstable. Thus, if a user wants to have a safe and
stable connection, he should choose Dweet.io.

In bigger value scalability comparison, run a local bootstrap of SensibleThings
is the best if a user doesn’t care running two projects. Except for the local
bootstrap, if the user wants to publish a value smaller than 1253 properties,
Dweet.io is recommended. If the value has more than 1253 properties, the
public bootstrap of SensibleThings is better.

In quicker speed scalability comparison, run a local bootstrap of SensibleThings
is also the best if a user doesn’t care running two projects. Except for the local
bootstrap, if the user wants to publish or get values quicker than 1000ms,
Dweet.io is recommended. If the speed is slower than 1000ms, the public
bootstrap of SensibleThings is better.

Ethical considerations

The comparisons on the SensibleThings and Dweet.io can be advices for users
to choose the platform. I conduct these comparisons in my home in Sweden and
use limited devices. I don't think there are any ethical considerations in my
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conduct. However, there are some ethical considerations on the internet of
things. It is possible for someone to monitor others' activity through the smart
devices. Since internet of things has developed so quickly, security has not
always been considered in product design. That will be a big problem. The
designer of the IoT platforms should pay attention to the security.

Future work

When I look back to my whole project, I have ignored two things, one is the
network delay and the other one is components quantity scalability. The
network delay affects the results of the RTTs. Thus, the future work for me will
pay attention to the network delay of the tests, such as when the network delay
becomes longer, how big it will affect the performance of the 10T platforms. In
addition, how many components can be run at the same time on the IoT
platforms? How do the RTTs change with the number of the nodes? In addition,
I didn't look deep into the packets captured on the public bootstrap of
SensibleThings in this project. In future, I should observe the packets and
analyze them.
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