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Abstract

Sensor have been playing an important role and been useful for society, organi-
zations and even for humans. The things around us that we use in our daily life
such as sensors attached to people, smart devices, vehicles and mobile phones
can be integrated by using sensor values. This thesis concerns the implementa-
tion of NAT penetration techniques in the SensibleThings platform. The Sensi-
bleThings open source platform which apply the advantage of peer-to-peer
(P2P) networking, developed by Mid Sweden University. An algorithm for NAT
penetration was proposed, but there was no implementation and evaluation
showed there was a need for a new technique. However, this new algorithm
tries to use direct connection, UPnP configuration or NAT hole-punching tech-
niques, to communicate between peers and if unsuccessful will use a relay as a
fallback. This paper explores different NAT types. There are mainly four NAT
types; what separates them is different filtering and mapping algorithms. The
objective of this study is to provide seamless NAT traversal and gain scalability.
The implementation showed that both UPnP and hole punching techniques are
successful to bridge the gap across NAT. It leads to the conclusion that UPnP
and hole-punching is approximately 300 milliseconds and 100 milliseconds bet-
ter respectively than the existing proxy communication. However, UPnP is
only suitable for small network areas as it uses multicast in its communication.
It allows the client to control only one NAT device and because of security is-
sues it is not preferred by large organization. The hole-punching technique
failed in implementing a symmetric NAT type, thus the current proxy solution
is used to handle the problem. Finally, this paper presents future work to im-
prove the system and measure scalability.

Keywords: P2P, NAT, SensibleThings, UPnP, hole punching.
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Introduction

In today’s world there are countless digital artifacts connected to global net-
work. The emerging Internet of things is increasing in popularity and can aug-
ment everyday sensors and objects seamlessly into the Internet by using web
technologies. In the present scenario “things” are ubiquitous and try to connect
to each other through the Internet. The nervous system of the human body
makes different organ capable of sensing; the same way the Internet acts as ner-
vous system to integrate things with human society around the world. Devices
such as smart phones, tablets, sensors, actuators, computers etc. makes this inte-
gration possible. Things that have been merged with Internet assist people in
making decisions, monitoring, predictions, and much more by providing crucial
information. However, to achieve seamless interaction among them, we have to
maintain the communication, information and processing capability and inter-
operability. Similarly scalability is another factor that we have to keep in mind
to handle the large scope of communication needed to seamlessly interconnect
smart objects and people.

Portability, affordability, and accessibility to Internet services has lead to sky-
rocketing popularity of portable devices. Another reason for the extensive use
of portable devices is that it helps user to "stay connected" to their dear ones
and outer world. The use of portable devices with built-in wireless Local Ac-
cess Network (LAN) interface are rapidly increasing. With the help of these
wireless LAN interface enabled portable devices, users can access the Internet
anytime and anywhere. It seems likely that the number of users who use public
wireless LAN services will increase in the future. In IP networks it is difficult to
provide public IP address to all devices. To solve this problem we use a private
IP address. However, communication fails when a public node tries to commu-
nicate with another private node; this is because of an IP address translation
problem. There are some extended solution to solve this type of problem such
as network traversal technologies, which try to carry out an IP address transla-
tion and create an appropriate path in order to establish communication between
the public node and the private node. But the issue of scalability of the network
1s never mentioned. So, this thesis will also deal with the scalability of the net-
work traversal technologies.

Background and problem motivation

Sensors have been playing an important role and been useful for society, organi-
zations and even for humans. The things around us that we use in our daily life
such as sensors connected to people, smart devices, vehicles, and mobile
phones can be integrated using the values of sensors. Interconnection of these
devices and sensors ensures the sharing of information across platforms through
a unified framework and establishes a common operating picture to enable in-
novative applications. Open wireless technology such as Bluetooth, radio fre-
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quency identification (RFID), Wi-Fi and telephonic data services as well as em-
bedded sensor and actuator nodes, Internet of things (IoT) has left infancy and
is on the verge of transforming the current static Internet into a fully integrated
Future Internet [1]. The next stage in the development is expected to be a per-
sistent network channeling the data traffic ubiquitously and seamlessly.

The Future Internet aims to integrate heterogeneous communication technolo-
gies, both wired and wireless, in order to contribute substantially to assert the
concept of Internet of Things (IoT). The Internet of Things tries to link each and
every thing available in our surroundings to the global communication covering
fields like the health sector, transportation, community, industrial area, home
appliances etc. It is possible to connect all objects with each other by using the
Internet Protocol (IP) to achieve connectivity between the wireless or wired
sensor networks and the Internet. The Internet of Things, with the help of sensor
value, unites the physical world and the information world together. These sen-
sors do not merely play a vital role in integrating the physical world and the in-
formation, but also have capabilities like information processing, self-configur-
ing and making independent decision. Even though the amount of data trans-
ferred from/to a single sensor or actuator is very limited, the overall amount of
data could be huge due to the large number of objects and their frequent interac-
tion [2]. The huge amount of data from sensor values can cause data over load
to system and degrade the scalability of the system. Therefore, the concept of
distributed data decentralization in the network traversal system can be used to
achieve effective, efficient and scalable network traversal.

Overall aim

The aim of this thesis is to develop a technique for the implementation of net-
work traversal between different instances. In addition, this project aims to en-
able communication between the physical devices and sensors ubiquitously and
seamlessly. The SensibleThings Platform [3] is one of the open source frame-
works with several features providing to access the global sensors and actuators
information more effectively and efficiently. Therefore, this thesis explores the
challenges of establishing effective solutions for scalable and seamless commu-
nication between the Internet of Things instances by using Network Traversal
Techniques. Currently, an algorithm for network traversal has been proposed,
but the algorithm has not been implemented yet. The network traversal algo-
rithm needs to be implemented to achieve scalability for the SensibleThings
Platform. In short, the algorithm tries to use direct connection by using a plug
and play configuration or network traversal hole-punching techniques to com-
municate between peers. If it is unsuccessful it uses a relay as a fallback. This
thesis will identify the different network traversal technologies and deploy the
appropriate technique for seamless connection in order to gain the scalability of
the network traversal. Thus, the problem the thesis aims to solve is:

How can communication between two devices inside two different private net-
works connected through a public network be established in a scalable manner
using network traversal techniques?
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Scope

There are different techniques to use and possible solutions to the network tra-
versal problem. Out of these different solutions this project will consider mainly
three major types of network traversal techniques: Universal Plug and Play,
hole punching and Session Traversal Utilities for NAT. By using these tech-
niques, this thesis will solve the network traversal problems. For the Universal
Plug and Play solution new source codes will be built instead of using available
library. In addition, it will implement Network Traversal Techniques to evalu-
ate the system performance and also create factors to measure and compare
with the current system.

Concrete and verifiable goals

The main goal of this thesis is to implement the Network Traversal Technolo-
gies in the SensibleThings Platform. The network traversal module should be
scalable. Different techniques such as UPnP, hole punching and session traver-
sal utilities for NAT are used for the network traversal module. Moreover, the
communication between the devices should be faster than the current solutions.
The main goals are listed below.

1. Research the three main existing network traversal techniques and
identify the problem scenarios of these technologies.

2. Propose and design a solution that is compatible with the
SensibleThings Platform.

3. Implement a new UPnP technique to replace the external weUPnP
library and hole punching technique for the SensibleThings Platform.

4. Conduct comparison and evaluation of the solution in terms of
initialization time and connection stability.

Outline

Section two includes the background theory and related work. Section three de-
scribes the methodology of this thesis. Section four describes the implementa-
tion of the thesis. Section five shows the results of the proposed solutions
whereas Section six includes the discussion as well as conclusion of the thesis.

Contributions

This thesis has contributed by extending network traversal functionality across
NAT to the current framework with the help of the SensibleThings Platform and
its source code provided by Mid Sweden University. The JSTUN [4] open
source library, dual-licensed under GNU, is used as STUN server for hole
punching.
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Theory

This chapter explains the Internet of Things (IoT), sensors, wireless sensor net-
work, peer-to-peer network concepts and NAT penetration. Moreover, it de-
scribes previous work related to this project. This project is included in large
project platform organized by MIUN known as the SensibleThings Platform.

Internet of Things

The connection of ordinary things to the internet to exchange information intro-
duces the Internet of Things (IOT). Internet of Things connects the physical
world and information world [5]. Sensors have been very important for the
break-through of the Internet of Things; they bridge gap between information
and the physical world. They gather data from their surroundings, generate in-
formation about circumstances, which allows monitoring changes in the envi-
ronment and can provide feedback if required. In the future it will not be only
people communicating with people and accessing information instead machine
will access the information on behalf of people having their unique identifica-
tion based on standard communication protocol. An advanced new fact to stay
connection has been introduced to the world of information and communication
technologies from anyplace, anytime providing a connection for anyone having
connectivity for anything expanding the single way of communication from hu-
man to human to machine to machine, machine to human and vice verse [6].

Interest in creating a long-lasting cyber-physical world as well as interest in the
capacity of embedded devices, sensors, actuators to communicate has increased
year by year. The development of the concept of IoT and the increase in im-
proved short range mobile communication and energy efficiency is predicted to
produce persistent connection of “things”. Such a development will definitely
generate a large amount of data that has to be stored, processed, and also easily
accessed. A huge amount of research interest has been created by IoT in a vast
variety of technical areas, ranging from physical devices to their inter-commu-
nication and interrelation. A massive flow of data supporting a variety of appli-
cations is just one effect of ubiquitous sensors that are networked together into
this circular system. Challenges are inevitable in this area, it could be either
technical challenges or management challenges like sensor network manage-
ment, data management, analysis and visualization [7]. The IoT is playing piv-
otal role in various scenarios shown below in figure 2.1:
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Figure 2.1: Internet of Things scenarios [8]

Radio Frequency Identification techniques (RFID) [5] and related emerging
technologies will be an important attribute of the Internet of Things. Since the
objects have to be identified first in order to be connected; RFID, which has the
capability of identifying objects, can be used in IoT for integration RFID is re-
ferred to as a future substitution for the bar code, but it does much more than
that. The main feature of RFID, identifying and tracking the item in real time to
retrieve critical information about their position and status, provides a strong
support for the Internet of Things.

The Internet of Things allows billions of objects to be connected, which will re-
quire a large data storage. To meet this requirement a redesign of the architec-
ture is essential, considering crucial factors like scalability, reliability, interoper-
ability, interface, quality of service (QoS), modularity etc. For the service ori-
ented architecture (SOA) there must be integration with the Internet and inter-
face with associated networks and various technologies, which can be achieved
by embracing Remote File Input Output (RFIO) for correlation with the physi-
cal world [5]. As the objects will be connected to every other object in the same
or different application it is necessary to maintain the global standard, which
minimizes the problem of interoperability. If the problem of interoperability is
solved it is believed that the real Internet of Things can be achieved. The solu-
tion for this to add a coordination layer into the Internet of Things architecture
design, in addition to the current Internet which has a five-layered architecture,
running with TCP/IP protocols. The coordination layer will be responsible for
processing the packages from various application structures and grouping them
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into a unified structure, which can be pinpointed and managed by an every day
application system.

There are several issues related to the Internet of Things that have to be solved
[5]. Standardization, security and privacy are two crucial questions that should
be given more attention. An alliance between ISO, ETSI, IETF, ITU and other
related organizations is fundamental and urgent. There is always a concern re-
garding security and privacy, therefore a solution solving these issues is in high
demand. Contemplating the technologies concerned with security and privacy
from technical perspective only is not sufficient, social-ethnic, marketing, and
regulations should also be considered.

Peer-to-peer (P2P) communication

1P 192.168.0.1 1P 192.168.0.2

.. — ———
= P S
» +«
\\\ .’/.
Straight-thru /Straight-thru
4 ¥
o \\ Straight-thru
Straight-thru o \ iR
IP 192.168.0.3% 4 1P192.168.04

- —_

i E—

Figure 2.2: Peer-to-peer communication
With the tremendous development of network technology, the role of the tradi-
tional network model based on client/server is gradually decreasing, while the
use of the peer-to-peer communication network pattern is increasing. A P2P ap-
plication is an application in which the same node play a dual role as client and
server in order to provide services like sharing resources such as file informa-
tion, processor computing, and storage space and so on [9]. Figure 2.2 illus-
trates the general concept of a P2P communication network. Every nodes can
establish a P2P dialogue in the P2P network, which makes it possible to achieve
the complete distributed network system [10]. Because of these characteristics it
can change the current network-centric network structure of the Internet and
provides the required power for the network vendors in a non-center structure.
But it is not easy and applicable in all situations. For example it is very difficult

6
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to connect two nodes with each other directly on different private networks.
This is due to existence of the NATs. So messages sent from an external net-
work or a different private network to the private network will be dropped off
directly by this NAT, which makes it more difficult for an external node to ac-
cess a node within the subset. Therefore, the challenging task is to establish the
peer-to-peer communication and make it run smoothly in the presence of NAT.
One of the most effective methods of establishing peer-to-peer communication
between hosts on different private networks is known as the “hole punching”
technique [11]. A detailed discussion about “hole punching” can be found in
section 2.7.

NAT Penetration

The general idea of NAT traversal is to establish a connection between devices
on a private network and public network with the help of routing devices. But
due to the presence of a firewall, it fails to enable devices on a private network
to access devices on a public network as shown in Figure 2.3.

.‘/ " _/"'_"“\s’/ -“\2/- \

7 AT '
o S .', i, 4 r__.-"/ UP\ub].ic network k\\._.
-~ Privatenetwork e f/&f [ - @ |
N | |

| B "'/“"""”/ .f

e ,.-’ ﬁy&‘/ ; . S
“Client A 4 f”f“ e

7 -y

Figure 2.3: Firewall with NAT, no NAT traversal used by Client B and Client C

In a NAT-based [12] network system, there are multiple hosts in a local net-
work, and the Internet connection of this network is managed by the NAT-based
router. Hosts use private IP addresses in this local network, for example in the
192.168.*.* range. However, the private address including the ports that have
been used will be replaced by its own public address by a NAT-based router be-
fore forwarding messages to the Internet. The inverse translation of replacing
the public destination address with the local host’s private address will be done
by the router when a reply message shows up. To perform the translation, the
router maintains a table holding the mapping of private to public addresses. Af-
ter the message is sent an entry will be added. The router drops the received
message if the mapping does not exist. Therefore, a new entry should be added
to contact a host behind a NAT-based router into the NAT table of the receiving
peer to make it accessible. This is shown in Figure 2.4.
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Figure 2.4: Firewall with NAT, NAT traversal used by Client B and Client C

NAT types

With the use of a single (public) IP address, the network address translation
(NAT) permits multiple hosts to connect to the Internet. The ground work is to
allow a NAT-based router to rewrite the address information in incoming and
outgoing messages. A problem may occur when the P2P network starts a new
connection with the other peer, which is connected to the internet through NAT.
Therefore, this communication request will be denied and the incoming
messages will be dropped, resulting in the peer becoming unattainable for other
peers. Thus, a NAT traversal approach is required to allow approaching
messages to reach the peer. According to resources available on the Internet,
four NAT types can be listed as follows [10].

1. Full cone NAT

2. Address-restricted cone NAT

3. Port-restricted cone NAT

4. Symmetric NAT

Full cone NAT

Once the mapping of internal address (iAddr:iPort) with an external address
(eAddr:ePort) has been completed, any packet can be sent through eAddr:ePort
from iAddr:iPort. If the 1Addr:iPort has already sent a packet to hAddr:any, then
the packets can be sent to 1Addr:iPort by external host hAddr:any by sending
packets to eAddr:ePort. “Any” means the port number is of no relevance [13].
This is shown in Figure 2.5.

The internal address 192.168.0.2:2210 of a private node is projected onto the
external address 1.1.1.2:8801. Any package sent through 192.168.0.2:2210 will
be sent via 1.1.1.2:8801. Any package with an external host sent to the address
will be sent to 1.1.1.2:8801 and routed to 192.168.0.2:2210. Figure 2.6 illus-
trates the full cone NAT behavior [14] [15].
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Figure 2.5: Full cone NAT[13]
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Figure 2.6: Full cone NAT [14]

Address-restricted cone NAT

As i1Addr:iPort, which defines internal address, is directed to eAddr:ePort,
which defines the external address, any packet can be sent from an internal ad-
dess through an external address. If the iAddr:iPort has already sent a packet to
hAddr:any, then the packets can be sent to i1Addr:iPort by external host
hAddr:any by sending packets to eAddr:ePort. “Any” means the port number is
of no relevance [13]. This is shown in Figure 2.7.

The internal address 192.168.0.2:2210 is projected onto the external address
1.1.1.2:8801. Any package sent through 192.168.0.2:2210 will be sent via
1.1.1.2:8801. Packages from any port of the external host sent to the address
will be sent to 1.1.1.2:8801 and routed to 192.168.0.2:2210, but only if the ex-
ternal host is previously communicated by sending packet from
192.168.0.2:2210. Figure 2.8 illustrates the address-restricted cone NAT behav-
ior [14] [15].
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Server 1

NAT

Client D—=(

Server 2

Figure 2.7: Address-restricted cone NAT[13]
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d=1112:8801:=-11130:ANY
: d=11128801k-1.11155ANY
g — ) : ; Z ) :
: 5=1111551234 | : 5=1111551234 |
i{ d=192.168.0.2:2210 | : d=11128801 |
5=11.11554321 ! 5=11.11554321

d=192.168.0.2:2210 d=11172:8801

Figure 2.8: Address-restricted cone NAT [14]

2.4.3 Port-restricted cone NAT

A port restricted cone NAT acts like an address restricted cone NAT, but unlike
the address restricted cone NAT, it includes port numbers. As an internal ad-
dress (1Addr:iPort) is projected with the external address (eAddr:ePort), any
packet will be sent from an internal address through an external address. An ex-
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ternal host (hAddr:hPort) can send packets to iAddr:iPort by sending packets to
eAddr:ePort, but only if hAddr: has been previously connected by sending
packet from iAddr:iPort [13]. This is shown in Figure 2.9.

NAT

Client D=

Figure 2.9: Port restricted cone NAT[13]

Private Network port Restrir::ted Cone NAT

102.168.0.0/24 reuter Public Intemet
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f » > ’
i5=192.168.0.2:2210 i5=11.1.2:8801

id=11.130:1234 id=11130:1234

backward translation rule for 192.168.0.2:2210
d=11172:8801:=-1.1130:1234

<

i 5=1.1.130:1234 ‘ 5=111301234 |

; 0=192.168.0.2:2210 ! d=1112:8801 |

Unrechable | 5=11.130:4321 |

; d=111.2:8801 ;

Unrechable : 5=1111551234 |

‘ = d=1112:8801 |

| 5=192168.0.2:2210 ;1 s=1112:8801

{d=1111551234 i d=1111551234

backward translation rule for 192.168.0.2:2210

; d=1112:88014&-11130:1234

: d=1112:8801+-1111551234

€ - _ ; ; - —

: 5=1111551234 | : 5=1111551234 |

i d=192.168.0.2:2210 | : d=1112:8801 |
Unrechable i 5=1111554321 ;

d=1112:8801

Figure 2.10: Port-restricted cone NAT [14]

The internal address 192.168.0.2:2210 is projected onto the external address
1.1.1.2:8801. Any package sent with 192.168.0.2:2210 will be sent via
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1.1.1.2:8801. The external host 1.1.1.30:1234 sends a packet to
192.168.0.2:2210 through 1.1.1.2:8801, but only if 192.168.0.2:2210 has previ-

ously sent a packet to 1.1.1.30:1234. Figure 2.10 illustrates the port restricted
cone NAT behavior [14] [15].

Symmetric NAT

When the request is made from the internal IP address and port to a definite tar-
get [P address and port, each of them is mapped to the port and particular exter-
nal source IP address. However, different mapping will be used in the case of
packet sent by the same internal host but to a different destination, even if the
packets are of same port and source address. The packet can only be sent back
by an external host that accepts a packet from an internal host [13]. This is
shown in Figure 2.11.

Server 1
NAT
Client

Figure 2.11: Symmetric NAT [13]

Server 2

Each packet with a specific internal IP address: port to a specific external IP ad-
dress: port will have a unique look after the broadcast address of the port. Ac-
cordingly, the packet from one and the same internal address: port, but sent to
another external host or port after the translation will have a different external
address port. An external host can only send the package back to host: port from
which they received the package [14] [15].
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Private Network  sym mr—:‘trifn NAT router
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id=11130:1234 id=111.30:1234

backward translation ruéle for 192.168.0.2:2210
d=111.2:8801 ;—-:-1.1.1.30: 1234

«

5=11.130:1234 " 5=11.130:1234 |
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:4 d=1112:8801 : :
Unrechable : s=11.11551234 :
: : ; d=11128801
| 5=192.168.0.2:2210 ’?s=1.1.1_2;3302
fd=1111551234 i d=1111551234
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§ d=1112:8802+4-1111551234
< - ) : ; Z ) !
i s=1111551234 | : s=1111551234 |
: d=192.168.0.2:2210 { : d=11128802 |
Unrechable | i s=1111551234

d=1112:8801

Figure 2.12: Symmetric NAT [14]

NAT traversal techniques

There are various techniques for traversing NAT [12] variants. One of them is
Universal plug and play. UPnP is a technology, based on simple extension of
the plug and play peripheral model for small area networks. Another is Rever-
sal. The initial approach is used while the peer is behind a FC type, which initi-
ated the communication, and one of the more restrictive NAT types is being
used by the contacted peers. During this process, the first peer is not directly
reachable by the second. However, communication can be initiated by the sec-
ond peer making itself attainable in the whole process. The hole punching ap-
proach could be used when the communication partners uses RC or PRC. A
message must be passed from peer A to peer B in order to initiate a communica-
tion. However, the message will be dropped due to the lack of mapping in the
NAT table used by router B creating a new entry in the NAT table on router A.
Nevertheless, peer B must send a message to the same address used in peer A's
initial message along with the used port to reach A. Despite the first message
not being able to reach from A to B, the correct port number can be predicted
considering the outgoing port numbers, which are assigned deterministically by
NAT types. SYM pin on the port number randomly, making difficulty to guess
port that makes inefficient use of the hole punching.
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Relaying is used when both communication partners are at the rear of SYM.
This allows all messages to be sent indirectly over a third relaying peer, which
can be contacted by both peers. It is desirable only if a reasonable relay peer
can be found since it adds overhead and delay due to the direct connection with
the Internet.

Universal Plug and Play

The UPnP technology is a popular solution in residential networks which is
considered as one of the major innovation standards for home networking. The
UPnP technology is developed by the UPnP forum that was later on accepted by
the Digital Living Network Alliance [16]. It does not need any configuration in
networking and can discover the presence of other capable devices automati-
cally. Moreover, it enable peer-to-peer communication among the smart de-
vices, wireless portable devices, and all kinds of computers. Most of the routing
devices are named as UPnP support which might not be clear information for all
vendors. It is inbuilt application and does not need any driver to run.

The UPnP consist of different layers. There are mainly five layers which can be
listed as:

1. Discover

2. Description
3. Control

4. Eventing

5. Presentation

Dynamic Host Configuration Protocol (DHCP) is the optional layer which pro-
vides the IP address to the UPnP capable device. If it did not get IP address
from DHCP, it uses the local address range (169-254.0.0/16).

The first layer is the Discovery layer [18]. Once a device is joined to the net-
work to control points on the network then the UPnP discovery protocol allows
the device to disclose its service. Furthermore, the UPnP discovery protocol
lets the control point search for devices of interest on the network when a con-
trol point is joined to the network. The integral change in the two mentioned
cases is a discovery message embracing some of the essentials factors about the
device or one of its profits like identifier, pointer and its type for more precise
information. The advertisement of the devices, way of control point search and
the formatting details of discovery message are explained below in the imple-
mentation chapter.

The second layer is Description [18]. The control point determines device and
minimum knowledge of it. The device specification information received from
the URL which is organized by device in the discovery message is crucial for
the control point to function with the device and analyze its efficiency. Logical
devices, services, and functional units may be incorporated with the device. The
UPnP information for a device is represented in XML with information includ-
ing vendor-specific manufacturer, like serial number, model name and number,
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URLs to vendor-specific websites, manufacturer name etc. The summary also
comprises a series of any embedded devices or services, along with URLs for
eventing, presentation and control. For every service there are certain actions
and commands to which the service responds. A list of variables are embedded
in the service description, which model the position of service at the run time.
These variables are represented in terms of their event characteristics, range and
data types.

The third layer is the Control layer [18]. Once the control point fetches all the
device description it will be able to send actions to the device’s services. To ac-
complish this, the control URL receives a suitable message from a control point
for the service (available in the device description). The responses of the
process, if any, are assembled by modification in the variables that characterize
the run-time state of the service.

The fourth layer is the Eventing layer [18]. A UPnP specification for servicing
incorporates series of variables that classifies the position of the service at run-
ning state. Subsequently, the updates are published in accordance with the
change in variables making it possible for the control point to enroll to get this
information. Updates are published by service by transferring event messages
which consist of the present values of those variables and name of at least one
state variable which are also defined in XML. After the subscription of the con-
trol point, a special commencing event message is passed which hold name and
values for all evented variable allowing the subscribers to start up its pattern of
the state if the service. Eventing is drafted to preserve all control points uni-
formly informed about the issue of any activity to assist the outlines of scenar-
ios with numerous control points. Eventually, every event message is received
by the subscribers for all evented variables without considering the change of
state variable.

The last layer is the Presentation layer [18]. Assuming that a device has a URL
for presentation, the control point can recall a page from this URL, load the
page in the browser, and let the user manage the device or view its status de-
pending on the capabilities of the page. The definite capability of the presenta-
tion page and device determines the extent to which each of these can be ac-
complished.

How does UPnP work?

When a UPnP capable device participate a network, the UPnP discovery proto-
col permits UPnP capable devices to search for the devices of interest on the
network. This task is performed by sending multicast messages on the reserved
address 239.255.255.250 and on port 1900 via the UDP protocol [18]. Thus the
control point search devices by sending a multicast request with method M-
SEARCH in the following format shown in Figure 2.13.
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M-SEARCH * HTTP/1.1

HOST: 239.255.255.250:1900

MAN: "ssdp:discover"

MX: seconds to delay response

8T: search target

USER-AGENT: 0S/version UPnP/l.l1 product/version

Figure 2.13: M-SEARCH

In order to make sure the presence of device in the network, device must re-
sponse by sending the unicast UDP packet to the same IP address and port from
which the M-SEARCH message was multicast. Device responds if the ST
header field of the 'M-SEARCH' request is “ssdp:all”, “upnp:rootdevice”, and
“uuid:” followed by a UUID which is same as the one advertised by the device.
Multi-homed devices must send the search response using the same UPnP en-
abled interface where the search request was received. The URL specified in the
'LOCATION' field value must specify an address that is reachable on that inter-
face [18].

Devices must not stop responding to other requests while waiting for the ran-
dom delay before sending a response. If the search request does not contain an
MX header field, the device must silently discard and ignore the search request.
If the MX header field specifies a field value greater than 5, the device should
assume that it contained the value 5 or less. Any device responding to a unicast
'M-SEARCH SHOULD' respond within 1 second [18]. Responses to 'M-
SEARCH!' requests are intentionally parallel to advertisements, and as such, fol-
low the same pattern as listed for NOTIFY' with ssdp:alive (above) except in-
stead of the NT header field it use ST header field. The response must be sent in
the following format as shown in Figure 2.14.

ETTES1.1 200 OK
CACHE-CONTROL: max-age = seconds until advertisement expires
DATE: when response was generated

JRL for UPnP description for root device

srzion UPnP/1.1 product/version

USH: compo
BOOTID.UPNP.ORG: number increased each time device sends an initial announce or an update
message

CONFIGID.UBNP.ORG: number used for caching description information

SEARCHPORT .UPNP.ORG: number identifies port on which device responds to unicast M-SEARCH

Figure 2.14: Response to M-SEARCH
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<?xml version="1.0"7>
<root xmlns="urn:schemas-upnp-org:device-1-0">
<specVersion>
<ma‘jor>l</major>
<miner>0</minor>
</specVersion>
<URLBase>base URL for all relative URLs</URLBasa>
<device>
<deviceType>rurn:schemas-upnp-org:device:deviceType: v</deviceType>
<friendlyName>short user-friendly title</friendlyName>
<manufacturerrmanufacturer name</manufacturer>
<manufacturerURL>URL to manufacturer site</manufacturerURL>
<modelDescriptien>long user-friendly title</modelDescription>
<modelName>mode!l name</modelName>
<modelNumber>model number</modelNumber:
<modelURL>URL tco model site</modelURL>
<gsarialNumber>manufacturer's serial number</serialNumber:
<UDN>uuid: UUID</UDN>
<UPC>Universal Product Code</UPC>
<iconList>
<icon>
<mimetype>image/format</mimetype>
<width>horizontal pixels</width>
<height>vertical pixels</height>
<depth>color depth</depth>
<url>URL to icon</url>
</icon>
XML to declare other icons, if any, go here
</icenList>
<serviceList>
<service>
<serviceType}urn:schemas-upnp-org:servica:servicefype:£<fsarvicerype>
<serviceld>urn:upnp-org:serviceld: servicelD</servicald>
<SCPDURL>URL to service description</SCPDURL>
<controlURL>URL for control</controlURL>
<eventSubURL>URL for eventing</eventSubURL>
</sarvice>
Declarations for other services defined by a UPnP Forum working committee (if any)
go here
Declarations for other services added by UPnP vendor (if any) go here
</servicelist>
<deviceList>
Description of embedded devices defined by a UPnP
go here
Description of embedded devices added by UPnP vendor (if any) go here
</devicelist>
<presentationURL>URL for presentation</presentationURL>
</davica>
</root>

orum working committee (if any)

Figure 2.15: UPnP device and service descriptions

Succeeding in discovering the UPnP enabled device, the module needs detailed
knowledge about the device and the services it provides. LOCATION header
field is one of the most crucial information which can be achieved from the de-
vice discovery response message. It provide the URL of the device. [18]
Through this URL, the module receives detail about the device and knows how
to interact with it (device). The module retrieves a device description from the
provided URL. The device description is divided into two section, device de-
scription and service description. The device description enhances manufacturer
specific information about the device and the service description provide infor-
mation regarding its services, such as type of service, name of service, URL for
service description and controlling and eventing URL. All these information are
avilable in XML file [18]. The retrieval of the UPnP device and service descrip-
tions is conducted by means of a GET request from the HTTP protocol. The
UPnP device description is shown in Figure 2.15.
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At this point, while the NAT traversal module receives information about the
device and its services, it will be able to invoke actions and get the evaluation
from the devices by requesting available services by the demonstration of the
actions. The module delivers a relevant control message to the control URL re-
trieved from the service information serving with the required arguments inside
this control message to request an action on the device service. The service
sends back the outcome to the demanding party after the completion of the ac-
tion without concerning about success or failure. An action invocation message
template is shown in Figure 2.16, and the format for an action response mes-
sage is shown in in Figure 2.17.

POST path of control URL HTTP/1.1

HOST: host of control URL:port of control URL

CONTENT-LENGTH: bytes in body

CONTENT-TYPE: text/xml; charset="utf-8"

SCAPACTION: "urn:schemas-upnp-org:service:serviceType:vi#actionName™

<?xml version="1.0"7>

<s:Envelope
xmlns:s="http://schemas.xmlsoap.orqg/scap/envelope/"
s:encodingStyle="http://schemas.xmlscap.org/scap/encoding/">

Vame xmlns:u="urn:schema. pnp-org: service: serviceType: v">
1 g value</a it
other in args and their values go her
</u:actionName>
</fs:Body>
</s:Envelope>

Figure 2.16: Action invocation format

HITE/1.1 200 OK

CONTENT-LENGTH: bytes in body

CONTENT-TYPE: text/xml; charset="utf-8"
DATE: when response was generated

EXT:

SERVER: 0S/version UPnPf1.0 product/version

<?xml version="1.0"?>

<s:Envelope
xmlns:s="http://schemas.xmlscap.org/scap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/scap/encoeding/">

<s:Body>
<u:actionNameResponse xmlns:u="urn:schemas-upnp-org:service:servicelype:v">
<argumentNamerout arg valuwe</argumentName>

cother out args and their values go here, if any
<fu:actionNameResponse>
</s:Body>
</s:Envelope>

Figure 2.17: Action response format

Hole punching

A technique for creating a UDP connection between the hosts situated in private
networks behind the NAT is known hole punching. The technique is not rele-
vant in all conditions as the NAT characteristics are heterogeneous. This tech-
nique just makes use of the server on a public network to establish clients be-
hind the NAT to each other without modifying the NAT configuration [19]. To
establish their public IP addresses and port mapping, the host from the private
network send continuous packet to the server located in the public network until
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it will get response from it. A UDP connection with the server is initiated and
mapping is learned which is conducted to avoid UDP state mapping expiration
on the NAT device [11]. This generally happens within the range ten seconds to
several minutes.

Depending on the type of NAT used, the host asks the server about the informa-
tion of the other hosts from the private network which shows the interest for
communication. With this information hosts on private network can communi-
cate with each other whenever required. Success of the operation and the addi-
tional actions of hosts purely rely on the type of NATs used. It can either be
very easy or nearly impossible in relation to the connection for the NATs de-
pending on the filtering and mapping restrictions. The UDP hole technique will
not work in this case for the symmetric NAT [19].

Furthermore, the technique for establishing a TCP connection between hosts
located in private networks behind the NAT is known as TCP hole punching,
which closely relies on the variety of port allocation used by NAT. This can
either be predictable or unpredictable. Requiring both a TCP sequence and ACK
number synchronization, it creates some sort of complexity. This technique will
not be applied in this report.

UDP hole punching technology [20] is a traversal technology, and its principle
can be described as follows. With the help of the register server S, the hosts be-
hind different NATs can obtain each other's private network address and port, as
well as the public network address and port resolved by the NAT. They then use
this information to establish a connection to intercommunicate. This traversing
NAT technology is simple and robust. Even if the nodes are located behind dif-
ferent NATS, direct connection of the nodes can be achieved.

Peers Behind a Common NAT

In Figure 2.18, two clients are located in the same NAT and residing under the
same private IP address [11]. In this case, both the clients enables a UDP ses-
sion with the available server while the first client establishes the session where
the common NAT has provided public port number 62000.
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Server S
(2) Forward B's { '.8 'l 8 l 031 ] {3) Forward A's
Endpoints to A == Endpoints to B
155.99.25.11:62005 155.99.25.11:62000
10.1.1.3:4321 10.0.0.1:4321

(155.99.25.11)

o\

(1) Request | | (3) Send to B at Send to A at
Connection | | (@) 155.99.25.11:62005 (1) 155.99.25.11:62000
0B \(b) 10,1,1,3:4321 (b) 10,0.0.1:4321
/lf;) {il\k
] - &) o
T = =
Client A Client B
(10.0.0.1) (10.1.1.3)

Figure 2.18: Hole punching process[11]

Similarly, the second client also establishes a session where NAT has assigned
public port number 62005. Using server S as a presider, it is assumed that Client
A uses the hole punching method to form a UDP session with Client B. During
this process, a message is sent to the server by Client A with a request for the
connection with B. The request will be accepted by the server by exchanging
the public and private endpoints between Client A and Client B.

Thereafter, both clients try to send the UDP datagrams directly to one another at
each of these endpoints. Depending on the NAT supporting hairpin translation,
the message forwarded to the public endpoints cannot be guaranteed to reach its
destination. Nevertheless, the message sent to the private endpoint is certain to
reach its destination; selecting the direct route is also faster than selecting the
indirect through the NAT. However, due to the certainty of reaching the destina-
tion, client preferred private endpoints to make good communication. With the
hairpin translation, which is supported by NAT, disbursing may occur due to the
complexity of using both public and private endpoints resulting in the local
communication behind the common NAT passing through NAT even though it
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does not have to. Therefore, by using both public and private endpoints the ap-
plication can grow profit substantially [11].

Peers Behind Different NATs

As shown in Figure 2.19 [11], Clients A and B hold private IP address behind
varied NATs. Let us assume that these clients initiate UDP communication ses-
sion on server S from their local port 4321 to port 1234. Consequently, port
62000 is assigned by NAT A in its own public address 155.99.25.11 to use the
session of Client A with server S. Similarly, port 31000 is assigned by NAT B in
the IP address 138.76.29.7 to handle the outbound sessions. Client A with the [P
address 10.0.0.1 on its own private network hands out its private endpoint to the
server with the address 10.0.0.1:4321 as a response to A's registration message
to the server. Server records A’s reported private endpoint. The public endpoint
for Client A is temporarily 155.99.25.11:62000, assigned to the session by NAT.
Likewise, Client B registers with the server, the server records Client B's pri-
vate and public endpoint as 10.1.1.3:4321 138.76.29.7:31000 simultaneously.
To establish the UDP communication session as described above directly with
Client B, A follows the hole punching procedure. A request is sent by Client A
to the server in order to connect with Client B. As a result, the server sends the
public and private endpoints of Client B to the Client A. Similarly, the server
sends the public and private endpoints of Client A to Client B. Both clients A
and B starts to send the UDP datagrams to each of these endpoints. As both
clients are on varied private networks with globally not routable private IP ad-
dresses, the delivery of the sent message to the respective host is not guaran-
teed. It is quite likely that the message of A directed to Client B's private end-
point will enter into the wrong host on Client A's private network, having the
same private IP address as Client B. When the first message is sent from Client
A to the public endpoint of B, the hole is punched in Client A's NAT to establish
a new UDP session, which is identified by the endpoints 10.0.0.1:4321 and
138.76.29.7:31000 on the private network of A and on internet by the endpoints
(155.99.25.11:62000, 138.76.29.7:31000). Due to the presence of NAT in
Client B's side, the message from A to B's public endpoint reaches B's NAT.
However, the first message of B need to pass its own NAT and B's NAT may
not recognize the message from A and drop it. Therefore, the hole is punched in
B's NAT for UDP session identified by the endpoints (10.1.1.3:4321,
155.99.25.11:62000) on the private network of B and on the internet by the end
points (138.76.29.7:31000, 155.99.25.11:62000). When the first message is suc-
cessfully sent from A to B, the hole is opened in their respective NATs, in both
directions and can establish normal UDP communications. After verifying that
the public end points work, they can stop sending message to the private end-
points [11].
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Figure 2.19: Hole punching process behind two different NATs[11]

2.8 Session Traversal Utilities for NAT (STUN)

A system exploring the messages aimed to examine the interchange between a
host located behind the NAT and STUN server located on a public network is
known as STUN [21]. A STUN server should include two IP addresses, which
should be able to react on two UDP ports for each IP address. The types of NAT
which resides between the host and the server can be determined by comparing
the private IP address and port with the help of a simple protocol.

The client and server exchanges packet continuously. This help to find the timer
used by means of an alternative source address to determine the type of NAT. It
will be confirmed that the client is behind the full cone only if the client re-
ceives the response. Further actions have to be taken to determine the type of
NAT being used if a response was not received.
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Periodic packet exchange between a client and the server can also assist in
determining the timer used by the NAT to maintain its mapping tables. Though
the STUN fails to traverse a symmetric NAT, it works with three primary types
of NAT[22].

JSTUN

"JSTUN" [4] is a Java-based STUN implementation. STUN is an application
which assists to determine the presences and sorts of NAT's firewalls in
between private and public network. In addition, it provide the public IP address
and port to the particular NAT. Though jstun.javawi.de:3478 is responsible for
running the JSTUN server, the STUN server and STUN client are also included
in the current version of “JSTUN” [4], which has a dual license under GNU
General Public License in version 2.0 and Apache License version 2.0.

The SensibleThings Platform

The SensibleThings platform [3] is an open source platform which connect the
things with internet with the help of sensors. This sensor can collect the infor-
mation from different sector such as mobile phones, houses, vehicles, sensor at-
tach to people and so on. The SensibleThings Platform have its own architec-
ture with different layers and components. The different layers of the Sensible
Things platform [23] as shown in Figure 2.20 are interface layer, an add-in
layer, a dissemination layer, a networking layer, and a sensor/actuator layer.
Different layers have its own importance and function in various ways which
are shortly described below.

The interface layer

Applications interact with the Sensible Things platform through public interface
known as the interface layer. It consists of a single component usually an API
that allows the developers to develop their applications.

Add-in Layer

Adding optional functionality and optimizing algorithm to the platform is al-
lowed by the add-in-layer. Extensible and pluggable add-ins can be loaded and
unloaded according to its need in run time. These add-ins are categorized as,
optimization and extension components.

Dissemination Layer

This layer enables to collect the information from all participant in the system
that are connected with the platform. In addition, it facilitates the sensors to reg-
ister in the platform, resolves the location of sensor to determine it and establish
the communication to retrieve the actual sensor values.

Networking Layer

Connecting different entities over the current internet protocol based infrastruc-
tures is enabled by the networking layer. Such infrastructure may include fiber
optic networks, wireless networks, or mobile networks. This layer is design for
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the networking which can be categorized as IP network and physical network.
This layer also provides the details information of the IP based network archi-
tecture.

Sensor and Actuator Layer

This layer help to interconnect between the sensor and actuators into the plat-
form. According to the features of the sensor and actuators, the platform offer
two ways for connection. Connection by the application code, which is the case
for e.g. smartphone sensors and with the sensors and actuators abstraction. The
other way for connection is directly to the wireless sensor network or other
available strong gateways. Therefore, this layer can be further divided into five
more components which is shown in the Figure 2.20.

| Direct Sensor and Actuator Access I [ Internet-of-Things Applications ]

| il Interface |
: B rrrrrrrr @ rrrrrrrrerrrrrrer o Ererrrrry e o Trererre AN Layer ..}
TN | I It | R | A | e :
: ; :
i Add-in
Layer

Sensor and Actuator Abstraction ] i Dissemination Core

|
S

EndtoEnd [ Gateways

E e enan II ............ I]

Dissemination }
Layer

Lookup Service

.
.

Communication

Sensor & Actuator Networks IP Networking Networking
Physical Sensors and Actuators Physical Network Medium Layer
S ST T L T T T et

Figure 2.20: Overview of the SensibleThings Platform's architecture

24



Bridging the Gap by Network Traversal Techniques across NAT in the
SensibleThings Platform

Hari Krishna Shrestha 2015-03-09
[ Direct Sensor and Actuator Access ] [ Internet-of-Things Applications ]
. SensibleThings Interface ] l":::::e
; sEnmr&Amatur Eé.. sssal Besssssassasssnninn PPPPP . oy
i Layer Extensions o
Layer Extending
[ Optimizations ] : NAT .
B b T oot HAVETSAl teChniques
: [ Sensor and Actuator Abstraction ] Dissemination Core \J \7
i i . Dissemination ; -
: I | I | Lookup Service layer =
g i T ] NAT
ii EndtoEnd [ Gateways ]5: Communication GO At
I | ] | :. .'.'.'.'.'.'.'.'.'.'.'.'.'.'.‘.'.'.‘.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'..'.'.'.'.'.'.'.‘.'.'.'.'.'.‘.'.'.'.'.z
§ Sensor & Actuator Networks i IP Networking Networking
Physical Sensors and Actuators Physical Network Medium o :
B e e R e e e e T

Figure 2.21: Extending the NAT communication layer to the SensibleThings layer

When developing a software it is very common to encounter problems. Some
problems could be unimportant and easily ignored, and some may be critical to
deal with. The SensibleThings platform also has various problems. The main
problem of the interface layer was to achieve a simple and easily understand-
able platform for easy implementation. Add-in layers increased the level of
complication in terms of managing and loading the new functionality. Add-ins
lack chain of command, thus hijack the functionality of the platform. The third
layer faced a problem like scalability, lightweight operation, and choosing the
right lookupservice. This dissemination layer also faced a problem regarding
choice of communication protocol and serialization of the message. The net-
working layer's main problem was related to stability and seamless communica-
tion. The last layer, sensor and actuator faced the sensor hardware platform
problems.

As stated, many problems were encountered during the development of the
SensibleThings platform. Each layer has issues that must be solved to avoid
complications in the platform. However, this paper focuses only on the NAT
problem to get stable and seamless communication. The extension approach of
NAT traversal techniques in the SensibleThings platform is shown in Figure
2.21.
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Methodology

In this chapter, a solution model of the problem as stated in Chapter 1 will be
described. First, research papers, different books, web materials including the
tutorial and reference provided by the SensibleThings Platform developed by
the Mid University as well as the material from the research on “Internet of
Things”. As for the concrete steps for the start up of the thesis, the reference pa-
pers and tutorials from the SensibleThings home page are studied. During the
first stage of research, the different ways for NAT traversal, i.e within the NAT
and behind the NAT. In detail, the research includes study of Internet of Things
(IoT), wireless sensor network (WSN), peer-to-peer (P2P) network, various
kinds of network traversal techniques and the SensibleThings Platform.

Research and identify problem

To achieve the goal “Research and identify problem” the three main network
traversal technologies are researched, documents about three main network tra-
versal techniques, that is Universal Plug and Play (UPnP), hole punching and
Session Traversal Utilities for NAT(STUN), are collected. Detailed study of
these related theories and current working mechanisms will be performed. In-
vestigating the four different types of network traversal technique has identified
the following scenarios.

Scenario 1

In scenario one, try to identify how a full cone(FC) maps for an internal host
once the host sends out the message. After that, every host can contact the
internal host [12].This scenario tries to interact with sensor and routing
devices, and receive and analyze the response from it.

Scenario 2

In scenario two, try to identify how the restricted cone(RC) grants only those
host which have been aleardy inquired by the internal host to forward to it. [12].
The requirement of this scenario is to test the functioning of serial
communication between the nodes behind the NAT network.

Scenario 3

In scenario three, try to identify the port restricted cone (PRC) in which the
internal host contacts the external host with a port number and external host
need the exactly same port number in order to respond back [12].The
requirement of this scenario is to develop the concept of how it finds the exact
same port number as the internal host used to contact it.

Scenario 4

1. Finally, scenario four identifies is different from the above scenarios. In
this case, Symmetric (SYM) enhances the security. The other scenarios
do not modify the internally used port number when sending out a mes-
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sage (if possible). SYM randomly selects externally used port numbers,
making it more difficult to guess the port number [12].

Propose and design an appropriate solution

To achieve the goal “Propose and design an appropriate solution”, designing
the main interface and component interfaces will be carried out. In the design
phase the guidelines for designing the interface for the SensibleThings Platform
was studied and researched. The documentation on the SensibleThings platform
and the supporting communication protocol in order to learn how to use it was
analyzed. Collecting data from different nodes and providing it to other nodes is
the main motive, therefore it should be capable of establishing seamless
communication between nodes. Different techniques will be applied to meet
the target as shown in Figure 3.1. First, it will check the participating node.
Recognizing the node location it should be able to decide whether the
communication is limited by NAT or not. If not, it will communicate with
normal communication otherwise use UPnP and hole punching techniques for
communication.

Enfry point
Check If not from behind
Behind NAT Mormal communication
Is ™
UPnP If available use
available UPnP
I
STUN Use STUN to
Check MAT types
Hole punching
Hole -
T ;cnrp:;:;rdmg o MAT
Get socket

Figure 3.1: Design concept
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Implement UPnP and hole punching

To achieve this goal, existing weUPnP open source library is analyzed and how
it works with the SensibleThings Platfrom is explored. By obtaining this knowl-
edge, a new UPnP technique will be built and implemented for the network tra-
versal module to establish communication between public address devices and
the private address devices. According to the design achieved from in goal 3.2,
the proposed solution will implemented in a scalable manner for the Sensi-
bleThings Platform. By defining different classes with the required function,
the proposed solution will be implemented. Figure 3.2 shows the general con-
cepts of a UML diagram for the implementation.

NAT Communication

UPNP class STUN class

Figure 3.2: The general concepts of a UML diagram

The UML diagram shows the general approach to implementing UPnP and hole
punching technique. Here, both the UPnP class and STUN class will be defined
where the required functions will be called with regards to both UPnP and
STUN class in their respective class model. Proceeding towards the implemen-
tation of the NAT traversal module both the UPnP and STUN techniques will be
combined.

Conduct comparison and evaluation

To achieve the goal “conduct comparison and evaluation”, evidence to calculate
the system's efficiency, performance and responsiveness will be built and em-
ployed to evaluate the scalability of system. Figure 3.3 and Figure 3.4 illustrate
the traversal mechanism for UPnP and STUN respectively, where different
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timestamps points will be defined. According to these timestamps various cal-
culations will be done for network traversal techniques and a comparison will
be carried out.

Devi UPNP
VIS NAT router

Device searching

o H rnet

Initialize time | = : H
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Figure 3.3: UPnP initialization mechanism concepts
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Figure 3.4: STUN initialization mechanism concepts

Finally, after achieving of all the goals, the whole thesis work process will be
evaluated. Different techniques will be compared and future work will be pre-
sented.
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Design

In this chapter, the design of the network traversal module is explained using an
algorithm. The algorithm tries to use direct connection, UPnP configuration or
NAT hole-punching techniques, to communicate between peers and if unsuc-
cessful use a proxy communication as a fallback. This algorithm will be imple-
mented to meet the target in the implementation chapter. This module is ex-
pected to provide seamless and efficient communication between sensors and
the large number of smart devices.

SensibleThings layer with NAT communication

In the SensibleThings platform, there are gaps in communication components
between the private network area and public network area. The gaps are the re-
sult of network address translation problem. Because of this problem, some
modification is done inside one components (i.e. communication) of the dis-
semination layer. In this component, one class is created called NATCommuni-
cation. It is a class which is extended from communication. This newly intro-
duced NAT communication component utilized UPnP and hole punching net-
work traversal techniques. It is intended to bridge the gap between the private
network and public network communication, as shown in Figure 4.1.

: MAT Communication

Figure 4.1: SensibleThings layer with NAT communication
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4.2 NAT Traversal module

The proposed solution is explained by an architectural design. Figure 4.2
shows the logical flow of the NAT traversal model for the SensibleThings plat-

form.
NAT Traversal module
Entry point
False
Check
Behind NAT Normal Mode
| True
Is True Create port mapping
Upnp - On Internet Gateway
available device
| False
STUN Symmetric NAT
Check NAT types
Full-cone NAT
Address-restricted cone NAT
Port-restricted cone NAT TURN
Hole (Proxy)
Punching

Get socket

Figure 4.2: Network traversal module

The flowchart shows the step by step schema of the NAT traversal module. Ini-
tially, it will check if the node participated from behind the NAT or not. If the
node is not from behind the NAT then the normal communication starts, other-
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wise it again checks for the availability of UPnP. Immediately upon the exis-
tence of UPnP, the port mapping is created on the internet gateway device.
Meanwhile, if UPnP is not found then STUN has the task of checking the NAT
types. Accordingly, STUN starts to check for the type of NAT. Once the type of
NAT is identified, the punching technique will be initialized for three types of
NAT: full-cone, address-restricted code and port- restricted cone respectively.
However, the proxy (TURN) will be initialized when the STUN identifies the
Symmetric type of NAT. After the identification of the NAT and assigning ei-
ther hole punching or proxy setting depending on the type of NAT, both refers
to the socket.

Identify if the node is from behind the NAT

Initially, it is very important to identify an initiated end node location, whether
it is from behind a NAT-enabled device or not. Regarding the Platform start up,
it iterates simultaneously through all the interfaces, and starts to identify the
participating node's IP configuration to find out of the node is from behind the
NAT or not. If the platform decides that the participating node is located behind
the NAT-enabled device then it proceeds to the NAT traversal module for the
further connection. If the platform finds any node with a public IP address con-
figured it begins a normal connection to the server or the bootstrap according to
its current configuration.

Universal Plug and Play (UPnP)

If the system recognized any participating node located behind a NAT-enabled
device it then proceeds to the NAT traversal module. Next, the module imple-
ments the UPnP concepts for the system. Initially, UPnP protocol followed the
network traversal module in which the protocol find out the available of the
UPnP supportable device.

Whenever UPnP capable devices join a network, it looks for the UpnP-enable
device. As shown in Figure 4.3 searching task is performed by sending multi-
cast message on the address 239.255.255.250 and port 1900. This is done by the
M-SEARCH method in a definite format shown in Figure 2.13.

A device sends a unicast UDP feedback to the port and IP address to confirm
the availability of the UpnP-enabled device. The gateway responds with the
URL which carries the required data of the device. The format of the response
message is shown in Figure 2.14.
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Figure 4.3: UPnP initialization

After getting enough information about device, the control point sends a control
message with local address as control action invocation. This message is sent in
the format shown in Figure 2.16 and the NAT router responds to the local node
by forwarding public IP address and the port. This public IP address and port
can reach the Platform at the same time as it is registered in the platform and
create the SensibleThings node. The working mechanism is shown in Figure
3.3. Now the created SensibleThings node is accessible to the public area net-
work and can communicate in their interest. The message sent to this public ad-
dress will be received by the local node. Thus, the actual communication is set
by the local node.

STUN

To assist an application in finding its public IP address/port including NAT type
service, a protocol called STUN is used. Entities that prompt STUN requests
are called STUN clients. A server for the STUN is normally affixed to the pub-
lic internet which receives requests from STUN and sends STUN responses. To
that end, STUN clients will be able to distinguish different types of NAT where
they exist, such as (1) full cone; (2) restricted cone; (3) port restricted Cone and
(4) symmetric shown in Figure 4.4.
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Inform the client which
Types of NAT it uses

Figure 4.4: JSTUN server logic [15]

NAT can be defined as it can receive a packet from IP addresses which has
never commenced any sort of communication. The client sends back the confir-
mation to the STUN server after receiving the second packet. The client is fully
aware that it is behind a full-cone NAT, which can be determined by the fact
that the “hole” is open. A mapping exists in the router, which can be accessed
by all using the public IP and port.
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Figure 4.5: STUN initialization

Consequently, a UDP packet via NATS can be sent by clients outside the NAT
to reach the STUN client in a predefined IP address by STUN server in the
NAT.As shown in Figure 4.5, the initial role of STUN is it contribute making a
simple arrangement of NAT types and an inter operating model of UDP
behavior. Further, STUN practices a standard test and traversal procedure to
join an IP address/port to outside NATs.
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Implementation

This chapter explains the implementation of the whole thesis work designed as
described in Chapter 4. The main task of this thesis is to use the NAT traversal
techniques to create seamless communication between a private network area
and public network area. This chapter begins by explaining the different classes
and function used in this thesis.
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Figure 5.1: Relation diagram for communication class

Figure 5.1 illustrates the relation diagram of communication class. Only proxy
communication, RUDP communication, and TCP communication were com-
prised in the existing communication class. Consequently, NAT communication
is extended in order to solve the NAT problem in this platform. Several classes
and functions are defined to solve this NAT problem.
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Figure 5.2: Relations Diagram with classes of NATCommunication

The main class defined here is NATCommunication which is related to newly
formed classes like SearchGatways, GatewayData, STUN_ Discovery,
STUN_DIScoverylnfo and other MappingData, RudpSocket, MessageSerial-
izer. Therefore, in Figure 5.2 we can clearly see NAT communication's relation
to the defined classes and functions. These functions are used in different ways
to complete implementation tasks in order to solve the problem.
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To determine node position (behind the NAT)

In order to determine the participating node is from behind the NAT, current
function from the class SensibleThingsPlatform called isBehindNat() is used.
This function finds the local IP address first. After that properties like (isSiteLo-
calAddress())returns true if it is behind the NAT and false if not. When true the
NAT communication class is initialized.

UPnP

UpnP-capable device participates in a network it send discovery message to the
multicast address and port 239.255.255.250:1900. This is done by the Search-
Gateways() function. The UPnP devices are responsible for giving a response.
This is done by sending a UDP unicast message. This message is sent back to
the same address and port that was used before by discovery message. All de-
vice specification and services information is retrieved from the XML file of the
device and loaded to the Gatewaydata() function. After gaining enough infor-
mation of the gateway device, the control point sends an add port mapping mes-
sage using soap protocol to the gateway device. This is defined in the uPnPCon-
trol class. A device performed an action where the local IP with port is mapped
to the public IP address. Sensiblethings node is created in the Platform, and if
any interested node can establish the communication to this registered node as
if it has public IP address and port. If any message is received it means the mes-
sage was receive by the corresponding local node which is mapped.

STUN

When there is no UpnP-enabled device on the network the module proceeds
hole-punching with the help of STUN. It is very important to know the types of
NAT for to proceeds the hole punching. A node's types of NATs that are from
behind the NAT is determined by communicating with the STUN server. This
paper used “JSTUN” [4] as STUN server.

From device the function called STUN Discovery sends a binding request to
the server with data packets. With the help of this binding request, the JSTUN
server distinguishes the types of NAT that is either full cone NAT or address-re-
stricted cone NAT or port-restricted cone or symmetric types and other fire-
walls. This is done by the function called STUN_Discoverylnfo(). This infor-
mation is sent back to the device with two data packets along with public IP ad-
dress and port. In the meantime it creates the SensibleThings node in the plat-
form.
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Out of the two packets of the initial packet that the STUN server responds to
the STUN server’s socket configuration data is carried by the first packet and is
sent from the main socket. The second packet is sent using the socket config-
ured to use the second IP address. The whole process is performed to verify the
client position behind a full-cone.

Failure to send a confirmation within a second by the client will lead the STUN
server sending a message to check the client position, whether it is behind an
address restrictive NAT or not. This message is delivered from the socket con-
figured as the main socket and with the same IP address. However, port number
will vary.

It is confirmed that the client is behind an address restrictive NAT if it is able to
obtain the message. If the first message is failed to make sure, the client STUN
server sends another message to make conformation that the client is from be-
hind a port-restrictive or symmetric NAT types. The proxy system will play the
role to handle the failure of all these three cases for communication.
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Results

This chapter describes all the test that have been performed to evaluate NAT
communication algorithm. The first measurement that has been done is device
searching time. This parameter explains how long it the capable device takes to
discover the UpnP-enabled device. The second measurement measures the ini-
tialization time for UPnP, STUN, and Proxy. These three traversal techniques
have been compared.

Test for Universal Plug and Play (UPnP) technique

1.D-Link DI Series

i 5 ¥

ocal IP:192.165.0.139

Platform

Figure 6.1: Testing scenario with UpnP-enabled device (router)

Initially, the test was performed for the UPnP technique. All devices were set up
as shown in Figure 6.1. Here, a computer was used as capable device in which
two programs were run. One is NAT communication and another is sink exam-
ple. All the measurement have been made for a UpnP-enabled device (router)
that is D-link DI series. The required server running in the public network
called JSTUN server was used, and the bootstrap of the platform. In Figure 6.1
all the devices used in interface are leveled.

In Figure 6.2 different timestamps are leveled and time evaluated in different
steps for 10,000 tests. The first measurement was done from the starting point
TO, which returns the device searching time. The second measurement was
done from start to T1, which is the end point or total time. From these two mea-
surements UPnP initialization time was calculated as (T1-T0) in millisecond.
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Figure 6.2: UPnP initialization with different timestamps

Device search time in the presence of aUPnP-enabled device

The first evaluation that have been done is how long the capable device takes to
search the UpnP-enabled device. When the network traversal module imple-
ments the UPnP technique it first checks for the UpnP-enabled device. This
takes a certain amount of time, which is called device search time. The search
time has been calculated from start to the time of discovery. This calculation is
done in the presence of a UPnP device. The Java APl System.currentTimeMil-
lis() was used. This API gives the current value of the most precise available
system timer in millisecond. The test scenario is shown in Figure 6.1 and the
time stamps are shown in Figure 6.2.

4500

mFrequency

4000 -
3500
3000 -
2500
2000 -

Mumber of test

1500
1000 -

850 900 050 1000 1050 1100 1150 1200 1250 1300 1350 1400 1450 1500 Above
Time in Millisecond
Figure 6.3: UPnP device search time (with a UPnP-enabled device)
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Figure 6.3 shows the network traversal module implementation results of the
device search time histogram by UpnP-enabled router for 10,000 tests. In this
histogram, for several of the tests it took approximately 1 Second to discover
the UPnP device. However, some tests took more than 1 second; this is because
of a port forwarding problem. This can be also the effect of some other factor,
like a networking problem, device quality (router) and internet speed.

Initialization time for UPnP

The second measurement that has been made to evaluate the UPnP initialization
was to measure how long it takes for a device to make a complete port forward-
ing and create a SensibleThings node in platform.
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Figure 6.4: UPnP initialization time for 10,000 tests

The Figure 6.4 shows the network traversal module implementation results of
the UPnP initialization time histogram by the D-Link DI Series Router. The
histogram shows that in a large number of tests it took 220 milliseconds to
initialized the UPnP technique. Most of the initialization was complete in
between 240 and 300 milliseconds and for the remaining tests it took more than
500 milliseconds to 900 milliseconds to initialize the UPnP. The initialization
time varies due to unstable port forwarding. Unstable port forwarding is caused
by other factors like networking problems, device quality (router) and internet
speed.
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SensibleThings node registration time for UPnP

Figure 6.5 shows the histogram of the SensibleThings node registration time.
Out of 10,000 tests, 7,982 tests took 0.4 milliseconds to registration node in the
platform by UPnP technique. The rest of the tests are also not far from 0.4 mil-
liseconds thus the histogram clearly shows that it takes almost same time to reg-
ister the node in the platform.
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Figure 6.5: SensibleThings node registration time for UPnP

Test for the hole punching (STUN) technique

A similar test was performed for the hole punching technique. As in the UPnP
test, all the devices were set up as shown in Figure 6.6. Here, a computer was
used as one node in which two programs were run. One is NAT communication
and another is Sink example. All the measurements have been made for the hole
punching using the D-link DI series router without UpnP-enabled device. The
required server running in the public network called the JSTUN server was
used, as well as the bootstrap of the platform. In Figure 6.6 all devices used in
the interface are leveled.
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Figure 6.6: Testing scenario without UPnP enable-device (router)

In Figure 6.7 different timestamps are leveled and time evaluated in different
steps for 10,000 of tests. The first measurement was done from the starting
point to TO, which returns the device search time. The device start was initial-
ized from point TO by sending a binding message to the server. The server re-
turns responses with public IP and port. In the meantime it creates a Sensi-
bleThings node in the platform and complete initialization at point T1. The sec-
ond measurement was done from start to T1, which is the total time. From these
two measurements STUN initialization time was calculated as (T1-T0) in mil-
liseconds.

Client node NAT Router

Retum public addrgss and port

Initislize time| ndi message

Internet \

Receive messde

| I

T1=complete .
initialization

Figure 6.7: STUN initialization with timestamps

6.2.1 Device search time in absence of UpnP-enabled device

The first evaluation that has been done is how long the capable device takes to
search the UpnP-enabled device. When the network traversal module imple-
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ments, it first checks for the UpnP-enabled device and in the absence of a UPnP
the module switches hole punching. This takes a certain amount of time, which
is called device search time.

The search time has been calculated from start to the time of discovery, or in the
absence of UpnP-enabled device, the time when the module switches to the
STUN technique. This calculation is done in the absence of a UPnP device.
The Java API System.currentTimeMillis() was used. This API gives the current
value of the most precise available system timer in milliseconds. The testing
scenario is shown in Figure 6.6 and the time stamps are shown in Figure 6.7.
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Figure 6.8: Device search time without UpnP-enabled device

The Figure 6.8 shows the network traversal module implementation results of
the device search time histogram in the absence of a UpnP-enabled router for
10,000 tests. In this histogram, for a large number of tests it took approximately
10 seconds to discover the absence of a UPnP device or to switch to hole
punching with time limitation. Thus, a NAT traversal module can discover the
absence of UpnP-enabled device within 10 seconds if it does not switch to the
hole punching device search time out time limitations.

Initialization time for STUN

The next measurement to evaluate the STUN initialization was to measure how
long it takes for the device to make a complete port forwarding to the server
and create a SensibleThings node in the platform.
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Figure 6.9: STUN initialization time

The Figure 6.9 shows the network traversal module implementation results of
the STUN initialization time histogram. The test was performed for 10,000
tests. The result shows that the time required to initialize the device is almost
the same for most of the tests. From the histogram, most of the test were
initialized in between 600 and 700 millisecond. Initialization of NAT traversal
completely depends on port forwarding. Some tests take more than 700
milliseconds. This is because of delay in port forwarding. Port forwarding is
affected by factors like networking problems, device quality (router) and
internet speed.
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Figure 6.10: SensibleThings node registration time for STUN
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Figure 6.10 shows the histogram of the SensibleThings node registration time.
Out of 10,000 tests, 7,987 tests take 0.4 milliseconds to the registration node in
the platform by the hole punching technique. The rest of the tests are also not
far from 0.4 milliseconds thus the histogram clearly shows that it takes almost
the same time to register the node in the platform. The node registration time
for UPnP and hole punching is similar.

Initialization time for proxy

The initialization time for the current proxy communication is also calculated in
order to make a comparison. The time has been measured from the starting
point to the point of completion from the current system.
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Figure 6.11: Proxy initialization time

The calculation of initialization time for the proxy was also performed for
10,000 number of tests. The Figure 6.11 represents a histogram of the initializa-
tion time for the proxy communication. The evaluated result shows that time
varies and a large number of tests take 550 and 650 milliseconds.

Comparison of UPnP, STUN and proxy for same gateway

The initialization time comparison of the three different NAT traversal tech-
niques was done after the initialization time were calculated in section 6.1.2,
6.2.2 and 6.3. The main purpose of this comparison was to identify which tech-
nique took had the lowest initialization time.
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The Figure 6.12 below shows the median result of 10,000 tests with standard
deviation for same gateway. The results show that the initialization time value
for the proxy communication is high and varies with high standard deviation.
The result of the STUN initialization time is lower than proxy and it does not
vary like proxy communication and has lower standard deviation than proxy.
Finally, the UPnP technique has the lowest initialization time and with less stan-
dard value result among the three different NAT traversal techniques. The eval-
uated results clearly show that the network traversal technique UPnP and STUN
is better for the communication than the current proxy solution.
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Figure 6.12: Comparison of UPnP, STUN and proxy for the same gateway
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Figure 6.13: Numerical value of median and standard deviation for 10,000 tests

Testing with two different NAT gateways

The testing was done with two NAT gateways for 10,00 number of tests as
setup in Figure 6.14. The first device (computer) with local IP:192.168.0.1 was
connected with the NAT router gateway called D-Link DI Series. The computer
ran NAT communication with source code. Therefore, the device either com-
municates through UPnP technique (if a UpnP-enabled device is available) or
hole punching, and if not, it uses proxy as fallback. The second device (com-
puter) with local 1P:192.168.1.2 was connected to a gateway called Belkin
router. This device was run with sink example. This device used the proxy
method to communicate.
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Figure 6.14: Testing scenario for two gateways
Initialization time for UPnP
The measurement that has been made to evaluate the UPnP initialization was to

measure how long it takes for the device to make a complete port forwarding
and create a SensibleThings node in the platform for two different gateways.
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Figure 6.15: UPnP initialization time for different gateways
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The Figure 6.15 shows the network traversal module implementation histogram
results of UPnP initialization time by D-Link DI Series Router for 1,000 tests.
The histogram shows that for a large number of tests it took 200 milliseconds to
initialize the UPnP technique. Most of the initialization were complete in
between 175 and 225 milliseconds and for the rest of the tests it took more than
500 milliseconds to initialize the UPnP. The initialization time varies due to
unstable port forwarding. Unstable port forwarding is caused by other factors
like networking problems, device quality (router) and internet speed.

Initialization time for STUN

The measurement that has been made for two different gateways to evaluate the
STUN initialization aimed to measure how long it takes for a device to make a
complete port forwarding to the server and create a SensibleThings node in the
platform.
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Figure 6.16:STUN initialization time for different gateways

The Figure 6.16 shows the network traversal module implementation results of
the STUN initialization time histogram. The test was performed for 1,000 tests.
The result shows that the time required to initialize the device is almost the
same for most of the tests. The histogram shows that most of the tests were
initialized in between 600 and 700 milliseconds. Initialization of NAT traversal
completely depends on port forwarding. Some tests take more than 700
milliseconds. This is because of delay in port forwarding, and port forwarding
is affected by factors like networking problems, device quality (router) and
internet speed.
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Initialization time for proxy

The initialization time for the current proxy communication is also calculated in
order to make comparison. The time has been measured from the starting point
to the point of completion from the current system.
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Figure 6.17: Proxy initialization time for different gateways

The calculation of initialization time for the proxy was also performed for 1,000
tests. Figure 6.17 represents a histogram of the initialization time for the proxy
communication. The evaluated result shows that it varies and a large number of
tests take 650 and 800 milliseconds.

Comparison of UPnP, STUN and proxy

The comparison of three different NAT traversal techniques was done after the
initialization time was calculated in section 6.5.1, 6.5.2 and 6.5.3. The main
purpose of this comparison was to identify which technique has the lowest ini-
tialization time.

The Figure 6.19 below shows the result of this test with two different gateway.
The test was carried out 1,000 times. The results shows that the initialization
time value for the proxy communication is high and varied. The result of the
STUN initialization time is lower than proxy and it does not vary as often. Fi-
nally, the UPnP technique has the lowest initialization time value result of the
three different NAT traversal techniques. The evaluated results clearly show
that the network traversal technique UPnP and STUN is better for the communi-
cation than the current proxy solution.
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Median and Standard deviation of different NAT technigues for 1000 test

Figure 6.18: Numerical value of median and standard deviation for 1,000 tests .
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Figure 6.19: Comparison of NAT techniques for different gateways

Stability

The test that has been conducted for two different scenario of network traversal
techniques is also able to evaluate the stability of the system. 10,000 tests were
carried out for the same gate, and 1,000 tests for different gateway testings.

The device search time in the presence of UpnP-enabled device in Figure 6.3
and without UPnP device in Figure 6.8 are stable as their variation are low.
However, the device search time in the presence of UpnP-enabled device varies.
This is one factor that can improve the efficiency of the system.

The initialization time value for three different NAT traversal techniques has
been measured. From the results, their statistical median and standard deviation
were calculated. As shown in Figure 6.12 and Figure 6.19, the obtained result
clearly shows that the median value of the UPnP techniques for both scenarios
have no great difference and low standard deviation. This justifies that the
UPnP initialization is stable for the system and helps to upgrade the efficiency
of the system. Similarly, STUN also has a slightly higher initialization median
value than UPnP and standard deviation. Comparatively STUN initialization
median value is greater than that of UpnP, however, not by much. The median
value for the current proxy communication is comparatively higher, as is stan-
dard deviation. That means proxy initialization has a high range of variation,
which results in poor stability.
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Conclusions

There are many challenges in the SensibleThings platform that need to be
solved. This thesis investigated and faced the challenges regarding the NAT
penetration to bridge the gap between the private network and the public
network. The challenge was handled using three main network traversal
techniques that were evaluated by measuring their initialization time. To clarify,
the goals of this thesis as listed in section 1.4 have been achieved as described
below.

Goal (1) research and identify the problem. This goal was achieved by
conducting theoretical research on three main traversal techniques: UPnP, hole
punching, STUN and the SensibleThings platform. The research was performed
by gathering and analyzing various scientific papers, articles, books and several
research databases. This approach provided sufficient knowledge about these
traversal techniques and different NAT types scenarios (FC, RC, PRC and
SYM) with their working principles. Thus, this effort has provided a clear path
toward achieving the next goal.

Goal (2) propose and design solution. During the first phase of research,
knowledge about the working principles of network traversal techniques was
obtained. After that, an algorithm based NAT traversal flow chart was designed
for the SensibleThings platform. Analyzing the required communication
protocol NAT traversal module was interfaced in platform. Thus, this design
had contributed to achieving the next goal.

Goal (3) implementation. This goal was achieved by developing a socket
program in Java based on design generated during the second goal. The
program was developed by investigating existing weUPnP and utilizing the
available JSTUN open source library as server for hole punching. After
analyzing the different layers of the SensibleThings platform, exact layer for
extension was determined. The developed program was extended in
“communication”, which is one component of the dissemination layer of
platform.

Goal (4) comparison and evaluation. This goal was achieved by conducting a
numbers of test. From these tests, initialization time for network traversal
techniques UPnP, STUN and existing proxy communication was calculated.
The results were used to evaluate NAT traversal techniques, which showed that
UPnP and STUN take less time than proxy communication as expected.

Thus, it can be concluded that NAT traversal techniques, UPnP, hole punching,
and STUN can bridge the gap between a private and public network providing
good performance. This means that the NAT communication (UPnP and STUN)
developed in this thesis is better than proxy communication.
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Ethical considerations

This thesis deployed different approaches to NAT traversal technologies in the
SensibleThings platform based on P2P communication networks and has imple-
mented a viable approach without degrading the performance of the platform.
However, there are lots of ethical issues regarding the NAT traversal techniques.
One of them is privacy. Many users used the Universal Plug and Play technique,
which does not need any authentication. This technique does not maintain any
security, which means a high risk for the user. Another ethical issue of the NAT
traversal module is the high cost, not all gateway devices in use support the
NAT techniques. Replacing them with new devices supporting NAT traversal
techniques is another extra cost for the user. Discrimination of certain groups of
people who do not have access to the internet is another ethical issue. For peo-
ple with no access to the internet, these techniques are insignificant as they will
not benefit from it.

Future work

There are certain limitations and drawbacks that should be considered for revi-
sion to improve conclusion and the system. Although this thesis proposed solu-
tions for the current system, there are still many interesting topics to be identi-
fied for future research. Topics extending this work will make it more practical
and robust. Outlines for future work can be found below.

This thesis implemented hole punching for three different NAT types: FC, RC
and PRC. However, it is unsuccessful for symmetric NAT types as it generates
port address randomly during port mapping. This allows to change the source
port address resulting in difficulties for clients in order to get NAT connection.
Therefore, symmetric types still use existing proxy communication. Much work
is still needed in order to be able to integrate the symmetric type of NAT with
the hole punching techniques in an efficient way and to develop a versatile tech-
nique that works without causing difficulties and collision in the NAT address.

This paper also shows the implementation of the NAT traversal module for the
client residing behind the same NAT on a private network and the client resid-
ing behind different NATs. Clients residing behind two levels of NAT is an im-
portant aspect that has not been analyzed in this paper. To investigate this sce-
nario would be a challenge.

Scalability of the system is another issue that has not been tested. Therefore, it
would be a good idea to measure the scalability of the system in the future.

54



Bridging the Gap by Network Traversal Techniques across NAT in the
SensibleThings Platform

Hari Krishna Shrestha 2015-03-09

References

[1]

2]

[9]

[10]

[11]

Routledge, “The Internet of Things: From RFID to the Next- Generation
Pervasive Networked Systems” (Hardback) - Routledge, (2008)

G. M Lee, N. Crespi: “The Internet of Things - Challenge for a New Ar-
chitecture from Problems”, IETF Internet Architecture Board, Intercon-

necting Smart Objects with the Internet Workshop, Prague, Czech Re-
public, March 2011.

Theo Kanter, Stefan Forsstrom, Victor Kardeby, Jamie Walters, Ulf
Jennehag, and Patrik Osterberg, “MediaSense — an Internet of Things
Platform for Scalable and Decentralized Context Sharing and
Control”,ICDT 2012, 2012.

Thomas King ;"JSTUN" - Java Simple Traversal of User Datagram Pro-
tocol(UDP) Through Network Address Translation (NAT),
http://jstun.javawi.de 2014-11-20.

Lu Tan, Neng Wang; “Future Internet: The Internet of Things”,3rd Inter-
national Conference on Advanced Computer Theory and
Engineering(ICACTE),2010.

Waltenegus Dargie, Christian Poellabauer; Publisher: Wiley (Cap. 1-def-
initions and background, challenges and constraints-,Cap 2-applica-
tions.), “‘Fundamentals of wireless sensor networks: theory and practice”

“ Internet of Things Journal Special Issue on Cloud Computing for [oT”
A joint publication of IEEE Sensors Council, IEEE Communications
Society, IEEE Computer Society, and IEEE Signal Processing Society.

Jayavardhana Gubbi, Rajkumar Buyya, Slaven Marusic, Marimuthu
Palaniswamia; “Internet-of-Things(IoT): A vision, Architectural Ele-
ments, and Future Directions ”, july 1, 2012.

Zhang Yamei, Cai Pengfei;* Research on Using UDP to Traverse NAT
under P2P Network Environmenton”,Department of Computer Science,

2010 3rd International Conference on Advanced Computer Theory and
Engineering (ICACTE).

Jingtao Lv, Wen Tang,Hua Zhang,“A TCP-based Asymmetric NAT Tra-
versal Model for P2P Applications”, Second International Conference

on Instrumentation & Measurement, Computer, Communication and
Control,2012

Bryan Ford, Pyda Srisuresh Caymas Systems, Dan Kegel “Peer-to-Peer
Communication Across Network Address Translators”, Feb 17, 2005.

55


http://jstun.javawi.de/

Bridging the Gap by Network Traversal Techniques across NAT in the
SensibleThings Platform

Hari Krishna Shrestha 2015-03-09

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

Wacker, A. ;Schiele, G. ;Holzapfel, S. ; Weis, T. “A NAT Traversal
Mechanism for Peer-To-Peer Networks”, Eighth International
Conference 2008.

http://en.wikipedia.org/wiki/Network address_translation, retrieved in
Nov 17,2014.

Types of Network Address Translation(NAT),
http://aoz.com.ua/2009/01/26/nat-types , retrieved in Nov 28, 2014.

Maksym Aryefyev, bachelor’s thesis ,“NAT traversal techniques for Me-
diaSense open source platform”,Mid Sweden University 2013.

Gashti, S.; Pujolle, G.; Rotrou, J.,, "An UPnP-based context-aware
framework for ubiquitous mesh home networks," Personal, Indoor and
Mobile Radio Communications, 2009 IEEE 20th International
Symposium on , vol., no., pp.400,404, 13-16 Sept. 2009

“The Universal Plug and Play (UPnP) Forum,” http://www.upnp.org

UPnP Forum, UPnP™ Device Architecture 1.1 .Document Revision
Date: October 15, 2008

Daniel Maier, Oliver Haase, Jurgen Wasch,Marcel Waldvogel;“NAT
Hole Punching Revisited”annual IEEE conference on Local Computer
Networks; LNC 2011.

Geoff Huston, “Anatomy: A Look Inside Network Address
Translators”,The Internet Protocol Journal, Volume 7, Number 3,
http://www.cisco.-com/web/about/ac123/ac147/archived issues/ipj 7-
3/anatomy.html ,published September 2004.

Junnosuke Kuroda , Yasuichi Nakayama Department of Computer Sci-
ence, “STUN-based connection sequence through symmetric NATs for
TCP connection”,The University of Electoro- Communications, Tokyo,
Japan .

Jouni Maiaenpdd, Veera Andersson, Gonzalo Camarillo, and Ari
Ker"anen, “Impact of Network Address Translator Traversal on Delays
in Peer-to-Peer Session Initiation Protocol”, Ericsson Finland

S. Forsstrom, V. Kardeby, P. Osterberg, and U. Jennehag. "Challenges
when Realizing a Fully Distributed Internet-of-Things -How we Created
the SensibleThings Platform", In Proceedings of 9th IARA International
Conference on Digital Telecommunications, 2014

56


http://www.upnp.org/
http://aoz.com.ua/2009/01/26/nat-types
http://en.wikipedia.org/wiki/Network_address_translation

	Abstract
	Acknowledgments
	Terminology
	DHCP Dynamic host configuration protocol
	FC Full Cone
	ITU Itunes
	PRC Port-restricted Cone
	RC Restricted Cone
	SYM Symmetric
	UML Unified Modeling Language
	1 Introduction
	1.1 Background and problem motivation
	1.2 Overall aim
	1.3 Scope
	1.4 Concrete and verifiable goals
	1.5 Outline
	1.6 Contributions

	2 Theory
	2.1 Internet of Things
	2.2 Peer-to-peer (P2P) communication
	2.3 NAT Penetration
	2.4 NAT types
	2.4.1 Full cone NAT
	2.4.2 Address-restricted cone NAT
	2.4.3 Port-restricted cone NAT
	2.4.4 Symmetric NAT

	2.5 NAT traversal techniques
	2.6 Universal Plug and Play
	2.6.1 How does UPnP work?

	2.7 Hole punching
	2.7.1 Peers Behind a Common NAT
	2.7.2 Peers Behind Different NATs

	2.8 Session Traversal Utilities for NAT (STUN)
	2.8.1 JSTUN

	2.9 The SensibleThings Platform
	2.9.1 The interface layer
	2.9.2 Add-in Layer
	2.9.3 Dissemination Layer
	2.9.4 Networking Layer
	2.9.5 Sensor and Actuator Layer


	3 Methodology
	3.1 Research and identify problem
	3.1.1 Scenario 1
	3.1.2 Scenario 2
	3.1.3 Scenario 3
	3.1.4 Scenario 4

	3.2 Propose and design an appropriate solution
	3.3 Implement UPnP and hole punching
	3.4 Conduct comparison and evaluation

	4 Design
	4.1 SensibleThings layer with NAT communication
	4.2 NAT Traversal module
	4.2.1 Identify if the node is from behind the NAT
	4.2.2 Universal Plug and Play (UPnP)
	4.2.3 STUN


	5 Implementation
	5.1 To determine node position (behind the NAT)
	5.2 UPnP
	5.3 STUN

	6 Results
	6.1 Test for Universal Plug and Play (UPnP) technique
	6.1.1 Device search time in the presence of aUPnP-enabled device
	6.1.2 Initialization time for UPnP
	6.1.3 SensibleThings node registration time for UPnP

	6.2 Test for the hole punching (STUN) technique
	6.2.1 Device search time in absence of UpnP-enabled device
	6.2.2 Initialization time for STUN
	6.2.3 SensibleThings node registration time for STUN

	6.3 Initialization time for proxy
	6.4 Comparison of UPnP, STUN and proxy for same gateway
	6.5 Testing with two different NAT gateways
	6.5.1 Initialization time for UPnP
	6.5.2 Initialization time for STUN
	6.5.3 Initialization time for proxy

	6.6 Comparison of UPnP, STUN and proxy
	6.7 Stability

	7 Conclusions
	7.1 Ethical considerations
	7.2 Future work


