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Abstract

The use of the internet has exploded with many more context aware
applications for different services, simplifying the use and access for human
requirements. The present situation shows an increasing number of devices
from computers to sensors and actuators that are connected to the internet.
MediaSense[1] is a growing framework that provides a platform for
applications to connect these devices (smart-phones, sensors, actuators etc.)
and provide services using the internet. Applications based on the
MediaSense[1] framework access globally available sensors to provide
contextual information with regards to a situation and provide better services.
However, information flowing between the devices or sensors are open to the
internet without any security. Thus, the focus of this thesis is on the
development of a security mechanism for the MediaSense framework which is
a fully distributed network. The task involves analyzing the security measures
with and without centralized authority as well as the advantages and
disadvantages of both scenarios regarding the MediaSense framework and
proposing appropriate solutions to achieve the maximum possible security on
the framework. The first challenge of this thesis is to identify different
properties required for a security mechanism which is capable of secure key
distribution and secure peer to peer communication among MediaSense
instances without having any centralized authority. Therefore, this thesis
proposes a resilient solution, namely, a security architecture for MediaSense
which is capable of performing in a distributed environment with the ability of
key distribution and management and thus securing the communication using
different encryption techniques. The next challenge to the security architecture
is to store the keys securely and prevent any unauthorized access from a third
party. The thesis proposes the use of built in Java Application Programming
Interface(API), “KeyStore” to store valuable keys locally.

Thus, by addressing these challenges and other related issues, this thesis forms
a security architecture or mechanism that is adaptive to a distributed system and
utilizes encryption algorithms, key distribution and secure storage of the keys.
To support these proposals, this thesis has developed a proof of concept
application and prototypes to verify the approach. In addition, the thesis has
implemented security features from the security architecture as an extension to
the MediaSense framework. Hence, in conclusion, this thesis proposal
regarding a security architecture for MediaSense has the ability to provide the
necessary security together with the required key distribution mechanism to the
framework without any centralized authority.

Keywords: MediaSense, Security, Java.
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Terminology

Abbreviations and Acronyms

Acronyms/Abbreviations

[oT Internet of Things

API Application Programming Interface
DES Data Encryption Standard

AES Advance Encryption Standard
RSA Rivest Shamir Adleman

ECC Elliptical Curve Cryptography
SHA Simple Hash Algorithm

DSA Digital Signature Algorithm

ECC Elliptic Curve Cryptography

LAN Local Area Network

3G Third Generation

HSDPA High Speed Download Packet Access
IP Internet Protocol

UDP User Datagram Protocol

TCP Transport Control Protocol

RUDP Reliable User Datagram Protocol
SSL Secure Socket Layer

TLS Transport Layer Security

DCXP Distributed Context Exchange Protocol
XML Extensible Markup Language

UCI Universal Context Identifier

WSN Wireless Sensor Network

DHT Distributed Hash Table

DoS Denial of Service

JKS Java KeyStore

JCEKS Java Cryptography Extension KeyStore
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Introduction

The internet has become more and more an integral part of human life. The
majority of both people and devices are now connected to the internet thus
making it more heterogeneous. Devices such as smart phones, tablets, sensors
and actuators are now in connection with each other in order to perform
specified tasks and provide contextual information to the consumers. In the
present context, “things” are ubiquitous and are attempting to connect to each
other through the internet. As these devices are of assistance to humans in
different ways, such as in decision-making, prediction, monitoring and others
by providing contextual information, there is always concern about the integrity
and confidentiality of the contextual information. Sometimes, some of the
sensors or actuators could be crucial for any organization and the data or
information generated could be of more importance and thus there is a
requirement to keep it secure and away from unauthorized entities. Thus, the
security plays a crucial part in the communication between “things” preventing
any alterations or unauthorized access to the contextual information.

Devices such as temperature sensors, pressure sensors, ambient light sensors,
motion sensors and many others are performing in a collaborative manner to
produce contextual information. Thus the Internet of Things (IoT) is a complex
heterogeneous network of entities (including humans and things) that are
connected via the internet, where these entities can produce or can consume
web services[3]. Since the evolution of the Internet of Things, many
frameworks and applications have been developed providing an efficient and
easy way to produce and consume contextual information using the internet.
The MediaSense Platform[1] is one of the open source frameworks that
addresses several different features in order to access the global sensors and
actuators information more effectively and efficiently. Therefore, this thesis
explores the challenges and offers effective and efficient solutions for securing
and authenticating the communication of the contextual information between
the MediaSense instances. This, leads to the implementation of the secure
communication and also includes the architectural design of the security on the
MediaSense Platform.

Background and problem motivation

The heterogeneity of the ubiquitous things (IoT) connected through the internet
has gained significant attention and more research has been conducted about the
framework and architectural work for supporting the present protocols and
technologies. This research has mainly focused on the efficient communication
and exchange of the contextual information in IoT rather then the security, since
the things (sensors and actuators) are constraints in terms of resources, such as
a processing unit and memory. However, evidently due to the heterogeneity and
ubiquitous nature of the network, the security issues must be addressed.
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The concept of security is comprised of several different dimensions including
integrity, authentication, confidentiality, non-repudiation, privacy and
availability[8]. The threats can arise from many different points in a
heterogeneous network and there are several standardized protocols and
mechanisms so as to enforce the techniques and security against these threats
from different dimensions. However, the fundamental building block of security
involves encryption techniques, but offer trade-offs in several different areas,
including performance. In relation to the present context, the majority of the
Internet of Things (IoT) applications or framework are not ensuring the security
aspects but, allow the information to flow openly in the network. The security is
not considered, possibly due to lack of support or protocols for secure
communication or it could be the factor of constraints, namely that processing
complex encryption is not affordable. Possibly not at the present time, but in
the future it appears that there will be more and more things connected to the
network, offering the possibility of breach in security with each other, thus,
maintaining security will be a great challenge.

Standardized security protocols utilize basic encryption techniques, namely, the
symmetric or asymmetric encryption technique and secure hash functions.
Symmetric encryption involves both communicating parties sharing common
private keys for the encryption. However, this technique consists of a challenge
in relation to key management and distribution. Examples of symmetric
encryption are DES, 3DES, RC4, RC5 and AES. In public key cryptography or,
asymmetric encryption technique, each entity must have two keys, one private
key, which each entity has to store and one public key which is distributed and
any other entity can have. The next technique is the hash function or message
code authentication or message digest. They are used for digital signatures.

Furthermore, implementing security services and keys management and
distribution involves a different set of aspects. Mostly, a centralized database is
used for storing and maintaining these aspect giving more control and ability to
secure the information in communication. But, a centralized database possesses
several inefficiencies including, bottlenecks and a central point of failure and
also involves a constrained environment for services. However, the open source
MediaSense framework is required to have certain properties such as, no central
point of failure, scalable, fast, lightweight [1] and others. These features point
towards a distributed security system with better optimized secure
communication supporting the attributes of the platform without any reduction
in performance.

Overall aim

The aim of this thesis is to derive a technique or method for the implementation
of secure communication between different instances in an effective and
efficient manner and in a minimalistic manner without any performance
degradation so as to prevent unauthorized access, intrusions and attacks. In
addition, the key storage plays a vital role in the encryption, so a method
towards the secure key storage and also for access control regarding
maintaining and securing the scalability of the entity within the platform is
required. This includes scenarios such as, exchanging contextual information

2
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between the things in open text, which may lead to unauthorized alterations and
the information received by entity could be an unknown value or may be some
previously stored values. Sometimes, things or sensors could be used for
obtaining crucial information and in such a case, securing the information plays
a vital role. Another example of the scenarios could be controlling the
ubiquitous audience at ubiquitous places. Different things or sensors or entities
have different audiences but without security they can be random and could
pose threats. So managing audiences and maintaining accountability is to be
addressed.

Thus, this thesis aims to implement and simplify the security techniques in the
MediaSense framework.

Scope

This thesis explores two major challenges while implementing secure
communication in the MediaSense framework. These challenges are,
implementing the security techniques or encryption in the communication
framework and the secure storage of the keys required for encryption
techniques. The general view of these challenges can be visualized in figure 1.
The figure shows an approach for secure communication between the entities in
the framework with a suitable encryption solution and secure storage of the data
in the system. To be specific, the two challenges that are mentioned above are
opposed by the Secure Environment that incorporates the communication
framework and acts as a gatekeeper in the system, which adds security and
authorizes outgoing traffic and verifies and authenticates the incoming traffic.
The next solution for secure storage involves incorporating the storage facility
in the Look-up Service framework.

Dissemination Core

Look up Service ~ Storage Challenge 2

| Secure Environment

Challenge 1

Figure 1: Overview

Nevertheless, some other issues must be studied to provide a better control of
unknown entities and also in relation to the different ways for implementing
security for resource constraints sensors and actuators or things. However, this
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thesis focuses on implementing the security solutions on the framework for
secure communication between the entities or instances and will not cover any
issues related to a constrained execution environment. It assumes that all
entities are capable of executing the possible encryption algorithms with key
managements and each entity has control over its sensors and actuators. Also,
this thesis will not be evaluating or studying the connectivity between the
entities through different technologies including LAN, WAN or other Radio
technologies (LTE, 3G, HSPA). The assumption is made that entities are
connected with adequate connectivity to carry out the communications.

Apart from these assumptions and considerations there are some criteria or
guidelines which are required to be met during the implementation of this
project. These criteria are listed as the following points.

1. Less performance lag in the framework, about few hundred milliseconds
could be acceptable.

2. The response from the sensors (values or information) should be
delivered in the first response message of the communication.

3. Capable of executing in resource limited devices such as mobile devices
or raspberry pi.

4. No dependency on external server or central authority.

5. All the functions or intellectual properties should be open source and
should not have infringements on any types of licenses.

Secure Communication

Thus, the first significant challenge in the thesis is in relation to the secure
communication between the entities. A solution to this issue is to implement the
secure encryption algorithms so as to prevent unauthorized access to the
information between the entities. This can be achieved by embedding the
communication channel in the secure environment, acting like a gatekeeper
controlling and encrypting the flow of information. However, implementing the
security adds some other problems and issues in the framework such as
performance problems and key management problems. Thus, this thesis has
explored the architecture for secure communication between the entities.

Secure Storage

The next challenge in the thesis is with regards to the secure storage of the keys
that are required for the encryption and decryption of the messages or
information. Additionally, this involves supporting the continuous changing of
the keys of different communicating entities. In most of the cases, centralized
servers are maintained for this purpose, even if this includes some
disadvantages and does not provide the attributes of a distributed environment.
However, the MediaSense framework demands specific attention towards the
real-time signaling and no central point of failure. Thus, an approach to
possibly eliminate or reduce these issues is required and therefore addressed in
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this thesis. In detail, the thesis has explored the methods for both the efficient
and effective key management and storage in a distributed environment.

1.4 Concrete and verifiable goals
The goals of this thesis can be divided into the following points.

(a) Analyze and study the security measures that the MediaSense
framework demonstrates currently and refine the requirements required
to preserve data or information from unauthorized access and intrusions.

(b) A detachable framework or method for securing the communication
channel between the entities. In detail, security should support the
ubiquitous environment with less effect on the performance or real-time
signaling of MediaSense.

(c) Managing encryption keys is one of the main challenging tasks in the
ubiquitous environment. Thus, a method for distributing encryption keys
with communicating entities is required.

(d) Also, there is the need for a solution or method for the secure storage of
the keys(private or public) for encryption within the framework. In
detail, a method that can store and access the keys shared in real time.

(e) Additionally, any proof of application on security framework for the
security solutions as well as performance evaluation of security
algorithms is necessary.

1.5 Outline

This thesis is outlined in the following manner. Chapter 2 describes the
background theory regarding the security and related work. Chapter 3 describes
the methodology and requirements with regards to how to implement security
on the MediaSense framework. Chapter 4 describes the study on implementing
the security solutions and chapter 5 presents the conclusions of the thesis and
future work.
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Theory

In this section, the background study and related works on this thesis are
presented. Thus, this section provides the introduction to security with the
challenges and requirements for securing the framework.

Defining Security Concepts

Security is of great importance with the introduction of distributed systems and
the use of the internet for the exchange of the data between the entities or
computers within the same organization or across the globe. The tools and
techniques designed to prevent data from unauthorized access is coined as
security. It can be described from different perspectives within the computer
field including Information Security, Computer Security, Network Security or
Internet Security and others. However, the main principle of security is to
provide and preserve integrity, confidentiality and availability of the resources
including  hardware, software, firmware, information, data and
telecommunication as described by NIST (National Institute of Science and
Technology)[10]. The three main key points, confidentiality, integrity and
availability, embodied in the definition, are commonly referred as the CIA
triads[10] and these are the basics of security for information and computing.
Apart from these three fundamentals, other key techniques including
authentication, authorization and auditing are also referred as security
objectives. All these concepts, when organized together, perform a strong
security service. These concepts mentioned are described as follows:

Confidentiality*: Confidentiality refers to protecting personal information, data
and privacy from unauthorized disclosure. Authentication methods including
user-ids and passwords, which are commonly used today, are used to uniquely
identify the system users and to control access to the system resources,
preventing any unauthorized access. As for the general concept, it is related to
data privacy.

Integrity*: Integrity refers to the originality of the data or information
resources. It resembles data integrity, where the data or information is non-
repudiated and authenticated without any inappropriate modification or
destruction, whether accidentally or deliberately. Also, integrity involves only
the preservation of data without any corruption when transmitted, but, is
regardless of whatsoever data or information was provided to the system. Data
integrity plays an important role in a hospital patient information system where
the information is of high integrity and is stored in a database. Thus, a doctor
should be able to trust the information about the patient as being both correct
and current. Any falsifying of the information could result in endangering a
patient and may even led to death with the hospital facing liability.

Availability*: Availability ensures both the availability and the reliable access to
the information resources whenever this is required. For an illustration of the
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availability concept, consider a security system which provides authentication
services for a critical system or devices where any interruption of services
means an inability of a customer to access the resources in order to perform an
important task. Any disturbance in availability can mean a loss in relation to
any aspect.

Authentication: It is the security measure for genuine, trusted and valid
information. This means verifying the user or entity to the system as a trusted
entity and information provided to the system is genuine and valid without any
modification in between the transmission.

Authorization: Authorization refers to specifying the right access to correctly
authenticated users. The system determines this on the basis of an access policy
as to whether to approve a request from the authenticated user for the
information resources or to decline it. An example can be of university officials
who are authorized to access a student's status in the university.

Auditing/Accountability: 1t is the requirement to keep a record of the actions
and activities of the entity so as to perform any analysis in any case of security
breaches or transaction disputes and which can, at a later stage, be traced back
uniquely to that entity.

So as to implement security mechanism in a system, it is essential to understand
the “appropriate” or ‘“adequate” level of security required for the system
depending upon the context. Since guaranteed secure systems are not
achievable, there will be always threats for any system.

* NIST Standard FIPS 199 (Standards for Security categorization of Federal Information and Information Systems)

Defining Security Context

The security mechanism for any system depends upon the level of security
required by the system. In the case of the current version of the MediaSense
framework, security measures are not included in the system and information is
open in the network. Thus, vulnerability of security attacks to the framework
does exist. Since the framework is distributed in nature, without any governing
central authority, the system becomes more fragile and susceptible to attacks
and intrusions, which may lead to a devastating incident. A simple working
framework of MediaSense is shown in figure 2.

The working environment shown in figure is through the open internet and
network. Thus, whenever the MediaSense instance communicates, the
information is open in the network, which may lead to active or passive attacks
from unknown adversaries. Any adversary can easily eavesdrop the message or
analyze the traffic in order to obtain message patterns between communicating
ends. An increase in threats could be a disaster to the system and could
contribute to inevitable accidents to the community and environment. Active
attacks in the system could achieve such results. Masquerade, an active attack,
takes place when an entity sends a message to the receiving end, pretending to
be some authorized entity. The receiving end might receive the false message
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due to masquerading. Reply, Modification of messages and Denial of
Service(DOS)[11] are some other forms of active attacks. These attacks must
be considered in order to protect the system from any harmful intentions. A
scenario explained below, elaborates and clarifies the attacks which shows the
need to consider and implement security in MediaSense framework.

_ SINK __SINK_|
_ MediaSense | _ MediaSense |
17—7 — /// T v/// - \T/\/"liw \\\\

" INTERNET/P2P Network |

r
\ /
\. /

. MediaSense | . MediaSense |
| Sensors | \ Sensors \

Figure 2: Working framework of MediaSense

Scenario: A small number of inhabitants are living in a region liable to flooding.
They are using the MediaSense platform to receive any alert and information
from the sensors located at a distance, which monitors the level of water in the
river and sends an alert if the water level rises beyond the risk level. If the
alerts are received by the inhabitants then they will evacuate the region and
reach a safe place in time before any disaster occurs. But, in the current version
of MediaSense without any security, the vital information is exposed to the
open internet and thus any unknown entity or adversary in the open network
can masquerade and send a false alert to the inhabitants thus causing
unnecessary concerns. It is also possible that an adversary could reply with a
modified and altered message to the population thus making them confused.
The most vital one could be the modification of the message, where the alerts
sent by the sensors are captured and modified as a normal message sending
back to the population. For this situation, the inhabitants would be unaware of
alerts and face hazardous environmental disasters.

Thus, security is essential to prevent such devastating circumstances and,
indeed, some security mechanisms in the MediaSense framework to prevent
easy access of data or information as well as hiding a message in encryption,
making it difficult for an unknown entity to understand.
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Security Issues

Internet technology is evolving with exponential rate, becoming more mobile
and wireless. These mobile and wireless technologies are enriching the globe
with the pace of increasing capabilities. Technologies such as 4G, WIMAX and
Zigbee are leading the world to another dimension of ubiquitous computing.
Such tremendous advancements of these technologies increases the continuous
and ubiquitous computation and opens up a playground for ubiquitous
applications. These applications provide different advanced features and
frontiers to the user but, alongside, adversaries attempt to create potential
damages that can be drastically scaled up. So, these application are exposed to
intrusion, identity theft, malicious attacks and other different security issues
through the internet connection. The MediaSense platform is itself highly
distributed and is open for the creation of weak links between the system or
instances, thus susceptible to attacks by malicious entities. These attacks can be
summarized by the following headings.

Physical

This security issue is common in easily accessible zones, such as street lights in
a public area and these are vulnerable to physical harm. These types of attacks
can easily tamper hardware or even the data present on the hardware. An
example could be RFID tags, where both hardware tampering and data
tempering is possible.

Software

Threats to the software is another major issue in a system due to the fact of
having communication interface in the system. These threats could cause issues
regarding the performance of a system or may lead to the crashing of the
system. The issues could be the overflow of a buffer, halting the system, or any
other case by using viruses and worms.

Network

Network is the open playground and thus any entity could be a possible threat
for other entities. The threats could involve any issues including
eavesdropping, traffic analysis, denial of service, node malfunction, message
tampering and many others.

So, to avoid these kinds of threats, the MediaSense platform must form a
strong security foundation from object or entity identification to authorization
as well as encryption and infrastructure governance[3].

Security Aspects

MediaSense platform is an open source platform so many intrusions from
unknown sources could steal vital information thus it is necessary to verify the
areas of security concerns. These concerns are listed below.

Object Identification

This process requires the object or things to be identified before joining the
system or using the MediaSense connected sensors and actuators. Registration
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is necessary before access is granted to a new object in the system as well as
creating credentials for future identification in order to gain access to the
system. After registration, the object is supplied with a valid ID and
authentication information or a pass phrase. As for the log-in functionality, the
object, with the supplied credentials, is able to authenticate itself with
previously registered authentication information in order to join the network.

Access Control

Access control is an important issue in loT applications. These are the rules that
define the accessibility of the objects for the contextual information. There
might be the condition where an object might be a privileged user, wanting to
obtain sensor and actuator information before any other normal user or, the
street lights which can only be accessed by the public administration but not by
any other normal user. There could be a sensor object, which is of great
importance and can only be accessed by some specified users. In order to
manage all these conditions for a dynamic environment, access control is
required.

Identity Management

It is the administrative section which deals with the identification of the things
or objects in the system or MediaSense. This is required for controlling the
accessibility of the objects with each other in accordance with the rights and
restrictions associated with each of them in relation to the system. Authorization
is also an identity management concern, where an object with the correct
identity should be able to access and utilize the system easily.

Secure Communication

The heterogeneity structure of the IoT generates more complications in the
infrastructure protection and security. The main challenge is to ensure privacy,
protection and integrity of the data in the process of communication between
the entities. For securing the communication channel, cryptography and, in
addition to cryptography algorithms are used, which are required to sustain a
fine key management system as well as security protocols while connecting to
the internet.

Secure Storage

Secure storage is required for the confidentiality of the data and this may
involve keys or other information. For the secure communication in the system,
encryption keys are required to access the important information, requiring to
be kept secret. Thus, the storage facilitates the maintenance of this type of
information and prevents any unauthorized access.

Security Challenges

There will always be some challenges while implementing the security whether
in the MediaSense platform or in any IoT framework. Before implementing any
security mechanism, knowledge regarding the level of security required in the
system is necessary and where challenges must be considered. These challenges
can be summarized in the following categories.
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Constraints

IoT is the network of things, and MediaSense is framework of IoT with sensors,
actuators, embedded devices or any other communicating objects. This might
involve resource constraints devices relating to scarce processing unit, memory,
storage or energy. Thus, implementing security cryptography such as resource
consuming public key cryptography will be quite challenging. The fundamental
underlying fact that a network is lossy and has variable bandwidths channels for
the communication is also a challenge and these types of characteristics directly
impact on the security implementation especially when the application requires
a low delay in communication, which is one of the requirements of
MediaSense.

Centralized & Distributed architecture

The 10T is a heterogeneous structure and is fully distributed connected together
with the internet. So, MediaSense instances might communicate, forming an ad-
hoc domain with each other, when the information is required according to a
certain task but the same instance might connect to the back end service in the
internet. In today’s IoT, most of the applications comply with a centralized
architecture in the sense that all the security and identity management for the
communication between the things or objects are managed centrally. The
centralized architecture manages the things or devices, identity or group and
cryptography keys centrally for the communication, but there are some
limitations. One is the single point of failure, which is major drawback and the
MediaSense platform cannot accept this flaw. For instance, a key exchange
between things requires online connectivity for communication with a central
device. Decentralization avoids the need for a centralized architecture and can
manage in a stand-alone manner. It eliminates the need for a centralized online
security management entity for communications between the things or objects
and allows for the creation of an ad-hoc security domain.

Mobility

IoT is a network of things distributed ubiquitously where MediaSense instances
can be any devices, from sensors to RFIDs or smart-phones or computers. So,
devices such as wearable sensors or smart-phones or other movable things will
be mobile and can connect to different networks at different instances of time.
Thus it will be necessary to provide specific security for addressing the mobility
of the devices or things when the individual entities change their point of
network attachment for communication.

Security Mechanisms

Security mechanism is the way or feature designed for the system to detect, pre-
vent or recover from any security attacks or threats. However, the downside is
that no any single mechanism will support all of the security services required
in a system. However, the International Telecommunication Union — Telecom-
munication Standardization Sector (ITU-T) X.800 standard divides the security
mechanism into two section, specific security mechanism and pervasive secur-
ity mechanism [12]. Specific security mechanism defines the processes or
mechanisms that are implemented or incorporated in a specific protocol layer or
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in an application layer in order to provide security. This mechanism consists of
several features including encipherment, digital signature, access control, data
integrity, authentication exchange, traffic padding, routing control and notariza-
tion [11][12]. On the other hand, pervasive security mechanisms are not specific
to any particular layer and consist of trusted functionality, security label, event
detection, security audit trail and security recovery [11][12]. But, one of the ele-
ments of security mechanism is in or is used in almost all of the security mech-
anisms that are used in a system for communication, namely cryptographic
techniques or Encipherment[11]. It is the use of mathematical algorithms to
converge the data or information into a form which is not easily intelligible.
This transformation depends on mathematical algorithms and encryption keys.

ITU-T X.800 discusses two encipherment mechanisms, reversible and irrevers-
ible security mechanisms. A reversible encipherment mechanism allows for the
encryption and subsequent decryption of data using an encryption algorithm
but, as for the irreversible, it is simply a one way encryption mostly used in a
digital signature including hash algorithms or message authentication codes.

Details regarding these algorithms are described under their appropriate head-
ings.

Security Model

A general model[12] for security is shown in the following figure 3. It is the
general model with the security provision to provide the required security for
any system to transfer a message across an open network or the internet
between two known entities. Two entities, a sender and recipient must come to
a common resolution regarding the exchange of information and then a
communication channel is established from the source to the destination
through an open network or the internet using communication protocols. Hence,
security comes into play when it is required to protect the information from the
opponent presenting possible threats to the information and system. Two
components can be considered while providing security. One, a transformation
on the data and information using encryption techniques or algorithms to be
exchanged, while the other involves shared secret information between the two
entities, such as encryption keys, which are unknown to adversaries or
opponents.

Trusted third party
(e.g., arbiter, distributer

/ N i \

Sender Recipient

Security-related Information Security-related
transformation Channel transformation

Secret Secret
information information

Opponent

Figure 3: Model for security [12].
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While executing this model, a trusted third party could be required in order to
exchange secure information as is the case for distributing secret keys between
entities as well as mediating disputes when concerns arise regarding the
authenticity of the message exchanged. In general, this is a model guide for the
design of a security mechanism, which requires certain actions beforehand such
as selecting or designing an algorithm for secure transformation, generating the
secret keys or information used for secure transformation, developing methods
to distribute and share secret keys or information and, lastly, specifying
communication protocols that make use of a security algorithm and message
exchange to achieve security as required.

But, as a general model for security, this does not always fit into all kinds of
security related issues. There are some issues which are out of scope of this
model and which must be considered for better security in the system. The issue
might be preventing unauthorized access to the information in the system from
any intruder or hacker who attempts to access the system that is accessible
through the open internet or network. The next issue might be unauthorized and
unwanted programs or software code, placed in a computer without the consent
of a legitimate user and this program or code exploits the vulnerabilities of the
system and thus affects the overall system. Viruses and worms are two
examples of such issues, which exploit the flaws present in the system. So, the
security mechanisms must adjust the system in order to prevent such attacks.
This can be achieved using different methods, one being the use of a password
based log-in function which prevents unwanted access but which allows access
to the information for an authorized user. The next method could be auditing or
accounting, which monitors the activities and analyzes the internally stored
information from users in order to detect the intruders and also to detect
different worms and viruses.

Security Architecture

Recent trends for providing security in any system involves a centralized
architecture, which is also the most widely accepted. But a recent paradigm of
computing infrastructure has been shifting away from a centralized architecture
to a distributed architecture due to its distinct features such as more scalability,
less or no point of failure and others. Thus, a security mechanism for a
distributed environment is also developing at a fast pace with different
techniques but, it is still the case that fully distributed and resilient security
mechanisms have not yet been achievable, since a central authority is always
required to monitor the user's action as well as to authorize and audit user
behavior in the system. Hence, security for both architectures is discussed
below and the approach which proves to be most suitable for the MediaSense
framework is to be implemented.

Centralized Architecture Approach

Many of the systems still use a centralized architecture for providing different
services to its consumers due to its easy implementation and architecture. A
simple centralized architecture system can be seen in figure 4. This figure
shows that the sensors with MediaSense instances are connected to the
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centralized system and are sending the information. Additionally any other user
or sink that wants to consume the information from any sensors needs to
connect with the centralized system. Furthermore, any application can retrieve
contextual information from the centralized system. This suggests that the
centralized system is a pivotal point in the whole context. Even though the
centralized architecture is simple and easy to implement, there are few issues
that this architecture is unable to handle. One of the issues is that this
centralized architecture in unable to handle scalability problems as the number
of users increases to millions and, indeed, billions. Likewise, this centralized
system creates bottlenecks during communication, which is due to the
unmanageable size of data and requests for a single centralized database.
However, some systems claim that their solutions can even scale more users
when provided with much more computational power, storage and replication.
However, a centralized system always has central point of failure.

1!

Centralized System

T 111

Figure 4: Centralized Architecture

Distributed Architecture Approach

As with the distributed approach, main advantage is that there will be no central
point of failure and naturally this system is more scalable than the centralized
system as it is based on a peer-to-peer paradigm. The downside is that this
incurs a much greater computational power burden on devices. In addition,
problems arise in different areas including security, administration, and data
management as the number of users increases. So, the MediaSense framework
is a fully distributed and context aware system. A simple figure demonstrating
the working of the MediaSense platform is shown in figure 5. The figure shows
that sensors are arranged in a DHT ring along with the bootstrap node. Any sink
entity attempting to access the sensor sends a request to the bootstrap and later
on communicates with that sensor in a peer-to-peer fashion.
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Distributed System

Figure 5: Distributed Architecture

Security Algorithms

Cryptography holds the key structure for the any security system, at present. It
hides the information with mathematically generated codes using mathematical
algorithms to prevent the exposure of original and important data or message to
any other unauthorized access. Also, in order to be a fully secured system,
certain security mechanism must be implemented, which might include multiple
cryptographic techniques to adhere to the CIA triads[10]. But maintaining
security in a fully distributed environment is a quite challenging task and
requires much more effort in key management between entities and entities
identification. Thus, multiples of cryptographic mathematical algorithms should
be implemented in a security mechanism. Both symmetric and asymmetric
encryption techniques and hash algorithms must be used to maintain the CIA
triads[10]. Each algorithm from each of the techniques is thus discussed on the
following topics, which is used in security mechanism of this project.

Rivest-Shamir-Adleman (RSA)

Public key cryptography or asymmetric encryption has been widely accepted
for many years and has, during this time, been revolutionized. During earlier
times, most of the cryptographic system was based on substitution and
permutation. But due to the exponential development of computer systems with
vast processing speed, public key cryptography has shifted with a radical
departure from substitution and permutation to mathematical functions.
Furthermore, public key cryptography is asymmetric so, two separate keys are
involved, one key for encryption and the other, which is different but
mathematically related, for decryption.

More importantly, the RSA algorithm is an asymmetric encryption technique or
public key cryptography system involving two keys as discussed earlier. In the
early days, a number of algorithms were proposed for public key cryptography,
though some proved to be breakable. But, one of the proposed algorithms was
by Ron Rivest, Adi Shamir and Len Adleman, namely the RSA scheme, which
became a widely accepted and implemented public key cryptography technique.
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The RSA scheme represents plain text and the cipher text as integers between 0
and n-/ for some value of n. It deals with the exponential expression where
plain text is encrypted in blocks having a binary value less than some value of
n, which means that the block sizes must be less than or equal to the
formula[12] 1 below.

Block size < log ,(n)+1

equals to i bits where, 2! <n < 2+l

Formula 1: Block size of RSA[12]

Thus, supposing that the plain text block is M and the cipher text block is C,
then the encryption and decryption techniques used by RSA are in following
format.

C=M°modn
M = C% mod n = (M9* mod n = M® mod n

Formula 2: General form of RSA[12]

From the formula, it is evident that both, the sender and receiver should have
knowledge of the value n, but it is the sender who knows the value e and the
receiver who knows d. Hence, RSA is public key cryptography system or
algorithm with a public key of PUBLIC={e, n} and PRIVATE={d, n}. There are
several requirements that must be fulfilled in order to sanction this algorithm as
a public key encryption. These requirements according to reference [12] can be
listed as below.

* Possible to find values of e, d, n such that,

M mod n = M for all M<n

e (Calculate,

M mod n and C% mod n for all values of M<n

* Impracticable to find d given the value of e and n.

Several mathematical notations are involved and which are required to be
implicated in formula 3, which expresses the relationship between e and d. All
the mathematical details are not included here. The above relation holds true if
both e and d are inverse modulo ¢(n), where the ¢(n) represents the Euler
quotient function. So, for p and ¢ prime numbers, ¢(pq) = (p-1)(q-1), similarly
the relationship between e and d can be detailed as shown in formula 3.
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ed mod p(n) =1
ed =1 mod p(n)
d=e-1 mod ¢(n)

Formula 3: Equation of RSA[12]

Hence, the RSA public key encryption technique can be referred to as in the
following formula 4.

Pq, prime numbers

n=pq
e, with ged (p(n), e)=1; 1 <e < ¢(n)
d =e-1 mod ¢(n)

Formula 4: RSA [12]

From above equations shown in formula 4, the private key can be referred to as
{d, n} whereas the public key can be referred to as {e, n}. So, in a practical
scenario when a user, say Bob, wishes to send a message M to user Alice and
Alice has her own published public key then Bob computes the cipher text, C =
Me mod n using the public key of Alice. After computing the cipher text C, it is
transmitted to user Alice and on receipt of the encrypted cipher text, user Alice
decrypts the message with her own private key by calculating M = Cd mod n.

Since RSA is a complex algorithm, which involves generating prime numbers
and exponents along with modulus, more complexity regarding the computation
is required when using RSA. So, efficiency is a key for a better performance
and use. The issues that are considered to improve the efficiency in the RSA
complexity are discussed in reference [12]. The RSA algorithm is widely used
in security systems and it possesses some advantages and disadvantages for the
system. But, apart form its advantages and disadvantages, the critical point in a
security system is to prevent any information from intrusions and any
accidental access and availability. So the advantages and disadvantages of the
RSA algorithm are listed below.

Advantages

* Increased security and convenience since private keys are never
revealed.

¢ Suitable for multi-user distributed environment.

* Major advantage is the provision of digital signatures, which are non
repudiation.
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* With the added supplement of symmetric encryption, it makes the
system more secure.

Disadvantages

* Speed is a major disadvantage.
* Four possible approaches to attack the RSA algorithm [12].
o Brute force, which involves trying all possible private keys.

o Mathematical attack involves an effort with regards to factorizing
the product of prime numbers.

o Timing attacks measure the running time of the decryption
algorithm.

o Cipher text attacks utilizes the properties of the RSA algorithm.
* Not suitable for single user environment.

* Possible vulnerability to impersonation.

Advance Encryption Standard (AES)

As discussed earlier, public key cryptography or, the asymmetric encryption
technique, has been used in a wider range but even though it has provided a
certain level of security, the symmetric encryption technique or private key
encryption also has its own space in the information security, especially when
the information is shared between two parties. Thus, in relation to symmetric
encryption, it is a technique or system where the sender and receiver share the
same secret key, which is used to perform both encryption and decryption. It
transforms plain text to cipher text using the secret key on the sender side
while, at the receiver end, the cipher text is transformed back to plain text using
the same secret key. Among various types of symmetric encryption systems,
Advanced Encryption System(AES) is popular and widely used in applications
for maintaining security due to its better security and efficiency. It was first
published by NIST in 2001.

Basically, AES performs its operations on a fixed length block of size 128 bits
or 16 bytes and the secret key could be any length from 128, 12 or 256 bits (16,
24, or 32 bytes) which results in respective algorithms, AES-128, AES-192 or
AES-256 being defined in a standard[16]. AES is quite different from its
predecessor, such as the Data Encryption System(DES), which is based on the
Feistel structure. But in AES, a different approach is used where the block size
of 128 bits is divided and organized into 4X4 byte arrays called State, which is
then further processed. These States are processed for several rounds depending
upon the size of the keys used. The States are processed by a round function on
each during both encryption and decryption, which defines four different byte-
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orientated transformation. The number of rounds for processing is 10 for 128
bits keys whereas it is12 rounds for 192 bits keys and 14 rounds of processing
for 256 bits keys. The four different transformations are detailed in brief as
follows.[16]

SubBytes Transformation: This transformation operates separately and
independently with each and every byte of State using a substitution table
known as an S-box, which is invertible. That S-box is constructed using two
sets of transformations.

1. Multiplicative inverse in the finite field of Galois Field(28) and,
2. Aftine transformation over Galois Field(2).
The detailed explanation of the transformations are expressed in reference [16].

ShiftRows Transformation: In this stage, a cyclic transposition is conducted
with the bytes present in the last three rows of the State to a certain number of
bytes. The first row is not avoided from the transposition. The transformation
follows the following rule[16].

for0<=r<4 and 0<c<Nb,

‘gr.:' = ‘Tr.lr-rx.ﬁr'.l'.'ir..\'hfl]nmll N

In the rule, the expression shift(r, Nb) depends on the row number where Nb=4.

MixColumns Transformation: Column by column transformation is performed
in the State, representing each column as a four term polynomial.

AddRoundKey Transformation: As the name suggests, a round key 1s generated
from the cipher key using a schedule algorithm and is added to the State using a
simple XOR operation.

Henceforth, the encryption and decryption processes in the AES involve several
rounds of operations depending upon the size of the key with a specific
transformation on each round. Both processes start with the addition of a round
key transformation on each State as this is the only state where a shared secret
key is used. This step follows in a similar manner for nine rounds (as with 128
bits key, and increases with the size of the key) where SubBytes, ShiftRows,
MixColumns and AddRoundKey transformation are operated respectively. As
for the final round, all the transformations are operated on State except that of
the MixColumns transformation.

AES has became a new and popular standard in the information security and
offers both advantages and disadvantages. The advantages and disadvantages
are listed below.

Advantages

* No major security attacks proven successful.
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» Efficient and better performance against time and with a large data size.

* Resilient against brute force attack, since the minimum length of the
key is 128 bits providing the possibility of 2128 keys where an
exhaustive search is both infeasible and impractical.

* As for the present context, no mathematical attack proven.

* Suitable for peer-to-peer communication rather than a distributed
environment.

Disadvantages

* Not suitable in an open environment.

* Possibility of a timing attack, considered less secure against side
channel attacks including cache-collision attack.

Digital Signatures

Even though the encryption techniques, discussed earlier, provide security and
prevent unauthorized access, some flaws with regards to data integrity and
authenticity still remain. A scenario can be analyzed where a sender sends a
message to the receiver using the described encryption algorithms but,
arguments may also arise between the sender and receiver. The recipient could
forge the received message or possibly the sender could also deny sending the
message. There could also be the possibility of a third party accessing the
message in between transmission and thus make an attempt to modify it. Hence,
the essence of digital signatures come into importance and help to protect data
integrity between two parties who exchange a message from any third party
intruder as well as against each other.

Thus, a digital signature is the result from the development of the public key
cryptography which utilizes the generated keys from the system and hash
function. It provides security capabilities to the system so as to prevent
masquerading and any modification in messages. Hence, digital signatures is a
mechanism for adding some extra data referenced as a signature at the end of
the message by the creator. That extra data or code is generated using a hash
algorithm and encrypting the resulting data with a private key of the creator
thus guarantees the source of the information or the data as authentic as well as
ensuring data integrity.

Digital signatures are standardized by the NIST under Federal Information
Processing Standard FIPS 187 known as Digital Signature Standard (DSS)[17].
It utilizes the Secure Hash Algorithm (SHA) as a hash function and one of two
approaches, RSA or Digital Signature Algorithm (DSA)[17]. As in this project,
RSA along with SHA is used to generate digital signatures. In the RSA
approach of generating digital signatures, transmitting a message acts as input
to the hash function SHA, which results in a fixed length hash code.
Furthermore, the hash code is encrypted using the sender's private key to yield
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the digital signature. Then, both the message and signature are transmitted
through a channel. On the receiving end, the received signature is decrypted
using the public key of the sender to the hash code. On the next instance, again
the recipient generates the fixed length hash code from the message using SHA.
If both the hash codes are matched, then the signature verifies this and the
message is accepted. The DSA is, however, designed for generating digital
signatures and keys generated cannot be used for either encryption or key
exchange.

X.509 Certificates

X.509 is a part of the series X.500 recommendation which is defined by ITU-T
[11]. It defines a framework of authentication services by X.500 to users. So,
the certificate contains the public key information of particular entity and is
signed by the private key of a trusted authority but, in the case of this project,
shelf signed is considered since no central authority was assumed. Hence, each
entity can generate a shelf signed certificate transfer to a third entity whenever
necessary. So, the X.509 certificate is achieved by using the public key
cryptography system along with digital signatures. As in this project, RSA
public key cryptography and digital signatures, discussed earlier, are used since
the standard does not specify any algorithms.

Key Management & Distribution

The basis of the MediaSense is the communication between the entities, source
and sink using primitive functions. Thus, to protect those messages and
information from intrusion and unauthorized modification, different encryption
techniques are being used. These encryption algorithms are required to have
different keys that must be protected, managed within the system and to secure
distribution among the entities. So, key management and distribution occupy an
important space in the system.

Cryptography key management and distribution involve a huge and complex
work load, which involves cryptography, management and protocol
considerations. As with this project, these considerations should adhere to the
MediaSense framework and also provide security. So, in this case since the
bootstrap acts as a central authority, the mechanism of symmetric key
distribution using asymmetric encryption is followed, which will be discussed
further on.

Basically, as the name suggests, key distribution is a mechanism or function
that distributes keys to different entities that are willing to exchange secure
information between them. So, to perform this secure distribution of keys
among entities, some sort of mechanism or protocol is required and, often, a
public main key or master key is involved to exchange a session key or secret
keys generated and is distributed for temporary use between two entities
whereas the master key remains long lasting and is less used. Due to the fact
that, a public key cryptography system is inefficient for large size data, they are
never used on sizable blocks of data and are mostly limited to small sized
blocks. However, an important perspective of a public key system is for
distribution of secret keys. An approach is considered, while implementing the
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distribution system in this project where a bootstrap acts as a public key
authority. The steps that occur are listed as follows.

(a) Entity A4 registers itself to a central authority by providing details and
receives the public key {PUboot} of the bootstrap node in the
MediaSense, acting as a public key authority.

(b) A generates a public/private key pair {PUa, PRa} and transmits a
message asking about B consisting PUa and an identifier of B, context
identifier, UCIb is encrypted with the public key of the bootstrap node,
PUboot.

(c) As the bootstrap node decrypts the message with its own private key
PRboot and stores the received public key of 4, PUa. It simultaneously
searches the public key of B, PUb in its directory and transmits a
message back to 4 consisting the public key of B, PUb encrypted by the
public key of 4, PUa.

(d) 4 decrypts the message with PRa, and obtains the public key of B, PUb
and stores this in its directory. Further, 4 transmits a message to B with
its public key, PUa, and the identifier UCla, encrypted with the public
key of B, PUb.

(e) B receives the message and decrypts it with PRb and stores the public
key of A, PUa. At the same time, B generates a session key or secret key,
Skey and adds it to the message, encrypts it with the public key of 4,
PUa and returns the message to 4.

(f) A receives the message and the shared secret key, Skey and stores it in
the directory for further secure communication.

Hence, the asymmetric cryptography is suitable for the distribution of
symmetric keys for secure communication between the entities.

Related Work

This section represents related works conducted during the implementation of
this project including the research performed on the MediaSense framework
and the leading industry standard for the information security, which is
SSL/TLS. The widely accepted standard with its properties and drawbacks will
be mentioned. This part of the theory assists to organize and generate ideas
during implementation of this project.

MediaSense Framework

IoT enables things to connect to each other using the internet and to share
contextual information. IoT applications based on an IoT framework utilizes
this contextual information and provides more personalized and intelligent
behavior to the consumer or user with information based on current situations.
These types of application are widely used in different sectors of industries such
as, the environmental sector, which includes pollution monitoring, flooding,
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earthquake, forest fire and more. Other different sectors could be energy
conservation, safety, security, manufacturing and even in a social platform.
Since more things have been connected and automated during recent years, this
will have a huge impact on IoT and hence the future will involve an
exponential growth on IoT applications. Therefore, MediaSense is an open
source framework for the development of IoT applications. MediaSense
presents a simple architecture for developing an application based on IoT,
which satisfies different requirements necessary to achieve a better performing,
efficient and effective application in the distributed environment. These
requirements are listed in reference [1] and also listed on the following points.

1. Scalable — logarithmic or better scaling

2. No central point of failure — fully distributed

3. Bidirectional — capable of communicating both sensors and actuators
4. Fast — signaling in real time

5. Current — data retrieved should be recent values

6. Lightweight — able to run on mobile devices

7. Seamless — capable of handling heterogeneous infrastructure

8. Stable — handle transient nodes

9. Extensible — capable of adding new features

MediaSense fulfill the requirements listed in the above points, which is a simple
framework of IoT and the detailed overview of architecture is shown in figure
6, which is taken from reference [1]. The platform or framework is distributed
in nature and entities are connected through the internet. A client instance of the
MediaSense acquires the information from the sensors and thus communicates
with other instances of the MediaSense for the contextual information. Hence,
an instance of the MediaSense can both act as a producer of the information as
well as a consumer of the information, depending on the requirement. Thus the
operations of each layers are described briefly.

[ Context-Aware Applications ]
TT

ey i ication Interface ] tmeerface
L Layer  :
| N EEPPYrYrr i
Extensions
Add-in
Layer
Optimizations I
[ Sensor and Actuator Al ] Dissemination Core i i
i T IT Lookup Service izt
iosemsor& i pngioknd  §(  Gateways | Commioiation
H Actuator * $ =
Layer 11 I T
Sensor & Actuator Networks ] 1P Networking ]N orking
|| Physicalsensors and Actuaters | Physical Network Medium | Faver

Figure 6: MediaSense Architecture [1]
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* Interface Layer

As the name suggest, this layer acts as an interface or entry point for
communication between the application and framework or platform. It
consists of a single component “MediaSense Application Interface”
which is a standardized and generic API for developing IoT
applications. This component provides a single entry point to the
platform to access different available functions offered by the platform.

* Add-in Layer

The add-in layer is optional for implementation in the framework. This
layer provides space for IoT application developers to add additional or
to extend the functionality of the framework as an extension component
or to optimize the already provided functions in order to provide a
better performance or behavior for the system. An add-in layer supports
developers by giving them the freedom to make the framework meet
certain specific application requirements with regards to performance,
quality of service, resource constraint devices and available bandwidth.

* Dissemination layer

The underlying fundamental layer of the MediaSense platform is the
dissemination layer, which enables the dispersion of information
between connecting entities in the system. For this purpose the layer
uses the Distributed Context Exchange Protocol (DCXP)[21] as a
vehicle for exchanging information. As reference 21,

“DCXP is XML based application layer P2P protocol which offers
reliable communication between entities that have joined the
network.”[21]

DCXP provides primitive operations for the exchange of the information
between the connecting nodes or entities by using the Universal Context
Identifier (UCI). After successfully resolving the given UCI, contextual
information is exchanged with the resolved entity. So, the dissemination
layer includes three components.

1. Dissemination Core

Dissemination core plays a vital role in offering primitive functions
of the DCXP to the upper layer of the platform. These primitive
functions of DCXP are utilized for publishing and exchanging
information between the entities in a peer-to-peer fashion as well as
joining and leaving the network. This interaction among the nodes is
supported or underpinned by an overlay network, which provides the
backbone to the communication as well as an indexing mechanism
for the information on the nodes or entities. So, a chord based
overlay was implemented in the framework but the work on
migrating the network to P-Grid is on going.[22]
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2. Lookup Service

This service or component provides a mechanism for resolving the
UCI in the platform to discover the address or location of the
searched entity. The current version of the MediaSense has an
implementation as chord but has also been evaluated in P-Grid.

3. Communication

As the name suggests, the exchange of the communication protocol
of the system or framework is managed by this component. It also
enables multiple concurrent communications depending on the
necessity. Possible communication protocols in the current
framework are TCP, RUDP, UDP and SCTP.

* Networking Layer

One of the requirements listed as seamless is achieved by functioning on
a heterogeneous infrastructure. This layer enables different entities to
connect over an IP based infrastructure. It consists of two different
components, IP networking, which provides the ability to communicate
with other entities through the internet regardless of IPv4 or IPv6
networks, whereas the Physical Network Medium enables the platform
to execute over a heterogeneous network through different types of
physical mediums.

* Sensors & Actuators Layer

This layer enables the platform or framework with regards to
generalizing methods and producing the contextual information and
handing this over to the platform. But, there are different sensors and
actuators with many different technologies, which are addressed by four
different components according to the requirement of the platform.
Physical sensors and actuators, represents sensors and actuators
providing access to surrounding variables. Likewise, the sensor and
actuator network represents network of sensors such as WSN. A
gateway component is designed to mediate communication with a
specific protocol of sensors and actuators, whereas sensor and actuator
abstraction presents a standardized method of interaction with sensors
and actuators.

Thus, the framework achieved all the listed requirements to provide a fully
efficient and distributed platform to develop IoT applications. Also, the
platform can both act as a producer of contextual information as well as a
consumer of the information. So, the platform executing in any device can be
referred as a MediaSense instance or entity. Thus, these instances build up a
DHT in a bootstrap node, which is specifically placed in the distributed network
or chord so as to support the communication with joining or leaving nodes. The
bootstrap is the initial entry of communication in the network, either to resolve
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the UCI or to register a sensor. The bootstrap node keeps a finger table of all the
entries of MediaSense instances with their location.

Secure Socket Layer (SSL)

The basic fundamental of today's web security or information security is SSL. It
is widely deployed and is accepted as proven industry standard. This SSL was
originally developed by Netscape as a security enhancement to their browser
but was, later on, adopted by almost all players in the industry. The Internet
Engineering Task Force (IETF) has standardized SSL as Transport Layer
Security(TLS), which is the IETF standard for the data or information security.
The TLS is primarily based on SSL but has some differences with regards to
key expansion and authentication.[23][24]

The granular overview of the working principle of SSL is shown in figure 7
which is taken from the reference [24]. Although SSL is widely accepted, there
are still some issues related to performance. Most of the performance
degradation in the system is due to the handshake prior to data transfer present
in SSL.

Client Server
Stepl: Initializes and prepares ChentHeflo message Propases 351 opuons Step |:Accepes dient's connection and
(Stepl = 1: Sends ChentHelio message) ClientHello ———————————#- receives ChentHello message
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Stepd: Prepares and sends ServerHelloDone message
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Figure 7: SSL Overview|[24]

So, the communication using the SSL starts with client sending the ClientHello
message to the server, regarding different protocol options for SSL. As the
server receives the client message, it responds with a ServerHello message for
the selected protocol option, followed by the server's certificate in the
ServerKeyExchange message and, finally, the ServerHelloDone message. After
that, the client generates a symmetric secret key and encrypts it with the server's
public key, which is then forwarded to the server as a ClientKeyExchange
message. Now, both the client and the server exchange the secret key with
negotiated options. Then, the client sends a ChangeCipherSpec message to
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activate negotiated options for future messages followed by a Finished message
encrypted with the master key. Similarly, the server sends the
ChangeCipherSpec message followed by the encrypted Finish message. The
communication that occurs in the SSL including handshaking can be pointed
out in a few steps which are as follows.

1. Client(Browser) connects to Server(Web) with SSL. Client requests the
server to identify itself.

2. Server sends its own SSL certificate.

3. Client verifies the received certificate with a list of trusted Certificate
Authority(CA) making sure of validity, and authenticity of the other
end. If the trust is established, the client generates the symmetric session
key and encrypts it with the server's public key and, further, sends it
back to the server.

4. Server decrypts the message and receives a symmetric session key with
a response of an acknowledge message to start the session.

5. Now, both the client and server use the session key for all transmission.

Thus, in this way the SSL establishes communication between two entities. But,
even though the security is strong in SSL, the handshake is quite expensive
alongside expensive asymmetric encryption and a large number of message
exchanges prior to the actual data transmission. So, the overhead presented by
the SSL including handshake was investigated with a small trial of 1 MB of
data size and 1024bits asymmetric key (in this case RSA) resulting in an
average of 1.1 seconds delay related to the handshake only. For the full data
transfer of 1 MB between two entities, this resulted in an average of 6 seconds.
Also, the standard SSL is required to relay on the CA to verify and handle the
communication between the entities. Hence, the SSL did not met the criteria,
which were listed in the chapter 1 as a few hundred milliseconds of
performance degradation, no central authority as well as a response of the
sensor value in the first message of the communication, which resulted in an opt
out of the SSL from the implementation.

Elliptic Curve Cryptography (ECC)

The basic fundamental for secure communication in today’s world is the use of
a public key cryptography as main stream. RSA has been quite a player in this
stream but, with the advancement of the computer industry, different
cryptosystems have evolved which are considered to be more secure. One is
based on elliptic curves, which has been introduced in 1980 by Neal Koblitz
and Victor S. Miller. In this section, a brief discussion on the elliptic curve over
some finite field as well as an application for cryptography is made.

Elliptic curve cryptography is considered to be more secure than the traditional
cryptosystem with larger keys due to the fact that for any two points on an
elliptic curve, a third point can be produced on the curve, which represents
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cipher text. But, for an efficient calculation, the elliptic curve for real numbers
is slow with regards to the finite field due to the round off error present in real
numbers. So, in cryptography, an elliptic curve on a finite field is considered
and used more often. Now, consider Fp to be finite field and P as a prime
number then, the expression for the elliptic curve can be described as,

E: y’ =x’+Ax+B

where A and B are constants over Fp such that 44°+27B* #0. For all x, y € Fp
there are finite points on E having coordinates on Fp.

Different public cryptosystems use different methods or algorithms for mapping
the original message into the numerical expression using different algorithms
and mathematical operations. Likewise, an elliptic curve also uses a method to
map the initial message to a point on E. After mapping the original message,
another algorithm is used to produce a new point on the same elliptic curve for
the cipher text. During the encoding of the original message to cipher text, not
only is the deterministic algorithm used but, in addition, probabilistic
techniques are used to find points on the elliptic curve. Consider an example.
Let the following equation be an elliptic curve with modulus 163.

E: y’+5x+ 7 (mod 163)

Now it is necessary to ensure mK+K<I63, where 0<m<I6. The choice is
K=15 resulting in a failure rate of 1/2". Taking a value for m=9 and solving
the equation,

x =mK+j = 135+j for j=0,1,2...., K-1

After solving the equation, the possible choice of values for x could be
135,136,...148. And applying these choices yields,

x’+5x+7=8 (mod 163) and 9°=81 (mod 163)

Thus, the original message for the elliptic curve is m=9 with point (139,9) and
hence can recover a message by m=[139/15]=9.

Hence public key encryption algorithms are well received and utilized across a
wide range. Thus, research has been conducted within this area, leading to
much more efficient algorithms than was previously the case. RSA has been
used for a while and the main concern is regarding the performance
degradation. So, another efficient and equally secure algorithm with less key
size is being widely used across different standards along with RSA. Elliptical
Curve Cryptography (ECC) is providing a similar or better and efficient
security than RSA but with less key size. Also, resource constraints devices are
able to compute ECC making it a viable option in the area of sensor security. It
is gaining popularity among users but is facing quite numerous hurdles along
the way. The patents* of more than 350 over the ECC are registered and
licensing is required for the usage, which makes ECC out of bounds in the open
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source development as listed in the criteria of chapter 1. Also, during the
planning phase of this project the main focus was towards securing the
MediaSense platform using any techniques rather than implementing any
particular algorithms. Thus, the selection was in selecting an obviously widely
accepted and popular RSA public cryptography. Hence, in this project ECC is
not implemented but could be an alternate to RSA for future works.

* Small company called Certicom holds over 350 patents on ECC (http://www.certicom.com/index.php/certicom-
intellectual-property)

Java KeyStore (JKS/JCEKS)

The Java KeyStore is the convenient way of storing and deploying private keys
and X.509 certificates. Alternatively, it is a storage facility or a database of
private keys and certificates. Java KeyStore is the standard feature of Java
Standard Edition (JSE) from Oracle. The Java cryptographic libraries support
different formats for storing and deploying keys and certificates but, the
common ones are PCKS12, JKS and JCEKS. PCKS12 stores multiple keys and
certificates are protected with passwords. Likewise, JKS is the traditional
proprietary keystore from the provider. The alternate keystore to JKS is JCEKS,
which is also a proprietary keystore available from Java Cryptography
Extension (JCE) but provides stronger protection than other key stores due to
the use of a triple DES encryption technique for storing keys and certificates.

Hence keystore manages different entities as listed below and “KeyStore.Entry”
interface is accessed before implementing these entities.

* Private Key Entry

This entry of the keystore is for the cryptographic private keys along
side the chain of certificates with a public key. These are stored and
protected from unauthorized access.

* Secret Key Entry

This entry of keystore holds cryptographic secret keys, preventing
unauthorized access.

* Certificate Entry

This entry of keystore holds the public certificate of a third party where
the trusted certificate can be used to authenticate other parties.

Before making each entry in the keystore, it is identified by “alias” string which
should be different for different entries. But beforehand, the keystore type must
be defined as below.

KeyStore keystore= KeyStore.getInstance(“JCEKS”);
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The system will invoke the specified keystore type “JCEKS” as stated above in
the environment. After the keystore is specified, it must be loaded in order to
access the keystore.

KeyStore keystore= KeyStore.getInstance(“JCEKS”);
//User password and file entry

char([] pass = getPassword();

FilelnputStream fis = null;

try{

fis = new FilelnputStream(*‘filename”);

ks.load(fis, pass);

Jfinallv{
if(fis!=null){ fis.close(),}
/

Thus, the entry of keystore is loaded and once this has occurred then it is
possible to read and write new entries in the keystore. Also, a password is
required for the loading of keystore thus providing additional security and to
protect entries in the keystore as well as to store keystore on a local hard drive.
On the other hand, different passwords or other protection parameters can be
used to improve security. Hence for retrieving a private key, the following steps
must be performed.

///Getting private key

PrivateKeyEntry priv = ks.getEntry(“alias”, param),

PrivateKey mykey = priv.getPrivateKey();

Similarly, to save a key entry the following steps has to be performed.
///Saving secret key

SecretKey mykey,

SecretKeyEntry skentry = new SecretKeyEntry(mykey),
ks.setEntry(“alias”, skentry, param);

After the new key entry is made, the keystore can be saved using the same
password with encryption using the triple DES and can be saved on file. The
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process is repeated for any further actions. The following steps are to be
conducted for saving keystore to file stream on a local drive.

///Saving keystore
fos = new FileOutputStream(*'filename”);
ks.store(fos, password),

if(fos!=null){ fos.close();}

Hence keystore provides a better security for the efficient storage and
management of the secret keys and certificates.
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Methodology

In this chapter, a solution model of the problem statements stated at chapter 1 is
described. It also describes an evaluation on the MediaSense platform in the
context of security as well as a solution for the improvement of security in the
platform, which provides security features when there is no centralized author-
ity. By using this method, the communication is secured with cryptographic
functions maintaining confidentiality by hiding information with mathematic-
ally generated code as well as data integrity with digital signatures. The validity
of the developed model is explored in this chapter.

Security Framework

Since the security field itself is vast and requires knowledge of how much
security level is required in the system. So, the initial steps that were taken
before modeling the framework were, studying research papers, web materials,
different books and different existing systems. Studying different contents
generalized and provided the basis for building concepts and defining the
solutions for problem statements.

As for the concrete steps towards the goal of this project, an initial study of the
MediaSense framework is conducted and the concept of how things such as
sensors and actuators are connected with respect to MediaSense was over
viewed. Then the working concept of the system was noted and the required
level of security was acknowledged and proceeded accordingly. As discussed in
the introduction of this report, a fully distributed and resilient security
architecture securing the communication between the entities showed a
relatively complex task of security mechanisms providing all the necessary
functionality. Thus, a fully functional and capable security mechanism was
required that can act as a certificate authority as well as key distribution
mechanism within the MediaSense framework without any centralized
authority. Hence a significant amount of broad research was performed in
different directions to gather up a concept and the related work is described in
chapter 2.

With that in mind, a security mechanism has been prototyped and tested and
evaluated. The designed system and details with its implementation is expressed
in chapter 4, for both the design and implementation. In order for the security
system to function properly, different parameters were considered and the
whole project has been subjected to several components with a bottom-up-
method. The approach that was taken, while developing the security framework,
is detailed under the following headings where different phases and scenario
were studied before the final framework was achieved.

Security Approach

The security refers to the basic functionality of providing confidentiality, data
integrity, authorization, authentication, which can be achieved by implementing
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different types of cryptographic mechanisms. These mechanisms can be any
public key cryptography, block cipher, hash function, or any algorithms. But
alongside these functionalities, the focus should be towards realizing them on
the system and in the execution of these functionalities. In this case, this was
within MediaSense instances. The approach considered for the security
framework for MediaSense is discussed below.

Object Identification

MediaSense is the framework for the Internet of Things where the objects are
distributed and ubiquitous. So, object identification is a necessary step in
enforcing the security and preventing any illegal or unknown access to the
platform. Since the platform's requirement is seamless[1], any connecting
objects should be able to use the service and a pluggable environment would
match the requirement. Thus, the platform itself registers the object with
identification in the bootstrap node, otherwise, for the additional secure
environment the Single Sign On (SSO) feature could be used from the provider
of Open ID Foundation[9].

Access Control

Access Control could be the manager of the connecting objects or nodes,
preventing any accidental access to unwanted services or sensors. It could also
manage the environment of the connecting objects to a proper flow. This access
control could be embedded into the security manager, which then checks the
status of the objects before forwarding the requests. This could be an optional
feature in the secure environment.

Identity Management

Identity Management is the next crucial aspect in the security. In this case, the
framework needs to be fully distributed, a bootstrap node is required in order to
obtain a request to register a new instance, which could broadcast to a network,
referring the new identity. If any node or object with the same identity is on the
network, it will then send the acknowledgment to the broadcast message. Any
response received by the bootstrap node could inform the connecting node
about the status. This could be handled by third party services for identification
and authorization and, it is possible to use Single Sign On (SSO).

Secure Communication

Securing the communication is the main challenge in this platform. Security
could be embedded in the framework by implementing cryptography techniques
to the information or data. The model and architecture of the security
management is described and detailed in chapter 4.

Phases

Since the approach for the development of a security mechanism was a bottom-
up-method, the related task was divided into several components and passes
through several phases. Chapter 2 presented some insights into what is security,
so the task was categorized into cryptography, key storage, properties, secure
handler and secure manager. The last part of the project was to function all
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these techniques as a security layer in the MediaSense framework. The result of
this mechanism is discussed and evaluated in chapter 5. Hence, the following
are the phases that are categorized in accordance with the time and related
approach required for the development of the security system.

Research/Study Phase

It was the initial phase of the project, which involved grasping the concept and
knowledge for the development of the security mechanisms for the MediaSense
framework. It included the literature researches, research of published papers,
web researches, books and other different tools that were required. A review
towards the cryptography, key distribution mechanism, centralized and
distributed architectures and MediaSense framework was also performed. On
the other hand, different requirements in order for the required mechanism to
function were also considered along with different viable ways of achieving the
required goal. In the process, some scientific papers were very helpful in
providing concepts and idea which will be described later on.

After the research, a thorough study was conducted on the different theories
required for developing a security mechanism. Detailed study was performed
on the security cryptography algorithms, modeling the security system as well
as all the prerequisites of the system.

Concept Generation Phase

A framework for the security mechanism performing different required
functionality in different environments was noted in the concept generation
phase along with different other examples as well as prototypes, which were
analyzed. But organizing the process to formulate the security system was a
challenging task and a bottom-up approach was adopted as a key method for
development of the system.

Thus, using a bottom-up-method, the project was divided into several different
components, including cryptography, which was conducted using the
mathematical algorithms for transforming the messages. Similarly, secure key
storage was the next component, which involved a task related to storage,
which was an important aspect of the security mechanism, namely, the key.
Likewise, the properties involved in storing the status of the communication in
a file whereas, the secure handler component was for handling the encryption as
well as decryption techniques for all three, sink, source and bootstrap nodes of
the system. Finally, a secure manager was required for managing all the
incoming and outgoing traffic in and from the security system.

Hence, the system was formed from all of these components in order to
function in harmony and to provide the necessary security to the MediaSense
platform.

Design Phase

The design phase was not an issue in this project but, during the development
phase, which will be discussed under the next heading, it was required to
implement the web application, which would require signing using Open ID.
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So, a simple interface could be designed for allowing a user to register in the
MediaSense platform and to receive the identification and a public key of the
bootstrap node.

Development Phase

Development phase involved the development of divided components such as
prototypes, as discussed earlier in the concept development phase, using
defined guidelines. The developed prototypes were executed and tested. These
prototypes were developed using the Java programming language with the
assistance of Eclipse IDE. All of the prototypes were developed before they
were formed into a single security system. Different scenarios were observed
and analyzed before finalizing the final security mechanism that is to be
integrated with the MediaSense platform. These scenarios are discussed in the
following steps.

Step I: During the first step, the initial achievement was to understand three
different cryptography techniques including RSA, AES and SHA with the
implementation. This scenario attempted to execute all the encryption
techniques.

Step 2: In the second stage, this involved a secure key store in MediaSense
platform, a great deal of thinking has been given which resulted in a prototype
where keys are stored locally with encryption so as to prevent any accidental
unauthorized access.

Step 3: In the third scenario, a secure manager component was developed,
which ensures that all the required parameters function as a security mechanism
for all of three entities, sink, source and bootstrap.

Step 4: This step was a crucial step in the development due to the fact that it
combined steps 1 and 2 with other components to store the status of the
communication to verify the security mechanism as well as the key distribution
in a distributed environment. In this stage, a prototype of a secure handler was
developed, which was able to perform the security mechanism. Also, three
different kind of scenarios were established, communication between sink and
bootstrap, communication between source and bootstrap, as well as
communication between sink and source. These scenarios were established due
to three different kinds of communication that could occur in the MediaSense
platform and which would be realized in the testing phase.

Testing/Evaluation Phase

With the different prototypes developed, they were executed, tested and
evaluated. The results from the different prototypes were observed and analyzed
and, modified accordingly, in order to achieve the required aim. During the
testing phase many errors were received and analyzed and then fixed, including
a crucial one involving RSA encryption. The results from the test and
evaluation were analyzed and modified accordingly. One of the major
bottlenecks during the project was in relation to the RSA encryption as it only
supports encryption of a block size equal to the 1/8 part of the key size so
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another approach was introduced. Similarly, some of the external library files
were required to perform all the functionality, which includes library files for
unlimited security used in the system, named “local policyjar” and
“US expot policyjar”. Likewise, another security provider was used for
performing some extra security functions such as generating shelf signed
certificate using “bcprov-jdklSon-148.jar”.

Integration Phase

This integration was next significant hurdle during the project. The developed
security system was to be integrated into the MediaSense platform as a separate
layer. But, the implementation was a very huge task for a fully functional
security system or mechanism, where the working principles of the platform
needed to be modified, which was outside the scope of this thesis. So, further
the security mechanism was improvised by developing an extension and an
attempt was made to integrate it with the MediaSense platform.
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Implementation

This chapter presents the security mechanism in a distributed environment by
providing different cryptography as well as an efficient key distribution mech-
anism. This method combines all of the components discussed in earlier
chapters in an efficient manner to a system with an adaptive detachable layer as
well as an efficient key distribution mechanism. Moreover, by using this
method or mechanism, a fully distributed and resilient security system can be
achieved. Since the approach during the development was a bottom-up method,
thus, the topics are discussed according to a bottom-up method.

Cryptography

Cryptography techniques are the basic building blocks of any security
mechanism to hide information in the mathematically generated codes. So,
accessing the different encryption techniques and algorithms is required for any
system. Hence, the implemented methods are developed individually so as to
perform any required tasks what ever and when ever needed. The architecture
for the cryptography is shown in the figure 6 below.

Cryptography
RSA AES SHA
* A %,—
v Y Y
[ Secure Hand ler l

Figure 8: Cryptography overview

This shows that the system is not bound with a single encryption technique but
the system can access any of the encryption techniques, whenever necessary,
without any restrictions, provided that the system fulfills the requirements such
as keys, plain text and cipher text in order to perform the encryption and
decryption operations. Hence, Secure handler plays a central role in accessing
all the algorithms, RSA, AES, and SHA to perform the specific required tasks.

Storage

Key storage is the next pivotal issue for any security mechanisms. So, the keys
required for the cryptographic techniques needed to be stored in a secure
manner to prevent any accidental and unauthorized access, locally. Moreover,
these keys must be so secure that no any unknown entity could exploit it.
Hence, Java KeyStore API played a key role to this issue. As shown in the
figure 7 below, KeyStore API ensured the secure storage of the keys locally.
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Java KeyStorage AP

v 4

[ Secure Handler ]

Figure 9: KeyStore API

Java KeyStore provides different types of key stores including CMS, JKS,
JCEKS, PKCS12 [13][14]. As for key store in this project, JCEKS (Java
Cryptography Extension Key Store) was implemented since it allows for the
storage of a private key, secret key as well as a certificate in the key store.
Additionally, the key store will store the related credentials using a triple data
encryption standard (3DES) in the local hardware. Hence, all the necessary
keys and certificates are stored in JCEKS key store of Java KeyStore API.

Initially, the KeyStore is initialized with the required type for this project,
namely “JCEKS”. Then, the KeyStore is loaded with a password acquired from
the user as shown in the following code snippet alongside a file stream where
the data are encrypted and stored.

ks = KeyStore.getInstance("JCEKS");

!/ get user password and file input stream

password = getPassword().toCharArray();

try{

file = new File(fileName);
boolean empty= file.length() == 8;
if(empty){
ks.load(null, password);
telse]
Fis= new FileInputStream(FileName);

ks.load(fis, password);

As the KeyStore is loaded, a user can either make an entry using a private key
or secret key or certificate using an “alias” or delete or edit entry with the
known “alias”. The alias should not be same for different entries so to avoid any
conflict. The code snippet for making an entry on the KeyStore is shown below.

/! sawve secret key
Secretkey mySecretKey=(Secretkey) key;
Keystore.SecretkeyEntry skEntry = new KeyStore.SecretleyEntry(mySecretkey);

ks.setEntry({alias, skEntry, new KeyStore.PasswordProtection(password));
ks.setCertificateEntry(alias, cert);
Thus, the keys or certificates are entered in the KeyStore and are password

protected with a triple DES and, further on, the whole KeyStore is stored on
the file stream on a local drive.
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Properties

Properties is the implementation of the status of the entities while
communicating, which is stored as a local properties file. This means that, when
an entity communicates with another entity, it generates a status of its own and
stores this locally. This helps the security mechanism to understand the situation
of the current communication as to whether the entity is receiving an
acknowledgment or is sending a message for the first time. The secure handler
manages the message to be sent and received accordingly. Precisely, the
properties represent the status flag of the entities.

Architecture

To address the security related issues within the MediaSense for a distributed
environment, without any centralized authority, which could optimize itself
according to the requirement either as a mechanism for key distribution or as a
security provider, this thesis presents an architecture as shown in figure 8. The
architecture builds on all the elements described earlier with all the three
different entities, sink, source and bootstrap according to the MediaSense
framework. Each of the important components has been discussed earlier but all
the details regarding how they contribute to the utilization and creation of the
security mechanism in the distributed environment along with the key
management will be explained in greater detail according to the aspects or
scenario of operations. But as an overview, this architecture contains
cryptography functions, key storage function, properties functions as well as
secure handler for handling all the necessary mechanisms for providing security
as incoming and outgoing traffic with regard to the system. Also, the secure
handler handles the required mechanisms for three entities, sink, source and
bootstrap as defined by the MediaSense framework.

Dissemination Layer

Securs Manager

Properties J

Cryptograp hy ‘

Key Storage J

T T : &
r r r
Secure Handler Messages
»
L4 L 3
SINK I SOURCE I | BOOTSTRAP I
Incoming Cutgoing

1

!

Communication

Figure 10: Architecture for security mechanisms.
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The secure manager optimizes the system in accordance with the entity type
and functions as a key distribution mechanism along with the usual message
exchange. This mechanism satisfies the “FAST™[1] feature of the MediaSense
framework for delivering data in the first response packet alongside the key
distribution for further communication.

Furthermore, all the working mechanisms will be explained in detail together
with the algorithms according to the scenario under following headings. The
overview of the algorithms is shown in figure 11 for the receiving end of the
communication whereas in figure 12 deals with the sending end of the
communication.

SINK/ BOOTSTRAP

This is the initial talk in the system where the sink attempts to communicate
with the bootstrap node for the first time. So, the implementation of the security
mechanisms, while between the sink and bootstrap node are discussed under
following headings and the related algorithms are also shown.

SINK / Send (Request)

This is the first step in relation to the bootstrap node as a sink, which means
when the sink attempts to find the source node, it must obtain information and
has to send a “resolve” request to the bootstrap node. But, prior to that request,
according to the security mechanism, the sink needs to register itself in the
MediaSense portal and obtain the identity and public key of the bootstrap near
to the sink node(in case of multiple bootstrap nodes). After this, the sink
generates a message with the request and its own signed certificate and encrypts
it with the bootstrap's public key and dispatches the cipher text to the bootstrap
node.

BOOTSTRAP / Receive Request

Further, the request from the sink node is received by the bootstrap node and it
decrypts the message with its private key. The message contains the sink's
certificate and request for information about the destination source node.
Hence, it processes the message accordingly. The bootstrap will receive the sink
certificate and store it in the key store along with the request which is further
processed.

BOOTSTRAP / Acknowledge Request

Hence the request is processed and the bootstrap generates a message with the
destination or the requested source's certificate and acknowledgment. Then the
message is encrypted with the sink's public key and is sent back to the node as
an acknowledgment to the request.

SINK / Receive Acknowledge Request

As the sink receives the acknowledge message from the bootstrap node, it
decrypts the message with its private key and obtains the destination or
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requested source's public key as a certificate. The received certificate of the
source is then stored in the key store using a UCI as an alias. Then it proceeds
forward to communicate with the source node as discussed in further headings.

Thus, the security mechanisms involved between the sink and bootstrap nodes
are discussed above and, at the end, the sink node receives the source's
certificate as well as resolve response which includes the network address of the
source node for further peer-to-peer communication.

Receiving End

m Eeing

SHA : ,-.7 'ge
Request V
Digital Signature
Store -
Properties

Store
Certificate/Secret key

% Public keys from sink/source/bootstrap as required for SHA

Figure 11: Overview of the incoming traffic.

SINK / SOURCE

An overview of the implementation of the security mechanism between the sink
and source along with the algorithms are shown in the following headings
accordingly.

SINK / Send (Initial Talk)

In the initial stage, the sink has already received the source certificate from the
bootstrap node and hence will initiate the talk with the source sending the
payload with the necessary information. A message is created with a “GET”
function of the MediaSense and the necessary information along with its own
certificate attached. Then the digital signature is generated and added with the
original message, which is then encrypted with a source public key and, further,
transmits the cipher text as payload.

SOURCE / Receive (Initial Talk)

When the payload is received by the source, it will decrypt the cipher text and
parse out all the necessary information including the sender or sink's public key
in the form of a certificate. When the information is abstracted, the first step
will include the verification of the digital signature and, if the signature verifies
the certificate is stored in the key store and the request is sent to the application
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interface. Also, the properties of the message (status flags) are saved locally in a
properties file.

SOURCE / Acknowledge

In this section, the source acknowledges the request by sending the
acknowledge message. The message is assembled with the session AES key and
the properties, including the response. Then the message will lead to the
generation of the digital signature, which is attached with the message and is
further encrypted with the public key of the sink so that it could only be
decrypted by the sink. It will then send the payload with the cipher text back to
the sink.

SINK / Receive Acknowledge

After receiving the response from the source, the sink decrypts the payload,
retrieves the secret key and the response message. After verifying the digital
signature, it stores the session key for further use and for better security. At the
same time, the properties of the status are determined and saved in a file.

SINK Communicate

Now for further communication, the sink would use encryption with a AES
secret key and send the request as a cipher payload to the source node.

SOURCE Communicate

Similarly, when the source has to respond to the sink's communicate message as
above, it will receive the cipher text and then decrypt it using the shared AES
secret key, which yields the message sent by the sink. Thus, the message is
processed forward.

Also, further, if the source node needs to send any message to the sink, then it
follows the same technique of using the AES secret key shared to encrypt the
message and sends it to the sink, which will ensure the message integrity unless
the shared secret key is compromised. AES secret key could be used when the
data size is huge and there is long term communication. Examples could of
video surveillance, pictures, videos etc.
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Figure 12: Overview of the Outgoing message.

SOURCE / BOOTSTRAP

An overview of the security mechanisms implemented between the bootstrap
node and the source node is explained in detail under the following headings
with the algorithms. The source-bootstrap implementation is required when any
source node wants to register itself within the MediaSense distributed network.
So, the initiation of communication is done by the source since it obtains the
required identity and the nearest bootstrap public key, by registering itself to the
MediaSense platform portal.

SOURCE / Send (Request)

First, the source needs to register itself to the bootstrap node before providing
any service, so after obtaining the credentials, the source generates a message
with the request to register itself and its certificate along with the digital
signature. Then the message is encrypted with the bootstrap's public key and it
sends the cipher text to the node.

BOOTSTRAP / Receive Request

On the other side, the bootstrap node receives the cipher text and decrypts the
text with its own private key. Then, the digital signature is verified using the
source public key from the received source's certificate. If the signature is
verified, it proves the data integrity and authenticity and hence the source's
certificate is stored in the key store for future use along with the request of the
source to register.

BOOTSTRAP / Acknowledge

Since the source's certificate is stored and the request is processed, the bootstrap
will compose an acknowledge message for the request received. Then it will
generate a digital signature of the message and along with the acknowledge
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message, it will encrypt the composed message with its own private key.
Furthermore, the cipher text is generated and then sent to the source node via
the communication channel.

SOURCE/ Receive Acknowledge

As for the source, the acknowledgment from the bootstrap is received and is
further decrypted using its own the private key and similarly the digital
signature is verified for data integrity and any acknowledge value is received.

Thus, the security mechanisms for all of the scenarios that can be viewed as a
practical aspect in the MediaSense are handled and, in addition, any minor
concerns must be considered and reviewed. But the working of the mechanism
will prove how well the security mechanisms performed. So, the results of the
system are presented in chapter 5 along with the features, limitations and
drawbacks that are present in the system.

Dissemination Layer

Dissemination Core

Lookup Service

Secure Manager

Communication

Figure 13: Security overview in MediaSense platform

Hence, the overall architecture for the security measurements taken for the
MediaSense framework can be seen in figure 13 above. It acts as a layer to the
framework, which can be enabled and controlled from the application layer of
the MediaSense platform. But above all, the system provides the
confidentiality, data integrity and availability also object identification,
authorization and authentication.
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Results

This section is expressed towards the outcome of the implementation and
presents the overall result of this project. Different scenarios and stages were
created according to the implementation and the results are observed. The goal
of this project is not producing any kind of application but, is oriented towards
analysing and verifying different techniques to achieve stated goals or problem
statements in chapter 1. All the implementation for this project are performed
in Java and in the Windows/Linux operating system. Related codes of the im-
plementation are attached in appendix A. The results with regards to the prob-
lem statements are drawn in this section.

Managing Security

The first problem statements were in analyzing and studying the MediaSense
framework with regards to security. So, a distinctive analysis has been carried
out which showed that, in the current version of the framework, there are no
security measures. The platform is open to the internet and data or information
flowing between the entities are free and unprotected. Hence, a mechanism is
devised, after intensive study of different security techniques and mechanism
suitable for the MediaSense framework. Since the framework itself is fully
distributed, maintaining the security without a central authority was a
challenging task. So, considering all the different technical aspects of the
framework, table 1 depicts the techniques that should be involved in the
security mechanism for the framework.

Object Identification * Use of Open ID solution.

Access Control * An extra Add-In Layer for controlling
access for different objects.

Secure Communication » Use of different cryptographic techniques.
© (Asymmetric) Public key Encryption.
©  Symmetric Encryption.

o Digital Signatures.
o Certificates.

Secure Storage e Use of Java APL
o KeyStorage API.

Table 1: Different Security measures for framework.

Object Identification is required for the essential information of the object so as
to register itself to the system as a user of the MediaSense and can further
access the services provided through the framework. Likewise, there is a
requirement for access control in relation to assigning the rules and regulation
that each object possesses and access to the services in accordance with the
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assigned rule. For that to occur, an add-in layer could be developed and be
maintained the for the relationship between the objects, services and the system.
Next is securing the communication channel which is the vital section of this
project. It also includes certificate distribution and key management in the
system or framework of distributed environment. So, different techniques of the
system are combined to function as a system security and to perform the
assigned task of keeping the information or data confidential and in providing
integrity and availability. The techniques that could improve the security in the
framework are shown in the table 1 and described in chapter 2 but most
importantly, the focus is given towards secure communication and secure
storage in this thesis. Furthermore, with the technique of certificate and key
distribution, a huge mission of handling and storing key becomes an important
role. So, keys and certificates are managed and stored using KeyStorage API in
local machine. To prevent unauthorized access to a secure key, the API stores
the important information using 3DES encryption in a local machine. Thus,
after analyzing the level of security required for the framework in order to
maintain its properties without compromising any substantial performance, a
security mechanism is devised using the mentioned techniques.

As stated in chapter 1 of this report, the solution for the problem statement of
developing a framework for securing the communication between the entities
using different encryption techniques has been performed. As for the result, the
framework or layer can receive the value or message from the upper layer or
application layer and then all the encryption is conducted within the layer
including the key distribution mechanism, digital signature and encryption as
well as decryption to provide a full CIA triads solution. Since the nature of the
framework is fully distributed and dynamic in nature, the security mechanism
must support this nature. Hence, this mechanism helps objects to access
services even in a distributed and dynamic nature. Given that objects are
registered and have received the public certificate of the bootstrap node, the
object can send and receive the message using this security mechanism. Secure
layer in the dissemination core receives all the necessary data from the upper
application layer and uses encryption along with key distribution and sends the
cipher text as outgoing traffic to the communication layer. Then, the secure
layer receives the cipher text as incoming traffic and follows decryption with
key management and supplies the received message to other layers to access
accordingly. These functionalities are considered for all of the three scenarios,
sink to bootstrap, source to bootstrap and sink to source. Also, the layer can
boost the feature of MediaSense “FAST”’[1], sending the current data in the first
data packet of response from the source. According to the test performed with
the security mechanism, all the functionality works perfectly provided with the
required field.

Proof-of-concept application

The approach of providing security through the MediaSense framework has
been implemented considering different scenarios and applications during this
project. Some were created as proof of application in order to validate the
security mechanism and the framework. One of the implemented proofs of
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application is shown in the figure 14. The application was developed with Java
Standard Edition 1.7 and Eclipse IDE. The application includes all the three
scenarios that are discussed in chapter 4. The application shows communication
between three entities, sink, source and bootstrap. Bootstrap plays a crucial role
in the security framework by providing support for key distribution as well as
handling encryption keys and acting as a central unit in the system. In detail, the
sink and source entities connect to the bootstrap node as an initial talk and then
receive a response, from which further communication between the sink and
source is possible. The application shows the outgoing encrypted or cipher
message as well as showing the incoming message. Overall, this application
represents the graphical user interface of the implementation of this project.
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Figure 14: Proof of concept application.

Secure Extension

Alongside this proof of application for the security measures, the MediaSense
framework has to be optimized for supporting the secure communication. As
suggested in the implementation chapter, to adhere the security framework with
in the MediaSense framework, many technical aspects and basic functionality
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of the framework must be modified, which were huge tasks and outside the
scope of this thesis. The working principle of the MediaSense is shown in the
figure 15. From figure 15, whenever the sink attempts to resolve the UCI from
the look-up service of the bootstrap node, it receives a resolve response from
the bootstrap node with a UCI and a node value, which is the network address
for the requested source node. In order to implement the security mechanism,
the bootstrap should be able to add the source's certificate alongside the UCI
and Node. To perform this function, the working dynamics of the framework
must be altered. Thus, changing the working principle was outside the scope of
this thesis.

':.\ ‘ Bootstrap ‘
f". \ /

.. [ certificate

ol N / /

1. Resolve{UCI) 2. ResolveResponse (UCINode)

3. Get (UCI, Node) 4. GetEvent (UCI Node)

)
-

5. Notify (N ode, UCH, Value)
. GetResponse (UCI, Value)

Figure 15: Working dynamics of MediaSense

But, the implemented security mechanisms was integrated with the MediaSense
framework as a separate add-in layer, where the security framework was
utilized as extensions to the framework. As an extension, separate security
embedded primitive functions were created which were the same as the
MediaSense functions that were used, which utilizes and harnesses the
potentials of the security framework. Further, testing of this extension was
conducted in the MediaSense framework, which performed accordingly. For the
primitive functions provided by MediaSense, a secure extension which includes
all those functions was created. The functions in the secure extension involved
utilizing the security framework and performing all the encryption and related
works. A code snippet for the extended “Resolve” function of the secure
extension is shown below, which provides secure resolve action.

public Resolve(String uci){

id secur

se
secMa

ink@miun. se/security”;
id =uci;

Node nod = (Node) platform.getDisseminationCore().getlockupService();
MediaSensellode bootstraplode = platform.getDisseminationCore().getCommunication().createtediaSenseliodefromString("18.14.1.83");
ResolveMessage rm = new ResolveMessage(nod.getIdentity().getMediaSenselode(),bootstraplede , ned.getIdentity().getNedeID(), nod.

byte[] val=ms.serializeMessage(rm);

J/system.out.println(new String(yal));

tey {
secMan.message=new Strin
secMan.InitializePublick
secMan. connectingBOOTSTR cMan.SINK) ;
byte[] trans = secMan.ReturnByte();
System.out.println(Based4Encoder.encode{val));
sendMessage(trans);

e64Encoder.encode(val));

} catch (Exception e) {
/f Auto-generated catch block
e.printstackTrace();

//5end using sendEncrypted Message
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Similarly, on the receiving end, the encrypted bytes are received and again go
through the security framework for further processing and, at the end, the
“Resolve” message is received, which is given to the MediaSense to handle
further as the original resolve function without any extra information. The same
cases are with other primitive action named as securedRegister, securedGet,
securedSet, and securedNotify which are similar to that of MediaSense but with
security features. After the Resolve request is processed at the receiving side, a
securedNotify function is triggered. The securedNotify function is an extended
function of the original Notify message of the framework but with additional
security features. The code snippet for the extended “Notify” function is shown
below, which provides the secure notify function for communication.

public woid securedNotify(MediaSenseNode node, String uci, String Palue){
//Encrypt message
MediaSenseNode fromnode = (MediaSenseNode) platform.getDisseminationCore().getlockupService();
NotifyMessage notify = new NotifyMessage(uci, walue, fromnode, node);
byte[] val=ms.serializeMessage({notify);
try {
secMan.message=new Stringi{Baset4Encoder.encode(val));
secMan.InitializePublicKey();
secMan.SendBootStrap(secMan. SINK) ;
byte[] trans = secMan.ReturnByte();
system.out.println(Base64Encoder.encode{val));
//5end using sendEncrypted Message
sendMessage(trans);

} catch (Excepticn e) {

Iy Autc-generated catch block
e.printStackTrace();

For a better understanding of the context, figure 16 is displayed below. The
illustrated figure explains how the extended function is created from the
functions of the framework. In the extension, a secure message is created which
includes the original MediaSense functions as its value or component and then
further applied to security measures.

Secure Message

ﬁg:%llve 1. The function itself is serialized into
Get bytes and set as part of secure
Set message

2. 0n receiving end, after decryption,
received message is processed 1o
function

3. That function is same to as
framework’s primitive function which
isfurther handed by framewaork

Figure 16: Dynamics of extension
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Performance evaluation

Also, with integrating the security framework to that of MediaSense as an
extension, the initial study of the responsiveness of the different components in
security framework was measured. The measurements of the average response
time of the primitive functions present in the MediaSense is shown in the
following table 2. The test was carried out through a laptop with an Intel
Pentium Centrino duo processor with three gigabytes of memory and windows
7 operating system as sink. A desktop computer with an Intel Pentium processor
with two gigabytes of memory and an Ubantu operating system which
performed as the bootstrap node for the MediaSense network. And Android
4.2.0 operating system on Samsung mobile device.

Computer Mobile Devices
RESOLVE 0.5 1
GET 0.2 0.5
SET 0.1 0.4

Table 2: Response Time of functions (in_seconds)

Hence, these functions were efficiently fast on the computer but lagged behind
on mobile devices which may due to the factor of network signal. These test
were conducted without implementing any security techniques in the
framework.

Overall, the responsiveness of the encryption techniques was also measured, as
it is the factor affecting the performance of the MediaSense framework. The
performance time for both the encryption techniques RSA and AES that are
used in the framework was measured as shown in table 3 with regards to
different data sizes. The measurements were conducted in a laptop with an Intel
Pentium Centrino duo processor with three gigabytes of memory and windows
7 operating system.

1 KB 10 KB 100 KB 1 MB
encrypt decrypt encrypt decrypt encrypt decrypt encrypt decrypt

AES 0.075 0.001 0.079 0.004 0.091 0.022 0.218 0.072
RSA 0.442 0.023 1.172 0.065 8.609 0.647 131.487 24.489

RSA (with Digital Signature) 0457 0026 1188 0.068  8.638  0.661 131.505 24.649

Table 3: Responsiveness of algorithms (in_seconds)

From the performance table 2, it is quite clear that the AES encryption is far
better than that for the RSA and proves to be a better solution. The RSA
performance gradually decreases with an increase in the size of the data. But in
case of MediaSense, if the data packet of the message is of a small size then it
can be sent on the first packet of communication with the RSA encryption as
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well as a response with the value. This complies with the “FAST” property of
MediaSense. On the other other hand, if the sensor provides huge data, for
example, some sort of video surveillance, then the data size will be large and
the RSA will not be a good solution, and in this case the AES performs well.
Thus, both encryption have their own perspective according to the needs and
the situation in the MediaSense framework.
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Security Analysis

In this chapter, a discussion on the analysis and tests with regards to security
implementation in the project is given as well as some other security concerns.
An overview with regards to how the security implementation reacts with
different attacks is explained on this section.

Man in the Middle Attack

The aim of the attack on any user or system is to obtain the confidential and
important data or information. Mostly, the attacker attempts to achieve the goal
of stealing data by posting malware or viruses in the system or user's machine.
But, if there is some infeasibility of accessing the system or user's machine then
another method of compromising valuable information is a man-in-the-middle
attack. As the name suggests, the attacker remains as an invisible and unknown
entity in between the valuable source and the user accessing it and thus
compromising the communication occurring between them. In simplest terms,
the attacker is placed between the communicating entities and is thus capable of
intercepting and compromising the messages sent and acts as an impersonator
to one of the entities.

Consider an example of communication between entities 4 and B. PRa is the
private key of 4 and PRb is the private key of B whereas PRm is the private key
of the attacker. Similarly, consider PUa being the public key of 4 and PUb
being the public key of B, thus PUm will be the public key of the attacker. Now,
during the communication, the attacker can eavesdrop and obtain the exchanged
key and further inject its own message with the PUm, which is public key of
attacker. So, to inject a message in the communication, an adversary must catch
PUa, which is the public key of 4 sent to the next end of communication, B.
Then, the adversary compromises the message by injecting its own public key
PUmb and sends it to B instead of the original 4's public key PUa. Likewise,
the adversary also needs to catch the public key of B which is PUb sent to side
A. The adversary modifies the message, adding its own public key PUma and
sends it to 4 instead of trusted PUb from B. Hence, after the injection, the
adversary can obtain the two keys from both connecting ends, 4 and B, with
their respective public keys and instead send its own public keys, PUma to the
entity 4 and PUmb to entity B. The device or entity 4 gets the adversary public
key PUma instead of PUb and entity B gets PUmb instead of PUa. In this way,
the adversary or attacker eavesdrop the communication and could modify the
message and steal vital information.

Now, assume there is a man-in-the-middle attack in the system. In the start up
of the communication between the sink and bootstrap node, it is required to
have the public key or certificate of the bootstrap node. So, if the message from
the sink is encrypted with PUboot (public key of bootstrap) then the message is
only decrypted by PRboot (private key of bootstrap) and hence the private key
happens to be only with real bootstrap node which makes it impossible for any

52



6.2

6.3

Securing Distributed Context Exchange Networks in Mobile Environments
Sijan Kafle 2013-07-18

attacker to decrypt a message without PRboot and inject its own message. Even
if the adversary happens to have the bootstrap certificate, it cannot decrypt the
message from the sink and further add additional information to it, which
eliminates the case of the man-in-the-middle attack in this system.

DoS Attack

The Denial Of Service (DoS) is an active attack which is quite difficult to
prevent. In DoS, the attacker prevents the actual or legitimate users from
accessing the information and services. The DoS attack could be specifically
targeting particular communication facilities. One form of DoS attack is
suppressing messages related to a particular destination. Another form of the
DoS attack is by targeting the computer or entire network either by disabling
the network connection or by overloading the system with excess request
messages, which result in poor performance. But, the most common DoS attack
occurs by flooding the network with excess requests or information. So, a DoS
attack prevents a device or network from providing the usual services of
information.

Thus, in the implemented security system, the requirement for any entity to
access service is to have the bootstrap node's certificate for communication with
the bootstrap and the source and the sink's certificate for the respective
communication between the source and the sink. Obviously, this prevents any
attacker gaining direct communication. Even if the attacker found the bootstrap
certificate and attempted a DoS attack, it is not considered in the current version
of the security system. However, it can be prevented in a future version of the
system where each and every entity accessing the system is registered before
providing the bootstrap certificate and the communication occurring is audited
which could prevent the DoS attack. Even if the system faces off a DoS attack,
then in this situation the bootstrap node can be shut down manually with
regards to any further communication thus preventing any incident and,
additionally, an access control or time out mechanism could be used. Finally, if
the bootstrap node is attacked by the DoS, it will not stop the functioning of the
security system. It only prevents the new communicating entities in the
MediaSense framework as those entities which have already exchanged keys
with the bootstrap node can further communicate with each other.

Other Security Consideration

Although this system prevents a wide range of attacks, a minor concern still
persists on the current implementation of the security framework. The
framework is open source and the sensors are open and available globally.
Thus, taking into account, the consideration regarding openness and
availability, the bootstrap's certificate is included in the distribution package. In
this context, an adversary could exploit this situation and it could lead to a DoS
attack. But, this can be avoided by implementing the proposed functionality of
object identification and management, that is, the use of OpenlD. Furthermore,
an absolutely secure system cannot be achieved and the threat to any security
system always remains.
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Conclusions

The availability of the internet and the advancement in mobile technologies has
made it possible to connect anything to anyone across the world. This has en-
abled users to access any services provided in a global context. Thus, the emer-
ging Internet of Things is making the scenario even more flexible and open,
which enables any user to access global sensors and actuators. MediaSense is
one evolving framework on IoT to address scalability, fast, current, no central
point of failure, lightweight, seamless, stable and extensible[1] in a global scen-
ario. However, an application on the MediaSense platform operates perfectly
but without any security. That means, information, transmitted between entities
and users, are unprotected and easily accessible. Hence, the main issue of this
project was enabling a security mechanism in a distributed environment without
any centralized authority for the MediaSense framework which can act as a key
distribution mechanism as well as a key storage and secure communication
between the entities and users. Different approaches were considered as viable
options for security including techniques such as SSL/TSL, Diffie Hellman key
exchange and elliptic curve arithmetic (ECC) but were discarded due to fact
that they did not fulfil the requirements set by the MediaSense framework.
Thus, the approach was validated with a proof of application and also the per-
formance of the approach was evaluated.

This thesis explored two main challenges while providing security to the
distributed context exchange protocols, the challenge of providing secure
communication between MediaSense instances and the next challenge of secure
storage of secret information in a local machine. These listed challenges were
addressed in their respective chapters. As with the first challenge of providing
secure communication to the MediaSense framework, this was explored and
with a distributed environment in mind, a security framework was developed
with different encryption techniques and a key distribution mechanism. The
second challenge regarding the secure storage of secret information such as
shared secret keys or public keys and certificates was handled within the
security framework using native key storage API of Java. Thus, proof of
concept application and secure extension to the MediaSense framework was
also visualized to verify the approach and functionality of the security
framework. Also, the performance evaluation of different components on the
security framework was measured in order to analyze the performance factor. In
detail, the different goals of this thesis, listed in chapter 1 have been achieved.

Goal (a) was met by performing theoretical research on the MediaSense
framework and different security related scientific papers as well as books. This
approach provided in-depth knowledge with regards to the working principles
of distributed context exchange networks, MediaSense framework and security
related issues and concerns. Thus triggering ideas on implementing and
managing the required level of security on the framework. Hence, this approach
had provided a contribution towards achieving the next goal.

54



Securing Distributed Context Exchange Networks in Mobile Environments
Sijan Kafle 2013-07-18

Goal (b) on the other hand was met by the development of a security framework
following the ideas and knowledge obtained while fulfilling goal (a). In detail,
the security framework can be easily integrated with the MediaSense platform
while providing all the necessary encryption and secure storage for secure
communication between the entities. Furthermore, key management and
distribution was also adhered within the framework and thus, improved the
system in relation to providing greater confidentiality, integrity as well as
availability with the provision of authenticity and authorization.

Goal (c) was met while developing the security framework which involved the
key management and distribution. This was achieved using the asymmetric
encryption technique (RSA) for symmetric key (AES) distribution. This process
acted as a central communication node for obtaining the initial public key for
the system. Hence, the system is resilient for mobility as well as for a
distributed environment.

Goal (d) of secure key storage in the system was met by utilizing the native
Java API called Key Store. In detail, the shared secret keys and public keys
used during communication in the system are stored locally. Moreover, all these
functions and framework were verified and evaluated using different
approaches, proof of concept application as well as a performance evaluation of
different components used in framework so as to verify the effects that could
incur in MediaSense platform.

Goal (e) was met by developing an application in Java SE1.7 which verifies the
functionality and approach. Also, the responsiveness of the mechanism was
evaluated, which has an effect on the performance of the whole system. On the
other side, an extension was developed based on a security framework to the
MediaSense platform. Because the primitive functions of MediaSense generate
messages to different instances, the extension simply generated a new message
and added the necessary information to the message, which is encrypted and
handed over to the communication channel. Therefore, this extension extends
the primitive function of MediaSense and adds functionality of a security
framework to it thus generating a cipher text and making it difficult for any
intruder.

Thus, from these goals, it can be concluded that the security is an orchestration
of different functionalities when performed in a synchronized manner in order
to provide the best security solutions in the system. The best possible way to
implement security solutions in a distributed approach with scalability and ex-
tensibility is in utilizing the proposed approach with a third functionality in-
volving the auditing of the entities' behaviour. Thus, from this thesis, it is con-
cluded that, for security solutions in the MediaSense framework, a new form of
access interface or change in the mechanics is required to process the necessary
information from the security framework because the current dynamics of the
MediaSense is not compatible and not available for security measures. The
goals and challenges of this thesis resulted in solutions for a self-sustaining sys-
tem to the problem of secure communication between entities as well as man-
aging the required key distribution and key storage without having any central-
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ized authority. The system is lightweight and capable of executing in resource
limited devices such as mobile devices or raspberry pi.

Future Work

The scenario on the real world of security systems are still conventionally at-
tached to utilizing a centralized authority at some point during execution. This
is due to the fact that, some mechanism is still needed for auditing and account-
ing the behaviour of entities consuming the services and systems. However, in
the case of the present approach on the security mechanism for MediaSense
there is still much extensive and additional research requiring to be done. Some
of the areas include accounting or auditing the entities accessing the use of the
MediaSense platform, addressing multiple bootstrap node scenarios, access
control mechanism, and, of foremost importance, is a deep integration or
change in the dynamics of the MediaSense platform to address the security
mechanisms as well as for the testing of the security mechanism. But, on the
other hand, the future of the proposed security framework in this thesis deals
with a deep integration to the platform as well as adding other suggested func-
tionality.

Remarks

This thesis has explored various approaches for security and privacy in the
MediaSense platform which is based on distributed context exchange networks
and has formulated a viable approach without degrading the performance and
without any loss or compromise in relation to the properties of platform. The
current generation of the MediaSense framework are out in the open without
any security measures so the possibility of intrusions and threats always
remains. Therefore, the next logical steps towards the evolution of a framework
should address security and privacy with a lower level integration of the
proposed security system in the MediaSense platform.
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Appendix A: Source code

For source code of this project, please contact MediaSense Group or send email
on sikal004(@student.miun.se.
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