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 Abstract 
In the E-Health system, all the medical data is managed by a vast 

number of servers. Also, it is the job of server to provide adequate 

security strategy to ensure the safety of data. But the patient sometimes 

intends to bring their own medical data to the doctor and transmit to 

them for the consideration of privacy. Also, they need security 

mechanisms to protect the security of these data. 

The project will develop an Android application contains function of 

data viewing and data transmission. Data transmission function will be 

accomplished by the Bluetooth service on the mobile phone, the 

application will also use a series of security mechanisms which is 

generated from the trust building principle in the field of Cloud 

Computing. 

An assessment of operational and data security has been made to 

evaluate the performance of the application. The assessment of 

operational in basing on the result of a simple questionnaire to test users 

of the application, and the assessment of data security is based on the 

results which have been tested in lab environment. 

Keywords: E-Health, Android, .Bluetooth, Data Security, Cloud Com-

puting. 
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1 Introduction 

1.1 Background and Problem Motivation 

E-Health System, which is usually called the Hospital Information 

System, is a newly arriving health care technology and which combines 

a distributed system and the management of health information.[1] In 

the system, all the information and data of a client is stored in various 

hospitals and medical institutes and this can be unified and managed by 

a powerful and safe distributed system which is contained within 

several central-management servers. These servers are in charge of the 

management of client data, data transmission and in providing both 

security and a privacy method in order to protect the personal 

information of clients from any fraudulent activity. 

Security and privacy problems are an essential part in the system. In 

order to fulfil the requirement for clients that their medical information 

is directly transported to the doctor without passing through the 

database because of concerns relating to information safety and, 

additionally, making it more convenient for the clients to manage and 

check their own medical information, a client application that is easy to 

operate and carry is indispensable.  

This project will use Bluetooth technology to accomplish the data 

transmission between the terminals of the client and doctor. There are, 

however, some useful security methods in the field of cloud computing 

and distributed system. This project will focus on security and privacy 

problems in the direct translation between the terminal of clients and 

user, and will attempt to implement these methods into the project, thus 

affording a safe and efficient operating environment for the clients. 

In the report, all the thought and designing are entirely from the author, 

without any plagiarism; the program and code is designed and 

implemented by the author, and the conclusion expressed in the report 

is based on the results of tests in the real environment, and any result 

with exaggeration or estimation is no given any consideration. 

1.2 Overall Aim 

The overall aim of this project is to realize the principle and design of an 

Android program. In this project I will use an Android based 

programming language to develop an Android application for an E-

Health system, which is compatible with the majority of Android mobile 

operation systems.  
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The main part will focus on its function in relation to viewing data from 

a database, which has been stored on the cell phone itself and on a 

Bluetooth function, in order to make a powerful and easily-operated 

Android application. 

Another aim of this project is to accomplish the security and privacy 

method. As a Bluetooth client application, it not only must ensure the 

security of the client data when it is stored in the client’s or doctor’s 

terminal, but must also guarantee the security of data during the 

transmission. In the field of cloud computing and distributed systems, 

many effective methods are provided, and,  in this project, these 

methods will be analysed and implemented into the designing of the 

security and privacy part of the project. 

A series of security methods and settings will be added to the 

application in order to ensure the safety of the client data not only 

during the transmission, but also after the data have arrived the doctor’s 

terminal. 

1.3 Scope 

The project is mainly focused on protecting the personal data of the 

client from attacks like leakage or vandalism during the transmission 

and storage. Observations from the results of a practical test under a 

laboratory environment such as using another Bluetooth device as an 

attacker and attempting to connect to the application, have meant that 

the security of the data can be ensured when the data is stored on either 

the client’s or on the doctor’s terminal. Currently, the type of data that 

can be transported between these two terminals includes the medical 

data of the patient and this can enable doctor to have a general 

understanding of the situation with regards to the client. Because of the 

Bluetooth service used in the application, the transmission distance is 

about 10m. As the transmission occurred for the situation in which the 

patient was meeting the doctor, this transmission distance is acceptable. 

As is known, there are, at the present time, many other effective and 

widely used forms of stored medical information for the client, 

including pictures, voice, etc. and by enlarging the range of allowable 

type for transportation and storage will be one of the scalable points of 

the project. In relation to the most common and simple cases regarding 

the transporting of client data, this application will be generally 

appropriate. 

1.4 Concrete and Verifiable Goals  

In order to accomplish a fully functional and simple operation for an 

Android application, the following goals and function should be made: 
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 Offer a patient-friendly operation interface to users, so as to allow 

clients including both the elderly and children to use the application 

easily. 

 Build an effective transmission function in the application in order to 

fulfill the transmission requirements of users. The application will 

use a Bluetooth service to accomplish the transmission function.  

 Provide security settings and method to protect the data of the users 

not only during the process of transmission, but also after the data 

has arrived at the destination device. The application will use a se-

curity mechanism generated from Trust building in Cloud Compu-

ting. 

1.5 Ethical Issues 

The application will strictly comply with professional ethical. There will 

be no backdoor or listener module in this application. All this applica-

tion will do is to serve patients and enable them to enjoy the efficiency 

and comfortable afforded by the E-Health system. This application will 

assist in contributing the data security of medical data, and will never 

use or keep any unauthorized copyies. 

1.6 Outline 

Chapter 2 describes the relevant theories including Android, Bluetooth 

and a simple introduction with regards to the security strategy in cloud 

computing and distributed system and chapter 3 describes the method 

used in order to accomplish the whole project and fulfil the design 

requirements of the application. Chapter 4 describes the relative designs 

of the project and includes the topology of the structure and a detailed 

description of the functions and chapter 5 describes the processes in-

volved in testing the different functions of the project. An evaluation 

concerning user-friendliness and data security has also been made at 

this point. Chapter 6 introduces the research based on the results of the 

testing and draws conclusions regarding the entire work and offers 

suggestions for future work. 
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2 Theory 

2.1 E-Health System 

As a technology which has been developed throughout history, medical 

technology is always the focus of attention. For thousands of years 

people have been looking for an effective method and a mechanism that 

can assist a doctor to diagnose an illness quickly and correctly. Now, a 

new-born medical technology has been published—the E-Health system. 

E-Health, also written as eHealth [2], is a collection of medical services 

and technology supported by electronic technology. In the E-Health 

system, all the medical data for patients and doctors are stored in the 

form of Electronic health records (EHR), and there are a vast number of 

central servers to manage those EHR which have been stored in separate 

hospitals and medical institutes. The E-Health system also enables 

telemedicine [3] which allows physical and psychological treatments at a 

distance.  

Based on its efficiency and convenience, the E-Health system has been 

developed rapidly during recent years and has been implemented in 

many medical institutes and hospitals in numerous countries. 

2.2 Near Field Communication 

With the development of data transmission technology, people are 

attempting to invent a transmission technology, which is easy to connect 

and for which the transmission speed is acceptable. 

Near field communication, which is shortened to NFC [4], is a new 

communication technology which has been jointly developed by Philips 

and Sony. It enables devices which are able to make wireless data com-

munication within 10cm.  

Compared with other communication tools such as Bluetooth and Wi-Fi, 

NFC has an obvious feature, which is in relation to its short distance. 

The effective transmission distance is no more than 20cm. It is typically 

fit for places where devices and wireless communication are quite 

concentrated. NFC can only connect with one device once and it con-

tains many particular security mechanisms. These have also contributed 

to its security level. 
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However, this powerful and effective new technology is based on the 

NFC chip stored in the device. Nowadays, a device contain with this 

technology is not as frequent as those containing Bluetooth. In the field 

of the smart phone, Android Beam [5] and Samsung Beam [6] are two 

popular kinds of NFC technology and are separately used in their latest 

productions as in the Samsung Galaxy I8530. Some additional time is 

required before the NFC takes the place of Bluetooth, but it will arrive at 

some point. 

2.3 Bluetooth 

Bluetooth [7] is a wireless technology, which supports communication 

between Bluetooth over a short distance, including a mobile phone, 

PDA (personal digital assistant), wireless earphones, laptop, etc. It is 

possible to simplify the process of communication by using Bluetooth 

technology, and it can also simplify the communication between devices 

and the Internet, thus making the data transmission to be more efficient.  

The connection process between a Bluetooth device and other device is 

usually called pairing and an approximate summary of the process 

involved in the Bluetooth device connection is provided below: 

Enable Bluetooth function: The Bluetooth function requires a significant 

amount of energy when operating; therefore on the majority of Blue-

tooth devices the Bluetooth function is normally disabled. Enabling the 

Bluetooth function is the first step in relation to a Bluetooth connection. 

Setting the visibility status of Bluetooth device: because of protection 

considerations, the Bluetooth device usually alters itself to be invisible to 

other devices so that another device cannot find it by means of device 

scanning. In order to accomplish the Bluetooth connection, it is essential 

to set the visibility status of Bluetooth device as “visible”. 

Scan Bluetooth device: it is required that in the Bluetooth connection, 

one device should be operated as the “server” and the other as the 

“slaver”. The “server” should be in charge of the scanning device, which 

is implemented by spreading a request message over a short range 

(about 10m). At the same time, the “slaver” will be ready to receive a 

request message and once it receives a request message from several 

devices, it wills automatically respond by means of a responding mes-

sage, which contains its connection information. 
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Connect Bluetooth device: after the “server” has received a response 

message, from a “slaver” and has decided to connect with it, it will send 

it an acknowledge message to it, a password for the connection will be 

generated and sent to the “slaver” at the same time. When both devices 

have entered the correct password, the connection will have been suc-

cessfully established. 

The project will call the Bluetooth function of the cell phone to 

accomplish data transmission from the client’s terminal to the doctor’s 

terminal. As a wireless data transmitting technology, Bluetooth has been 

used in many fields due to its rapid transmitting speed and ease of use. 

[8] 

In the project, the application will call the Bluetooth function of the cell 

phone in order to accomplish the function in relation to open and close 

the Bluetooth service of the cell phone, scan visible Bluetooth devices 

nearby, build a connection with a particular device, and transmit the 

data. 

 
Figure 2.1: flow chat of data transmitting 

The figure 2.1 above indicates the flow chat of the data transmitting 

function of the project. After the connection is built, the doctor can send 

a request to a client to ask it to transmit data or for the client to transmit 

the data to it and it does not matter who is the first to initiate a 

connection. The decision of transmitting data or not is charged by the 

client. After the transmission is completed, the doctor’s terminal must 

send an acknowledge message to the client. After that, the connection 

will be cut and the transmission is completed. 

2.4 Data Security Strategy 

The definition of the International Standard Organization (ISO) to data 

security [9] is that it is a series of security technologies and management 

that protects the computer system, it works on many aspects of the  
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computer system, protects the software and data from leakage, tamper-

ing and vandalism by active or for occasional reasons. It contains two 

main parts: Security of data operation and data storing. 

The security of the data operation is an essential part in the data security. 

It focuses on protecting data from damaged and leakage which can be 

caused by either a machine or human and it prevents unauthorized 

visitors from accessing the data. 

The security of data storing is in relation to the readability of a database 

when the system is not running. A standard ACCESS database [10] 

without any password or other security strategy can be easily cracked 

by means of a  basic operation and thus, a database without a security 

strategy is unsafe. 

In cloud computing, the security of data is usually reflected in the con-

tribution of trust. In cloud computing, trust building [11] means a third 

party, always a remote machine or system providing a security setting 

and strategy that allows customer or owner of data willing to authorize 

it, to process their sensitive data.  

In order to build a trustable system for users, three features will be 

contained in a system. The first is notification, which means that the 

system will notify users when someone is accessing their data, the 

second is neutrality, the system is only a platform for processing data 

and it will automatically destroy all data left in the system which is 

without the permission of user. The final one, which is the most im-

portant, is authority and the system will not hold any unauthorized 

copies of data. This feature is closely associated with the second feature, 

but it is stricter and is essential for the safety of data. 

Based on thoughts regarding the enhancement of trust for the system, 

numerous security strategies have been set and implemented within the 

system with encryption being the most common method. The system 

can use partial encryption to prevent it from viewing or deciphering 

partially encrypted data; Remote access control is another effective 

method, which enables the user of the system to monitor how many 

clients are able to access the data. Apart from these, other method such 

as certificate, reflection and private enclaves also add contributions to 

the safety of data and system. 



A Secure Bluetooth Transmission 

Application in Android 

Fanchen Li 

Theory 

 

2013-07-01 

 

8 

2.5 MAC Address 

MAC Address, which stands for Media Access Control Address, it is an 

address that is used to define the location of device on the Internet. The 

MAC address is stored in the NIC (Network Interface Card) of the 

device, and is allocated by the IEEE (Institute of Electrical and Electron-

ics Engineers) and by the manufacture of the device. The MAC address 

is the global unique symbol [12] of the system. In a network transmis-

sion, the MAC address is always used to identify the host.  

However, it is true that the MAC address can be attacked by several 

methods including ARP spoofing and MAC spoofing. The MAC address 

is provided in the network communication. As a result of this feature, 

the key factor to preventing leakage of the MAC address is in relation to 

keeping the device from being able to connecting with a stranger. 

There are also some security mechanisms which are able to assist in 

defending the MAC address from being attacked. Anti-virus software 

and ARP firewall are security mechanisms which can effectively protect 

the MAC address of devices. 
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3 Methodology 

3.1 Platform Choosing and User-Friendly design 

Choosing the correct developing and running environment is the first 

question that should be taken into consideration as this is one the most 

popular communication tools and is on almost all cell phones. At the 

present time it is Android that has proved to be the most popular opera-

tion system for the vast majority of cell phones. The Android application 

has many advantages due to its open-source developing environment, 

such as its ease in relation to both upgrading and installation and was 

the reason for its choice as the developing platform for the application.  

In order to accomplish the project, a famous cross-platform open source 

integrated development environment called Eclipse has been used. It 

can be used with many different development environments by adding 

different plugs. In my project the Android SDK was added into it so that 

it can be used to developing an Android application. Android SDK, 

which is also called the Android Software Kit [13], is a set of documents, 

libraries and tools related to the Android application development, 

which is necessary to build, test and debug apps for Android.  

In the project, all the programming work works on this platform and it 

was used to build the basic structure of the application, accomplish basic 

operations and for the system interface of the system. 

In the field of User-Friendly design, the design of the GUI in many 

Android applications such as E-Health Mobile and Health Data 

Management will be taken into consideration while designing the GUI 

for the application. Additionally, many features will be taken into 

consideration during the process for the design of the function such as 

providing a flexible selection function so that the user is able to feel 

comfortable with regards to its use and adding tips and notice news to 

assist the user to use the application correctly. 

In order to examine the effect of these user-friendly settings, after the 

demonstration for the application have been made, several testers will 

be invited to use this function and provide feedback including their 

feelings in relation to using the application.  The figure 3.1 is an example 

of this questionnaire. 
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Android secure Transfer Application 

Using Feedback Form 
Date：    Y     M    D 

Tester  

Trial Time From:                   to: 

Have you ever 

used a health 

care application 

before? 

 

 

 

Do you think the 

operational 

interface is 

clear to 

understand and 

easy to use? 

 

 

 

 

 

 

Are you satisfied 

with the form of 

the medical data 

expressed in the 

data checking 

interface? 

 

 

 

 

 

 

Do the tips and 

explanation in 

the application 

really help you 

when using the 

operation 

 

 

 

Which part do you 

think is the most 

outstanding 

design of the 

application in 

terms of its 

operation? 
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What kind of new 

requirements, or 

needs do you want 

in the 

application? 

 

 

 

Figure 3.1 Example of User-Friendly Questionnaire of the Application 

This application contains several questions which refer to the 

operational and exterior aspect of the application. It can reflect the 

performance of these parts of the application at a certain level and it did 

contribute to the assessment of its operational ability. 

 

3.2 Transmission Tool Selection 

The manufacturer of the Android Smart cell phone has provided many 

data transmission tools in short distance, including infrared, Wi-Fi, 

Bluetooth, etc.  Bluetooth is a wireless transmission technology which 

has been developed for several years and has been successfully imple-

mented in many devices including smart cell phone. Nearly every 

Android smart phone has a Bluetooth component installed in it. Using 

Bluetooth technology to accomplish the transmission function of cell 

phone appears to be a good choice as it can not only be used for the 

application but can also be compatible with the vast majority of the 

present smart phone. In addition it also has a security method included 

in the Bluetooth function. 

However, increasing numbers of manufacturers of the smart phone 

intend to add an NFC function on the smart phone, and will recommend 

users to use this new technology as a transmission tool for sharing their 

data. It is true that NFC has its own advantage such as it being easy to 

connect and possessing a high-level of data security, but in the field of 

smart phones, it has only been implemented in the latest productions 

from these manufacturers. Many smart phone users will was to continue 

to use the traditional technology such as Bluetooth because they are 

used to. Although NFC is such a powerful and effective communication 

tool, it may not be the best choice to use since the application must be 

compatible with the major types of smart phones nowadays and must 

enable the users to feelcomfortable when using it. 
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Bluetooth is able to provide numerous security settings and has a meth-

od to protect the transmission, but it is not a totally safety transmission 

method, for instance, others can read the content of data in the transmis-

sion by channel analyzing, or by directly obtaining the data by means of 

disguising as other devices. These leakages will be the problems which 

are required to be solved in the designing of the security strategy for the 

application.  

3.3 Design Ideas of Security Strategy 

As an application mainly focuses on data transmission, the security 

strategy in the application contains three main parts, which are the 

requirement of security when data is ready to be transmitted, during the 

process of transmission, and after receipt at the destination device. 

When the data is ready to be transmitted, data security threats mainly 

occur from the visiting of unauthorized users and from the external 

listening of strangers. Thus the best solution to solve the situation is in 

building an authentication mechanism which only allows those 

authenticated users to visit the application. In addition, a security off-

line operation environment should be established in order to make it 

difficult for an attacker to be aware of the operation of the application. 

Masquerading and eavesdropping are the two main threats during the 

process of transmission. There should be an effective means of 

identifying the devices which want to build a connection with the 

application so as to ensure that the device has connected to a credible 

device.  The mechanism, which can prevent the data and channel from 

eavesdropping and channel analysing, should be implemented in this 

part, so as to provide a secure environment for the data transmission. 

After the data has been received by the destination device, it could be 

still under threat of disclosure in relation to personal privacy. A 

correctly received data management mechanism should be implemented 

at this part and its main task is to deal with the received data according 

to the permission and authorization which are in operation. At the same 

time, there should be an authorized operation before the data 

transmission, which should add permission and authorization 

information into the data so that the management mechanism will have 

the ability to deal with this. 
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4 Design 

4.1 Overall Framework Design 

As an application based on Bluetooth and data transmission, the frame-

work of the project contains three minor modules namely, a local data-

base module, a data operation module and a data transmission module. 

These are shown in the figure 4.1 below. 

Client’s Application Doctor’s Application

Read function

Package function Receive function

Mange function

Local database Local database

Connection function

Transmport function

 

Figure 4.1: Overall Framework of the Whole Project 

It is indicated from figure 4.1 that the general process of the project can 

be concluded as being the terminal of client obtains his/her own medical 

data from the local database. The client has the freedom to view this 

information. The client can also choose the data that is required to be 

sent to the doctor and this can be packed into a data packet by using 

functions and modules in the application. On the other side, functions 

and modules set on doctor’s terminal will enable the doctor to view the 

content of the data packet, and store them under the client’s permission. 
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4.2 Database Module Design 

In the project, both personal information and medical data of the client 

are stored in the local database of the application. The type of data 

includes signal, number and letter. 

Personal information and medical data of client are stored in different 

database tables. Table 4.1 below sets out the name and type of personal 

information which can be stored on the application. 

Table 4.1: Types of Personal Information Stored in the Local Database 

Data name Data type 

Name String 

Date of Birth String 

Age Int 

Address String 

Contact String 

Height Double 

Weight Double 

As an essential part of the project, the medical data in the application 

has been present in the form of a case history and this is the main object 

of the operation in the whole system. Table 4.2 below sets out the name 

and type of medical data which can be stored on the application. 
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Table 4.2: Types of Medical Data Stored in the Local Database 

Data name Data type 

Name String 

Date of Check String 

Blood Type String 

Blood Pressure String 

X-Ray String 

Sight String 

Heartbeat String 

Hearing String 

In relation to safety there is no connection between the two tables in the 

database. All the data in the database is stored separately and it can only 

be accessed by particular functions in the application. In addition, all the 

operations for the data do not occur in the database, but on the copy 

edition of the data in the memory. 

4.3 Data Operation Module Design 

The operations for the data in the program are data viewing and data 

encapsulation. 

4.3.1 Data Viewing Design 

Data viewing is a simple operation in relation to the data. It can obtain 

the medical data of a client from local database, packet it in the form of a 

case history and display this on the screen, which provides a convenient 

and efficient way for client to check their health conditions.  
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4.3.2 Data Encapsulation Design 

Data encapsulation is another important part of this project. In order to 

provide adequate choices for the clients so that they have able to deter-

mine the amount and type of medical data they want sent to doctor and 

thus a number of selections have been provided. It offer a significant 

amount of convenience for the client as well as a difficult challenge for 

application to provide the corresponding encapsulation method for 

concrete data that has been selected by the user into a proper form of 

data package and in adding an adequate security strategy to it to ensure 

the safety of the data throughout the whole process of transmission. 

Data ticket(hold) Data store time Data cabin 

Figure 3.2: Structure of Data Package 

It can be seen from figure 3.2 that the data packet contains three major 

parts. The first one is the data cabin which stores all the medical data 

selected by the client. This will be sent to the doctor’s terminal with 

his/her permission of doctor; the second part is the data store time. It 

determines the length of time that data can be stored on the doctor’s 

terminal; finally, the most important part, is the data ticket. It deter-

mines whether or not the data can stored on the doctor’s terminal, and 

combined with the data hold time, it will become a “guard” for the data 

packet. The function of these two variables will be elaborated upon  in 

the following section. 

4.4 Data Transmission Module Design 

Data transmission is the main function of the project. In order to 

transport the medical data of a client to the doctor’s terminal both safety 

and efficiently, a vast number of particular functions and designs have 

been included in this module. 

The process of building a connection can be conducted by means of the 

following steps: device enable its Bluetooth service and be ready to be 

connected by others. Another service starts the connection by spreading 

request signal within a small range (about 10m) and if a device receive 

the request, it will respond with a special response message, which 

means that the device is willing to build a connection with it. After 

receipt of this special message, the device sends an acknowledge mes-

sage to it, after which the connection has been successfully built. 
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In the application, when a user enter the view of data transmitting or 

data receiving, the application will open the Bluetooth service automati-

cally, and then either the client or the doctor can scan the available 

Bluetooth device. The application will show all devices it has been found 

in a list for a user to choose; it can also record devices that the user has 

connected to for the sake of convenient. The main factor to identity the 

device is its MAC address. It is commonly thought that the Mac address 

is one of the unique signals for devices and therefore this setting is also 

an attribute with regards to safety.  

During the process of transmission, both side of the device will be 

hidden by setting it as invisible to other Bluetooth device. The data 

packet will firstly be converted into a data stream and sent to the other 

side. After it have arrived the terminal of doctor, it will be checked and 

be reassembled into a data packet and thus be ready to be analyzed by a 

particular function to obtain its content. 

4.5 Received Data Management Module Design 

Management of receiving data is an essential part in the project. It also 

plays an important role in the security strategy of the application. After 

the data packet has been successful received, a series of function and 

measures will be started. 
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Figure 3.3: Flow Chat of the Processing Received Data 
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Figure 3.3 indicates the steps for processing received data.  After getting 

a data packet, the function will firstly read its data ticket and the content 

of the data ticket is one variable called “hold” which is set in advance by 

client. It determines whether or not the content of the data packet can be 

stored on the doctor’s terminal.  If the data packet has been awarded the 

permission by the client that the medical data it contains can be stored 

on the doctor’s terminal, a reading function will be allowed to read the 

content in the data cabin and view it on the view page. After that the 

data packet will be destroyed and the medical data will be saved into a 

local database on the application of the doctor. 

If there is no providence in the data packet to prove that the content of 

data packet can be stored on the terminal of doctor, then the length of 

time the packet can be opened or viewed by doctor is limited and, 

actually, a timer is started automatically after the data packet is reas-

sembled by the function on the application of the doctor. The measure of 

this variable is also set in advance by the client and is stored in the data 

store time part of the data packet. This variable also determines the 

length of time that the content of data packet can be viewed.  Thus, if the 

doctor views the content for too long a time or forgets to close it after 

reading it, the application will automatically close its page and delete 

the data packet. 

4.6 Security Strategy Design 

As one of the design targets of the project, the security strategy has been 

set all around the application.  

The first part is inserted into its general operation and involves the use 

of a unique and correct login username and password when there is a 

login to the application, otherwise no medical data stored in the applica-

tion can be viewed. Another setting with regards to security is its opera-

tion in relation medical data off-line. The medical data in the application 

is only stored on the local database of the application. The operation will 

not be found by anybody else except the user unless it declares it. 

The second part works in the data encapsulation module. The applica-

tion has provided adequate convenience for users to choose any kind of 

data and to combine and packet them if desired. They are also required 

to set important variables, such as the hold state or store time, to add 

security settings on it. It may allow the user to feel that it is complicated 

to prepare data that they want to send, but, for the sake of security, it is 

worthwhile. 
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The third part mainly works during the transmission. Threats during 

Bluetooth transmission involve two types: camouflage (someone dis-

guised as a doctor and connecting with client) and eavesdropping 

(someone watching the channel and obtaining the data transporting on 

the channel). In the application, all the names and MAC address of the 

service are associated with together. And application can also record 

devices which have been connected. Thus, a Bluetooth with an incorrect 

MAC address can easily be found since this address is unique. Simulta-

neously, after the connection is built, devices from both sides will be set 

as invisible by other Bluetooth devices, so as to defend them from being 

monitored by other unauthorized users. 

The last part is set on the received data management module. In relation 

to security of the client data, the application allows the user to deter-

mine the data to be sent to the doctor and whether or not it can be 

stored, and any data packet without the client’s permission cannot be 

stored on the application of the doctor. To achieve this goal, every data 

packet sent from a user will contain a timer which will limit the doctor’s 

access and which will ask application to destroy them if it is over the 

allowed length of time. If the doctor receives the data that a client is not 

hoping not to be stored, then it is only possible for it to be read within a 

time limit after that which the client must be asked again to send the 

data for viewing. 
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5 Results 
All the result exhibited in the report are tested under an Android plat-

form (edition: 4.2.2), and the cell phone used for testing is Samsung 

Galaxy Nexus. Since all the functions and operations have been tested, 

the result exhibited here is a true reflection of the degree of completion 

of the project. 

5.1 Operator Interface 

 

Figure 5.1: Main Operator Interface of the Application 

Figure 5.1 is the main operator interface application provided to the user. 

Obviously, there are four functions in this application: personal infor-

mation check, which allowed the user to check their own information; 

case history check, clients can view their own case history records which 

are stored on its local database; data sending function, which allows 
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user to transmit their medical data to the doctor through Bluetooth 

transmission; final function, the received data transmission, should be 

implemented on the application of the doctor, but which is also set on 

the side of the patient. 

 

Figure 5.2: Interface of Personal Information Management 

Figure 5.2 shows the viewing interface where the users can view and 

manage their personal information, the application has set several kinds 

of personal information in advance (it can be modified later according to 

the needs of the client). Currently, clients can only view their personal 

information and a function of modification and deletion will be expand-

ed in a further edition of the application. 
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5.2 Case History Management 

 

Figure 5.3: Case History Selection Interface of the Application 

It can be seen from the figure 5.3 that in the application, all the case 

history stored on the local database of the application will be read from 

database and listed in a table. The user then select the case history of 

interest and view it. 
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Figure 5.4: Item Selection Interface in Case History Management 

It is indicated in figure 5.4 that after user has selected the required case 

history to view, the application enables the user to conveniently select 

an actual item to view. In the interface, the entire medical item is listed 

so that the user is able to choose. In the bottom of interface, there are 

three buttons and the user can press “select all” or “unselect all” and to 

view the required items is able to press the “check case history” button. 
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Figure 5.5: Case History Table of User in the Application 

Figure 5.5 is the standard case history table in the system. It lists all the 

items the user wants to view. At present only the view function is com-

pleted, and the function of modification and deletion will be accom-

plished in a further edition of the application. 

5.3 Data Transmission Function 

The process of data transmission is simple and can be concluded as data 

selection and packaging, connection building and data transmission. 

In the process of data selection, in a similar manner to that of the process 

of case history viewing, the user selects the case history and the required 

item to send to the doctor. However there are some security settings 

which must be set before the data can be packaged and figure 5.6 indi-

cates these settings. 
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Figure 5.6: Interface of Data Packaging 

It can be seen from the figure 5.6 that in order to generate a qualified 

data package which can be sent confidentially and with safety to the 

doctor, three parts of information must be inserted or set by the user in 

advance. The first is the hold status. As the information will be stored in 

the data ticket part in the data packet, it must be set by the user since it 

can determine whether or not the content of data packet can be stored 

on the application of doctor after viewing. The second part is the time 

that the user suggests the data packet can be read on the application of 

doctor, in another words, it determines the life cycle of data packet in 

case there is leakage of content such as package opened for too long or 

doctor forgets to close the view interface after having viewed the data. 

The last part is choosing data; at least one kind of medical data should 

be selected to package into the data cabin in the data package. 

In this case it can be concluded that the data package can be judged as 

qualified if it fulfills the following requirements: the status of hold has 

been set; length of time has been set if the status of hold is “no”; at least 

one type of medical data has been selected. The data will be packaged 

successfully otherwise the application will show a notice message to 
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inform the user to modify the settings. The following figure 5.7 is an 

example of notification. 

 

Figure 5.7: Notification of Impropriate Setting for the Package 

After the data have been successfully encapsulated into data package, 

the data package will be ready to be transmitted and the application will 

enter into the process of data transmission. Device scanning and con-

necting are two key factors for the data transmission function in the 

application. After the data package is well packaged and ready to be 

sent it will be saved in the temporary sending queue. Meanwhile, the 

application will start the Bluetooth service of the cell phone and the 

phone is visible to any Bluetooth devices which are around. In order to 

ensure the data transmission is happening in a safe and efficient envi-

ronment, the application allows the user to scan the available Bluetooth 

devices which are around and select the correct Bluetooth device for 

connection. 
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Figure 5.8: Bluetooth device scanning function 

Figure 5.8 above gives an example of the Bluetooth scanning function of 

the application. It can search the available Bluetooth service which are 

around and list them in the list of “Other Available Devices” and can 

also record the devices which the application has previously connected 

to (like “doctor” in the picture), and list them in the list of Paired devices.  

In the application all the names of devices are banded with the MAC 

address of the device and they are viewed on the list so as to assist the 

user to judge whether or not it is the correct device. 

Another important setting is hide the connected device by setting it to 

invisible in relation to other Bluetooth service after the connection is 

building, so as to protect the data transmission from eavesdropping and 

channel analysis. 

After the connection is built, the user can press the send button to send 

the data package to the doctor, after the application of the doctor has 

received the package , a notification will be shown on its application, as 

shown in the below figure 5.9. 
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Figure 5.9: Notification of Successfully Receiving Data Package 

Figure 5.9 indicates that after the doctor has received the data package, 

she/he can press the click the view button to view it. The management of 

received the data will be start at the same time. 

5.4 Received Data Management 

The data package has been transferred into a byte stream before trans-

mission, thus the doctor firstly receives a byte stream. Thus, the applica-

tion of the doctor has to reassemble it before the content can be read. 

Each data package contains a timer and it will be started when the 

package has been successfully reassembled. If the content of the data 

package can be read and stored on the application of doctor, the timer 

will not have any influence; otherwise if the time falls outside the limit 

set in advance by user when doctor attempts to read the data package, it 

will refuse the request and ask the application to delete itself. This is 

shown in figure 5.10. 
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Figure 5.10: Time out notification of viewing data package 

Additionally, even the doctor viewing the content in the data package in 

time, the time allow doctor to view the medical data of user is also 

limited in advance by the client. After the application opens the data 

package and views the content in the data cabin, another timer will be 

started to record the time which has passed since the content has been 

viewed. If doctor does not close the interface in time after reading the 

medical data of client, the data package will ask the application to close 

the interface and delete it from the application. Also, a notification will 

be given to the doctor similar to that shown below in figure 5.11.  
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Figure 5.11: Notification of Close Interface and Delete Data Package 
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5.5 Evaluation 

According to the result tested in the real environment, an assessment 

can now be made to evaluate the application. 

5.5.1 Operational Assessment 

In order to make the assessment of the operational part more reliable, 

after the demonstration of the application had been accomplished, 4 

testers had been invited to use the application for about two days, and 

after that they were required to fill in a feedback questionnaire to reflect 

their feelings regarding the use of  the application. Among these testers, 

the feedback from Zongzhe Chen and Jifeng Jin proved most useful and 

the assessment is based on their views. 

Zongzhe Chen had used several health care applications previously. He 

felt that the GUI of application appeared to be concise and that all the 

operations can be accomplished by pressing the screen. He particularly 

appreciated the design of the report interface: “the report interface 

makes the medical data looks so formal, and gives me a clear under-

stand of my health status”. He also make some comments about the 

response speed of application: “I once used a heal care application, it 

run really slowly when it had stored many data, but the speed of this 

application is so rapid that it makes me feel like using a computer”. 

As a new user of the health care application, Jifeng Jin felt that he could 

easily understand the method of operation of this application in a short 

time: “I find there are plenty of tips and explanations in the application, 

so I am hardly confused with the meaning of the function since they 

have all been expressed in the interface”. He pointed out the notification 

news in the encapsulation process is quite essential: “at first I didn’t 

know the principle of the encapsulation, but the application will notice 

what I did is incorrect and tell me how to fix it, it is quite useful.” 

Now a conclusion can be made about the assessment of the operational 

part. In the field of operation convenience, the application has provided 

a simple and friendly operation interface to the user, all the operations 

can be activated by pressing a partial position of the screen, such as 

button or input box, and the speed of response is acceptable. Because of  

the adequate tips and explanations throughout the software, users can 
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easily grasp the principle of using the software in a short time. Overall, 

the application performs well in the aspect of operational convenience. 

5.5.2 Data Security Assessment 

In the field of security, a series of security mechanism has been imple-

mented throughout the application.  

Password are used to prevent the application being accessed by a 

stranger, only the visitor who has provided the correct username and 

password can enter the application and view the data. This mechanism 

can effectively prevent the application from any unintentional unauthor-

ized access. It performs well although it cannot defend itself from an 

attack by malware which intent to decipher the password. 

In the application, the process of viewing data and data package encap-

sulation is operated without being connected to any Internet or devices. 

This off-line operation mechanism can effectively provide the data 

stored in the database of the smart phone from the threat of external 

listening since it is nearly impossible for an external device to monitor 

the operation of application. However, when facing an attack from the 

interior, such as by a virus or Trojan carrying by the data, this mecha-

nism appears  to be losing its effect. 

MAC address binding is the means by which during the process of 

device scanning, all the services found by the application will automati-

cally bind with its MAC address. Since the MAC address is a globally 

unique signal for the device, this mechanism can be effective in prevent-

ing masquerading at a certain level. 

However, it cannot be ignored that as a mobile phone identity identifier, 

the MAC address appears not so safe when facing an attack from either 

ARP spoofing or MAC spoofing. It can even be manually set by user. 

For the application of clients, they should pay attention when the device 

which they have used to connect has changed its device address; for the 

application of doctors, they should notice not to connect to any suspect 

device through Wi-Fi or Bluetooth. Another effective solution for devic-

es involves installing a firewall or anti-virus software. A mobile phone 

firewall, which is particular for ARP attack has been invented recently, 

and there will be an increasing numbers of security software available to 

protect the MAC address of mobile phone in the future. 
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Once the transmission is built, another security mechanism is used so as 

to set to visible status of device to invisible. Invisible, in this case, it 

means that other Bluetooth devices in this area cannot discover the 

device through a scanning device function. This can effectively decrease 

the chance of being found by attackers during transmission and in 

suffering from eavesdropping and channel analysis. 

Based on the features of the Bluetooth service, there are many other 

settings provided by Bluetooth to assist in the security of medical data. 

There are some simple encryption methods used in the Bluetooth service 

to encrypt the data for transmission, such as using link key to encrypt it. 

This can effectively help to reduce the chances of the content of data 

being read by an attacker. 

On the other hand, the transmission distance of the Bluetooth is relative-

ly short (about 10m) which increase the expense for an attacker to find 

them and reduce the chance of a channel analysis attack to the connec-

tion channel. Also, the Bluetooth transmission is a typical peer-to-peer 

transmission, which is difficult for attackers to make a man-in-middle 

attack in a Bluetooth transmission. 

In conclusion, the security strategy used in the application has provided 

an effective security method and setting throughout the application and 

it performs well when facing the threat of general level, such as the 

unintentional misuse of users, passive attacks such as eavesdropping or 

channel analysis. However, when attackers use some active attack such 

as a virus or malware, this security strategy seems to be overwhelmed 

and it requires assistance from other security tools in the smart phone 

such as anti-virus software. 

All in all, there are still some expansion points in this application. The 

messages and data transmitted in the application have not been applied 

in relation to any particular mathematical encrypted method in advance 

except the basic encryption method provided by Bluetooth itself. 

Though numerous security methods have been set to protect the chan-

nel and data during transmission, there is still a chance for an attacker to 

analyze the channel and to eavesdrop the message. However, the prob-

ability of this case is extremely low. 
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6 Conclusions 
As a client application for the E-Health system, the application has 

achieved all the design goals of the application.  

The application is operating normally in the smart phone with latest 

Android operation system (Android 4.2.2), according to the feedback 

from the questionnaire, the friendly-use design has achieved its goal to a 

certain level. This includes making the user feel that it is convenient to 

use the application and by enabling new users to feel that it is easy to 

use the application. 

Bluetooth was eventually chosen for the transmission service instead of 

NFC, as, although NFC truly has many advantages over Bluetooth, 

including its security level, transmission speed, etc. However, the scope 

in relation to using of NFC is not sufficiently wide, which is precise the 

advantage of Bluetooth. The Bluetooth service of the application is 

compatible with the hardware of the cell phone, and it can detect and 

build a connection with not only a Bluetooth device of a cell phone, but 

also with other kinds of Bluetooth services such as a computer or Blue-

tooth Sensor. 

A clear understanding of the security policy and strategy in cloud com-

puting and in a distributed system have meant, that is has been success-

fully modified and implemented into the application, and has been 

adapted to the actual environment of the application during the soft-

ware testing. 

From the ethical aspect, the application can protect the security of medi-

cal data up to a certain level. There is no backdoor or monitor functions 

in the application. The aim of the application is to truly protect the data 

security of the user. 

Since the E-Health system is developing at an accelerating speed, there 

are also numerous expansion points in the application. From the aspect 

of personal information and case history management, only the viewing 

function has been achieved and provided, and functions of deletion, 

modification and adding will be provided in a further edition of the 

application, thus providing a fully-functioning personal data manage-

ment for the user. Another expansion point is the type of medical data 
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that can be stored and transmitted in the application within a further 

edition of application; several kinds of medical data can be stored on the 

application, including text, sound, magic, video, etc. the final important 

expansion point is in relation to the contribution of the whole E-Health 

system, and a partial function will be added on the application to enable 

it to build connections with other parts of the terminal of the E-Health 

system, such as directly getting data from medical devices, having data 

transmission with a terminal on a personal computer of both patients or 

a doctor so as to assist in building a powerful and fully-functioning 

Ehealth system. 

Personally, it is the hope of the author that this project will provide the 

original design model for the client application in the future. The basic 

structure and function has been successfully designed, and a vast 

amount of developing space has been reserved. 
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