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Abstract
Using a cross-sectional survey of 1552 small and medium-sized enterprises in Swe-
den, we investigated the impact of crime on entrepreneurs’ attitudes and behaviors. 
Almost half of the respondents reported that their companies had suffered at least 
one crime in the prior five years. Businesses were particularly affected by theft/bur-
glary, vandalism, invoice fraud, and cybercrime, but 24.7% of the respondents had 
not reported to the police the crimes committed against their companies. Entrepre-
neurs who employed a higher number of employees and who suffered higher eco-
nomic losses were more likely to report. Many entrepreneurs indicated they lacked 
trust in authorities and public administration and chose to implement different crime 
prevention measures at their own expense. Crime also related to entrepreneurs’ 
opinions regarding prevention policies. Those directly affected by crime were in 
favor of more police patrolling the streets and tougher penalties for offenders. The 
results are discussed, considering the necessities and priorities in crime prevention, 
which must include entrepreneurs as stakeholders.

Keywords  Crime prevention · SMEs · Policy · Crime report · Fear of crime

Received: 28 November 2024 / Accepted: 12 March 2026 / Published online: 28 April 2026
© The Author(s) 2026

The effect of crime on small and medium-sized enterprises 
and the strategies entrepreneurs implement to protect 
their businesses

Larysa Bielik1,2 · Mia Lind1,3 · Teresa C. Silva1

	
 Larysa Bielik
larysa.bielik@miun.se

	
 Teresa C. Silva
teresa.silva@miun.se

Mia Lind
mia.lind@umu.se

1	 Mid Sweden University, Sundsvall, Sweden
2	 National University Odesa Law Academy, Odesa, Ukraine
3	 Umeå University, Umeå, Sweden

https://doi.org/10.1057/s41300-026-00228-3
http://crossmark.crossref.org/dialog/?doi=10.1057/s41300-026-00228-3&domain=pdf&date_stamp=2026-4-28


L. Bielik et al.

Introduction

Small and medium-sized enterprises (SMEs) are a critical foundation for job cre-
ation, innovation, and sustainable economic development in any society. The United 
Nations (2024) estimates that SMEs account for 90% of businesses, over 70% of 
jobs, and 50% of GDP globally, making them the backbone of most economies. How-
ever, SMEs are particularly exposed to crime, which can have extended effects on 
countries’ economies and social stability. For example, constant concern for the com-
mission of crime against their businesses leads entrepreneurs to change their busi-
nesses' location and the sectorial activity in which they work or, in extreme cases, 
quit entrepreneurship (Burrows & Hopkins, 2005). Furthermore, the financial con-
sequences of property crime, invoice fraud, and cybercrime potentially affect SMEs’ 
economic benefits, the work environment, and employees’ well-being. In the broader 
picture, crime against SMEs negatively impacts communities regarding employment 
opportunities and the availability of goods and services (Burrows & Hopkins, 2005; 
Levi & Hyde 2013; Levi 2014).

The impact of crime on SMEs is especially noticeable in developing countries with 
high levels of corruption and weak legal systems (Transparency International 2024; 
World Justice Project 2023). Nevertheless, in developed economies, entrepreneurs 
also face significant challenges due to crimes committed against the business sector. 
For instance, a survey conducted in Australia in 2021 focused on cybercrime revealed 
that 43% of cyberattacks targeted SMEs (Australian Government, 2021). In the US, 
data from 2023 revealed that 56% of small businesses had suffered at least one theft, 
and 53% of the informants felt the problem had worsened over the years (US Cham-
ber of Commerce, 2023). In such conditions, it is likely that entrepreneurs develop a 
sense of helplessness and experience difficulties planning future operations.

Research on crime victimization has shown that individuals’ decisions to report 
crime and their fear of crime are shaped by conventional patterns, including per-
ceived seriousness of the offence, expected benefits of reporting, trust in the police, 
and prior victimization experiences (Skogan 1984; Goudriaan et al., 2006; Baumer 
2002). Studies in the general population demonstrate that fear of crime is not only 
a response to direct victimization but also to perceived risk, and confidence in the 
police and public institutions (Ferraro 1995; Jackson 2004). Similarly, underreport-
ing of crime is a phenomenon across crime types, often explained by beliefs that 
incidents are too trivial, that reporting is too time-consuming, or that authorities will 
not act effectively (Skogan 1984; Tarling & Morris 2010).

These conventional patterns are also relevant in the context of SMEs, where 
entrepreneurs simultaneously act as victims, decision-makers, and guardians of their 
businesses. While SMEs differ from individual victims in terms of organizational 
responsibility and economic exposure, prior research suggests that the mechanisms 
underlying fear of crime and reporting behavior—such as trust in authorities, per-
ceived effectiveness of the police, and anticipated outcomes of reporting—operate 
in comparable ways (Goudriaan et al., 2006; Ojo et al. 2021). The present study 
examines how these established dynamics manifest among entrepreneurs and SMEs.
As previously discussed, SMEs play a crucial role in national economies but are 
often targeted by crime. However, the impact of crime on entrepreneurs—specifi-
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cally in terms of financial losses, trust in authorities, and implementation of preven-
tive measures—remains insufficiently explored. This study aims to contribute to the 
research field, by addressing this gap. To this end, we defined a twofold objective: On 
the one hand, we proposed to examine the extent to which crime committed against 
SMEs, the resulting economic loss, and feelings of unsafety determine entrepreneurs’ 
decisions to report the crimes to the police and implement preventive measures to 
self-protect their businesses. On the other hand, we proposed to analyze the impact 
of crime against business on entrepreneurs’ fear of crime, trust in institutions (i.e., 
police and local administration), and entrepreneurs’ opinions regarding crime pre-
vention policy. With such aims in mind, we conducted a survey among SMEs and the 
entrepreneurs reported on:

(1)	 Their level of trust in the police and public administration
(2)	 How safe they perceived their region was to do business
(3)	 The crime prevention measures they implemented to protect their businesses

Trust in police authorities and public institutions

Trusting that an environment is safe is the starting point for entrepreneurial activity, 
eliminating uncertainty and providing a foundation for developing and consolidating 
business opportunities (De Anda et al., 2023). Trust in the police, the justice sys-
tem, and the local administration are essential for legitimizing governance and public 
policy (Kaasa & Andriani 2022) while at the same time contributing to increasing 
economic activity and entrepreneurship (Mangeloja et al. 2022; Welter 2012). A com-
parison of 88 countries regarding SMEs' trust in institutions at large (e.g., police, law 
courts, property rights, government regulations) revealed that it was positively cor-
related with the enterprises' international expansion but only in countries where the 
level of trust was high (De Anda et al., 2023).

Trust in institutions likely shapes entrepreneurs’ behavior by influencing their per-
ception of risk, uncertainty, and motivations for doing business. On the other hand, 
entrepreneurs can influence trust in institutions by promoting institutional changes 
(Welter 2012). Norway, for example, rates among the highest countries on the level 
of trust the business sector has in the police, reaching 82%, which arguably fos-
ters active collaboration in the fight against crime, enhances entrepreneurial activity 
and promotes economic development (Organization for Economic Co-operation and 
Development 2022). In Sweden, trust in the police and other institutions has been 
systematically measured in national surveys, revealing patterns of institutional confi-
dence. According to a national survey, 62% of the Swedish population reported high 
trust in the police in 2024, continuing an overall upward trend in confidence since 
2018, with some year-to-year variation (Brottsförebyggande rådet, 2025). Women 
and older residents generally report higher trust than men and younger groups, and 
trust remains higher for the police than for the justice system as a whole. More-
over, independent polling shows that over 70% of Swedes express high confidence 
in the police often placing the police among the most trust public institutions nation-
ally (SOM-institutet 2023). These trust patterns provide important context for inter-
preting Swedish entrepreneurs’ trust in the police and public institutions given that 
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baseline public confidence conditions shape how crimes are reported and how insti-
tutional responses are perceived by small business owners. Conversely, in countries 
like Mexico, where the level of trust in the police is only 30%, entrepreneurs opt 
for contracting private security services and rarely interact with the police, fearing 
corruption and the ineffectiveness of governmental institutions (Vision of Humanity 
2020). Like Mexico, countries like Brazil and Argentina have reported a similar situ-
ation where many entrepreneurs avoid contact with law enforcement (Bailey 2006).

In areas where crime is a constant threat, trust in authorities is compromised, while 
at the same time, entrepreneurs feel reluctant to report the crimes committed against 
their businesses to the police (Företagarna 2022; Ojo et al. 2021; Svenskt Näringsliv 
2018). This reluctance to report is particularly pronounced in contexts where crimes 
against businesses are linked, or perceived to be linked, to organized crime. Europol 
has emphasized that organized criminal groups deliberately target businesses through 
practices such as extortion, infiltration of legal markets, and systematic fraud, relying 
in part on victims’ fear of retaliation and lack of confidence in effective protection 
by authorities (Europol 2021). Research on crime reporting suggests that when vic-
timization is associated with powerful or organized offenders, victims are especially 
unlikely to contact the police due to perceived risks, anticipated ineffectiveness, or 
fear of further victimization (Skogan 1984; Goudriaan et al., 2006). In this sense, 
organized crime does not only generate direct economic harm to SMEs but also indi-
rectly undermines institutional trust and reporting, reinforcing cycles of underreport-
ing and criminal impunity.

Beyond crime characteristics and institutional trust, many studies have demon-
strated that crime reporting to the police is associated with demographic factors. 
Studies based on victimization surveys consistently show that gender and age are 
among the most robust predictors of reporting propensity, although the direction and 
magnitude of these effects may vary by crime type and context. Women are generally 
more likely than men to report certain types of crime, particularly when incidents 
are perceived as serious or threatening, while men are more likely to underreport 
offences they perceive as minor or as part of everyday risk (Baumer 2002; Tarling & 
Morris 2010; Cooke & Zhang 2020). Age also plays a central role, with older individ-
uals more likely to report crimes to the police than younger victims, a pattern often 
attributed to differences in trust in authorities, perceived legitimacy of the police, 
and experience with formal institutions (Kääriäinen & Sirén, 2010; Xie et al. 2024).

Fear of crime

While financial loss due to crime is often offered to measure crime’s negative impact 
on the business sector and society at large, crime also entails more difficult-to-deter-
mine psychological consequences such as fear of revictimization, anxiety, and a 
general sense of unsafety. Fear of crime has been extensively studied as a multidi-
mensional phenomenon that extends beyond direct victimization and reflects emo-
tional, cognitive, and behavioral responses to perceived risk. Research consistently 
shows that fear of crime is shaped not only by personal experiences but also by 
indirect victimization, environmental cues, media exposure, and confidence in insti-
tutions responsible for crime control (Ferraro 1995; Jackson 2004). Importantly, fear 

74



The effect of crime on small and medium-sized enterprises and the…

of crime often persists even in contexts with relatively low crime rates, indicating that 
it is not solely a rational response to objective risk but also a subjective assessment 
of vulnerability (Hale 1996; Jackson & Gray 2010). High levels of fear of crime have 
been linked to stress, avoidance behaviors, reduced social participation, and lower 
well-being, which in turn may affect economic and social decision-making (Lorenc 
et al. 2013).

In the context of SMEs, fear of crime may have particularly pronounced conse-
quences, as entrepreneurs simultaneously bear personal, financial, and organizational 
responsibility for their businesses. Studies indicate that entrepreneurs’ fear of crime 
is associated with heightened perceptions of risk, difficulties in long-term planning 
and more conservative business strategies even when actual victimization is lim-
ited (Lee & Lee 2022; Kennedy 2022). Research further suggests that persistent fear 
of crime can influence decisions regarding business location, operating hours and 
investment in security measures, thereby increasing operational costs and potentially 
reducing competitiveness (Ojo et al. 2021; Arroyabe et al. 2024). In this sense, fear 
of crime functions not only as a psychological outcome of victimization but also as 
a mechanism through which crime indirectly constrains entrepreneurial activity and 
business sustainability.

The study conducted by the British Retail Consortium (2023) found that 40% 
of the entrepreneurs reported being seriously concerned about cybercrime, while 
research conducted in South Korea showed that entrepreneurs of SMEs often experi-
ence anxiety and difficulty making business-related decisions and developing long-
term business strategies because of constant threats of theft (Lee & Lee 2022). Living 
in a stressful working environment can lead to a decrease in business activity, a dete-
riorating morale, and, eventually, entrepreneurs’ decisions to close their businesses 
(Kennedy 2022).

Crime preventive measures

Crime prevention scholars and practitioners defend the idea that coordinating mul-
tiple stakeholders (e.g., private enterprises, public sector, police) in a collaborative 
effort to combat crime is critical for achieving healthy communities (Ekblom 2011). 
However, collaborative efforts imply concatenating interdependent actions from dif-
ferent actors, requiring a certain level of trust between the parties involved (Ekblom 
2011; Silva & Grut 2024). If entrepreneurs’ opinions are not taken into account when 
developing and implementing crime prevention actions, and crime keeps affecting 
their SMEs, they may further lose trust in police, laws, authorities, and public institu-
tions. In the absence of successful crime prevention measures developed and imple-
mented by the local administration and authorities, entrepreneurs are forced to find 
ways to protect their businesses. In the case of crimes against property (e.g., theft, 
burglary, vandalism) or, for example, threats and extorsion, situational crime preven-
tion actions such as redesigning, managing, or manipulating the immediate environ-
ment are prescribed as measures directed at reducing crime opportunities (Clarke, 
1997). For example, installing surveillance cameras, bars in windows, and security 
doors has the double purpose of making the place less vulnerable while at the same 
time increasing its guardianship. In this context, Routine Activity Theory (Cohen & 
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Felson 1979) provides a theoretical frame that justifies employing such measures. 
Cohen and Felson proposed that crime occurs when three elements coincide: a moti-
vated offender, a suitable target (or victim), and the absence of adequate protection 
or capable guardians. In this regard, if entrepreneurs consider the crime prevention 
measures implemented by the police and local administration to be ineffective for the 
guardianship of their businesses, they may opt for implementing alternative measures 
at the cost of the business’ economic benefit. Protective measures are costly and, in 
general, not subsidized by governments or local administrations. A study conducted 
by the British Retail Consortium (2023) revealed that in the 2021/2022 fiscal year, 
SMEs in the UK had spent £715 million on security, including alarms, surveillance 
cameras, and specialized security systems.Although during the past 15 years, there 
has been an increase in the number of studies published regarding how crime affects 
SMEs, less is known about how it contributes to entrepreneurs' fear of crime and 
feelings of unsafety and how these factors determine entrepreneurs’ choice of crime 
prevention actions to self-protection, the trust they deposit in the police and public 
administration, and their opinions regarding crime prevention policy. The present 
study aims to fill this gap, specifically in Sweden, a country ranking amongst the 
highest in GDP per capita (International Monetary Fund 2024) and with low, stable 
crime rates over the last 10 years (Swedish National Council for Crime Prevention, 
2024).

Data and method

We employed a cross-sectional design to collect online survey data from a conve-
nience sample of Swedish SMEs. From June to October 2023, we collected responses 
from 1552 entrepreneurs.

Sample

Potential participants were contacted through one of Sweden's largest associations, 
specially created for SMEs. There were no initial exclusion criteria. The associa-
tion’s regional leaders were initially contacted, and through them, an invitation letter 
containing the link to the survey was distributed to the associates in their regions. 
The initial invitation and two other reminders were sent to 27,488 entrepreneurs 
(response rate = 5.6%). Given the low response rate, we compared the characteris-
tics of our sample (region, firm size, and sector distribution) with nationwide statis-
tics. We obtained the highest response rates in Jämtland (11.7%) and Västernorrland 
(9.5%), regions with a relatively low number of SMEs, and the lowest response rates 
in regions such as Västra Götaland (1.0%) and Stockholm (3.0%), where SMEs are 
concentrated (see supplemental material—Table 1). Regarding firm size, our sam-
ple deviates slightly from the national SME frame, as 75.3% of the surveyed enter-
prises employed fewer than 10 employees, whereas the nationwide figure is 95.8% 
(see supplemental material—Table 2). Furthermore, regarding the business sector, 
the manufacturing industry is overrepresented in our sample (13.6% compared to a 
4.1% nationwide representation), while agriculture, forestry, and fishing are under-
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represented (3.0% compared to an 18% nationwide representation) (see supplemental 
material—Table 3).

Data collection

The online survey included different sections. Sociodemographic data collected 
included entrepreneurs’ age, gender, and the number of employees in their SMEs.

The entrepreneurs reported the number and types of crimes committed against their 
businesses, the resulting economic losses, whether they had reported the crime(s) to 
the police, and whether they had taken several actions to prevent crime (e.g., install-
ing security alarms, safety doors, CCTV cameras) over a five-year period.

The participants indicated how safe they thought the region was for doing business 
on a five-point Likert scale (0 = definitely not safe, 1 = Definitely safe) and how afraid 
they were of crime (items “Nowadays, no business is secure against crime” and “The 
possibility that crime could happen to me as an entrepreneur or my business is always 
in the back of my mind”) in a three-point Likert scale (0 = disagree, to 2 = agree). 
These items chosen as indicators of fear of crime were largely inspired by the Swed-
ish Crime Survey (Brottsförebyggande rådet, 2024) and adapted to reflect perceptual 
fear (i.e., how likely entrepreneurs felt a crime might occur against their businesses) 
and affective fear (i.e., how unsafe entrepreneurs felt their businesses were).

The level of trust in the police and public administration was measured using six 
items (e.g., “Most of the crimes committed against businesses that are reported to 
the police are never solved”) on a three-point Likert scale (0 = disagree, 2 = agree). 
These items, chosen to assess trust in the police, public administration, and the jus-
tice system, reflect dimensions commonly identified in frameworks of institutional 
trust and police legitimacy. Research in procedural justice and legitimacy theory con-
ceptualizes trust as encompassing perceived effectiveness (e.g., whether the police 
solve crimes or respond promptly), fairness and distributive justice (e.g., whether 
victims are treated appropriately relative to offenders), and institutional performance 
(Tyler 2006; Sunshine & Tyler 2003; Jackson et al. 2012). In line with this tradition, 
the items in our study capture perceived responsiveness, effectiveness, fairness, and 
public investment in crime prevention, thereby reflecting core components of institu-
tional trust rather than a single attitudinal dimension.

Although we aggregated the items into sections, the measures capture general ori-
entations rather than latent constructs. Analyses were conducted at the item level.

Finally, we asked entrepreneurs to indicate which policies (they could answer 
more than one option) they thought were most necessary in the country to prevent 
crime against business. We aggregated them into authoritarian policies (1- more 
police patrolling the streets, 2- tougher penalties for offenders and 3- harsher migra-
tion policies), social prevention policies (1- general prevention in schools, 2- increase 
social welfare and 3- increase public investment) and cooperation (i.e., the establish-
ment of partnerships between entrepreneurs, authorities, and public administration) 
for the design and implementation of crime prevention actions. The aggregation of 
individual policy items into categories was guided by distinctions in criminologi-
cal and public policy research between punitive/enforcement-oriented approaches to 
crime control and social approaches to crime prevention. Measures such as increased 
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police patrols, harsh sentencing, and restrictive migration policies reflect a control-
oriented or deterrence-based logic emphasizing surveillance, sanction severity, and 
external regulation (Garland 2001; Pratt 2007). In contrast, prevention in schools, 
expanded welfare provisions, and public investment correspond to social prevention 
strategies aimed at addressing structural risk factors associated with crime (Welsh & 
Farrington 2012). The cooperation category captures a governance-based approach 
emphasizing partnership and co-production of security between public authorities 
and private actors (Mazerolle & Ransley 2005).

Data analysis

Data descriptives are offered in percentages. The bivariate analysis employed cor-
relation and calculation of the risk (crude odds ratio) to determine the relationship 
between specific types of crime committed against the enterprises and the preventive 
actions deployed by the entrepreneurs.

We conducted a logistic regression to determine if the number of employees and 
the level of economic loss impacted the likelihood that entrepreneurs would report 
crimes against their enterprises to the police. The dependent variable was codified 
as 1 (at least one crime reported to the police) and 0 (no crime was reported to the 
police). Age (confounder) and the independent variables (number of employees, per-
ceived safety, and economic loss) were introduced simultaneously in the model. The 
zero-order correlations between the predictors ranged from 0.052 (entrepreneurs’ 
age and perceived safety) to 0.363 (number of employees and economic loss). The 
Variance Inflated Factor (VIF) was below 2 for each of the predictors in relation 
to any other predictor. Therefore, we conclude that the model was not affected by 
multicollinearity.

The relationship between entrepreneurs' opinions regarding crime policies and 
crime committed against enterprises, economic loss, and feelings of unsafety was 
determined through partial correlation controlling for entrepreneurs' age, gender, and 
number of employees.

Finally, we conducted separate logistic regressions to determine if crime com-
mitted against the businesses, feelings of unsafety, and economic loss impacted 
entrepreneurs' opinions regarding crime policies. Entrepreneurs’ opinions regarding 
crime policy (dependent variables) were codified and entered in the regression as 1 
(identified as important) or 0 (not identified). Age (confounder) and the independent 
variables (number of crimes, perceived safety, number of employees, and economic 
loss) were introduced simultaneously. As previously, we checked for possible collin-
earity issues and obtained VIF values below 2 and a range of zero-order correlations 
between the predictors that varied between 0.052 (entrepreneur’s age and perceived 
safety) and -0.439 (number of crimes and perceived safety).

The analyses were performed with SPSS 27.0.
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Results

Of the entrepreneurs that disclosed their gender (n = 1476), 69.0% identified as men, 
while 31.0% identified as women (see Table 1). The majority (n = 767; 50.7%) were 
between 51 and 64 years old. A significant 22.5% (n = 349) believed that the region 
where their businesses were placed was unsafe to do business, at least at some level. 
From the total sample (n = 1552), 49.0% of entrepreneurs reported that at least one 

n (%)
Age (n = 1512)
18–50
51–64
 + 65

Md = 57
373 (24.7)
767 (50.7)
372 (24.6)

Gender (n = 1476)
Woman
Man

457 (31.0)
1019 (69.0)

Number employees (n = 1552)
0
1–4
5–9
10–19
 + 20

229 (14.8)
714 (46.0)
225 (14.5)
181 (11.7)
203 (13.1)

Region safety (n = 1552)
Definitely not
Sometimes not
Nor safe or unsafe
Rather yes
Definitely yes

155 (10.0)
194 (12.5)
248 (16.0)
518 (33.4)
437 (28.2)

Crime in previous 5 years (n = 1552)
No
Yes, once
Yes, twice
Yes, 3–5 occasions
Yes, + 5 occasions

791 (51.0)
220 (14.2)
176 (11.3)
203 (13.1)
162 (10.4)

Type of crime (n = 1552)
Theft
Shoplifting
Vandalism
Invoice fraud
Extortion
Cybercrime
Defamation
Copyrights infringement

477 (30.7)
126 (8.1)
296 (19.1)
279 (18.1)
63 (4.1)
163 (10.5)
44 (2.8)
20 (1.3)

Economic loss (n = 739)
0–9999
10,000–24,999
25,000–49,999
50,000–99,999
100,000–249,000
250,000–499,999
 + 500,000

199 (26.9)
147 (19.9)
102 (13.8)
94 (12.7)
84 (11.4)
53 (7.2)
60 (8.1)

Report to the police (n = 745)
Yes
No

561 (75.3)
184 (24.7)

Table 1  Descriptive of the 
study’s variables
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crime had been committed against their business during the five years prior they 
answered the survey. The crime more frequently committed against the enterprises 
was theft (n = 477; 30.7%), followed by vandalism (n = 296; 19.1%) and invoice fraud 
(n = 279, 18.1%). Importantly, 26.7% (n = 197) of the entrepreneurs who reported a 
crime informed of a direct economic loss (e.g., merchandise stolen/damaged, prop-
erty damage, cost of false invoices) of more than 100,000 SEK (approximately 9000 
EUR).

Not surprisingly, considering previous reports in the country (Företagarna 2022), 
24.7% (n = 184) of the entrepreneurs who informed of at least one crime against their 
business did not report it to the police.

The crimes most often reported to the police were theft (n = 403, 85.9% of the enter-
prises affected by theft) and vandalism (n = 249, 85.3% of the enterprises affected by 
vandalism), while cybercrime (n = 111, 69.8%) and copyright infringement (n = 11, 
55.0%) were the crimes less often reported to the police.

In the bivariate analysis, we found that men entrepreneurs were more likely 
to report their businesses had been affected by crime than women entrepreneurs 
(OR = 1.39, CI 95% 1.11–1.73), as well as those younger (r = − 0.09, p < 0.001) and 
those whose businesses had a  higher number of employees (r = 0.33, p < 0.001). 
As expected, the  higher the number of crimes committed against the enterprises, 
the less safe the entrepreneurs considered the region for doing business (r = − 0.425, 
p < 0.001).

Regarding crime prevention, the entrepreneurs implemented several strategies to 
protect their businesses (see Table 2). Cybercrime showed to be the most significant 
concern since 47.3% (n = 734) implemented a firewall/antivirus protection slightly 
more frequently among those who reported less crime (in general) against their busi-
nesses in the previous five years (r = − 0.123, p < 0.001).

CP strategies n (%) Crime 
previous 
5 years 
(n = 1552)

Eco-
nomic 
loss 
(n = 739)

Region 
safety 
(n = 1552)

Nr em-
ployees 
(n = 1552)

Security 
alarms

691 
(44.5)

.171*** .131*** − .126*** .172***

CCTV 
cameras

551 
(35.5)

.318*** .195*** − .207*** .209***

Private 
security

326 
(21.0)

.174*** .116** − .146*** .269***

Safety doors/
looks

341 
(22.0)

.215*** .200*** − .179*** .219***

Protective 
bars

164 
(10.6)

.174*** .149*** − .175*** .111***

Contract 
insurance

290 
(18.7)

.040 .039 − .066** .031

Firewall/
antivirus

734 
(47.3)

− .123*** -.035 .042 -.009

IT security 
service

378 
(24.4)

.083*** .035 .004 .246***

Remove cash 
handling

195 
(12.6)

.043 .002 − .012 .059*

Table 2  Correlations between 
crime prevention actions imple-
mented by the entrepreneurs 
and crime suffered, economic 
loss, the feeling that the region 
is safe for doing business and 
the number of employees
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However, as expected, implementing a firewall/antivirus protection was more 
likely among those who had suffered some form of cybercrime (specific) (OR = 2.00, 
CI 95% 1.43–2.80), as it was the contract of an IT security service provider (OR = 3.27, 
CI 95% 2.32–4.52), compared to entrepreneurs whose enterprises were not affected 
by such type of crime.

Entrepreneurs that employed a higher number of employees were more likely to 
implement some type of crime prevention strategy, and their implementation was 
also related to having suffered some type of crime during the previous five years, the 
level of economic loss, and the feeling that the region was unsafe for doing business 
(see Table 2).

The bivariate analysis indicated that the installation of CCTV cameras and the 
installation of safety doors or locks was more likely among entrepreneurs who did 
not report the crimes to the police (OR = 1.85, CI 95% 1.32–2.61 and OR = 1.97, CI 
95% 1.32–2.94 respectively).

The entrepreneurs whose enterprises were affected by theft were more likely to 
install security alarms (OR = 2.13, CI 95% 1.71–2.65), CCTV cameras (OR = 3.79, CI 
95% 3.02–4.75), safety doors/locks (OR = 3.33, CI 95% 2.60–4.27), protective bars 
in windows (OR = 2.89, CI 95% 2.08–4.02), and contract a private security service 
(OR = 2.05, CI 95% 1.60–2.64) compared with entrepreneurs whose enterprises were 
not affected by such type of crime (see table in supplemental material). Likewise, 
entrepreneurs whose enterprises were affected by shoplifting were more likely to 
install security alarms (OR = 2.70, CI 95% 1.84–3.97), CCTV cameras (OR = 5.23, CI 
95% 3.50–7.82), safety doors/locks (OR = 2.47, CI 95% 1.69–3.62), protective bars 
in windows (OR = 2.57, CI 95% 1.62–4.07), and contract a private security service 
(OR = 2.54, CI 95% 1.73–3.73) compared with entrepreneurs whose enterprises were 
not affected by shoplifting. Such measures were even more likely among those entre-
preneurs who saw their businesses vandalized. In such cases they were more likely to 
install security alarms (OR = 2.43, CI 95% 1.87–3.15), CCTV cameras (OR = 3.51, CI 
95% 2.70–4.56), safety doors/locks (OR = 3.59, CI 95% 2.73–4.72), protective bars 
in windows (OR = 3.60, CI 95% 2.56–5.07), and contract a private security service 
(OR = 2.42, CI 95% 1.83–3.21) compared with entrepreneurs who did not suffered 
vandalism against their businesses. It also stands out that those who suffered extor-
tion were more likely to contract a private security service (OR = 3.20, CI 95% 1.91–
5.34), and those who suffered invoice fraud were more likely to contract an IT service 
(OR = 2.26, CI 95% 1.71–2.97). These patterns indicate that preventive measures 
tend to align with the specific type of victimization experienced. Interpreted through 
the lens of situational crime prevention (Clarke 1995), contracting private security 
services after extortion can be understood as strengthening capable guardianship and 
increasing perceived risk, while adopting IT security services in response to invoice 
fraud reflects efforts to increase technical barriers and reduce digital opportunities. 
The findings suggest that SMEs adjust their security strategies to target opportunity 
structures associated with particular crime types.

We conducted a logistic regression to determine who were the entrepreneurs more 
likely to report the crimes they suffered to the police, which we controlled by age but 
not by gender since men and women were equally likely to report to the police. Entre-
preneurs with a higher number of employees (ORadjusted = 1.20, CI 95% 1.03–1.41) 
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and those who suffered higher economic loss (ORadjusted = 1.56, CI 95% 1.39–1.75) 
were more likely to report to the police.

The relationship between crime, economic loss, feelings that the region was 
unsafe, and entrepreneurs’ trust in police and local administration were determined 
through partial correlation, controlling for entrepreneurs’ age, gender, and number 
of employees. Crime victimization and feelings of unsafety were strongly correlated 
with entrepreneurs' trust that the police would solve the crimes against businesses 
and their views about the public administration’s crime prevention strategies regard-
ing the business sector (see Table 3). Those entrepreneurs who suffered more crimes 
and who felt the region was more unsafe also revealed a lack of trust in the justice 
system.

We also conducted separate logistic regressions to determine whether suffering a 
crime, feelings of unsafety, and the level of economic loss (independent variables) 
impacted the entrepreneurs' opinions regarding general crime prevention policies 
(dependent variables). The logistic models were controlled by age, gender, and num-
ber of employees. In this case, what most determined entrepreneurs’ opinions were 

Table 3  Partial correlations of entrepreneurs’ trust in the police and public administration and crime suf-
fered, economic loss and feelings that the region is unsafe for business, controlled by entrepreneurs’ age, 
gender and number of employees
Entrepreneurs’ trust in the police 
and public administration

Frequency of answers Correlation with other variables
Dis-
agree 
n (%)

Neither 
agree nor 
disagree 
n (%)

Agree 
n (%)

Crime during 
the previ-
ous 5 years 
(n = 1552)

Economic 
loss due 
to crime 
(n = 739)

Region 
safety 
(n = 1552)

Nowadays, no business is secure 
against crime (n = 1521)

54 
(3.6)

123 (8.1) 1344 
(88.4)

.076** − .025 − .068***

The possibility that crime could 
happen to me or my business is 
always in the back of my mind 
(n = 1521)

177 
(11.6)

357 
(23.5)

987 
(64.9)

.188*** .119** − .236***

Most of the crimes against busi-
ness that are reported to the police 
are never solved (n = 1522)

48 
(3.2)

429 
(28.2)

1045 
(68.7)

.213*** .054 − .183***

In my region, the public admin-
istration has a good strategy to 
prevent crime against entrepre-
neurs (n = 1516)

549 
(36.2)

925 
(61.0)

42 
(2.8)

− .250*** − .141*** .264***

Most of the time, the police act 
quickly when a crime occurs 
(n = 1518)

558 
(36.8)

762 
(50.2)

198 
(13.0)

− .100*** − .036 .162***

Sometimes criminals are better 
treated by prosecutors and judges 
than the victims (n = 1519)

198 
(13.0)

626 
(41.2)

695 
(45.8)

.162*** .126*** − .216***

The public administration does 
not invest in crime prevention to 
the extent of the taxes entrepre-
neurs pay (n = 1517)

102 
(6.7)

605 
(39.9)

810 
(53.4)

.176*** .079* − .181***

The justice system does a good 
job of keeping criminals out of 
the streets (n = 1517)

927 
(61.1)

522 
(34.4)

68 
(4.5)

− .169*** − .045 .202***
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the number of crimes they had suffered against their businesses and the feeling that 
the region was unsafe for doing business (see Table  4). Both variables increased 
the likelihood of positive opinions towards authoritarian policies (i.e., more police 
patrolling the streets, stricter penalties for offenders, and harsher migration policy). 
In contrast, general social policies such as prevention in schools and increased public 
investment were unrelated to any of the variables. Notably, the level of financial loss 
due to crime did not affect entrepreneurs' opinions.

Discussion

Entrepreneurship contributes significantly to developing countries through job 
creation, productivity growth, and innovation, besides positively reducing crime 
(McDaniel et al. 2021). On the other hand, crime has a negative impact on entrepre-
neurship, affecting the number of new businesses that open in a certain area (Churchill 
et al. 2023; Matti & Ross 2016). It has been suggested that business closure due to 
elevated crime rates in an area may directly contribute to its decline, facilitating more 
crime (Hipp et al. 2019). Considering previous research, our study aimed to exam-
ine how crime affects SMEs in terms of economic loss, feelings of unsafety, fear of 
crime, and trust in institutions. Furthermore, we examined entrepreneurs’ decisions 
to implement crime prevention measures to self-protect their businesses and whether 
they report the crimes committed against their businesses to the police. Finally, we 
analyzed entrepreneurs’ opinions regarding crime prevention policies in a country 
with high GDP per capita and low crime rates.

Due to the low response rate, the findings of our study cannot be interpreted as 
population prevalence estimates for Swedish SMEs, and must be seen rather as pat-

Dependent 
variables

Independent variables
Number of 
crimes suffered 
ORadjusted (CI 
95%)

Level of 
economic loss 
ORadjusted (CI 
95%)

Feeling the 
region is safe 
ORadjusted (CI 
95%)

More police 
patrolling the 
streets

1.23 
(1.06–1.42)

n.s 0.81 
(0.72–0.92)

Tougher 
penalties for 
offenders

1.20 
(1.04–1.39)

n.s 0.71 
(0.63–0.80)

Harsher migra-
tion policies

1.30 (1.11–1.52) n.s 0.76 
(0.67–0.86)

General preven-
tion in schools

n.s n.s n.s

Increase social 
welfare

n.s n.s 1.36 
(1.12–1.65)

Increase public 
investment

n.s n.s n.s

Partnership for 
crime preven-
tion actions

1.20 
(1.05–1.38)

n.s n.s

Table 4  Logistic regression to 
determine the impact of crime, 
the level of economic loss and 
feelings of unsafety on entrepre-
neurs’ opinions regarding crime 
prevention policies
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terns of attitudes and behaviors by entrepreneurs that, for some reason, were more 
motivated to answer the questionnaire. Despite this limitation, we still found that 
crime affects a high proportion of SMEs, with crime rates similar to findings by other 
authors in countries like the UK (Ojo et al. 2021), the US (US Chambers of Com-
merce, 2023), and Australia (Australian Government, 2021). SMEs in our study were 
vulnerable to property crimes such as theft and vandalism, as well as invoice fraud 
and cybercrime. Cybercrime seems to be a particular threat to many SMEs. It is a 
type of crime that, contrary to crime against property, does not require the offender to 
be in the place to commit the criminal action. In this regard, the possibility of crime 
commission is much higher since the number of possible offenders multiplies online. 
In a recent study that included almost 13,000 SMEs in the EU space, it was found 
that 40% had experienced cyberattacks, and most of those who suffered such attacks 
struggled to continue operating (Arroyable et al., 2024).

Crime greatly impacts SMEs because of the economic loss it produces. Economic 
loss may be a direct effect of, for example, merchandise stolen or damage to prop-
erty, or it may be an indirect effect of reduced customer base originating from fear of 
crime (Matti & Ross 2016). SMEs’ profit is limited compared to larger companies. 
The financial strain related to the remediation, potential legal actions, and a decrease 
in business activity may affect SMEs severely (Arroyable et al., 2024). In our study, 
a quarter of those SMEs affected by crime reported losses that surpassed 100,000 
Swedish Krona. Higher opportunity costs due to crime and the uncertainty it pro-
duces can stop entrepreneurs from exploiting entrepreneurial activities (Matti & Ross 
2016), eventually destroying the entrepreneurial fabric in affected areas. Evidence-
based crime prevention actions that coordinate different stakeholders (e.g., private 
sector, law enforcement, local government, civil society organizations) and a thor-
ough assessment of the region's needs are advised to be considered in local policy to 
promote healthy communities.

In fact, we found that the higher the number of crimes committed against SMEs, 
the higher the likelihood entrepreneurs feel that the region where their companies are 
placed is unsafe for doing business. Others have found that high violent and property 
crime rates are associated with business failure and mobility (Hipp et al. 2019). Secu-
rity and criminality are important factors when deciding to establish a new company 
or move to a new location (Masurel 2004). McDaniel et al. (2021) emphasized that 
crime levels significantly influence a region’s reputation as a viable place for suc-
cessful business. Regions with high crime rates are not considered stable and safe 
business environments (Hipp et al. 2019; Moir et al. 2024) and risk losing potential 
investors and new entrepreneurs since individuals seek better opportunities in other 
areas (Churchill et al. 2023). The results of our study also demonstrate that the higher 
the number of crimes committed against businesses, the less trust entrepreneurs have 
in the police and local administration. With a cross-sectional design it is impossible 
to infer causation, but these findings align closely with well-established patterns in 
the general victimization and fear-of-crime literature. Research on individual victims 
consistently shows that repeated victimization and perceptions of ineffective polic-
ing erode trust in authorities and reduce the likelihood of reporting crimes (Skogan 
1984; Goudriaan et al., 2006; Jackson 2004). Similarly, fear of crime has been shown 
to increase not only as a consequence of direct victimization but also through dimin-
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ished confidence in institutional guardianship and expectations of police inaction 
(Ferraro 1995; Tarling & Morris 2010). Our results suggest that these conventional 
mechanisms may also operate in the context of SMEs, despite the organizational 
nature of victimization, reinforcing the relevance of broader victimization theories 
for understanding entrepreneurs’ reporting behavior and trust in institutions. Trust, 
like other core facets of relational social capital, such as support and cooperation 
between social bodies, mediate the relationship between crime and entrepreneurship 
(Churchill et al. 2023). However, in our study, a large proportion of entrepreneurs 
indicated that they thought most of the crimes committed against businesses reported 
to the police were never solved, and almost 25% of the entrepreneurs affected by 
crime had not reported it to the police.

Report to the police was more likely in cases of high economic loss, consistent 
with findings disclosed in previous research in other countries (Ojo et al. 2021; Xie et 
al. 2024). This may be due to different factors: first, if the loss is not too significant, 
entrepreneurs may feel that involving the police is not worth the effort. Second, in 
some cases, business owners may fear reputational damage or decide that they can 
handle the situation without law enforcement intervention (Ojo et al. 2021; Cooke & 
Zhang 2020). Third, crime insurance claims are only possible if the crime is reported. 
In our study, the company size was also a significant factor. Entrepreneurs with more 
employees were more likely to report the crimes against their businesses to the police 
compared to smaller companies. A similar result was found by Kennedy (2022), who 
explored SMEs' benefit from public–private law enforcement partnerships. This is 
not a surprising result since crime opportunities are higher in larger companies, so 
they also suffer a higher crime rate and economic losses than smaller companies. 
However, entrepreneurs with a higher number of employees may also feel a higher 
responsibility to the people they employ. On the other hand, a large workforce has 
more substantial resources to interact with law enforcement and, possibly, a higher 
degree of interest in protecting their reputation and assets. This was a matter not 
explored by us in this study but is interesting to consider for future research.

Previous studies indicated that factors such as the area in which the SMEs are 
located, the type of crime, and the business sector also influence entrepreneurs’ deci-
sions to report the crimes against their businesses to the police (Masurel 2004; Ken-
nedy 2022; Ojo et al. 2021; Rosenthal & Ross 2010; Taylor 2002). Regarding the 
type of crime, we found that theft and vandalism were more likely to be reported to 
the police than cybercrime. This seems to be normal in the context of the European 
Union, where a survey conducted in 2022 revealed that 52% of SMEs that were 
cyberattacked did not report it to law enforcement authorities because they decided 
to manage the situation internally (European Union 2022). It has been suggested that 
cybercrimes or financial fraud often go unreported as they may be less noticeable 
to business owners and due to the complexity of their investigation (Fe & Sanfelice 
2022). In contrast, physical crimes such as robbery and vandalism are more reported 
since they are perceived as more direct threats towards business operations (Fe & 
Sanfelice 2022; Graham et al. 2019).

Van de Weijer et al. (2021) found that when entrepreneurs reported cybercrimes 
to the police, they felt the police were indifferent and the problem was not solved. 
Adriko and Nurse (2024) pointed out that enterprises may not report for fear of repu-
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tational damage and exposure. However, failure to report to the police might have 
deeper motives. For instance, Lamb et al. (2024) stated that entrepreneurs’ frustra-
tions and anxieties did not primarily focus on the type of crime they suffered but 
instead on the perception of police abandonment and the perception that the police 
did not recognize or value the crime committed against their businesses. Consistent 
with these previous studies, we found that only a small percentage agreed that most 
of the time, the police act quickly when a crime occurs. Furthermore, the results of 
our study point out that the higher the number of crimes committed against SMEs, the 
higher the entrepreneurs' lack of trust in the police, the local administration, and the 
justice system. Lack of confidence in the police was a major reason Ojo et al. (2021) 
found that SMEs did not report crimes in specific neighborhoods in their study in 
Northern Ireland, besides the perception that some crimes were too minor and not 
worth the time-consuming reporting process. On the other hand, we cannot discard 
the possibility that factors such as entrepreneurs from racial/ethnic minorities and 
perceived lower socioeconomic groups may also be more reluctant to report, as gen-
eral crime victimization surveys indicate (Cooke & Zhang 2020; Kääriäinen & Sirén, 
2010). This is another topic not exploited by us but of interest for future research.

Our study points to the fact that many entrepreneurs took into their hands the 
protection of their businesses and implemented certain actions against crime, which 
were more likely among those entrepreneurs who did not report crimes to the police. 
Consistent with the fact that cybercrime is the type of crime that entrepreneurs less 
report to the police, half of the participants implemented some type of firewall/anti-
virus protection or contracted an IT service provider. This was a concern among all 
entrepreneurs, those whose companies had been directly affected by crime in the 
prior five years, and those who had not. However, it was especially concerning for 
those who suffered some type of cyberattack. It is not surprising that prior cybercrime 
experiences impact the fear the entrepreneurs feel of new attacks and, therefore, 
move them to act. Arroyabe et al. (2024) suggested that different sources of concern 
may be involved: some SMEs may be concerned about data loss and privacy issues 
or heavily rely on digital operations and digital means to guarantee supply. We found 
that the contract of insurance was also more frequent among entrepreneurs who suf-
fered cybercrime, which can be strategic to benefit from the insurer’s expertise in 
cybersecurity (Adriko & Nurse 2024).

Regarding property crime (e.g. theft, shoplifting, vandalism), we found that sev-
eral strategies were frequently implemented by the entrepreneurs, such as the instal-
lation of CCTV cameras, safety doors and locks, protective bars in windows, and 
contracting a private security service, to increase surveillance and guardianship, the 
type of crime prevention measures that Routine Activity Theory prescribes (Cohen & 
Felson 1979). Entrepreneurs can apply such measures since social prevention meth-
ods are less dependent on them. Our results align with the findings by Goldberg et 
al. (2014), who reported that the visual presence of surveillance technologies such as 
surveillance cameras or security systems helps reduce property crimes. Visual secu-
rity with cameras creates a sense that crime will be recorded, which eventually deters 
potential offenders.

When interpreted more explicitly through the framework of situational crime pre-
vention (Clarke 1995), the preventive mechanisms implemented by the SMEs in our 
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study can be understood as strategies that aim to reduce criminal opportunities. Phys-
ical security measures such as reinforced doors, locks, and protective bars primarily 
function by increasing the effort required to offend, while CCTV cameras and private 
security services increase the perceived risk of detection. In the digital environment, 
firewall protection and IT security services are directed at increasing technical effort 
and enhancing monitoring capacity, thereby limiting opportunities for cybercrime. 
These findings suggest that SMEs tend to rely on opportunity-reduction strate-
gies rather than structural or social prevention approaches. Entrepreneurs attempt 
to adjust situational conditions to address perceived gaps in formal guardianship. 
One final finding of our study was that entrepreneurs prefer authoritarian policies 
(i.e., more police patrolling the streets, harsher penalties for offenders, and harsher 
migration policies) to social policies (i.e., crime prevention in schools and increased 
social welfare) if their companies suffer a high number of crimes and if they feel the 
region is unsafe for doing business. Social prevention policies, especially prevention 
in schools to prevent young people from committing crimes, were pointed out by all 
entrepreneurs without distinction. Therefore, crime shapes opinion, and opinion can 
shape policy.

Conclusion

A high proportion of SMEs are targeted by crime, in particular cybercrime, which 
affects their operations and the trust entrepreneurs place in the police and other public 
institutions. Due to their smaller size, SMEs have greater difficulty recovering from 
higher costs caused by crime at the same level of production. In these circumstances, 
SMEs’ business sustainability may be compromised, and in the long run, the drain 
of entrepreneurial activity because of crime will hinder economic growth and devel-
opment in the region, a scenario that local governments will want to avoid. Crime 
victimization is not reported to the police by a large percentage of those affected, cre-
ating challenges when defining crime prevention strategies. Whatever motives entre-
preneurs have not to report crimes to the police may give offenders the perception 
that there are no punitive consequences for their crimes and, in this way, reinforce 
their criminal activity. Entrepreneurs are compelled to implement security measures 
at their own expense, thereby increasing the cost of doing business while insecurity 
persists. Encouraging entrepreneurs to report to the police, streamlining the reporting 
process, and building trust in authorities should be prioritized in local crime preven-
tion policies.

Limitations of the study

The results of our study must be seen in light of its methodological limitations. First, 
we could not have access to a probabilistic sample of SMEs. We proceeded with con-
venience sampling, recruiting entrepreneurs through a large association of SMEs in 
Sweden. Another limitation is the low response rate (5.6%) obtained during the four 
months of data collection. In this regard, we acknowledge that the results from our 
sample may be biased. The entrepreneurs who volunteered to answer the question-
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naire may be those who felt more motivated, either because they had been directly 
affected by crime against their businesses (overrepresentation of victimized entre-
preneurs), because they felt more vulnerable (overrepresentation of those who felt 
unsafe), or because they had spent more effort and resources protecting their busi-
nesses (overrepresentation of highly security-conscious firms). Therefore, we can-
not guarantee that the picture in our results accurately represents the situation of all 
SMEs in Sweden.

However, the crime prevalence observed in our sample is consistent with findings 
from previous national and international studies on crime against SMEs, and the 
achieved sample size is comparable to that of similar survey-based studies focus-
ing on the business sector. Low response rates are a well-documented challenge in 
contemporary survey research, particularly in studies relying on online data collec-
tion and convenience samples. Methodological research shows that response rates in 
online surveys frequently fall below 10 percent and, in many cases, below 5 percent, 
especially when targeting professionals or business owners who face high time con-
straints (Nulty 2008; Cook et al. 2000; Baruch & Holtom 2008).

The interpretations offered above should be considered in light of the study 
design’s analytical boundaries. Because the data are cross-sectional and based on 
voluntary survey participation, the analyses identify associations rather than direc-
tional or causal relationships. For example, although lower levels of trust in the 
police are associated with a reduced likelihood of reporting crime, the present data 
do not allow us to determine whether diminished trust discourages reporting, whether 
negative experiences with reporting erode trust, or whether both processes operate 
simultaneously. Similarly, the observed preference among some entrepreneurs for 
more punitive or safety-oriented policies should not be interpreted as evidence of 
any ideological commitment. Attitudes expressed in the aftermath of victimization 
are likely to reflect emotional responses and heightened perceptions of vulnerability 
rather than stable political orientations. Moreover, as previously mentioned, given 
the low response rates, the findings may capture the sentiments of particularly crime-
exposed or concerned SMEs rather than indicate shifts in entrepreneurs’ opinions at 
the national level. Accordingly, the policy implications discussed above should be 
understood as reflecting patterns among respondents in this sample and as indicative 
of potential dynamics in crime-affected business environments, rather than as evi-
dence of causal mechanisms or generalized transformations in the political attitudes 
of Swedish entrepreneurs.

An additional limitation concerns the sample composition and recruitment. 
Respondents were predominantly owners of micro-enterprises and were recruited 
through a single national business association, which means the findings primar-
ily capture the experiences and perceptions of smaller firms within that network. 
Micro-enterprises often face distinct resource constraints, organizational structures, 
and vulnerabilities compared with medium-sized or large firms, and their responses 
to crime are likely to differ in important ways. Future studies should aim to collect 
data from larger companies, other business sectors with different operational profiles, 
or national contexts with different policy frameworks and legal traditions. Future 
research would benefit from replicating this study across a broader range of firm sizes 
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and sectoral compositions to assess the robustness and comparative relevance of the 
patterns identified in our study.
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