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Eicient irmware distributions in energy-harvesting (EH) LoRa networks require that EH LoRa sensors simultaneously

receive data fragments from a server without facing power failures. This requirement is diicult to satisfy due to the impact

of EH rates and LoRa transmission parameters on the eiciency of irmware distributions. We present FioRa+, a novel energy

neutrality-aware multicast irmware distribution framework for EH LoRa networks. It gradually distributes a irmware image

to EH LoRa sensors in an energy-neutral manner according to their future energy availability predicted using embedded

machine learning models. Consequently, the need for additional irmware distributions caused by unsuccessful irmware

image reconstructions is reduced. Through one-hop neighbor discovery, on-demand relay, lexible energy query, and coverage

assessment mechanisms, FioRa+ ensures that all EH LoRa sensors can receive data fragments from the server at the scheduled

time using high data rates. Equipped with a relay scheduling algorithm, it circumvents the collision of data fragments

relayed by EH LoRa sensors using identical data rates. The experimental results show that FioRa+ renders up to 113× shorter

distribution time and 22.7× less distribution overhead than the state of the art.

CCS Concepts: · Networks → Network management; · Computer systems organization → Sensor networks; ·

Hardware→ Renewable energy.

Additional Key Words and Phrases: LoRa, multicast, over-the-air irmware update, energy harvesting, energy neutrality

1 Introduction

The prolonged lifetime of energy-harvesting (EH) LoRa networks necessitates the use of remote programming to
make irmware updates available throughout the deployment. Nonetheless, performing irmware updates over
the air (FUOTA) to completion in such networks is challenging because EH LoRa sensors are subject to power
failures which bring about intermittent operation [15, 17, 22]. In EH LoRa networks that execute server-initiated
multicast irmware distribution packages [7, 9], the intermittent operation causes EH LoRa sensors to fail to
receive irmware data distributed by the server whenever they run out of harvested energy and temporarily shut
down. Given EH LoRa sensors’ harvested-energy availability varies across time and space [17, 18], the multicast
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irmware distributions are thus deemed ineicient and unreliable if EH LoRa sensors have inadequate energy to
simultaneously receive irmware data from the server during a conigured multicast session. Consequently, the
server may be required to perform additional irmware distributions until all EH LoRa sensors in a multicast
group can reconstruct irmware images, increasing the overhead of irmware distributions. Besides, using energy-
ineicient LoRa transmission parameters during multicast irmware distributions exacerbates power failures at
EH LoRa sensors and delays the completion time of irmware updates.

To alleviate such power failures, energy-saving techniques may be applied to minimize the energy consumption
of EH LoRa sensors during the conigured multicast session. For example, the server may use high data rates (DRs)
to enable fast and energy-eicient multicast irmware distributions at the expense of irmware distribution
coverage [1]. Additionally, it may employ diferencing and compression algorithms [27, 31] to decrease the size
of irmware data to be distributed. After receiving the irmware data, each EH LoRa sensor may shorten the time
spent erasing and writing lash memory [22] to further minimize energy consumption. Despite being beneicial,
the existing energy-saving techniques are, however, originally designed for battery-powered LoRa networks
and/or neglect the spatio-temporal heterogeneity of EH rates among EH LoRa sensors during multicast irmware
distributions. In addition, they cannot ascertain if EH LoRa sensors can deinitely be active at the scheduled time.
Enabling eicient multicast irmware distributions in the face of intermittent operation thus remains an open
problem.

We propose FioRa+, a novel energy neutrality-aware multicast Firmware distribution framework for EH LoRa
networks. As the name suggests, it is an extension of our previous work called FioRa [19]. Aiming to minimize
both the completion time of irmware update and the overhead of irmware distributions, FioRa+ allows the
server to, at the highest possible DR, distribute irmware data (i.e., data fragments) in an energy-neutral manner
according to sensors’ predictive energy availability. Given EH LoRa sensors may not have enough energy to
stay active and receive all data fragments simultaneously, the server spreads irmware distributions out across
multiple multicast sessions. For each multicast session, the session duration and the size of the irmware data
to be distributed are decided based on the sensors’ predictive energy availability and the DR in use. Using the
predictive (i.e., future) energy availability is beneicial because, following the speciication [9], the multicast
session is usually conigured in advance [1]. To speed up the completion of irmware updates, the server uses the
highest possible DR (i.e., high DRs feature large data payloads, short airtime, and low energy consumption) for
multicast irmware distributions, so as to maximize irmware data received by EH LoRa sensors per each multicast
session. Unlike FioRa, FioRa+ further allows the server to adaptively schedule multicast irmware distributions at
any time when a data reception rate is maximized.

Indeed, enabling energy neutrality-aware multicast irmware distributions in EH LoRa networks using high DR
raises four main challenges. First, it is required that, despite using high DR, the multicast irmware distributions
must cover all EH LoRa sensors in the multicast group. Second, to avoid power failures during multicast irmware
distributions, it is essential for the server to obtain accurate information about EH LoRa sensors’ future harvested
energy availability at a low cost. Third, considering that EH LoRa sensors operate intermittently (i.e., they may
not have adequate energy to be active at the same time), it is crucial for the server to igure out when the multicast
irmware distributions should be scheduled. Fourth, given the heterogeneity of EH rates among EH LoRa sensors,
the server must determine a session coniguration that ensures the coverage of multicast irmware distributions
and minimizes the completion time of irmware updates without causing power failures.

To tackle the irst challenge, we equip FioRa+ with two novel mechanisms called on-demand relay and one-hop

neighbor discovery, both of which operate in an energy-neutral manner. Through the former mechanism, FioRa+
allows EH LoRa sensors (aka relay sensors) to forward data fragments directly received from the server, provided
that the multicast irmware distributions performed by the server do not reach all sensors in the multicast
group. Assisted by the latter mechanism, FioRa+ ensures that, after the former mechanism is performed, all
the unreachable EH LoRa sensors are ultimately covered by the multicast irmware distributions. Given recent
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Table 1. The Number of LoRa Packets and The Time Required to Distribute The Firmware Image of 50 kB Using Diferent

DRs under 10% DC Restrictions in EU868 Frequency Plan [8]

DR BW (kHz) SF Bit Rate (bps) Payload Size (B) Airtime (s) Packets Duration (h)

0 125 12 250 48 2.79 1042 8.1
1 125 11 440 48 1.48 1042 4.3
2 125 10 980 48 0.7 1042 2.0
3 125 9 1760 112 0.68 447 0.8
4 125 8 3125 239 0.7 210 0.4
5 125 7 5470 239 0.39 210 0.2

advances in embedded machine learning (ML), EH LoRa sensors start training/updating embedded ML models
for accurate EH predictions [11, 26] and management [17, 18, 20] locally and never transmit EH information
to the server. To address the second challenge and the third challenge, we thus supply FioRa+ with a lexible
energy query mechanism. This mechanism enables the server to adaptively obtain information concerning the
predictive harvested-energy availability and the good timing of irmware update from each EH LoRa sensor before
coniguring a multicast session. Considering an array of time-slotted predictive energy availability reported, the
good timing of irmware update regards as the time when EH LoRa sensors’ data reception rates can be maximized.
As for the fourth challenge, we furnish FioRa+ with an adaptive multicast session management algorithm. This
algorithm helps the server select the good timing, the relay sensors, and the DRs (i.e., the server and the relay
sensors may use diferent DRs for multicast irmware distributions) that maximize the data reception rate while
ensuring the full coverage of multicast irmware distributions. To alleviate signal collisions at out-of-range
sensors (i.e., EH LoRa sensors that receive irmware data from relay sensors), we further provide the server with
a relay scheduling algorithm. With this algorithm, the server can spread data fragments relayed using the same
DR (i.e., the same spreading factor (SF) and bandwidth) over diferent time slots to avoid signal collisions.

Through trace-driven simulations, the experimental results show that FioRa+ minimizes the distribution time
of irmware images by up to 113× and the overhead of irmware distributions by up to 22.7× compared with the
state of the art. With the lexible energy query mechanism, it also reduces unsuccessful energy queries by up to
3× compared with FioRa.

In summary, we make three major contributions:

• We propose FioRa+, the irst energy neutrality-aware multicast irmware distribution framework for EH
LoRa networks. By selecting the update timing and the session coniguration that maximize the irmware
data distributed in an energy-neutral manner, FioRa+ speeds up the completion of irmware updates while
minimizing the overhead of irmware distributions.
• We present novel one-hop neighbor discovery, lexible energy query, and time-slotted on-demand relay
mechanisms as part of FioRa+. Together, these mechanisms ensure that the multicast group of EH LoRa
sensors can successfully receive the maximum amount of irmware data at the scheduled time using high
DRs.
• We investigate the impact of duty cycle regulations on the performance of multicast irmware distributions
in EH LoRa networks. Compared to existing methods, the experimental results illustrate that FioRa+ can
successfully distribute the larger sizes of irmware images regardless of duty cycle restrictions.

ACM Trans. Sensor Netw.
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2 Background and Motivation

This section provides the background information necessary to understand FUOTA speciications [7, 9] for LoRa
networks. After discussing the impact of intermittent operation on the eiciency of existing FUOTA solutions,
we motivate the need to bring energy-neutral operation (ENO) to multicast irmware distributions in EH LoRa
networks.

2.1 Background

The ability to perform FUOTA is the key to secure, up-to-date, and long-lived Internet-of-Things (IoT) systems.
Aiming to activate this ability in LoRa networks, LoRa Alliance has rendered two speciications (i.e., remote

multicast setup [9] and fragmented data block transport [7]), both of which run at the application layer of LoRa
Wide Area Network (LoRaWAN) [6] protocol stack. Taken together, these speciications enable multicast irmware
distributions, defeating the well-known limitations of LoRa networks (e.g., low DRs, duty cycle (DC) restrictions,
and limited downlink capacity [1]). We provide an overview of LoRa networks and explain multicast irmware
distributions in more detail below.

2.1.1 LoRa Networks. LoRa is a radio technology building on a proprietary modulation technique called chirp
spread spectrum (CSS) [28, 32]. It enables energy-eicient, long-range, low data-rate wireless communications [2]
for resource-constrained IoT systems. Aiming to trade DR and energy eiciency for communication range and
interference immunity [33], LoRa incorporates diferent transmission parameters that can be ine-tuned. These
parameters include transmission power, SF, channel frequency, bandwidth (BW), and coding rate [30]. Following
a popular medium access control (MAC) protocol called LoRaWAN [6], SF and BW parameters are systematically
organized to represent diferent DRs. Given a BW is ixed, an increase in SFs (i.e., LoRa supports six common
SFs ranging from 7 to 12) lowers the DRs (aka bit rates) [21]. As shown in Table 1, given a BW of 125 kHz,
SF7 (denoted as DR5) ofers approximately 21× higher bit rates when compared to SF12 (denoted as DR0). Thanks
to the orthogonality of SFs, LoRa packets modulated using diferent SFs can occur simultaneously in the same
channel without collisions [3].

A LoRaWAN-based network typically consists of three main components: LoRa sensors, a LoRa gateway, and a
server [12]. Laid in a single-hop star topology [4], the LoRa sensors talk to the server via the LoRa gateway [5].
To trade energy consumption for downlink communication capability, LoRaWAN supports three operational
modes: Class A, Class B, and Class C [2]. Operating in a Class A mode, a LoRa sensor (a so-called Class A device)
spends most of the time asleep. As illustrated in Figure 1a, the server may use one of the two receive windows
(i.e., RX1 and RX2) opened after each uplink transmission (TX) to initiate a downlink communication to the
LoRa sensor. Unlike Class A sensor, Figure 1b shows that a Class C device/sensor continuously opens a second
receive window (RX2) for possible downlink communications. Consequently, the server can reach Class C sensor
anytime, provided that it is not transmitting, listening to the irst receive window (RX1), or shutting down. A
Class B sensor, on the other hand, opens extra receive window(s) at the scheduled time(s) periodically to increase
the capability of downlink communications. We refer the reader to the existing LoRaWAN speciication [6] for
more details on each operational mode. It is worth noting that, due to the complexity of Class B operations, we
only focus on Class A and Class C operations in this article.
Regardless of operational modes, in a region where DCs are regulated (e.g., Europe), a radio transmitter

(i.e., a LoRa sensor and/or a LoRa gateway) has to wait for a �of duration before being able to initiate the next
transmission in the same frequency resource (e.g., the same sub-band) [10]. Equation 1 shows how�of is calculated.
Here, �on, �of, and DC denote the time on air (aka airtime), the of time, and the maximum percentage of time
whereby the transmitter can use the same frequency resource [2], respectively.
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Fig. 1. Examples of how LoRaWAN Class A and Class C devices operate in EU868 frequency plan
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2.1.2 Multicast Firmware Distributions. To initiate FUOTA processes in LoRa networks, the server identiies a
group of LoRa sensors to be updated and generates a irmware image accordingly. If the irmware image does not
it in an application payload (e.g., 51 bytes for DR2 in EU868 frequency plan [8]), the server breaks that irmware
image into data fragments of equal size. After adding padding bytes, Table 1 exempliies that the irmware image
of 50 kB can be divided into 1042 data fragments of 48 bytes each (exclusive of a 3-byte-long fragment header [7])
when using DR2. With that, the server generates coded data fragments by using a forward error correction code to
add redundancy [7]. In the face of packet losses, LoRa sensors can reconstruct the irmware image independently,
provided they suiciently receive the coded data fragments from the server.

As shown in Figure 2, to transmit the (coded) data fragments to the group of LoRa sensors at once, the server
irst sends two commands to, respectively, program multicast and fragmentation contexts on each LoRa sensor.
Upon answering these commands, the LoRa sensor requests the current network time from the server for the
sake of clock synchronization. After the LoRa sensor’s clock is synchronized, the server sends a multicast session
command to instruct the LoRa sensor to start operating in a receiving mode (e.g., a Class C mode) at the agreed
time for at most a requested duration. Along with the previous instructions, the server also informs the LoRa
sensor of the DR (i.e., the systematic representation of SF and BW) and the channel to listen for the transmitted
data fragments. When the scheduled time is reached, the server starts transmitting/distributing the data fragments
in a multicast manner while all LoRa sensors in the (multicast) group enter the receive mode accordingly. By
sharing the same multicast address, security keys, and session conigurations (e.g., DR, channel, and session
duration), all LoRa sensors in the multicast group receive data fragments from the server simultaneously as
if they are a single device. To conserve the available energy, LoRa sensors may revert to an energy-eicient
mode (i.e., Class A) immediately after receiving suicient data fragments (i.e., irmware data) for irmware image
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Fig. 3. The impact of power failures on the eficiency of multicast firmware distributions in EH LoRa networks

reconstructions. After multicast irmware distributions are over, the server may send a command to each LoRa
sensor in a unicast manner to query its FUOTA status.

2.2 Motivation

Although existing work on FUOTA processes in LoRa networks has standardized application-layer protocols
for multicast irmware distributions [7, 9], studied the impact of diferent transmission parameters on irmware
distribution coverage/eiciency [1], or proposed sophisticated techniques to uplift the energy eiciency and
reliability of FUOTA processes [27], enabling eicient multicast irmware distributions in EH LoRa networks still
remains an open problem. Unlike traditional LoRa sensors that operate reliably until their single-use batteries
are exhausted [16], EH LoRa sensors operate intermittently. Namely, they oscillate between functioning and
shutting down thanks to the temporary power failures caused by the unpredictability of EH rates [22] and the
limited capacity of rechargeable energy storage [18]. Given a mismatch between the harvested energy residing in
energy storage and the energy consumed by FUOTA processes (i.e., FUOTA processes are energy consuming
[22, 27]), EH LoRa sensors may sufer multiple power failures during multicast irmware distributions. In regions
where DC restrictions are regulated, frequent power failures are likely unavoidable because of a relatively long
multicast session whereby EH LoRa sensors are required to listen for data fragments. As exempliied in Table 1,

ACM Trans. Sensor Netw.
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being compliant with 10% DC restrictions, the server takes roughly 8 hours to distribute the irmware image of 50
kB using the lowest DR (i.e., DR0). As exhibited on the left of Figure 3, if all (coded) data fragments are distributed
within one long multicast session, EH LoRa sensors with insuicient energy will temporarily shut down and
miss distributed data fragments. The insuicient reception of data fragments leads to a failure of irmware image
reconstructions and additional irmware distributions that follow.
To demonstrate the necessity of our work, the right of Figure 3 exhibits the performance gain that can

be obtained if multicast irmware distributions are performed in an energy-neutral manner. By spreading
irmware distributions out across multiple multicast sessions, and for each multicast session, matching the energy
consumption (i.e., occurrences) of irmware distributions to the harvested energy that EH LoRa sensors mutually
have, all EH LoRa sensors can simultaneously receive data fragments from the server without encountering power
failures. Consequently, the need for additional irmware distributions caused by insuicient irmware reception is
declined. To circumvent a waste of harvested energy, the session duration should exactly accommodate irmware
distributions performed in the multicast session. By doing so, EH LoRa sensors can immediately revert to Class A
whenever the multicast session expires. Moreover, to make the most of energy harvested by EH LoRa sensors,
the server should distribute data fragments using high DR to maximize the irmware data received by EH LoRa
sensors per each multicast session. As illustrated in Table 1, using high DRs decreases the time required to
distribute the entire irmware image. Therefore, performing multicast irmware distributions in an energy-neutral
manner using high DR is essential to minimize the completion time of irmware updates and the overhead of
irmware distributions.

3 Related Work

FUOTA processes usually refer to downloading a large ile from a remote server to one or more embedded sensors
over a wireless link [1, 22]. Nowadays, the ile to be downloaded is not limited to a traditional irmware image
that facilitates software updates or security patches. With the emergence of embedded ML, embedded sensors
in smart IoT applications make use of FUOTA processes to download an embedded ML model [23] or model
weights [31] trained on the (edge) server for the sake of incremental learning. Despite their advantages, FUOTA
processes are deemed memory intensive, energy-consuming, and sensitive to packet errors/losses [27]. When
the embedded sensors are powered by EH, performing FUOTA processes to completion becomes even more
challenging because of the frequent power failures [22] that hinder irmware reception and updates [31].
Several FUOTA techniques have recently been proposed to tackle the above challenges. For example, [22]

presented a method called light lash write to reduce the time spent erasing and writing a irmware image to an
EH sensor’s lash memory to minimize energy consumption. A reinforcement technique is also proposed to allow
the EH sensor to rewrite the irmware image using a default lash erase/write coniguration to increase data
retention time. Regarding the over-the-air update of deep-learning weights on an EH sensor, [31] introduced
three techniques called delta encoding, data transmission optimization, and runtime support. These techniques
minimize the number of data transmissions while allowing the EH sensor to request a chunk of deep-learning
weights based on the available energy and intermittently perform the model update. To enable energy-eicient
and reliable FUOTA processes in (battery-powered) LoRa networks, [27] proposed a FUOTA system called FLoRa.
It incorporates delta scripting and channel coding techniques to reduce the size of irmware data to be distributed
and deal with packet losses and symbol errors. Moreover, as part of FLoRa, a beamforming technique enables the
server/gateway to transmit data fragments to a smaller group of LoRa sensors in a unicast manner, provided that
they do not suiciently receive data fragments during multicast irmware distributions.
Unlike the existing work, our proposed framework enables energy neutrality-aware FUOTA in EH LoRa

networks. By performing multicast irmware distributions at high DR(s) as per the harvested energy mutually

ACM Trans. Sensor Netw.
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Fig. 4. The impacts of diferent DRs and the one-hop relay mechanism on the coverage and the success of multicast firmware

distributions

has by EH LoRa sensors, FioRa+ minimizes both the completion time of irmware update and the overhead of
irmware distributions.

4 System Model

At the core of FioRa+ is server’s ability to spread irmware distributions out across multiple multicast sessions.
For each multicast session, the server performs multicast irmware distributions in an energy-neutral manner
using high DR. With this ability, the server ensures that, despite having diferent EH rates, EH LoRa sensors can
simultaneously receive asmuch irmware data as possible without encountering power failures. Nonetheless, using
high DR for multicast irmware distributions raises concerns about a decrease in irmware distribution coverage.
As exempliied in Figure 4a, despite high DR (i.e., DR4) helps bring the irmware reception/reconstruction at
one of EH LoRa sensors with low EH rates to a success, it renders the limited coverage of multicast irmware
distributions when compared to low DR (i.e., DR2). Although employing multiple LoRa gateways or a mobile LoRa
gateway can increase both the coverage and DR of multicast irmware distributions [1], this solution literally

ACM Trans. Sensor Netw.
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tions

comes with the higher cost of deployment. To overcome this issue at low cost, we thus equip FioRa+ with a
one-hop relay mechanism, so as to expand the coverage of multicast irmware distributions. As illustrated in
Figure 4b, this mechanism enables two-hop communications from a LoRa gateway. In addition to expanding the
distribution coverage, as also illustrated on the right of Figure 4b, the use of higher DR for relay-enabled multicast
irmware distributions likely increases the success of irmware image reconstructions at EH LoRa sensors with
low EH rates. Coupled such relay mechanism with careful energy management, FioRa+ makes sure that all the
irmware data distributed by the server can be forwarded by relay sensors without incurring power failures. We
detail the relay mechanism and the energy management technique below.

4.1 On-demand Relay Mechanism

In FioRa+, the relay mechanism is on demand. Aiming to keep coniguration costs and complexity to a minimum,
the on-demand relay mechanism is designed to enable two-hop multicast irmware distributions from the LoRa
gateway. As the name suggests, this mechanism is activated only when the server cannot reach all EH LoRa
sensors using a particular DR. We detail two more mechanisms proposed to ensure irmware distribution coverage
and to select multicast session conigurations (e.g., DRs and relay sensors) later in Section 5. For now, let us
assume that high DR is used by both the server/gateway and the relay sensors. All EH LoRa sensors are within the
irmware distribution coverage after the relay mechanism is performed. The selected relay sensors are those that
ofer the shortest completion time of irmware update. In other words, these conigurations maximize both the
irmware distribution coverage and the amount of distributed irmware data. As high DR renders short airtime
and large application payload, EH LoRa sensors can consume less energy while receiving more irmware data
(i.e., data fragments). Consequently, EH LoRa sensors with low EH rates may complete the irmware update,
provided that they have suicient energy and face less packet losses.

4.2 Energy Management

Given the server may employ multiple multicast sessions to distribute a irmware image, Figure 5 examples how
FioRa+ manages energy consumption during three multicast sessions to achieve energy neutrality. Here, we
assume that the relay mechanism is enabled during all three sessions. Any of Sensors 1, 2, and 3 can possibly
be selected as relay sensors. During a multicast session, one of them manifests the lowest amount of harvested
energy in an EH LoRa network; such network consists of more than three EH LoRa sensors. Assuming also
that the server/gateway and the relay sensors use the same DR for multicast irmware distributions, the energy
consumed by an EH LoRa sensor for transmitting/relaying a data fragment of a particular length is thus higher
than the energy consumed for receiving the data fragment of the same length. The power proile of a real-world

ACM Trans. Sensor Netw.
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EH LoRa sensor demonstrated in [18] validates this claim. For the sake of simplicity, we consider that sensors’
harvested energy is known by the server. We elaborate how the server obtains this information later in Section
5.1. It is obvious that if the relay mechanism is not activated (i.e., the server uses a lower DR to reach all EH
LoRa sensors), the server should perform multicast irmware distributions according to the maximum harvested
energy that all EH LoRa sensors in the network (i.e., a multicast group) commonly have. This is to ensure that
the energy neutrality is achievable. Otherwise, the server has to maximize the irmware data received by EH
LoRa sensors while ensuring that the relay sensors can aford forwarding.

Let us take Session 1 in Figure 5 as an example. We assume that Sensors 1 and 3 are relay sensors and Sensor
2 features the minimum harvested energy. Here, the server cannot perform multicast irmware distributions
according to Sensor 2’s harvested energy (i.e., the maximum harvested energy that all EH LoRa sensors in the
multicast group commonly have). This is because, if Sensors 1 and 3 spend such amount of harvested energy
on receiving data fragments from the server, they will not have suicient energy to relay all the received data
fragments. Instead, the server needs to manage the energy consumed by receiving and relaying operations
such that the amount of irmware data distributed in that session is maximized. When it comes to Session 3,
Sensors 1 and 2 have suicient energy to receive and relay irmware data according to Sensor 3’ harvested energy.
Consequently, the server fully utilizes Sensors 2 and 3’ harvested energy in that session. In other words, Sensors
2 and 3 deplete their energy storage and have no energy residues after Session 3 expires. It is worth emphasizing
that the energy neutrality is achievable as long as EH LoRa sensors face no power failures in the middle of
multicast irmware distributions. Namely, the energy consumed during multicast irmware distributions is not
greater than their energy availabilities. We detail how the server quantiies the amount of data fragments (i.e.,
irmware data) to be distributed in Section 5.3.

5 FioRa+

FioRa+ is an energy neutrality-aware multicast irmware distribution framework for EH LoRa networks. It
is designed to minimize the completion time of irmware updates and the overhead of multicast irmware
distributions. Figure 6 shows an operational low of FioRa+. As an extension of our previous work called
FioRa [19], FioRa+ is equipped with new/upgraded mechanisms. These mechanisms include lexible energy query,
adaptive session management, time-slotted relay scheduling, and coverage assessment. Together, they enable the
adaptive selection of the time and the session conigurations that accelerate multicast irmware distributions
at low cost. This section explains FioRa+’s system components in detail. After describing lexible energy query
and one-hop neighbor discovery mechanisms, adaptive session management, time-slotted relay scheduling, and
coverage assessment algorithms are elucidated.

5.1 Flexible Energy Information Acquisition

Unlike other wireless network technologies for IoT, LoRa networks support server-initiated multicast irmware
distributions. By łserver-initiatedž, it means a server decides when and how to distribute irmware data to a group
of LoRa sensors. Consequently, LoRa sensors have less control over their energy consumption. To have LoRa
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Fig. 8. Successful multicast session setup in FioRa

sensors receive irmware data simultaneously, the server needs to send a set of commands to each LoRa sensor in
a unicast manner before multicast irmware distributions (see Section 2.1). In battery-powered LoRa networks,
it may be adequate for the server to conigure a single multicast session that accommodates the distribution
of a irmware image. Namely, the server instructs LoRa sensors to enter a receive mode (e.g., Class C) for at
most the time duration from the start of multicast irmware distributions until the entire irmware image is
distributed. Nonetheless, such coniguration may be ineicient for EH LoRa networks. Due to the heterogeneity
of EH rates and the limited energy storage capacity, EH LoRa sensors may sufer power failures during multicast
irmware distributions. The power failures cause EH LoRa sensors to miss the distributed irmware data (i.e.,
data fragments) when temporarily shutting down. Before coniguring a multicast session, the server should
thus acquire information about (future) energy availability from all EH LoRa sensors. With that, it conigures
the multicast session and performs multicast irmware distributions in an energy-neutral manner. This ensures
that EH LoRa sensors receive irmware data simultaneously without encountering power failures. As a result, a
irmware image may be fragmented and distributed across multiple multicast sessions. We detailed the design of
energy neutrality-aware multicast irmware distributions in Section 2.2.
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Fig. 9. A flexible energy query mechanism in FioRa+
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A conventional means to obtain energy availability information is to have EH LoRa sensors regularly report
harvested energy and/or battery readings to the server for further processing. With the emergence of embedded
ML for predictive energy management [17, 18, 20], EH LoRa sensors start processing this information locally
without transmitting it to the server. Because the multicast session needs to be conigured beforehand, we
thus rely on an existing embedded ML framework [17, 20] to acquire accurate information about future energy
availability at low cost.

Precisely, FioRa+ allows the server to send an energy query to each EH LoRa sensor in a unicast manner before
coniguring a multicast session. The energy query contains a point in time (denoted as � ) when multicast irmware
distributions may be scheduled. Upon receiving the energy query, as opposed to FioRa where the predictive
energy available at time � is reported (see Figures 7 and 8), a FioRa+ sensor reports an array of time-slotted
predictive energy available from time � to � +� (see Figure 9), where � is limited by the maximum size of the lowest
DR’s application payload (see Table 1). The time-slotted predictive energy is the amount of harvested energy
possibly residing in EH LoRa sensor’s energy storage at the beginning of a time-slot of equal length. Despite an
increase in the size of energy-query response, the cost of reporting the array of predictive harvested energy can
be trivial. In FioRa, as shown in Figure 7, all the successful energy queries/responses will be in vein if the server
cannot determine session conigurations and then conigure a multicast session before the scheduled time of
irmware distributions reaches. Consequently, the server has to reschedule the multicast irmware distributions
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Fig. 11. Energy neutrality-aware multicast one-hop neighbor discovery

at the next time instant and send new energy queries to EH LoRa sensors (see Figure 8), increasing energy query
overhead. Unlike FioRa, as illustrated in Figure 9, FioRa+ allows the server to reuse the time-slotted predictive
energy successfully reported by EH LoRa sensors. If the (initial) scheduled time of irmware distributions reaches
and energy-query responses from some EH LoRa sensors are still missing, the server will postpone the scheduled
time by � time-slots. The number of � time-slots (i.e., the coniguration period) must be suicient for the server to
successfully conigure a multicast session before a new scheduled time reaches. With that, the server send energy
queries containing the new (initial) scheduled time to EH LoRa sensors with no energy-query responses. The
server will start over the energy query mechanism if, at any point in time, the remaining array of time-slotted
predictive energy is shorter than � + � . That is, it sends new energy queries containing a newly scheduled time
to all EH LoRa sensors. Here, the number of extra time-slots (denoted by � ) is customizable. In Section 6, we
consider � = � , where � is set to 3. We explain the beneit of extra time-slots in Sections 5.2 and 5.3. Because
of the lexible use of time-slotted predictive energy, we call FioRa+’s energy query mechanism a lexible energy
query mechanism.
Aiming to synchronize the internal clock to network time, the EH LoRa sensor sends a command called

DeviceTimeReq to the server periodically. The period of clock synchronization depends on the timing accuracy
required by a system developer. Similar to [13], we allow the EH LoRa sensor to transmit a heartbeat message
if it does not communicate with the server for an extended period of time. The server may use one of the two
receive windows opened after such transmission to send the energy query to that EH LoRa sensor. As an example,
Figure 10 illustrates the heartbeat intervals of three EH LoRa sensors denoted by N1, N2, and N3. By knowing
roughly when such EH LoRa sensors communicate, the server can estimate the (initial) starting time of upcoming
multicast irmware distributions. This time instant should be after the last McClassCSessionReq command (i.e.,
the last session setup command) sent to an EH LoRa sensor is responded.
According to Figure 2, the energy query can be sent at any time before McClassCSessionReq command is

transmitted. If the entire irmware image is to be distributed across multiple multicast sessions, the energy query
is sent per each multicast session until the irmware update is brought to an end. Once the energy availability
information of all EH LoRa sensors in the multicast group is collected, the server executes an adaptive session

management algorithm to select appropriate session conigurations (see Section 5.3). With that, the server sends
McClassCSessionReq command to each EH LoRa sensor after session conigurations are determined. For each
multicast session, a fresh transmission of McClassCSessionReq command is needed. Due to the simplicity of
implementation [1], we consider multicast Class C sessions in this article.
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5.2 One-hop Neighbor Discovery

As shown in Table 1, high DRs feature short airtime (i.e., low energy consumption) and large application payloads.
Although these characteristics beneit FUOTA processes, such DRs, unfortunately, possess short transmission
ranges. Considering this trade-of, FioRa+ leverages an on-demand relay mechanism to expand the coverage
of multicast irmware distributions. However, relying on the relay mechanism alone is insuicient. Given EH
LoRa sensors are geographically distributed, we need another mechanism to ensure that all EH LoRa sensors in
the multicast group are covered by the relays. For this reason, we propose a mechanism called one-hop neighbor

discovery. As illustrated in Figure 11, the one-hop neighbor discovery mechanism allows each EH LoRa sensor
to announce its existence to all neighbors using diferent DRs. Tailored to EH LoRa networks, this mechanism
operates in an energy-neutral manner. Namely, it prevents EH LoRa sensors from being unable to detect one-hop
neighbors due to power failures.

We consider that each EH LoRa sensor is given a unique identiier (ID) at the time of deployment. To initiate
the one-hop neighbor discovery mechanism, the server sends McGroupSetupReq command to all networked EH
LoRa sensors in a unicast manner to create a multicast group. This multicast group is not necessarily similar
to that of irmware update. By sharing the same multicast context (e.g., a multicast address), each EH LoRa
sensor in the multicast group can broadcast a hello message containing its ID to neighbors. To have EH LoRa
sensors listen for the hello message simultaneously, McClassCSessionReq command is sent to each EH LoRa
sensor before the neighbor discovery takes place. The McClassCSessionReq command speciies, for example,
the starting time of neighbor discovery, the session duration, and the DR for broadcasting/scanning the hello
message. After overhearing the hello message, as colored in red, EH LoRa sensors store neighbor information
(i.e., ID and corresponding DR) in a data structure. To introduce itself to one-hop neighbors located at diferent
distances, the EH LoRa sensor broadcasts the hello message several times; each time a unique DR is employed.
For example, Sensor 1 (i.e., sensor ID = 1) broadcasts hello messages using DR5 and DR4 in Figure 11. Upon
receiving multiple hello messages from the same neighbor, an EH LoRa sensor (e.g., Sensor 6) only keeps the
highest DR in the data structure and drops the others silently. Storing the highest DR is suicient because it
implies that the corresponding neighbor is also reachable using lower DR(s).
Given the heterogeneity of EH rates and the limited capacity of energy storage, EH LoRa sensors may not

have suicient energy to inish broadcasting and receiving hello messages in one multicast session. Namely, they
cannot broadcast a hello message and then receive those from all other EH LoRa sensors using a conigured DR.
As a solution, we thus spread the neighbor discovery out across multiple multicast sessions in an energy-neutral
manner. Before coniguring a multicast session (i.e., prior to sending McClassCSessionReq command), the server
sends energy queries (see Section 5.1) to all EH LoRa sensors to collect the energy availability information. Based
on the arrays of predictive energy reported by EH LoRa sensors, the server selects the starting time of one-hop
neighbor discovery (i.e., the starting time of multicast session) such that the number of exchanged hello messages
is maximized. Among all the reported time-slotted predictive energy, the time-slot with the highest minimum
predictive energy is selected. Subsequently, the server uses Equations 2 and 3 to calculate a session duration (��)
such that the energy consumption of neighbor discovery does not exceed the maximum energy sharing by all
EH LoRa sensors (���� ). This energy consumption includes the energy consumed by an EH LoRa sensor for
transmitting and receiving hello messages (�ℎ���� ). Indeed, the number of hello messages indicates how many
EH LoRa sensors can broadcast their IDs in the multicast session. Essentially, the energy consumed during the
transmission or reception of a hello message is the product of the transmitting (��� ) or receiving (��� ) power and
the airtime (�ℎ���� ). Once the session duration is determined, the server sends McClassCSessionReq command
to each EH LoRa sensor. Then, the server sends an instruction message to EH LoRa sensors that are selected
to broadcast hello messages in that multicast session. This message contains a slot index. By knowing the slot
indexes and the airtime of the hello message (i.e., slot length), the selected EH LoRa sensors can igure out when
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Algorithm 1: Adaptive multicast session management

1 Input:��,���� , ��� , ��� ,��� ,��� ,�

2 Initialize: �� , � ,��,�� ← ∅, ∅, ∅, ∅
3 Initialize:���� ← 0

4 for �� ∈ � do

5 �� , � ← �� , ∅
6 � ← SelectConfig(GetConfig())

7 if���� < FindMaxB(� ) then
8 ��,�� ← � , �
9 ���� ← FindMaxB(� )

10 function GetConfig():

11 for � ∈ ���� do

12 ��� , ��� , ��� ,� ← ∅, ∅, ∅, ∅

13 ��� ← ��� − �
��
�

14 for � ∈ ��� do
15 � ← ∅

16 � ← GetIDs(��� ) ∩�
��
�

17 �, �, ���� ← FindConfig(�, �, �, ��� , ��� )

18 �� ← {�, �, ���� }

19 if � ∈ ��� then

20 if � < ���� then
21 � ∪ {�}
22 else

23 ��� ∪ {�}

24 ���� ← �

25 ���� ∪ { � }

26 AdjustConfig(�, �,�,��� , ��� , ��� )

27 for � ∈ �
��
�

do

28 if � ∈ ��� then

29 �� ← ���
�

30 ���� ← ⌊�
�
�
/���

��
⌋

31 else
32 �� ← �

33 ���� ← ⌊�
�
�
/���

�
⌋

34 �� ← {∅,��, ���� }

35 �� ← {�
�� , ��� ,�}

36 return �

37 function FindConfig(�, �, �, ��� , ��� ):
38 ���� ← −1

39 for � ∈ � do
40 �� ← GetDR(�,��� )

41 if � ∈ ��� then

42 �� ← min(��, ���
�
)

43 if �� ≥ � then

44 � ← min
(

⌊��
�
/���

��
⌋, ⌊��

�
/���

��
⌋
)

45 if ���� < � then

46 ���� ← �

47 �, � ← �,��
48 return�, �, ����

49 function AdjustConfig(�, �,�,��� , ��� , ��� ):
50 while � ≠ ∅ do
51 � ← GetRelay(�)
52 ��� ← ∅

53 for� ∈ ���� do

54 � ← GetIDs(��� ) ∩�
��
�

55 �, �, ���� ← FindConfig(�,�, �, ��� , ��� )

56 if � ≠� then
57 ��� ∪ {�}

58 if � ∉ ��� then

59 ��� ∪ {� }
60 else
61 if � ∉ � then
62 � ∪ {� }

63 ���� ← �

64 ���� ∪ {�}

65 �� ← {�, �, ���� }

66 ���� ← ���� − ���

67 if ���� = ∅ then

68 ��� ← ��� − {�}

69 ���� ← ∅

70 � ← � − {�}
71 return
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Fig. 12. The selection of data rates and EH LoRa sensors for relaying data fragments

to start broadcasting their IDs. Whether or not being selected, all EH LoRa sensors (if they are not broadcasting
their hello messages) listen for hello messages from neighbors until the conigured session duration expires. To
have EH LoRa sensors broadcast hello messages using diferent DRs, the server conigures multicast sessions
using one DR after another.

�ℎ���� =���

(⌊

���� −�ℎ���� × (��� − ��� )

�ℎ���� × ���

⌋

, 0

)

(2)

�� = �ℎ���� × �ℎ���� (3)

By performing the neighbor discovery mechanism in an energy-neutral manner, it may takes several multicast
sessions (i.e., rounds) to bring such mechanism to an end. Once the neighbor discovery mechanism is over,
the server requests each EH LoRa sensor to report all the neighbor information (i.e., pairs of ID and DR). This
information is then used by the adaptive session management algorithm (i.e., Algorithm 1) to ensure the irmware
distribution coverage and select the appropriate session conigurations (see Section 5.3). By design, the one-hop
neighbor discovery mechanism is executed once during network deployment. Thereafter, it can be activated
whenever the positions of EH LoRa sensors change and/or when new EH LoRa sensors are added to the existing
networks. Consequently, the cost of executing this mechanism is deemed negligible because it occurs occasionally.

5.3 Adaptive Multicast Session Management

This section explains how FioRa+ adopts the mechanisms demonstrated in previous sections for adaptive multicast
session management. From the server’s perspective, the goals of multicast session management are threefold.
The irst is to activate the relay mechanism if necessary. The second is to ensure that irmware distributions
cover the multicast group of EH LoRa sensors. The last is to determine the distribution timing and the session
conigurations that maximize the amount of irmware data distributed in an energy-neutral manner.
Over-the-air irmware update is an energy-intensive task [27]. In EH LoRa networks, the server should thus

employ an energy-eicient DR (i.e., high DR) for multicast irmware distributions. To ind out such DR, FioRa+
allows the server to keep track of the latest DRs used by EH LoRa sensors during uplink communications.
In addition, the server stores EH LoRa sensors’ one-hop neighbor information in a data structure (��). As
described in Section 5.2, this information is obtained by sending requests to EH LoRa sensors after completing
the neighbor discovery mechanism. Once a multicast session for irmware distributions is to be conigured, the
server sends energy queries to all EH LoRa sensors in the multicast group (see Section 5.1). After their responses
are recorded in a data structure, the server equalizes the length of the arrays of predictive energy reported by
EH LoRa sensors (�), so as to ensure that they cover the same time-slots. As previously discussed in Section 5.1,
the length of the arrays (i.e., the number of available time-slots) should be greater than or equal to the extra
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time-slots (i.e., � ). To select the timing (��) and conigurations (�� ) for multicast irmware distributions, the
server then triggers the adaptive multicast session management algorithm (i.e., Algorithm 1). Given all EH LoRa
sensors’ predictive energy available at the time-slot � (denoted by �� ), as shown in Figure 12, the multicast session
management algorithm is executed in two steps. First, the server determines which DRs ensure the coverage of
irmware distributions (���� ). With that determination, it selects the session conigurations (and relay sensors)
that maximize data reception rate in an energy-neutral manner.
Precisely, to estimate the coverage of a particular DR, the server checks whether EH LoRa sensors can hear

irmware data from a LoRa gateway and/or relay sensors using that DR. As explained in Section 4.1, the relay
sensors are considered only when there remain some EH LoRa sensors not covered by the LoRa gateway. To
determine if EH LoRa sensors are reachable by the LoRa gateway, the server searches its data structure for EH
LoRa sensors’ latest DRs. The EH LoRa sensors are considered in the LoRa gateway’s vicinity (��� ) if their latest
DRs are not lower than the DR under consideration. As for EH LoRa sensors covered by relay sensors, the server
uses the one-hop neighbor information stored in its data structure to determine. Here, the EH LoRa sensors are
deemed reachable by the relay sensors if they overhear hello messages from those sensors using that or higher
DRs.
After determining which DRs are usable (���� ), the server executes GetConfig module of Algorithm 1 to

discover possible conigurations (� ) for irmware update for each time-slot. The coniguration of each DR
(�� ; � ∈ ��

�� ) includes pairs of relay sensors (��� ) and their neighbors (��� ) as well as session conigurations (�).
The session conigurations involve the DRs assigned to EH LoRa sensors for receiving (and relaying) data
fragments. Among all the possible time-slots, through SelectConfig and FindMaxB modules, the server selects
the time-slot with conigurations that maximize the irmware data (����) received by the multicast group of EH
LoRa sensors (��� ) for multicast irmware distributions. With that, it conigures a multicast session accordingly.
The amount of irmware data is the product of the number of received data fragments (���� ) and the size of the
application payload in bytes. Depending on the role of an EH LoRa sensor, the number of data fragments received
and possibly relayed by the sensor is the ratio of its predictive harvested energy available at the time � (denoted
by �� ) and the total energy consumed for receiving (��� ) or relaying (��� ) a data fragment. Here, ��� concerns the
energy consumed by the relay sensor for both receiving and relaying the data fragment, whereby diferent DRs
may be used.
While listening to the LoRa gateway using a particular DR, the relay sensors can employ the same or higher

DRs to relay the received data fragments to their neighbors. To select such DRs, the server leverages one-hop
neighbor information to pair out-of-range sensors (i.e., EH LoRa sensors not covered by the LoRa gateway (��� ))
with the relay sensors using the highest possible DRs. Through FindConfig and AdjustConfig modules, the
server keeps inding pairs of relay sensors and neighbors until they converge. Namely, each out-of-range sensor is
assigned to a relay sensor that ofers the maximum amount of distributed irmware data (see the right of Figure 12).
To ensure the simultaneous and consistent reception of irmware data, the server employs the maximum number
of data fragments received and possibly relayed by all EH LoRa sensors to calculate session duration. Basically,
the session duration is the product of such number of data fragments and the time duration (i.e., airtime) for
transmitting a data fragment using the DR selected by the server. If the relay mechanism is enabled, such airtime
will be doubled to accommodate the relay. Whether or not the relay mechanism is activated, the airtime will be
equal to the sum of �on and �of under DC regulations. To convey the session coniguration to an EH LoRa sensor,
McClassCSessionReq command and possibly a notiication message are sent in a unicast manner to conigure
the multicast session and relay contexts. Essentially, the server uses the notiication message to activate a relay
mechanism and program a channel, DR, and time-slot for relaying irmware data on a relay sensor. We explain
the relay slot assignment in Section 5.4.
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Fig. 13. The assignment of diferent time-slots to relay nodes given a 10% duty cycle

5.4 Time-sloted Relay Scheduling

Thanks to the variety of DRs possibly used by relay sensors, the session management algorithm (see Section 5.3)
alleviates signal collisions to some extent. To take collision avoidance to the next level, the relay sensors may
adopt an advanced carrier-sense multiple access technique for LoRa [14] if available. Otherwise, the server may
instruct the relay sensors using the same DRs to forward data fragments at diferent points in time and/or in
diferent channels. If DC restrictions are applied and/or the limited number of channels is of concern, adopting
the former approach (i.e., time-slotted assignment) alone would be more eicient.
As shown in Figure 13, the server may divide the time duration (�of) that the LoRa gateway cannot access a

channel because of DC restrictions into diferent time slots. The length of each time slot is equal to the airtime
(�on) of a data fragment, which depends on the DR in use. Considering diferent DRs employed by the relay
sensors, the server arranges time slots for each DR separately. Due to the orthogonality of SFs, the relay sensors
using diferent DRs can forward data fragments concurrently without causing signal collisions. Aiming to check
signal collisions caused by relay sensors using the same DRs, the server uses one-hop neighbor information
collected from EH LoRa sensors (see Section 5.2). The signal collisions occur whenever the relay sensors can reach
out-of-range sensors assigned to other sensors using the same DRs. To speed up irmware data distributions,
the relay sensors using the same DRs are assigned to the same/earliest time-slots if they cause no collisions. If
signal collisions are unavoidable, the server assigns the relay sensors to the time-slots causing the fewest signal
collisions.
Through the notiication messages discussed in Section 5.3, the server assigns time slots (i.e., slot indexes)

to the relay sensors. By knowing the slot index and the airtime of the data fragment, each relay sensor igures
out when to forward the received data fragment. Essentially, the time-slotted relay scheduling algorithm should
allow the last relay sensors to complete forwarding a bit earlier before the LoRa gateway distributes the next
data fragment. Namely, they cannot relay irmware data in guarded time-slots (GT).

5.5 Coverage Assessment

As exhibited in Figure 6, FioRa+ employs a coverage assessment algorithm to ensure that all EH LoRa sensors
can receive irmware data at once. Through this algorithm, the server checks whether all EH LoRa sensors are
successfully conigured a multicast session. If such coniguration is unsuccessful, the server aborts the scheduled
distributions of irmware data. If the relay mechanism is enabled, the server further determines whether all
notiication messages sent to relay sensors are responded. If some relay sensors fail to response to such messages,
the server estimates if their assigned out-of-range sensors can be covered by other relay sensors using the same
DRs. During such estimation, the server again uses one-hop neighbor information collected from EH LoRa sensors
(see Section 5.2). The server aborts the scheduled multicast irmware distributions if uncovered out-of-range
sensors exist. Namely, there remain one or more out-of-range sensors uncovered by successfully-responding
relay sensors using such conigured DRs. Otherwise, the server proceeds with multicast irmware distributions
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Fig. 14. Solar energy daily harvested by four sensors over 675 days [24, 25]

at the scheduled time. Indeed, aborting multicast irmware distributions is essential to keep traic overhead
to a minimum. To conserve energy storage, FioRa+ allows EH LoRa sensors to convert to a low-power mode
whenever they do not detect any irmware data for a certain amount of time.

6 Simulation and Results

To the best of our knowledge, FioRa+ is the irst framework to address multicast irmware distributions in EH LoRa
networks. For that reason, this section validates its eiciency against the traditional solution in LoRaWAN [9]. To
showcase the eiciency of new/upgraded mechanisms, we further compare the performance of FioRa+ against
FioRa [19] in this article.

6.1 Simulation Environment

6.1.1 Simulation Setup. As a proof of concept, we leveraged a publicly-available indoor solar harvesting
dataset [25] to model our trace-driven simulations. Given battery voltage (���� ) and current (���� ) measure-
ments contained in that dataset, we calculated the energy that four diferent EH nodes (sensors, for short) could
concurrently harvest every hour. These sensors called pos06, pos13, pos14, and pos17were deployed in diferent
monitoring positions and harvested diferent amount of energy. As exhibited in Figure 14, Sensor pos14 harvested

more energy than its counterparts. This is because it was located in a position where exposure to direct sunlight
was expected. As opposed to other sensors, Sensor pos13, on average, harvested the least amount of energy
because it was located in a relatively challenging position. More details of the deployment locations and the EH
conditions of these real-world EH sensors can be found in [24].

To enable accurate trace-driven simulations, we modeled EH LoRa sensors (e.g., energy proiles) according to
an of-the-shelf LoRa device. This LoRa device comprises an Arduino Portenta H7 Lite microcontroller and an
add-on board called Arduino Portenta Vision Shield LoRa®. We considered each EH LoRa sensor to be powered
by a 3.7V 30mAh LiPo rechargeable battery. To enable fruitful operations on our EH LoRa sensors, we modiied
the above EH dataset to support 5W solar panels (see Figure 14). Starting with 10% residual energy in energy
storage, EH LoRa sensors periodically read hourly harvested energy from the dataset to estimate the amount of
harvested energy stored in energy storage for energy consumption. Following a LoRaWAN regional parameter
speciication [8], we considered that a LoRa gateway can reach all EH LoRa sensors using DR2. In case DC
restrictions are enabled, we consider an EH LoRa sensor and a LoRa gateway are subject to 1% (in an uplink
direction) and 10% (in a downlink direction) DCs, respectively. In other words, the DCs restrictions follow EU868
frequency plan [8].
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In our simulations, we considered that EH LoRa sensors regularly sent 10-byte sensing data to a server every
hour. After clock synchronization, multicast group setup, fragmentation session setup, and multicast session
coniguration/management mechanisms were performed, irmware distributions were activated periodically
during the daytime (i.e., at 8 am, 1 pm, and 6 pm) until all EH LoRa sensors received irmware images in full.
No sensing data transmissions ever occurred whenever multicast irmware distributions took place. Given the
limited amount of energy harvested by EH LoRa sensors, several multicast sessions might be required to transmit
varied sizes of irmware images. For each multicast session, control messages related to session coniguration
and/or session management were transmitted separately in a unicast manner before irmware distributions took
place. Regardless of the maximum amount of irmware data remaining to be received by EH LoRa sensors, we
allowed the server to continuously transmit irmware data for one hour at most (i.e., a multicast session duration
was limited to one hour). In other words, the session duration could be shorter than one hour, provided that a
few irmware data remaining to be distributed. This time limitation ensures that EH LoRa sensors could harvest
some energy between any two consecutive multicast sessions and made progress. Throughout the simulations,
packet losses occurred when EH LoRa sensors did not have suicient energy to communicate. If DC restrictions
were enabled, we also considered signal collisions caused by relay sensors using the same DRs. In the face of
unsuccessful session coniguration and/or management due to power failures, the server would wait until all
sensors completed such mechanisms before proceeding with the next stage. As a result, the server might be unable
to distribute irmware data regularly at the aforementioned times of the day. For the simplicity of implementation,
we allowed the server to (re)schedule a new multicast session whenever the (current) scheduled time reached or
the previous multicast session expired.

We divided the above dataset into ive smaller datasets containing time-series data of 135 days each. Considering
each divided dataset contained four diferent sensors, we employed them to model 20 EH LoRa sensors (i.e.,
Sensors 1ś20) deployed in diferent EH conditions as exempliied in Figure 12. These EH LoRa sensors joined a
network as Class A devices and converted to Class C devices during a conigured multicast session. To investigate
the impact of DC restrictions on the eiciency of multicast irmware distributions in EH LoRa networks, we
conducted two experiments whereby DC restrictions are disabled and enabled, respectively. In the irst experiment,
we estimated the performance of diferent frameworks when distributing the varied sizes of irmware images in
the range of 10ś100 kB. Similar to our previous work [19], we considered packet losses occurring only when EH
LoRa sensors had inadequate energy for communications. As the activation of DC restrictions and the limited
size of EH datasets prevent the multicast irmware distributions of some baselines from success, we limited
the size of irmware images distributed in the second experiment to 20 kB. Speciically, we made sure that all
frameworks considered in the second experiment could complete multicast irmware distributions within 105
days. Thanks to the activation of relay signal collisions in a 10% duty-cycled downlink channel, we excluded the
performance evaluation of FioRa from the second experiment. For a fair comparison, we mainly validated the
eiciency of FioRa+ (i.e., FioRa+ was equipped with the time-slotted relay scheduling mechanism to avoid relay
signal collisions) against other baselines whereby relay signal collisions did not exist. From out-of-range sensor’s
perspective, relay signal collisions occurred whenever there were data fragments concurrently transmitted by
diferent relay sensors in its vicinity using the same conigured DR. To point out the outstanding performance of
FioRa+, we further conducted the second experiment separately. In other words, we investigated how the lexible
energy-query mechanism afects the eiciency of FioRa+ in the third experiment. In this experiment, we allowed
the server to distribute the varied sizes of irmware images in the range of 10ś90 kB.
Each simulation terminated when all EH LoRa sensors reported that they had suiciently received irmware

data for irmware image reconstructions. If a relay mechanism was enabled, we instructed a relay sensor to keep
receiving and forwarding irmware data even though it has completely received them. As for an out-of-range
sensor, we enabled it to receive irmware data from any relay sensors, provided that they used the same conigured
DR and were in its vicinity. If the (lexible) energy query mechanism was enabled, we allowed the server to
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launch such mechanism 3 hours (� = 3) prior to the (initial) scheduled time. Aiming to minimize the traic
overhead, we programmed the server not to send any energy query if the current time-slot is one hour/time-slot
away from the (initial) scheduled time. This is to ensure that all EH LoRa sensors could successfully conigure a
multicast session (and possibly relay contexts) before irmware distributions started. If irmware distributions
were aborted, we enabled EH LoRa sensors successfully coniguring a multicast session to scan a downlink
channel for one minute before resuming their application tasks. After the (original) irmware distributions were
completed, the server communicated a command to each EH LoRa sensor individually, requesting its FUOTA
status. If the additional irmware distributions were needed, the amount of irmware data distributed was limited
to the maximum amount of irmware data (inclusive of padding) remaining to be received by any EH LoRa sensor
before successfully reconstructing a irmware image. Furthermore, to facilitate neighbor discovery and emulate
an actual EH LoRa network, we allowed the server to start multicast irmware distribution processes (i.e., to
initiate clock synchronization) after 30 days of deployment.

6.1.2 Baselines. We compared the performance of FioRa+ against diferent baselines. LoRaWAN is a traditional
solution [9] where the server has no knowledge of EH LoRa sensors’ harvested energy during session coniguration.
Consequently, the server distributed irmware data to EH LoRa sensors according to the maximum number
of irmware data remaining to be received, provided that the airtime was not over an hour. ENO (abbreviated
from energy-neutral operation) is a variant of FioRa where the server only distributed irmware data in an
energy-neutral manner without enabling a relay mechanism. Unlike ENO, ENO+ is a variant of FioRa+; it is
equipped with a lexible energy query mechanism. To further investigate the impact of the lexible energy query
mechanism, we divided FioRa+ into two variants whereby the lexible energy query mechanism is enabled and
disabled (NF), respectively. Here, NF stands for łno lexibilityž. By disabling the lexible energy query mechanism,
FioRa+ server is unable to reuse the arrays of time-slotted predictive energy reported by any EH LoRa sensors.
Unlike FioRa (EML), FioRa+ (EML), and FioRa+ (EML-NF) where embedded ML (EML) proposed in [17, 20] was
employed for EH predictions, LoRaWAN, FioRa (OPT), FioRa+ (OPT), FioRa+ (OPT-NF), ENO, and ENO+ used the
actual future harvested energy to illustrate optimal (OPT) performance. Using actual energy availability leads to
lawless energy prediction for session management.

6.1.3 Performance Metrics. We used the following performance metrics to evaluate the eiciency of FioRa+
against the baselines.

• Success rate is the ratio of the number of EH LoRa sensors that successfully receive original irmware
images to the total number of sensors in the network.
• Completion time is the time duration from the start of multicast irmware distributions until all EH LoRa
sensors receive suicient data for reconstructing irmware images.
• Number of multicast session is the number of multicast session(s) required until all EH LoRa sensors
successfully receive irmware images.
• Distribution duration is the total airtime of multicast irmware distributions.
• Distribution overhead is the total bytes of irmware data distributed by the server until all EH LoRa sensors
are able to reconstruct their irmware images.
• Traic overhead is the total bytes of irmware data and control messages exchanged between the server
and EH LoRa sensors, including packet headers.
• Energy query overhead is the number of energy queries with unique IDs transmitted by the server.
• Unsuccessful energy requests are the number of energy queries with unique IDs transmitted by the server,
but fail to have multicast irmware distributions take place.
• The number of colliding sensors is the number of out-of-range sensors concurrently hearing data fragments
from multiple relay sensors using the same DRs.
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Fig. 15. The success rate and the completion time of multicast firmware distributions in EH LoRa networks with no DCs

regulated

F G FH FG IH

JKLM NOPQ

HRH

HRI

HRS

HRT

HRU

FRH

V
W
X
X
Y
Z
Z
[\
]Y

^_``abb cdea

fghijkl

Elm
Elmn
opghin qmrstlou

opghin qmrsu

opghin qvwftlou

opghin qvwfu

F G FH FG IH

JKLM NOPQ

H

IHH

SHH

THH

8HH

FHHH

FIHH

FSHH

FTHH

FUHH

x
y
z
{
|Y
]}
y
~
]}
z
Y
��
y
W
[Z
�

�����ae��� e��a

fghijkl

Elm
Elmn
opghin qmrstlou

opghin qmrsu

opghin qvwftlou

opghin qvwfu

Fig. 16. The success rate and the completion time of multicast firmware distributions in EH LoRa networks with DCs

regulated

• The number of collided bytes is the average number of unsuccessfully received irmware data per colliding
sensor.
• The minimum number of relay sensors is the smallest amount of EH LoRa sensors selected as relay sensors
per simulation.
• The maximum number of relay sensors is the greatest amount of EH LoRa sensors selected as relay sensors
per simulation.

6.2 Results

6.2.1 Success Rate. As shown on the left of Figures 15, 16, and 17, all frameworks enabling energy neutrality-
aware multicast irmware distributions achieve the highest success rate. This is because, by following the concept
of energy-neutral operation, the server gradually distributed irmware data to all EH LoRa sensors according
to their energy availability. Without facing power failures, all EH LoRa sensors implementing ENO, FioRa, and
FioRa+ variants could simultaneously receive original irmware data distributed by the server. As a result, they
eliminated the need for the server to trigger additional multicast irmware distributions. Compared to previous
frameworks, LoRaWAN renders the lowest success rate. Without the knowledge of energy availability, LoRaWAN
server kept distributing irmware data to EH LoRa sensors even though they ran out of energy and temporarily
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Fig. 17. The success rate and the completion time of multicast firmware distributions performed using diferent FioRa+

variants in duty-cycled EH LoRa networks

shut down. Consequently, the success rate of LoRaWAN drops sharply (with the lowest success rate equals to 0)
when distributing the large sizes of irmware images.

When DCs were regulated (see the left of Figures 16 and 17), EH LoRa sensors likely encountered power
failures during (original) multicast irmware distributions. Namely, the energy consumed during each�of duration
(i.e., EH LoRa sensors waited for �of duration before receiving the next data fragment from the server/gateway)
accelerated the depletion of EH LoRa sensors’ energy storage. As a function of airtime (i.e.,�on),�of duration lasts
longer (i.e., EH LoRa sensors waste more energy on scanning a downlink channel) when the server uses low DR for
multicast irmware distributions. Given EH LoRa sensors unlikely sustained an hour-long multicast session (i.e.,
the maximum session duration used in our experiments), performing multicast irmware distributions in an
energy-neutral manner thus became even more beneicial. Compared with LoRaWAN, energy neutrality-aware
frameworks like ENO, ENO+, FioRa, and FioRa+ thus consistently manifest the highest success rates (i.e., their
success rates equal to 1) in all the experiments.

6.2.2 Completion Time. As exhibited on the right of Figures 15 and 16, EH LoRa sensors implementing FioRa+
and FioRa variants complete receiving irmware images faster than ENO variants and LoRaWAN. Additionally,
FioRa+ also renders slightly shorter completion time than FioRa. For example, given a irmware image of 80 kB
(see the right of Figure 15), FioRa+ (OPT) server completed multicast irmware distributions approximately 26
hours earlier than FioRa (OPT) server. Because of the use of higher DRs, FioRa+ and FioRa sensors consumed less
energy to receive more irmware data from the server or the relay sensors. Consequently, despite having the
limited amounts of harvested energy, low EH-rate sensors could still make suicient progress in an energy-neutral
manner when running FioRa+ and FioRa variants. Compared with optimal FioRa+ and FioRa variants, FioRa+
and FioRa variants using EML render slightly higher completion time due to the underestimation of predictive
energy availability. Through the lexible energy query mechanism, the right of Figure 17 suggests that, apart
from maximizing data reception rates, FioRa+ (OPT) and FioRa+ (EML) facilitate the success of energy queries.
As soon as the (lexible) energy query mechanism was completed, the server could immediately proceed with
the multicast session setup. Accordingly, FioRa+ (OPT) and FioRa+ (EML) took shorter time to complete the
distributions of large irmware images than FioRa+ (OPT-NF) and FioRa+ (EML-NF). As illustrated on the right of
Figures 15 and 16, the completion times of ENO+ and ENO also align with this inding. Being equipped with the
lexible energy query mechanism, ENO+ completed multicast irmware distributions faster than ENO.

Thanks to the use of low DR, ENO, ENO+, and LoRaWANmanifest comparable completion times when DCs are
not regulated. However, when DC restrictions are present (see the right of Figure 16), LoRaWAN tends to complete
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Fig. 18. The number of multicast session and the distribution duration when performing multicast firmware distributions in
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Fig. 19. The number of multicast session and the distribution duration when performing multicast firmware distributions in

EH LoRa networks with DCs regulated

the distributions of irmware images faster than ENO and ENO+. Because the signiicant amounts of energy were
depleted during gateway’s of times (i.e., �of lasts longer when using lower DR), ENO and ENO+ sensors took
longer time to recover from power failures under challenging EH conditions. Being unable to conigure multicast
sessions, ENO and ENO+ thus completed multicast irmware distributions later than LoRaWAN.

6.2.3 Number of Multicast Session. As illustrated on the left of Figures 18 and 19, FioRa+ and FioRa variants
employ the smaller number of multicast sessions to complete distributing the varied sizes of irmware images
compared to LoRaWAN and ENO variants. Thanks to the use of high DRs, FioRa+ and FioRa variants could
distribute more irmware data per LoRa packet, while consuming harvested energy eiciently. Being able to
maximize irmware data distributed per each multicast session, the server thus required a few multicast sessions
to distribute irmware images. When the size of irmware images were relatively small, FioRa+ and FioRa variants
required only one multicast session to complete the distributions of such irmware images. However, when the
size of irmware images grew and/or when DCs were regulated, FioRa+ and FioRa variants might require more
multicast sessions. Nonetheless, such increasing number of multicast sessions were still minor when compared to
LoRaWAN and ENO variants. Being equipped with the lexible energy query mechanism, the left of Figures 18, 19
and 20 further reveals that FioRa+ (OPT), FioRa+ (EML), and ENO+ require less multicast sessions than their
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Fig. 20. The number of multicast session and the distribution duration when performing multicast firmware distributions

using diferent FioRa+ variants in duty-cycled EH LoRa networks

counterparts. Through the arrays of time-slotted predictive energy reported by EH LoRa sensors, the server
could adaptively select the distribution timings and the session conigurations that maximized irmware data
distributed. Such adaptive selection enabled multicast irmware distributions to take place at the time other than
the initial time requested by the server, provided that more irmware data could be distributed. Compared with
FioRa (OPT), the left of Figure 18 also shows that FioRa+ (OPT) manifests up to 1.7× fewer number of multicast
sessions when distributing the irmware images of more than 60 kB.
Owing to the use of low DR, ENO variants and LoRaWAN employed the signiicant numbers of multicast

sessions to complete the distributions of irmware images. When DCs were regulated, their performances were
drastically limited by the length of EH datasets in use. Despite rendering longer completion time (see the
second diagram of Figure 16), the left of Figure 19 exhibits that ENO and ENO+ require the fewer number of
multicast sessions than LoRaWAN. Complying with energy-neutral operation, ENO, ENO+, FioRa, and FioRa+
thus performed multicast irmware distributions only when the simultaneous reception of irmware data was
ascertained.

6.2.4 Distribution Duration. As shown on the right of Figures 18 and 19, due to the use of high DRs during
multicast irmware distributions, FioRa+ and FioRa variants ofer the shortest distribution duration/time (i.e.,
the smallest total airtime) compared to other frameworks. Unlike the completion time (see Section 6.2.2), the
distribution duration is not inluenced by the update times, whichwere 8 am, 1 pm, and 6 pm in our simulations (see
Section 6.1.1). Given a LoRa gateway is usually half-duplex (i.e., it stops receiving any LoRa packets while
transmitting) [29, 34], the short distribution durations of FioRa+ and FioRa variants enable the server/gateway to
complete multicast irmware distributions and return to normal operations rapidly, reducing packet lossess in an
uplink direction. Through energy neutrality-aware multicast irmware distributions, the right of Figures 18, 19,
and 20 further reveals that the distribution durations of ENO, ENO+, FioRa, and FioRa+ increase linearly as the
size of irmware images increases.

Despite using low DR, ENO and ENO+ render relatively short distribution durations. Following the concept of
energy-neutral operation, they were as well free from the additional distributions of irmware data. Regardless of
long completion time (see the right of Figures 15 and 16), their actual airtime was fairly short, yet longer than
FioRa and FioRa+. Unlike all other frameworks, LoRaWAN manifests the longest distribution duration. This is
because, without the knowledge of energy availability, LoRaWAN keeps the number of irmware distributions to
the maximum per multicast session. Performing additional multicast irmware distributions using low DR further
increases the distribution duration of LoRaWAN. Compared with LoRaWAN (see the right of Figures 18 and 19),
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Fig. 21. The distribution overhead and the trafic overhead when performing multicast firmware distributions in EH LoRa

networks with no DCs regulated

Ü Ý ÜÞ ÜÝ ßÞ

àáâã äåæç

Þ

ÜÞÞ

ßÞÞ

èÞÞ

éÞÞ

ÝÞÞ

êÞÞ

ëÞÞ

Dì
í
îï
ìð
ñ
îì
ò
ó
ò
ô
õ
ïö
õ
÷
ø
ùú
û
ü

Dýþÿ�ý��ÿý�� �������	


��
���

E��

E���

����
� ��������

����
� �����

����
� ���
����

����
� ���
�

Ü Ý ÜÞ ÜÝ ßÞ

àáâã äåæç

Þ

ÜÞÞ

ßÞÞ

èÞÞ

éÞÞ

ÝÞÞ

êÞÞ

ëÞÞ

�
ï÷
��
ì�
ò
ô
õ
ïö
õ
÷
ø
ùú
û
ü

���  ý! �������	


��
���

E��

E���

����
� ��������

����
� �����

����
� ���
����

����
� ���
�

Fig. 22. The distribution overhead and the trafic overhead when performing multicast firmware distributions in EH LoRa

networks with DCs regulated

FioRa+ (OPT) renders up to 23.7× shorter distribution duration in a duty cycle-free EH LoRa network and up to
113× shorter distribution duration in a duty-cycled EH LoRa network, respectively.

6.2.5 Distribution Overhead. As illustrated on the left of Figures 21 and 22, LoRaWAN exhibits the highest
irmware distribution overhead when compared to all other frameworks following energy neutrality-aware
multicast irmware distributions.Without knowing EH LoRa sensors’ available energy, LoRaWANkept distributing
irmware data to the multicast group of EH LoRa sensors even though some of them did not have enough energy
to be active and simultaneously receive those irmware data. Because of the scarce harvested energy, EH LoRa
sensors with low EH rates missed a lot of irmware data distributed by the server when running LoRaWAN. As a
result, LoRaWAN server had to perform additional multicast irmware distributions until all EH LoRa sensor
being able to successfully reconstruct irmware images. This drastically increases the overhead of irmware
distributions. On the other hand, ENO, FioRa, and FioRa+ variants render comparable distribution overheads. By
following energy-neutral objectives, these frameworks only distributed original irmware data to EH LoRa sensors
and triggered no additional irmware distributions. As validated through the irst diagrams of Figures 21, 22,
and 23, the irmware distribution overheads of ENO, ENO+, FioRa, and FioRa+ thus increase linearly as the
size of irmware images increases. Compared with LoRaWAN, the left of Figures 21 and 22 demonstrates that
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Fig. 23. The distribution overhead and the trafic overhead when performing multicast firmware distributions using diferent

FioRa+ variants in duty-cycled EH LoRa networks

FioRa+ (OPT) minimizes irmware distribution overheads by up to 9.5× in a duty cycle-less EH LoRa network
and by up to 22.7× in a duty-cycled EH LoRa network, respectively.

6.2.6 Trafic Overhead. The right of Figures 21, 22, and 23 exhibits the traic overhead of diferent frameworks.
Unlike the distribution overhead, the traic overhead additionally includes the overhead of control messages
exchanged between the server and EH LoRa sensors (see Section 6.1.3). Although FioRa+, FioRa, and ENO
variants introduce the control traic overhead related to energy query, relay, and one-hop neighbor discovery
mechanisms (i.e., the last twomechanisms are only applicable for FioRa+ and FioRa variants) to EH LoRa networks,
such overhead is deemed negligible when compared with the additional irmware distribution overhead that can
be reduced. In other words, the amount of distributed irmware data dominates the traic overhead.

As illustrated on the right of Figures 21 and 22, the traic overhead of all frameworks increases as the size of
irmware images increases. Here, an increase in the size of irmware image necessitates the employment of more
multicast sessions (see the left of Figures 18 and 19), which in turn increases the control messages exchanged.
Without the knowledge of energy availability, LoRaWAN server kept distributing (additional) irmware data to
EH LoRa sensors until they could successfully reconstruct their irmware images. To conigure any additional
multicast session, the server had to communicate a session setup command to each unsuccessful EH sensor
individually, increasing the control traic overhead. Consequently, LoRaWAN’s traic overhead overshoots all
the other frameworks. It has, for example, up to 9× and 11× higher traic overheads than FioRa+ (OPT) in duty
cycle-free and duty-cycled EH LoRa networks, respectively. Compared with FioRa+ and FioRa variants, ENO
variants render slightly higher traic overhead. Thanks to the use of low DR, the server running ENO or ENO+
could distribute less irmware data per multicast session. Namely, it required the larger number of multicast
sessions to distribute a irmware image. When DCs were regulated, even more multicast sessions were needed
because EH LoRa sensors’ capability to receive irmware data reduced (i.e., they wasted the signiicant amounts
of energy during gateway’s of time). Consequently, the traic overheads of ENO and ENO+ increased as more
control messages were exchanged. Apart from an increase in the number of multicast sessions, the failure to
conigure multicast sessions also induced more control traic overhead. Compared with FioRa+ (OPT), the right
of Figures 21 and 22 illustrates that ENO variants (i.e., ENO and ENO+) render up to 1.5× and 4× higher traic
overheads in duty cycle-less and duty-cycled EH LoRa networks, respectively.

Furthermore, the second diagrams of Figures 21, 22 and 23 demonstrate that the overhead of the lexible energy
query mechanism can be minor, especially when the size of irmware images and/or the number of multicast
sessions increases. Through the arrays of future harvested energy reported by EH LoRa sensors, the server could
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Fig. 24. Energy query overhead and the number of unsuccessful energy requests when performing multicast firmware

distributions in EH LoRa networks with no DCs regulated

perform multicast irmware distributions using time-slots and session conigurations that eventually minimized
the completion time and the total number of multicast sessions required (see Sections 6.2.2 and 6.2.3). When some
EH LoRa sensors failed to complete the lexible energy query mechanism, the server could only transmit new
energy queries to such sensors, provided that the information previously reported by other EH LoRa sensors
satisied the minimum requirement (see Sections 5.1 and 5.3). As shown on the right of Figure 23, the ability to
reuse the energy information (i.e., the energy available from the next � = 3 time-slots onward) of FioRa+ (OPT) and
FioRa+ (EML) thus results in the lower traic overhead when compared with FioRa+ (OPT-NF) and FioRa+ (EML-
NF). When DC restrictions and relay-signal collisions were disabled, the right of Figure 21 suggests that FioRa+’s
traic overhead was comparable to FioRa’s. Despite an increase in size of predictive harvested energy reported,
the lexible energy query mechanism of FioRa+ enabled the server to complete multicast irmware distributions
(and/or neighbor discovery) faster, using the fewer number of multicast sessions than FioRa. Again, the shorter
completion time helped the (half-duplex) LoRa gateway return to regular operations quicker. The fewer number
of multicast sessions, on the other hand, reduced the number of energy queries/responses exchanged. In a
real-world EH LoRa network, we envision that the traic overhead of FioRa+ can be remarkably lower than
FioRa. Speciically, the ability to reuse the reported predictive energy information makes FioRa+ less sensitive to
packet lossess and/or the spatio-temporal heterogeneity of EH rates.

Given the overhead of irmware distributions (aka the distribution overhead) dominated the traic overhead,
the coverage assessment mechanism further helped the server suppress the unavailing multicast irmware
distributions. Namely, it ensured that all EH LoRa sensors were able to receive the irmware data simultaneously.
For a fair comparison, we allowed all frameworks to abort irmware distributions if a multicast session was not
successfully conigured. Unlike FioRa, FioRa+ further suspended the scheduled multicast irmware distributions
if there existed some out-of-range sensors unreachable by the successfully-instructed relays.

6.2.7 Energy uery Overhead. We deined the energy query overhead as the number of energy queries with
unique IDs transmitted by the server (see Section 6.1.3). In our simulations, the IDs of energy queries were
sequentially increased by 1 whenever the (initial) scheduled time reached. Here, the left of Figures 24, 25, and 26
demonstrates that the energy query overheads of all frameworks (i.e., the frameworks capable of querying
EH LoRa sensors’ future energy availabilities) increase as the sizes of irmware images increase. As discussed
previously, multiple multicast sessions might be required when large irmware images were distributed, low DRs
were used for irmware distributions, and/or DCs were regulated. Being newly sent per each multicast session,
the overhead of energy queries thus grows as the number of multicast sessions grows. Apart from the number of
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Fig. 25. Energy query overhead and the number of unsuccessful energy requests when performing multicast firmware

distributions in EH LoRa networks with DCs regulated
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Fig. 26. Energy query overhead and the number of unsuccessful energy requests when performing multicast firmware

distributions using FioRa+ variants in EH LoRa networks with DCs regulated

multicast sessions, the rescheduling of multicast irmware distributions caused by unsuccessful energy queries
(see Section 6.2.8) also contributed to increasing energy query overhead.

By using the larger number of multicast sessions (see the left of Figures 18 and 19), the energy query overheads
of ENO and ENO+ overshoot FioRa+ and FioRa variants. For example, considering the distributions of the same
size of irmware images in a duty cycle-less EH LoRa network (see the left of Figure 24), the energy query
overheads of ENO and ENO+ could be up to 6.5× and 5.5× higher than FioRa+ (OPT)’s, respectively. When it
comes to a duty-cycled EH LoRa network (see the left of Figure 25), the energy query overhead of ENO and ENO+
could, respectively, be up to 15× and 13× higher than FioRa+ (OPT)’s. Compared with FioRa variants, the left of
Figure 24 also shows that FioRa+ variants render smaller (if not comparable) energy query overheads. Given
again the distributions of the same size of irmware images in the duty cycle-less EH LoRa network, FioRa (OPT)
could, for instance, have up to 1.3× higher energy query overhead than FioRa+ (OPT). In addition to the use of the
larger number of multicast sessions (see the left of Figure 18), the server executing FioRa (OPT) or FioRa (EML)
had to communicate new energy queries to all EH LoRa sensors whenever the energy query mechanism failed
(e.g., at least one EH LoRa sensor had insuicient predictive energy to receive any irmware data at the requested
time). The server’s inability to successfully schedule multicast irmware distributions thus exacerbated FioRa’s
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energy query overhead. Unlike FioRa, the server executing FioRa+ could make use of the arrays of time-slotted
predictive energy reported by EH LoRa sensors to schedule multicast irmware distributions on or after the initial
schedule time, provided that the distributed irmware data were maximized. As a result, FioRa+ server limited the
transmissions of (new) energy queries, reducing downlink traic in EH LoRa networks. As discussed previously,
minimizing downlink traic is crucial for enhancing half-duplex LoRa gateway’s ability to receive uplink LoRa
packets. When the lexible energy mechanism was enabled, the irst diagrams of Figures 24, 25 and 26 show that
ENO+, FioRa+ (OPT), and FioRa+ (EML) have lower energy query overheads than their counterparts. Being able
to reuse the time-slotted predictive energy successfully reported by EH LoRa sensors, the server running ENO+,
FioRa+ (OPT), or FioRa+(EML) could only transmit energy queries to any EH LoRa sensor facing the energy
query failure. Consequently, the transmissions of (new) energy queries were further reduced.

Thanks to the use of energy queries during one-hop neighbor discovery, the energy query overheads of FioRa+
and FioRa variants are higher than ENO variants when distributing the small size of irmware images. In a
real-world scenario, the energy query overhead of one-hop neighbor discovery can be minor because the one-hop
neighbor discover is performed once at the time of deployment or when the network topology changes.

6.2.8 Unsuccessful Energy Requests. The right of Figures 24, 25, and 26 exhibits the extent of unsuccessful energy
requests of diferent frameworks capable of querying predictive energy from EH LoRa sensors. Throughout our
simulations, the unsuccessful energy requests occurred mainly due to two diferent causes. First, one or more EH
LoRa sensors did not have suicient energy to receive and/or respond to energy queries. Second, the predictive
energy reported by any EH LoRa sensor was inadequate for receiving any irmware data. Although failing to
conigure a multicast session (w.r.t. the overestimation of predictive energy) contributes to the unsuccessful
energy requests, we do not observe such failure in our simulations.
As discussed previously, distributing a large irmware image in an energy-neutral manner might require

multiple multicast sessions. The number of multicast sessions could become larger when DCs were regulated.
In the second diagrams of Figures 24, 25 and 26, the unsuccessful energy requests of all frameworks thus show
upward trends as a result of increases in the numbers of multicast sessions and corresponding energy queries in
use. When distributing the small sizes of irmware images, FioRa+ and FioRa variants experienced no unsuccessful
energy requests. This is because they only required a single multicast session to accommodate the distributions of
each irmware image. However, when the sizes of irmware images increased, EH LoRa sensors implementing any
framework had to sustain multiple multicast sessions to receive irmware images in full. During each multicast
session, some EH LoRa sensors might (nearly) deplete their energy storage, so as to maximize the irmware
data received (see Section 4.2). Located in challenging EH conditions, EH LoRa sensors with low EH rates might
inadequately recharge their energy storage, failing to complete the energy query mechanism w.r.t. the subsequent
multicast session. Given the longer period of multicast irmware distributions, the changes in EH conditions also
impacted the success of energy queries.
Compared to the frameworks employing the lexible energy query mechanism, the frameworks using no

lexible energy query mechanism render higher unsuccessful energy requests. By having EH LoRa sensors report
the energy available at a particular time in the future (i.e., the scheduled time), the right of Figures 24 and 25 shows
that ENO and FioRa variants sufer the larger number of unsuccessful energy requests than their counterparts.
Given some EH LoRa sensors could not complete the energy query mechanism on time and/or had inadequate
(predictive) energy to receive any irmware data at the scheduled time, the server executing ENO, FioRa (OPT),
or FioRa (EML) had to drop the predictive energy information successfully reported by EH LoRa sensors as it
became out of date. For example, the server could not use the energy available at 8 a.m. to equate the energy
available at 1 p.m. (or 6 p.m.) because EH conditions changed dynamically. The inability to adaptively use the
predictive energy information received from EH LoRa sensors thus induced unsuccessful energy requests.
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Fig. 27. The number of colliding sensors and the average number of collided bytes per colliding sensor before enabling the

time-sloted relay scheduling mechanism in duty-cycled EH LoRa networks
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Fig. 28. The minimum and maximum numbers of EH LoRa sensors selected as relay sensors in duty-cycled EH LoRa networks

As opposed to previous frameworks, ENO+ and FioRa+ variants enabled the server to defer multicast irmware
distributions. By leveraging the arrays of time-slotted predictive energy (i.e., the energy available at the scheduled
time onward) reported by EH LoRa sensors, the server could conigure a multicast session at the time other than
the (initial) scheduled time, provided that all EH LoRa sensors could simultaneously receive irmware data. In other
words, the server selected the time-slot maximizing the data reception rate for multicast irmware distributions.
Otherwise, it sent new energy queries to all EH LoRa sensors at least 3 hours (i.e., the coniguration period
employed in our simulations) prior to the next (initial) scheduled time. Despite the larger size of energy-query
responses, reporting the array of time-slotted predictive energy efectively helped ENO+ and FioRa+ variants
limit the unsuccessful transmission of energy requests. In addition to deferring multicast irmware distributions,
ENO+, FioRa+ (OPT) and FioRa+ (EML) further dealt with the absence of energy-query responses from EH LoRa
sensors. Through the lexible energy query mechanism, the server could dynamically postpone the scheduled time
and reuse the time-slotted predictive energy successfully reported by EH LoRa sensors for session management,
provided that the minimum requirement was met (see Section 5.1). Then, it only transmitted new energy queries
to EH LoRa sensors failing to receive and/or respond to the past energy queries. As a result, the amounts of
unsuccessful energy requests of both frameworks were further reduced.
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Table 2. The Number of Time-slots Available when The Server and Relay Sensors Use Diferent DRs for Multicast Firmware

Distributions given EU868 Frequency Plan [8] and 10% DC Regulations

Original DR Payload (B) Ton (s) Tof (s)
Number of Relay Slots

DR5 DR4 DR3 DR2 DR1 DR0

DR5 239 0.39 3.55 8 - - - - -
DR4 239 0.7 6.27 14 8 - - - -
DR3 112 0.68 6.09 27 15 8 - - -
DR2 48 0.7 6.29 52 29 16 8 - -
DR1 48 1.48 13.31 111 63 35 18 8 -
DR0 48 2.79 25.14 212 121 67 35 16 8

Considering the distributions of the same size of irmware images in a duty cycle-less EH LoRa network, the
right of Figure 24 reveals that ENO, ENO+, FioRa (OPT), and FioRa+ (OPT-NF) render up to 27×, 16×, 3×, and 2×
larger unsuccessful energy requests than FioRa+(OPT), respectively. When it comes to a duty-cycled EH LoRa
network, the right of Figures 25 and 26 (the latter igure is applicable to FioRa+ (OPT-NF)) demonstrates that
ENO, ENO+, and FioRa+ (OPT-NF), respectively, have up to 40×, 20×, and 2× larger unsuccessful energy queries
than FioRa.

6.2.9 Relay Signal Collisions. In our simulations, the relay signal collisions occurredwhen any EH LoRa sensor (so-
called out-of-range sensor) simultaneously heard data fragments transmitted by two or more relay sensors using
the same DR. Considering severe packet losses that might occur, we thus excluded FioRa (i.e., FioRa did not
support relay collision avoidance) from the second and the third experiments for the sake of fair performance
comparisons (see Section 6.1.1). In such experiments, the relay signal collisions were activated in a 10% duty-cycled
downlink channel. Unlike FioRa and FioRa+, the frameworks including LoRaWAN, ENO, and ENO+ did not
support a relay mechanism. Consequently, they did not experience any relay signal collisions in our experiments.

Aiming to investigate the eiciency of time-slotted relay scheduling algorithm, wemainly focused on evaluating
the performances of FioRa+ variants in a duty-cycled EH LoRa network (i.e., the third experiment). Here, the irst
and the second diagrams of Figure 27 show, respectively, the number of out-of-range sensors facing relay signal
collisions (aka colliding sensors) and the average number of collided bytes per colliding sensor before the relay
scheduling algorithm was applied. Among 20 EH LoRa sensors, the left of Figure 27 illustrates that the number of
colliding sensors per simulation was in the range of [3, 10]. In the worst case, each of them could fail to receive
almost all the relayed irmware data if the relay scheduling algorithm was not enabled. For example, the right
of Figure 27 exhibits that each of 3ś4 colliding sensors could fail to receive approximately 10 kB of irmware
data when a 10-kB irmware image was distributed. Basically, the severe relay signal collisions occurred because,
thanks to the use of high DRs, FioRa+ employed a single multicast session (i.e., the relay sensors were selected
once) for distributing such small irmware image.
Through the time-slotted relay scheduling algorithm, the relay sensors causing relay signal collisions were

assigned diferent time-slots for transmitting irmware data. Out of 20 EH LoRa sensors, Figure 28 shows that the
minimum (left) and the maximum (right) numbers of relay sensors per simulation were in the range of [4, 8].
Given the DRs used by the server and the relay sensors were not slower than DR2 (see Section 6.1.1), Table 2
demonstrates that the numbers of time-slots (aka relay slots) available for assignments were in the range of 8 to
52 slots. Because the numbers of relay slots suiced for accommodating all the relay sensors, the relay signal
collisions did not occur in our simulations. In other words, relay signal collisions were completely addressed
after the relay scheduling algorithm was executed. It is worth emphasizing that any relay slot can accommodate
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multiple relay sensors using the same DR, provided that they cause no (or the fewest) relay signal collisions.
Because the session management algorithm selected the relay sensors and the DRs for multicast irmware
distributions dynamically, the assignment of relay slots could be diferent for each multicast session. Therefore,
the relay scheduling algorithm does not cause systematic relay signal collisions in EH LoRa networks.

7 Conclusion

This article presented FioRa+, the irst energy neutrality-aware multicast irmware distribution framework for EH
LoRa networks. Unlike FioRa, FioRa+ allows the server to schedule multicast irmware distributions at any time
when the data reception rate is maximized. Despite having diferent EH rates, it ensures that a multicast group of
EH LoRa sensors can simultaneously receive irmware data from the server without encountering power failures.
To minimize the completion time of irmware updates and the overhead of irmware distributions, FioRa+ spreads
irmware distributions over multiple multicast sessions. Each multicast session employs high DR(s) to perform
multicast irmware distributions in an energy-neutral manner according to the maximum energy harvested by the
EH LoRa sensors in the multicast group. To alleviate the impact of high DRs on the coverage of multicast irmware
distributions, FioRa+ employs energy-neutral one-hop neighbor discovery and on-demand relay mechanisms
to ensure that all EH LoRa sensors in the multicast group are at most two hops away from a LoRa gateway. By
leveraging the arrays of predictive harvested energy reported by the EH LoRa sensors, FioRa+ enables the server
to adaptively select the timing of multicast irmware distributions and session conigurations to minimize the
irmware distribution time. Coupling lexible energy query with adaptive session management, FioRa+ minimizes
the unsuccess of energy queries. Time-slotted relay scheduling also prevents the collisions of data fragments
relayed using identical DRs. Assisted by coverage assessment mechanism, unnecessary multicast irmware
distributions are eliminated, limiting the overhead of irmware distributions. Validated through trace-driven
simulations, experimental results show that FioRa+ outperforms all the existing methods, especially when DCs
are regulated. Compared with FioRa, FioRa+ reduces unsuccessful energy requests and minimizes the completion
time of irmware updates in EH LoRa networks.
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