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Abstract

As a key component of Intelligent Transportation Systems (ITS), Vehicular Ad
Hoc Networks (VANETs) enable real-time data exchange, traffic optimization, and
smarter mobility. However, large-scale deployment raises critical security and pri-
vacy concerns, including message integrity, user anonymity, and protection against
unauthorized access. This thesis proposes lightweight cryptographic protocols for
secure and privacy-preserving authentication in both centralized and decentralized
VANETs. The solutions are designed for real-time efficiency, scalability, and strong
security. A primary contribution is the development of a localized task management
system that significantly reduces authentication latency in centralized VANETSs,
achieving vehicle verification within a fraction of a millisecond. In decentralized set-
tings, the proposed protocols employ advanced cryptographic mechanisms, includ-
ing elliptic curve digital signatures (ECDSA) and non-interactive zero-knowledge
proofs (NIZKPs), to establish distributed trust without incurring high computational
overhead. These techniques provide strong, provable security while preserving user
anonymity during authentication and message exchange. To enhance group commu-
nication in VANETS, the thesis introduces efficient group key-sharing schemes that
support secure, direct interactions among vehicles. Furthermore, a novel localized
revocation mechanism immediately removes malicious vehicles from the network,
addressing a key limitation in existing frameworks. This ensures fast, secure au-
thentication for time-sensitive message transfers while limiting the propagation of
malicious data.

The thesis also investigates the proposed protocol’s performance under dynamic
conditions, such as high traffic density, large-scale decentralized deployments, and
remote authentication scenarios. It introduces an innovative batch verification tech-
nique that supports fault-tolerant Vehicle-to-Vehicle (V2V) authentication, capable
of maintaining high throughput while accurately identifying faulty messages even
when the invalid message rate reaches 42%. Empirical evaluations demonstrate that
the proposed solutions outperform existing schemes in terms of latency, computa-
tional efficiency, and robustness. The protocols complete single vehicle verifications
within 5 milliseconds, making them suitable for dense and time-critical VANET en-
vironments. Additionally, all proposed methods align with prevailing vehicular
communication standards such as IEEE WAVE and 3GPP C-V2X, ensuring practi-
cal applicability. In summary, this research advances the state of the art in VANET
security by delivering scalable, privacy-preserving, and efficient authentication pro-
tocols that meet the demands of real-time vehicular communication systems.
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Chapter 1

Introduction

The increasing complexity of urban modernization with smart city technologies and
the rising demand for safer and more efficient transportation systems have accel-
erated the adoption of Intelligent Transportation Systems (ITS). The ultimate objec-
tive of ITS is to enhance passenger safety and comfort while minimizing human
involvement in driving [33]. The importance of enhancing transportation systems is
highlighted by global road safety statistics. The World Health Organization (WHO)
reports that globally, more than a million human casualties happen in road accidents
each year, and these incidents also lead to a 3 percent loss in gross domestic product
(GDP) for affected countries [55]. The environmental impact, economic costs, and an-
imal harm caused by such tragedies are substantial. Addressing these challenges is
essential to achieving a safer, more sustainable future. One potential solution lies in
ITS, which incorporates advanced technologies such as Vehicular Ad Hoc Networks
(VANETS) [16]. VANETs enable vehicles to communicate with each other and with
roadside infrastructure, facilitating more effective traffic management, autonomous
driving, and enhanced safety features. By enabling the exchange of real-time in-
formation such as road conditions, traffic updates, and potential hazards, VANETs
allow vehicles to make informed decisions and respond quickly to dynamic driving
environments. This capability can reduce traffic congestion, prevent accidents, and
contribute to a more sustainable urban landscape. However, with this increased con-
nectivity comes a heightened risk of cyber threats. The extensive data exchange be-
tween vehicles and infrastructure over public communication channels poses signifi-
cant cybersecurity challenges, including risks of unauthorized access, data breaches,
and malicious interference. These vulnerabilities could lead to severe widespread
consequences, such as traffic disruptions or manipulation of vehicle control systems,
resulting in dangerous, life-threatening situations. Since its introduction, VANET
has faced persistent challenges in security and user privacy. With its evolution into
the Internet of Vehicles (IoV) by integrating Internet of Things (IoT), these challenges
have intensified due to increased connectivity and expanded attack surfaces. In Fig-
ure(l.1} we have presented the interconnections between VANETSs, I0Ts, IoVs as part
of ITS and smart city applications. Despite this shift, the fundamental security and
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privacy requirements for vehicle authentication remain unchanged and continue to
pose significant challenges.

One of the critical challenges in securing vehicular communications lies in de-
veloping effective authentication protocols [19, 21, 56]. These protocols are essential
for verifying the identities of communicating entities and ensuring their legitimacy
in the network. Moreover, they must also be privacy-preserving by protecting the
original identity and location-based privacy of vehicle occupants by preventing ad-
versaries from tracking vehicle movements from communication patterns and un-
covering sensitive information about their original identities [3]. Given the high mo-
bility of vehicles and the time-critical nature of the information being shared, these
authentication systems must be both efficient and robust. The efficiency of a VANET
authentication scheme is measured by its computation delay, communication over-
head, and hardware resource requirements [4]. On the other hand, the robustness
of an authentication protocol is measured by its fault tolerance capabilities, relia-
bility, and overall scalability [28]. Therefore, developing privacy-preserving, secure
authentication mechanisms that are highly efficient and robust is a growing need for
the real implementation of VANETs. As the VANET ecosystem continues to evolve,
addressing these cybersecurity challenges is crucial to ensuring the safe and reliable
operation of intelligent transportation systems [37]. Existing research tackles these
challenges through secure authentication schemes that verify the legitimacy of com-
municating vehicles and infrastructure while ensuring the integrity and authenticity
of received messages [28]. However, these authentication schemes are often com-
putationally costly to mitigate the time-critical responses in high-density vehicular
networks and frequently fail to preserve vehicle identity and location privacy, as
they involve sharing sensitive information during communication as also pointed
out by [3]/46] 38| [15]. Addressing these issues, in our research, we focus on develop-
ing privacy-preserving, highly efficient, and robust authentication mechanisms that
are essential for successfully integrating VANETSs into ITS. Ensuring secure and re-
silient vehicular communication networks will be key to unlocking the full potential
of ITS, creating safer, smarter, and more connected urban environments.

Smart City loT Applications

Applications

Figure 1.1: Diagram illustrating the hierarchical relationship between Smart City Applications,
ITS, VANET, oV, and loT as nested systems. VANET operates as an integral component of
ITS, which itself is a subset of Smart City Applications. By integrating with IoT, VANET extends
ITS capabilities, forming the loV to enhance urban mobility and smart transportation services.



1.1 Background and Motivation 3

Smart City

cA
Centralized

((.)) VAN

cA / \CA
‘ Decentralized

VANET
>

o .
4 local service

Public Channel

Secure Channel

Figure 1.2: lllustration of Centralized and Decentralized VANET Communication

1.1 Background and Motivation

VANETs provide a secure communication framework between vehicles and infras-
tructure through mutual authentication [6-15]. Communication in VANET as shown
in Figure falls into (i) Vehicle-to-Vehicle (V2V), where vehicles exchange driving
data like speed, braking actions, and alerts while ensuring identity legitimacy, and
(ii) Vehicle-to-Infrastructure (V2I), where vehicles authenticate with roadside infras-
tructure for real-time traffic updates. Mutual authentication in both cases is essential
for ensuring data integrity, legitimacy, confidentiality, and freshness. Given the high
mobility of vehicles and the need for time-sensitive data sharing, the authentica-
tion framework must enable rapid execution to ensure swift data generation and
seamless delivery. Additionally, in both V2I and V2V communication, vehicles must
avoid disclosing their original identity to prevent potential privacy violations, as ex-
posing this information could allow adversaries to track a vehicle’s movement and
infer its travel patterns from communication data. As vehicles communicate using
public channels like Wi-Fi (IEEE 802.11p) and DSRC (Dedicated Short Range Com-
munication), authentication information must be protected from all possible pub-
lic channel security attacks as well as maintain user privacy. Therefore, designing
suitable authentication frameworks in VANETs that have a better tradeoff between
security, privacy, and hardware efficiency is an open research challenge.

As shown in Figure VANET authentication frameworks follow two models
[54, 29]: (i) centralized, where a single trusted Certification Authority (CA) man-
ages authentication, ensuring uniform security and resource control, and (ii) decen-
tralized, where multiple CAs distribute authentication tasks, improving scalability,
fault tolerance, and load distribution. While centralized models simplify mainte-
nance, decentralized architectures prevent bottlenecks, enhance system resilience,
and support large-scale deployments, ultimately improving Quality of Service (QoS)
by reducing delays and increasing reliability.
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1.1.1 Existing Research and Limitations

Extensive research has been conducted on authentication and secure communica-
tion frameworks in Vehicular Ad Hoc Networks (VANETs), with a predominant fo-
cus on addressing security and privacy challenges. The literature can be broadly
categorized into three primary classes of vehicle authentication mechanisms: (i)
pseudonym-based unlinkable identity verification, (ii) public-key-infastructure
(PKI) based randomized certificates, and (iii) reputation-based voting mechanisms
with blockchain[34]. Pseudonym-based schemes employ temporary, unlinkable
identifiers to ensure anonymity during vehicle authentication. These pseudonyms
are typically generated using lightweight cryptographic operations, such as hash
functions, XOR operations, and random nonce generation, resulting in computa-
tional efficiency. However, as demonstrated in [7, 23} 144], such schemes often rely
on third-party trust providers for identity resolution before message delivery, intro-
ducing latency and compromising privacy. To enable more flexible communication
approaches like pseudonym pooling have been proposed [42] [11]], allowing vehi-
cles to pre-store a set of pseudonyms for periodic use. Despite reducing reliance
on real-time identity resolution, this method complicates revocation processes, de-
mands significant storage, and necessitates frequent updates. Moreover, existing
pseudonym-based mechanisms remain vulnerable to replay, modification, and iden-
tity spoofing attacks due to insufficient message integrity safeguards. Consequently,
there is a lack of pseudonym-based authentication frameworks that provide both
strong security guarantees and reduced dependency on third-party entities, high-
lighting a critical research gap.

PKI-based authentication schemes rely on session-specific digital certificates to
verify vehicles in V2V and V2I interactions [61]. Most contemporary frameworks
employ elliptic curve cryptography (ECC) or bilinear pairings for certificate gener-
ation. ECC-based schemes [56, 29) 31} [62] are computationally more efficient than
bilinear pairings due to lower processing overhead. However, they typically in-
volve continuous certificate issuance and validation through a central Certificate
Authority (CA), introducing communication overhead and scalability limitations.
Conversely, bilinear pairing-based frameworks [9} 40, (13 [42] enable more direct
trust establishment and reduced third-party involvement but are significantly more
resource-intensive, making them unsuitable for latency-sensitive vehicular environ-
ments. In centralized VANETSs, malicious vehicle revocation can be handled effi-
ciently through the CA. However, distributed VANETs pose additional complexity,
requiring collaboration among multiple CAs [51} [13]. Many PKI-based approaches
lack effective revocation mechanisms in such settings. Furthermore, heavy reliance
on fog nodes or cloud-based infrastructures for authentication introduces vulner-
abilities concerning identity and location privacy, while increasing end-to-end la-
tency due to real-time CA synchronization. Therefore, designing a lightweight,
ECC-based distributed authentication framework that ensures efficient revocation
and privacy preservation remains a significant open research challenge. Blockchain-
based schemes [29] 22} [39][60] introduce decentralized reputation mechanisms to as-
sess trustworthiness in V2V communications. While these methods enhance trust
decentralization and data integrity, they are computationally expensive and unsuit-
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able for time-critical scenarios. Moreover, they suffer from challenges related to
timely revocation of compromised vehicles and introduce considerable communi-
cation and privacy overheads.

A recurring limitation across existing authentication frameworks is their limited
support for batch message verification in high-density VANET environments. While
some bilinear pairing-based methods allow for aggregated verification, they often
assume ideal network conditions with error-free transmissions. In realistic environ-
ments, invalid or corrupted certificates increase verification latency, thus reducing
their applicability in practice. Based on a comprehensive review and threat analy-
sis, this research identifies the need for enhanced authentication protocols that com-
bine cryptographic strength, privacy preservation, and operational efficiency. To
this end, the performance of commonly used cryptographic primitives, such as bi-
linear pairings, elliptic curves, and hash-based encryption, is evaluated. While bilin-
ear pairings provide strong security, they introduce prohibitive delays (40-100 ms)
in authentication tasks [45], making them unsuitable for real-time applications. In
contrast, ECC (20—40 ms) and hash-based techniques (10-20 ms) offer a more favor-
able trade-off between computational cost and security [56]. Accordingly, this the-
sis adopts ECC-based cryptographic primitives to construct lightweight, distributed
PKI-based authentication schemes. Special emphasis is placed on minimizing third-
party dependence (e.g., RSUs, fog/cloud computing), mitigating authentication de-
lays, and safeguarding user privacy. Given the safety-critical nature of VANETs,
where authentication failures can result in significant operational and safety risks,
this research aims to design practical, scalable, and privacy-preserving authenti-
cation protocols for both centralized and decentralized vehicular network environ-
ments.

1.1.2 Scope of This Research

Existing research problems, limitations, and the scope for improvements within the
authentication paradigm in VANETs help formulate our high-level research objective
and the scope of this research.

Objective

The objective of this research is to design computationally lightweight, robust, and highly
scalable authentication schemes that are compatible with resource-constrained and time-
critical high-mobility VANET environments.

By improving the existing schemes, our research objective is not only to develop
new vehicle authentication techniques with comparatively lower computation and
communication costs than existing solutions but also to ensure that all privacy and
security measures are considered and preserved. Reduction of computation delay
at authentication message generation and message verification can make both V2I
and V2V authentication faster. Additionally, addressing all known identity-based
and location-based privacy threats, along with vulnerabilities associated with public
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communication channels, strengthens the resilience of our proposed authentication
schemes against potential attacks. In addition to improving the existing scheme, our
objective also focuses on exploring the possibilities of decentralized VANETs where
authentication is distributed among multiple trust entities. This distributed authen-
tication technique will not only facilitate VANETs’ efficient performance when the
number of vehicles in the network is significantly high but also robustness with im-
proved scalability, reliability, and fault tolerance capabilities.

Although this thesis concentrates on the privacy concerns associated with
VANET communications, it is important to highlight that modern vehicles are in-
creasingly fitted with cameras and sensors serving multiple functions, such as nav-
igation, driver assistance, and environmental monitoring. These sensors, which
gather significant amounts of data, pose additional ethical and privacy challenges,
especially when integrated with VANETs. While these concerns are highly im-
portant, they are beyond the scope of this thesis, which specifically addresses
privacy-preserving communication protocols in VANETs. Nonetheless, future re-
search should explore the intersection of VANETs with such in-vehicle technologies
to ensure a comprehensive approach to privacy and data protection in intelligent
transportation systems.

1.2 Research Questions

Following an extensive literature review and a comprehensive analysis of VANET
architectures, communication models, privacy and security challenges, as well as
time and resource constraints, we identified key areas for improvement in existing
research with our objective. This led to the breakdown of the research problems and
hypotheses into actionable research questions. Initially, we formulated three high-
level research questions to capture the core challenges in VANET authentication.
Each of these high-level research questions was then further refined into specific re-
search questions, which are addressed individually in our scientific research papers.
Figure illustrates the mapping between research questions and corresponding
scientific contributions.

1.2.1 Research Question 1 (RQ1)

How can centralized authentication be made efficient, with minimized computation and com-
munication costs, while ensuring privacy and security guarantees, robustness, and scalabil-
ity to handle the enormous V2V communication demands of large-scale VANET deploy-
ments?

As large-scale VANET deployments become increasingly essential for intelligent
transportation systems, there is a pressing need for more efficient, secure, and scal-
able authentication methods. Current solutions often face limitations in handling
the computational and communication overhead required for real-time V2V com-
munications, especially as network size increases. Addressing these challenges
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Figure 1.3: Mapping Research Questions to Scientific Papers.

directly supports the development of more robust, privacy-preserving, and high-
performance authentication frameworks, thereby enhancing traffic safety, reducing
congestion, and supporting the broader goals of smart city initiatives. To address
these challenges with our objectives, we propose the following hypothesis to guide
our investigation of RQ1.

Hypothesis 1:  Efficient and scalable centralized authentication in VANETs can be
achieved by distributing authentication tasks to RSUs, leveraging lightweight cryptographic
techniques, and optimizing communication flows. Offloading V2V authentication to RSUs
reduces the central CA’s workload, enabling real-time responses while maintaining privacy
and security. Additionally, lightweight epoch-based and group key-sharing mechanisms can
enhance secure communication, minimizing computational overhead while ensuring scala-
bility, integrity, and privacy in large-scale VANET deployments.

Building on this hypothesis, we explore the following specific research questions
to systematically analyze different aspects of centralized authentication in VANETs:

RQ 1.A: How can the workload on the central CA be reduced by enabling RSUs to locally
manage V2V communication, thereby supporting fast, real-time responses in critical scenar-
ios, while preserving vehicle identity, location privacy, and overall security?

This research question tackles the challenge of CA overload in VANETs due to
high authentication request volumes. Offloading authentication to RSUs enables
faster real-time responses, crucial for V2V communication in scenarios like collision
avoidance and emergency alerts. Local processing at RSUs minimizes interactive
communication, reducing additional network delays and third-party reliance while
improving scalability. However, challenges persist in safeguarding vehicle identity,
location traceability, and security. This question explores a balanced approach that
ensures both efficiency and privacy in VANET authentication.
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RQ 1.B: How to design a fast executable lightweight group key or session-specific epoch key
sharing to communicating vehicles?

In Vehicle-to-Vehicle (V2V) communication, vehicles often use a common epoch
key to securely encrypt and broadcast messages to surrounding vehicles within a
session. Therefore, once verified, vehicles need to receive an epoch-specific key from
a trusted verifier as part of the V2I authentication process. Additionally, vehicles
frequently communicate in groups, such as taxis within the same fleet, emergency
service vehicles, or transport vehicles working on coordinated tasks. In these group
communication scenarios, the ability to share a symmetric group key among the
vehicles would enhance both the efficiency and security of their interactions. This
research question explores whether trusted authorities can securely distribute epoch
keys and group keys to enable seamless communication between vehicles in such
settings.

1.2.2 Research Question 2 (RQ2)

How can a highly scalable, efficient, robust, and reliable distributed authentication frame-
work be designed in VANETS to eliminate communication bottlenecks at the CA, enabling
local authentication, revocation, and key sharing, while ensuring the security and privacy of
vehicles?

In a centralized VANET architecture, a single CA manages authentication, simpli-
tying security updates and entity management. However, as the network scales and
the number of vehicles and communication entities grows, it becomes increasingly
challenging for the CA to handle all authentication tasks in a timely manner. This
can lead to an overloaded CA, creating communication bottlenecks and limiting the
system’s ability to respond quickly. To address these challenges, this research ques-
tion investigates the possibility of redesigning the VANET authentication framework
to adopt a decentralized model with multiple interconnected CAs, allowing for dis-
tributed authentication and improved scalability while eliminating single points of
failure. To address these scalability and efficiency challenges, we propose the fol-
lowing hypothesis to guide our investigation of RQ2:

Hypothesis 2: A highly scalable and efficient distributed authentication framework for
VANETSs can be achieved by delegating V21 authentication to region-specific verifiers, reduc-
ing reliance on a central CA while ensuring security and privacy. A synchronized revoca-
tion strategy across multiple CAs can effectively prevent malicious vehicles from propagating
malicious messages. Furthermore, an optimized batch verification approach for V2V commu-
nication can enhance message processing efficiency, maintaining robustness and reliability
even in the presence of faulty signatures.

Building on this hypothesis, we explore the following specific research questions
to analyze different aspects of distributed authentication in VANETs systematically:

RQ 2.A: How can V21 authentication be delegated to region-specific verifiers within a dis-
tributed VANET model to enable privacy-preserving vehicle authentication locally, and how
can a synchronized revocation strategy be designed to effectively prevent malicious vehicles
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from propagating malicious messages within the network?

If vehicles can be authenticated directly by local verifiers without the need to
communicate with central CAs, the authentication process can be relatively faster.
This research question aims to explore solutions that enable vehicles to be verified
by local verifiers, regardless of their current region, while minimizing or even elim-
inating the need for CA involvement, thereby improving the overall efficiency of
the authentication process. In a centralized network with a single CA, revoking a
malicious vehicle is straightforward. However, with multiple CAs in a distributed
system, the process becomes more complex. The revocation status must be syn-
chronized across all connected CAs to prevent the malicious vehicle from spread-
ing harmful messages. This research question explores how to design a revocation
mechanism that ensures synchronization across multiple CAs while maintaining the
privacy of the vehicle’s original identity, making the process more challenging com-
pared to centralized systems.

RQ 2.B: Can we design an optimized batch verification strategy that significantly increases
the number of verified V2V messages, and is this approach still efficient when accounting for
randomly distributed faulty signatures within each batch?

Research shows that each message in a VANET network must be authenticated
within a specific time frame to be accepted as valid. Once this period expires, the
message is discarded. Batch message verification offers a way for vehicles to au-
thenticate and process a large number of V2V messages within the required time
frame. However, the presence of faulty message signatures in a batch raises ques-
tions about the efficiency of this method, which has not been thoroughly explored
in the literature. This research question focuses on adapting batch verification for
V2V communication and analyzing its efficiency when batches contain randomly
distributed faulty messages.

1.2.3 Research Question 3 (RQ3)

Is it possible to have a single owner but multiple users of a vehicle in VANET, and how would
V21 authentication and revocation work in a multi-user scenario?

One of the major contributors to road traffic hazards is the rapid increase in the
number of vehicles. Allowing multiple users to share the same vehicle efficiently can
help reduce the number of vehicles on the road and, in turn, decrease traffic-related
issues. In VANET, enabling multiple users to access a single vehicle requires the de-
velopment of a privacy-preserving rental scheme, where users can use the vehicle
without revealing sensitive personal information. Additionally, when the vehicle in-
teracts with surrounding vehicles, it must use anonymous identities to protect the
privacy of its users. To address these challenges, we propose the following hypoth-
esis to guide our investigation of RQ3:

Hypothesis 3: In a VANET environment, it is possible to implement a privacy-
preserving multi-user vehicle access framework where a single owner can delegate access
to multiple users without compromising security or privacy. Furthermore, V21 authentica-
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tion and revocation mechanisms can be designed to ensure that only the current user is held
accountable in case of disputes while maintaining the anonymity of the owner.

Based on this hypothesis, the following specific research questions are explored:
RQ 3.A: How can a privacy-preserving vehicle rental scheme be developed in VANET?

When a user wishes to access a vehicle, they must prove their driving credentials
to the vehicle owner, who then delegates access rights to the requesting user. The
vehicle must also verify the legitimacy of this delegation to ensure that only the
authorized user can access it. This research question focuses on designing a vehicle
rental scheme where the user’s sensitive personal information is protected from the
vehicle during the rental process, ensuring both security and privacy throughout the
transaction.

RQ 3.B: How can the current user of a vehicle be identified in case of a dispute without
compromising the privacy of the vehicle owner?

In a multi-user scenario, if a dispute arises, the current user of the vehicle must
be held accountable rather than the vehicle owner. This ensures that the owner’s pri-
vacy is preserved. This research question addresses the challenge of identifying the
current user in such situations while maintaining privacy. It involves a V2I authenti-
cation process where the anonymous identity of both the vehicle and its current user
is shared for verification, rather than revealing only the vehicle’s information.

1.3 Methodology

Goal and
Contribution

| Literature Study |_9I Problem Formulation

Requirements
Specification

Efficiency and Analysis and System and
Feasibility Study Simulations Protocol Design

A

Comparative Study  [<=—{

Need Improvements
Internal o
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Figure 1.4: Flowchart Representing our Adapted Research Methodology

This study follows a quantitative research approach [18], as the data collected
for evaluating the proposed authentication schemes is primarily numerical. The
performance analysis includes execution time measurements, cryptographic opera-
tion benchmarks, computational overhead evaluations, and security strength assess-
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ments. Automated verification tools are employed to validate security properties,
ensuring that the schemes meet defined privacy and authentication requirements.
Cryptographic simulations measure execution times, followed by an efficiency study
and a comparative analysis against existing schemes. If results meet expectations,
the scheme proceeds to internal review; otherwise, refinements continue. Once final-
ized, it is submitted for publication. This methodology is applied across all research
publications, concluding with key findings and future directions.

The adapted research methodology follows a structured stepwise approach lead-
ing to the proposed scientific contributions. This section briefly describes the step-
by-step methodology outlined in Figurdl.4l This research begins with a compre-
hensive literature study covering existing VANET and IoV authentication protocols,
security and privacy assessments, group key management, and lightweight cryp-
tographic primitives specifically based on elliptic curve cryptography for their ef-
ficiency, as mentioned earlier and also in Chapter 3. Followed by the empirical
and theoretical understanding through literature study, specific research questions
are formulated during the next step of problem formulation. Then, the privacy
and security requirements, vulnerability assessments, and threat model are speci-
fied during the requirement specification step. As specific research questions are
answered in specific scientific publications, the concise goal and contributions are
then set in the goal and contribution phase. These contributions from our various
scientific publications collectively address the main research objective outlined ear-
lier. Followed by this, the proposed authentication framework is designed with a
system model during the system and protocol design phase. Then, the hardware
simulation of the cryptographic functions used in the proposed scheme is performed
using the OpenSSL cryptographic library in C programming language during the
simulation step. The result of this step is execution times for cryptographic oper-
ations that provide an approximate computation time and computational overhead
of the proposed authentication scheme. These results, acquired from the simula-
tion stage, are then analyzed to understand their efficiency and feasibility against
the desired goals. A comparative efficiency analysis is also performed to compare
the computation time of the proposed scheme to state-of-the-art existing schemes.
Then, the results are finally discussed and analyzed with an expert view to under-
stand the impact of the result during the internal review decision.. If the results are
satisfiable, scientific articles are written for publication in most fitted journals or con-
ferences. Otherwise, improvements are made to the proposed framework, and the
steps from the system and protocol design are repeated until a satisfactory result is
achieved for publication.

1.4 Research Contribution

This section presents our key research contributions, addressing RQ1 to RQ3 through
a series of scientific publications that progressively enhance VANET authentication.
Our work begins with centralized authentication, making it highly scalable for large
vehicular densities while achieving authentication speed of a fraction of a millisec-
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ond. This efficiency is achieved through a proposed pseudo-random authentica-
tion mechanism in Paper I utilizing prime numbers, one-way hash functions, and
minimizing third-party involvement. Paper I introduces a hierarchical authentica-
tion model where RSUs locally handle real-time V2V authentication and token shar-
ing, reducing CA dependency while preserving identity privacy, directly addressing
RQ1.A. We also propose a pseudonym issuance and group key-sharing mechanism
in Paper I using lightweight modular arithmetic, hash functions, and Legendre sym-
bol checks, making it suitable for resource-constrained vehicles and enabling seam-
less interactions with smart applications, effectively answering RQ1.B. Paper II ex-
tends this by designing a comparatively lightweight and secure group key-sharing
scheme, eliminating computationally expensive operations such as modular arith-
metic or elliptic curve computations. Instead, it integrates cryptographic primitives
with the perfect secrecy of the One-Time Pad (OTP), using bitwise XOR and bit-
shifting for dynamic session-specific key generation. This significantly improves ef-
ficiency and extends group key-sharing beyond VANETs to broader IoT-based net-
works, contributing to RQ1.B. While centralized authentication improves scalability,
it does not provide distributed trust management or multi-user accessibility, guid-
ing us to address RQ2 and RQ3. Paper III introduces a distributed authentication
framework where local verifiers (LIs) independently authenticate vehicles, reduc-
ing interactions with a central CA. Its multi-CA architecture eliminates single points
of failure and bottlenecks, improving scalability while ensuring fast authentication.
Using lightweight ECDSA signatures, our V2I key-sharing approach achieves ver-
ification within 3.45 ms, nearly four times faster than existing schemes, while di-
rect verifiable message sharing is completed in under 5 ms, making it seven times
faster than current alternatives. Additionally, a privacy-preserving immediate revo-
cation mechanism allows Lls to blacklist misbehaving vehicles instantly and share
updates locally, ensuring rapid response to malicious activities. However, Paper III
still requires explicit handover requests when vehicles change regions, leading to
further enhancements in Paper IV. To address this, Paper IV eliminates the need
for explicit handovers by introducing a distributed V2I authentication and revoca-
tion scheme using lightweight non-interactive zero-knowledge (NIZK) proofs and
dynamic session-based key distribution, ensuring seamless inter-region movement
and full anonymity, directly contributing to RQ2.A. A key novelty is its ability to
maintain unlinkability while reducing authentication latency. Furthermore, Paper
IV introduces a novel V2V batch verification technique that enables vehicles to ef-
ficiently process a large volume of driving assistance messages before they expire.
This addresses a critical challenge in existing solutions, which struggle to handle
high message throughput under strict time constraints. Unlike conventional batch
verification methods that assume error-free batches, our approach exploits the linear-
ity of ECDSAx to isolate invalid signatures in real-time, improving robustness against
adversarial attacks and transmission errors and providing a novel solution to RQ2.B.
Paper V further explores this proposed batch verification approach by analyzing dy-
namic batch allocation in V2V authentication. Unlike traditional approaches that
assume all batch messages are valid, our work considers realistic scenarios where
faulty messages are randomly distributed. The novelty of the proposed batch verifi-
cation algorithm lies in its recursive aggregation strategy based on ECDSA, allowing
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efficient isolation and processing of faulty signatures without requiring full recom-
putation. This enhances computational efficiency, reducing verification time while
preserving security. Empirical analysis demonstrates substantial efficiency gains,
particularly when the batch error rate is below 40%, establishing optimal conditions
where batch verification outperforms single-message verification. By optimizing
V2V authentication, Paper V strengthens scalable and efficient VANET communi-
cation, completing our research contributions.

Following a scalable centralized authentication model RQ1, our research also
explores Multi-User Vehicle Access with Authentication and Direct Accountability,
running parallel to our advancements in distributed frameworks. Traditional vehi-
cle authentication assumes a single dedicated user per vehicle, overlooking shared
mobility scenarios where multiple drivers may access the same vehicle at different
times. This gap in existing authentication protocols creates privacy risks and ac-
countability challenges, particularly in vehicle rentals and car-sharing systems. To
address this, Paper VI introduces a secure and privacy-preserving vehicle rental
scheme that enables dynamic owner-to-renter access delegation while ensuring that
only the current driver is held accountable for any malicious activity, directly an-
swering RQ3.A and RQ3.B. Unlike conventional schemes that fail to distinguish
between owners and renters, our approach introduces a privacy-preserving authen-
tication and accountability framework that enables verifiable, non-repudiable access
rights using attribute-based credentials and digital signatures. The novelty of Paper
VI lies in its ability to maintain accountability while preserving user privacy through
an escrowed identity inspection mechanism. Instead of revealing the driver’s iden-
tity by default, the scheme ensures conditional anonymity using ElGamal encryp-
tion, allowing identity disclosure only by an authorized inspector in cases of mis-
behavior. Additionally, session or epoch-based pseudonym updates enhance un-
linkability, preventing tracking across multiple driving sessions. By integrating role-
based access control with privacy-preserving message broadcasts, Paper VI provides
a robust framework that secures shared vehicle usage while maintaining strong non-
repudiation guarantees. This advancement ensures that vehicle rental platforms can
enforce accountability without compromising user privacy, strengthening the secu-
rity and trustworthiness of multi-user vehicular authentication systems.

1.4.1 Author Contributions:

Sujash Naskar conceptualized the methods for Papers I-V, led the formulation, algo-
rithm and scheme design, simulation, security and performance analysis, and wrote
the manuscripts. Dr. Carlo Brunetta actively contributed to Papers III-V by revising
formulations, verifying cryptographic correctness, creating figures, performing sim-
ulations of batch verification, and helping in writing the manuscripts. Prof. Tingting
Zhang contributed to Papers I-V by verifying the correctness of the approach and as-
sisting in manuscript revisions. Prof. Gerhard Hancke played a key role in reviewing
the manuscripts for Papers I-V and contributed to revisions. Prof. Mikael Gidlund
supervised Papers I-V, providing guidance on research direction and enhancing the
quality of writing, presentation, and overall revisions. For Paper VI, Sujash Naskar
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and Mahdi Akil jointly led the formulation and scheme design, with Sujash Naskar
performing simulations and analysis while Mahdi Akil wrote the majority of the
manuscript. Prof. Leonardo A. Martucci and Prof. Jaap-Henk supervised Paper
VI, providing research guidance and assisting in manuscript revision and presenta-
tion improvements. All co-authors contributed to analyzing anonymous reviewers’
comments, with Sujash Naskar compiling and writing the "Response to Reviewer"
document for Papers I-V.

1.5 Dissertation Outline

The dissertation has two parts. The first part consists of chapters that summarize
the research thesis, whereas the second part is a collection of scientific publications.
After summarizing the overall thesis topic, research objectives, questions, research
methodology, and main contributions in the first chapter, we organize the rest of the
dissertation in the following chapters:

* Chapter 2 introduces the concept of VANETs, communication types, authen-
tication paradigms, requirements, privacy, and security challenges associated
with VANET communications.

¢ Chapter 3 presents the cryptographic primitives, security analysis techniques,
and simulation tools used to conduct the research work.

* Chapter 4 addresses the three research questions: RQ1 by optimizing task-
distributed, scalable centralized authentication; RQ2 by proposing a decen-
tralized VANET model with distributed authentication, revocation, and fault-
tolerant batch verification for large-scale V2V messaging; and RQ3 by intro-
ducing a multi-user vehicle rental scheme with built-in accountability.

¢ Chapter 5 summarizes all the six scientific research articles published through-
out this research work.

¢ Chapter 6 concludes the research by identifying potential limitations and fu-
ture directions with possible guidelines for further improvements.



Chapter 2

VANETs Concept and Context

Overview

Vehicular Ad Hoc Networks (VANETs) emerged in the late 1990s and early 2000s as
an extension of Mobile Ad Hoc Networks (MANETs), utilizing vehicle communica-
tion to enhance road safety, traffic management, and transportation efficiency [21]].
Early research focused on Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure
(V2I) communication, forming the foundation of Intelligent Transportation Systems
(ITS). By enabling real-time data exchange, VANETSs help reduce collisions, improve
traffic flow, and optimize routing, expanding their applications beyond safety to in-
fotainment, autonomous driving, and environmental sustainability. However, pri-
vacy and security remain critical challenges in VANETs due to the open nature of
wireless communication, making vehicles vulnerable to identity tracking, data tam-
pering, and cyber threats. Ensuring secure authentication while preserving user
privacy requires robust cryptographic mechanisms that balance security, efficiency,
and scalability. Despite advancements in existing literature, achieving efficient and
privacy-preserving VANET authentication is an open research problem. As VANETs
become integral to smart cities and connected vehicles, large-scale global initiatives
continue to drive development toward fully autonomous transportation networks,
necessitating further exploration of privacy-preserving techniques, intrusion detec-
tion systems, and adaptive security frameworks to mitigate emerging threats and
ensure safer, smarter, and more efficient mobility.

2.1 Network Entities

The following provides an overview of the communication entities in VANET and
their respective roles.

Certification Authority (CA): As the name implies, the Certification Authority (CA)

15
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or Trusted Authority (TA) in a VANET is assumed to be fully secure and resistant
to all potential security and privacy threats. In centralized VANETS, as presented in
[49, 20} 34], a single CA manages authentication and other network services, while a
decentralized VANETs may utilize multiple interconnected CAs to collectively pro-
vide these services [54} [17]. Vehicles are initially registered with the CA using their
true identities, with this process conducted over a secure offline channel. In practice,
the CA is often managed by government entities.

Road Side Units (RSUs): Vehicles communicate with the CA through roadside in-
frastructure units (RSUs) [13] [6]. When a vehicle enters an RSU’s coverage area, it
submits its authentication credentials to the RSU, which then relays this information
to the CA for verification. Upon successful verification, both the vehicle and the RSU
receive an acknowledgment from the CA. RSUs are considered semi-trusted entities,
meaning they are not expected to engage in malicious activities that could harm the
network, but they may be interested in gathering information about the vehicle’s
identity and location. The role of RSUs can vary depending on the specific VANET
implementation and its security architecture. In our implementation, we use the
term "Local Inspectors" (LI) for roadside units that differ from traditional RSUs by
having the capability to locally verify vehicles, adding an extra layer of security.

Cloud and Fog Nodes: The use of cloud and edge nodes in VANETs [11], 40} 53]
varies across different implementations, but their primary role is to offload compu-
tation and storage tasks from resource-constrained vehicles, enabling faster commu-
nication and more efficient processing. In some protocols [56} 54], fog nodes are also
utilized to facilitate vehicle authentication. As third-party entities in the network,
these nodes serve diverse functions depending on the specific protocol. However, in
our research, we aim to minimize third-party interactions. Therefore, we exclude the
use of cloud or fog nodes and focus exclusively on direct vehicular communications.

On-Board Unit (OBU): The On-Board Unit (OBU) is a tamper-protected device em-
bedded within vehicles, designed to manage, store, and execute all security and
privacy-related computations and communications [36]. As a tamper-protected sys-
tem, the OBU is safeguarded against physical attacks, ensuring the integrity and
confidentiality of the data it handles. Installed in every vehicle, OBUs are dedicated
to overseeing all aspects of security and privacy, from encryption and authentica-
tion processes to secure communication with other network entities. This specialized
role makes OBUs a critical component in maintaining the overall security framework
within vehicular networks.

2.2 Network Architecture

The architecture of VANETs has evolved significantly from traditional centralized
models to more sophisticated distributed architectures [16-32]. As shown in Fig-
ure initially, VANETs were built upon a centralized network model, where the
central trusted authority CA acted as the primary hub for all communications and
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decision-making processes. Vehicles communicate with the central trusted author-
ity using roadside infrastructure units or RSUs. In this architecture, vehicles relied
heavily on the central authority for authentication verification, session information,
key-sharing, routing decisions, data processing, and overall network management.
A general structure of a centralized VANET is presented in Figure[2.2}

While the centralized models provide a simple structural approach,
it faces limitations on network scalability, overall reliability, and fault-tolerance ca-
pabilities when the number of vehicles is significantly high. This challenge led to
the formulation of RQ1, focusing on designing a centralized authentication frame-
work capable of handling a high volume of vehicles efficiently. As the demands on
VANETs grew with an enormous number of vehicles that require real-time data ex-
change, the limitations of centralized architectures became increasingly apparent. As
a result, with RQ2 and RQ3, our research focus shifted towards more decentralized
and distributed architectures. Based on Hypothesis 2 and 3, vehicles in decentralized
VANET architecture take on a more active role in the network, forming peer-to-peer
connections and communicating directly without relying solely on a central author-
ity. Instead of a single centralized CA, multiple interconnected CAs are responsi-
ble for providing authentication and other services in a distributed way [41} 47, 54],
as demonstrated in Figure This distributed model allows vehicles to share in-
formation and make localized decisions dynamically, reducing the dependency on
centralized control and improving the network’s scalability and fault tolerance.

In order to understand the limitations and advantages of using both centralized
and decentralized VANETs we conduct a comparative study in Section [2.2]
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Centralized VANET

‘ Decentralized VANET

Simplified centralized control: A single CA
manages the network, ensuring organized
updates, coordination, and synchronization.
However, as the network grows the only cen-
tral CA might struggle with scalability.

Scalability: There is no centralized control
of the network. The network scales better
as there is no reliance on a single authority,
avoiding bottlenecks as the number of vehi-
cles increases.

Enhanced data consistency: All information
is processed and validated by a single entity,
minimizing conflicting or redundant data.

Distributed authentication: Authentication
is handled by multiple nodes, reducing load
on a single authority and preventing bottle-
necks.

Streamlined security implementation: Se-
curity enforcement is easier since all traffic
flows through a central point, allowing bet-
ter monitoring and threat detection.

Enhanced reliability: No reliance on a cen-
tral point; if one node fails, others maintain
network functionality, therefore better relia-
bility.

Optimized resource management: The CA
efficiently allocates computational resources,
bandwidth, and infrastructure to avoid re-
source wastage.

No single point of failure: The network
remains functional even if some nodes fail,
unlike centralized systems where CA failure
disrupts operations.

Simplified troubleshooting and mainte-
nance: A single central entity oversees net-
work performance, making dispute identifi-
cation and resolution straightforward.

Improved fault tolerance: The system con-
tinues to function smoothly despite node
failures, as network responsibilities are dis-
tributed.

Predictable performance: Performance is
more stable as the central authority manages
network traffic and load distribution.

Flexibility and adaptability: Easily adjusts
to dynamic changes, such as vehicle entry
and exit, without reconfiguration dependen-
cies.

Table 2.1: Comparison of Centralized and Decentralized VANETs

2.3 VANET Communications

VANETSs enable vehicles to communicate with each other and with road infrastruc-
ture, enhancing overall traffic safety and efficiency. This communication is crucial
for vehicles to share important data, such as their speed, location, road conditions,
and potential hazards. By exchanging this information, vehicles can make informed
decisions, avoid accidents, and navigate more efficiently. The data shared in VANET
communication supports various applications, from collision avoidance to traffic
management, ultimately contributing to safer and smoother transportation systems.

2.3.1 Communication Types and Terminologies

Communication in VANET varies depending on the type of data being exchanged
and the specific entities involved. Before accessing network resources, a vehicle must
first be authenticated by the trusted authority, which requires the vehicle to share its
authentication details. After successful verification, the vehicle can communicate
with local entities to obtain traffic-related information. Additionally, vehicles share
driving assistance data with nearby vehicles to improve driving safety. VANET com-
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Figure 2.4: VANET Communication Types and Data Sharing

munications can, therefore, be broadly categorized into two main types, each serving
a distinct purpose. Figure [2.4also presents the two different communications with
the type of data being shared.

Vehicle-to-Infrastructure (V2I) Communication:

Vehicles authenticate with infrastructure units and obtain session keys to securely
receive local traffic broadcasts. V2I communication involves the exchange of data
between vehicles and roadside infrastructure, such as traffic lights, road signs, and
traffic management centers [56} 35]. This communication type is critical for improv-
ing traffic flow and managing road conditions. The roadside infrastructure provides
real-time updates on traffic signals, road conditions, and potential hazards. For in-
stance, a vehicle approaching an intersection can receive signal timing information
from traffic lights, allowing it to adjust its speed for a smoother flow through the
intersection, reducing congestion and improving overall traffic efficiency.

Vehicle-to-Vehicle (V2V) Communication:

V2V communication allows vehicles to directly authenticate each other and ex-
change driving information. This type of communication is essential for enhancing
road safety and preventing accidents. The data shared in V2V communication in-
cludes real-time information such as vehicle speed, position, direction, and braking
status [10,/56]. This information enables vehicles to anticipate and react to potential
collisions, support cooperative driving, and optimize lane merging. For example, if
a car ahead suddenly brakes, it can instantly transmit this data to the vehicles be-
hind it, allowing them to react more quickly and avoid a potential accident. Using
short-range communication, vehicles in VANET can transmit new messages every
100 to 300 ms [24}32], which puts a strict time threshold for the verification time of a
transmitted message before it expires.

In vehicular communications, terms like V2G (Vehicle to Grid), V2P (Vehicle to
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Pedestrian), and V2N (Vehicle to Network) extend the principles of V2V and V2I by
encompassing interactions with the electric grid, pedestrians, networks, and other
entities in the traffic environment. In IoV, V2X (Vehicle to Everything) serves as an
umbrella term addressing all vehicular communication with infrastructure as well
as IoT-enabled applications. Despite these variations, the core objective remains the
same, aiming to enhance safety, traffic efficiency, and the driving experience through
seamless real-time communication. Our research primarily considers the widely
recognized V2V and V2I communication models for clarity and addressing typical
VANET communications.

2.4 Communication Standards

VANET entities rely on public wireless networks for communication between ve-
hicles and infrastructure, supported by several key standards [25]. IEEE 802.11p
(WAVE) enables vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) com-
munication using Dedicated Short-Range Communication (DSRC) in the 5.9 GHz
band [26], optimized for high mobility and real-time applications like collision
avoidance and traffic management. IEEE 1609 (WAVE Protocol Stack) builds on
IEEE 802.11p, defining security, multi-channel operation, and networking services,
with IEEE 1609.2 specifically addressing secure message exchange through encryp-
tion and digital signatures. ETSI ITS-G5, the European counterpart to WAVE, en-
sures interoperability for Cooperative Intelligent Transport Systems (C-ITS) in Eu-
rope, supporting real-time traffic updates and automated driving assistance. ISO
21217 defines the global Cooperative Intelligent Transport Systems (C-ITS) archi-
tecture, harmonizing communication protocols to enable seamless interoperabil-
ity across different technologies and regions [8]. 3GPP V2X, developed by the
3rd Generation Partnership Project, extends V2X communication beyond DSRC by
leveraging LTE and 5G networks for higher coverage, scalability, and ultra-reliable
low-latency communication (URLLC) [52 45], supporting direct device-to-device
(D2D) communication for applications like hazard warnings and cooperative driv-
ing. These standards collectively provide the foundation for secure, reliable, and
interoperable vehicular communication, essential for intelligent transportation and
autonomous vehicle ecosystems.

2.5 Understanding Conventional Authentication in
VANETs

In VANET, Authentication is mandatory for ensuring security and passenger safety,
as we have also mentioned in Section Conventional V2I authentication proto-
cols follow a general stepwise procedure as presented in Figure [2.5|for centralized
and in Figure [2.6| for decentralized VANETs. Each of these steps contributes to the
main goal of being verified by trusted parties such as CA and getting access to the
communication resources with an acknowledgment as described below:
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1. The vehicle receives and validates all public parameters from trusted parties,
which are necessary to initiate the authentication process. These parameters
typically include public keys, global variables, and certificates.

2. Using pre-shared secrets from the registration step, the vehicle applies cryp-
tographic functions to generate a randomized unlinkable authentication mes-
sage tuple, ensuring protection against all public channel security and privacy
vulnerabilities mentioned in Figure

3. The authentication tuple is then shared with the nearest RSU or cloud nodes
for further processing.

4. The RSU checks the validity of the message tuple and its timestamps. It then
attaches additional authentication information to the tuple and forwards it to
the CA for verification.

5. Upon receiving the tuple, the CA (centralized) or sub-CA (decentralized) ac-
quires the shared secrets from the root-CA and applies cryptographic proce-
dures for verification. The output is then matched against the received values
to confirm the authenticity of both the vehicle and the RSU.

6. Once verification is complete, an acknowledgment is sent back to the corre-
sponding RSU. The RSU verifies the integrity of the acknowledgment and adds
additional information to help the vehicle confirm the authenticity of both the
RSU and the CA.

7. Finally, the vehicle verifies the integrity and authenticity of the received ac-
knowledgment, allowing it to actively participate in the network.

The conventional authentication procedures in existing literature [13, 4, 30] in-
volve multiple interactions between vehicles and third-party entities, leading to sig-
nificant computational overhead and message forwarding. As highlighted in Sec-
tion[I.1.T} this interactive authentication process introduces third-party computation
delays and potential privacy vulnerabilities. While these conventional methods pro-
vide a foundation for our research, our objective is to develop computationally ef-
ficient, non-interactive authentication frameworks that directly address RQ1, RQ2,
and RQ3.
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2.5.1 VANET Authentication Requirements

Authentication in VANET communication is crucial for ensuring the trustworthiness
and security of exchanged data, as highlighted in the schemes proposed in [31-38].
Vehicles depend on real-time information for critical driving decisions, making data
integrity and authenticity essential to prevent traffic accidents, congestion, and po-
tential cyberattacks. Without robust authentication, malicious entities could inject
false information, compromising the safety and reliability of the transportation sys-
tem. To establish secure VANET communication, several key security properties
must be maintained, as outlined below:

Integrity: Ensuring that the data has not been tampered with during transmission is
critical, as altered information could mislead vehicles and cause unsafe situations.

Confidentiality: Sensitive information, such as vehicle identities or location data,
should be protected from unauthorized access to maintain privacy and prevent tar-
geted attacks.

Availability: The communication network must remain available and functional at
all times, ensuring that vehicles can consistently receive and send crucial data with-
out disruption.

Non-repudiation: Vehicles must not be able to deny their actions within the net-
work, which is important for accountability and legal enforcement in case of dis-
putes.

Authenticity: Verifying the identity of the communicating entities ensures that only
legitimate vehicles and infrastructure participate in the network, preventing imper-
sonation and other forms of identity-based attacks.

These security properties are fundamental to maintaining a safe and reliable
VANET environment. To address these needs, following three main authentication
methodologies have been proposed as also mentioned in Section[1.1]

1. Pseudo-identity-based Authentication: This method offers privacy by assign-
ing vehicles temporary, changeable identities that still allow for message au-
thentication and traceability when necessary.

2. Randomized Public Key Certificates: Vehicles use randomized public key cer-
tificates to authenticate their identities securely, ensuring only trusted partici-
pants are involved in network communications.

3. Blockchain-based Mutual Voting: This advanced method uses blockchain to
allow vehicles to validate each other’s identities through a decentralized vot-
ing process. While it provides a high level of security and transparency, it
is also resource-intensive, requiring significant computational power and net-
work bandwidth.
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Blockchain-based mutual voting mechanisms in VANETs as proposed in [29, 22,139,
60] use a decentralized approach where vehicles verify identities through consensus.
While this ensures transparency, it introduces high computational complexity, ex-
cessive communication overhead, and significant resource demands, making it im-
practical for real-time vehicular networks. Maintaining blockchain records and per-
forming intensive operations can cause delays, limiting responsiveness in dynamic
environments. In contrast, as also discussed in Section pseudonym-based au-
thentication [7,123,/44] and randomized certificate-based methods [56/129, 31} 162]] offer
a more efficient alternative by reducing computational overhead and communica-
tion latency while maintaining strong security. Pseudonym-based schemes allow
vehicles to use temporary, unlinkable identities, ensuring privacy without contin-
uous verification delays. Certification-based methods streamline authentication by
leveraging trusted authorities, eliminating the need for repeated consensus mecha-
nisms. These approaches provide a balance between security, efficiency, and scala-
bility, making them more suitable for real-time VANET applications.

2.5.2 Privacy Requirements

Preserving privacy in VANETSs is challenging, particularly regarding identity and lo-
cation traceability [3,[19,21]. Unauthorized access can lead to tracking and profiling,
while location traceability enables malicious actors to monitor movements, posing
security risks. To address these threats, VANET authentication must meet the fol-
lowing privacy requirements:

® Mutual Verifiability: Both sender and receiver identities must be verified to
ensure communication occurs only between legitimate parties. This reduces
impersonation risks and maintains trust within the network.

* Anonymous Identity (Pseudonyms): Vehicles use temporary pseudonyms to
mask their true identities. These pseudonyms are periodically changed to pre-
vent long-term tracking, safeguarding user privacy during communication.

* Verifiable Anonymity: While pseudonyms conceal true identities, recipients
must verify the sender’s legitimacy through cryptographic techniques. This
ensures secure communication without compromising privacy.

¢ Unlinkability: Pseudonyms must be generated with sufficient randomness to
prevent correlation of messages. This ensures vehicles cannot be tracked based
on communication patterns, thereby protecting location privacy.

* Dispute Management: In the case of disputes, only a trusted Certificate Au-
thority (CA) can link pseudonyms to real identities. This enables accountability
while preserving privacy during normal operations.

In summary, these requirements, including mutual verifiability, pseudonyms,
verifiable anonymity, unlinkability, and dispute management, are essential for se-
curing VANETs. They protect user privacy, maintain trust, and ensure accountabil-
ity without compromising anonymity. However, in existing research, identity and
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location privacy of vehicles in communication is often overlooked, which is a critical
and challenging task in VANET, as also pointed out by [46, 38, [15].

2.5.3 Security Requirements

Vehicles in VANETs communicate over public channels, making them susceptible
to security attacks that threaten safety, integrity, and privacy. Public access allows
attackers to intercept, modify, or disrupt communications, leading to risks such as
traffic accidents, unauthorized tracking, and system failures. Ensuring secure com-
munication is essential to mitigate these threats, requiring specific security measures
to address common vulnerabilities. Researchers [19, 21} [34] consider these require-
ments fundamental for secure communication, especially in dynamic and mobile
VANET environments. Regardless of whether the architecture is centralized or de-
centralized, core security and privacy challenges remain consistent, as shown in Fig-

ure2.71

Identity and Location Privacy: Protecting the privacy of vehicle users is paramount
in VANETs. The authentication process must ensure that the real identity and lo-
cation of vehicles are not exposed to unauthorized parties. This requires the use of
pseudonyms and unlinkable identifiers to prevent tracking and profiling of vehicles
based on their communication patterns.

Message Integrity and Confidentiality: It is essential to safeguard the integrity and
confidentiality of messages transmitted over the network. This requirement ensures
that data cannot be altered or tampered with during transmission, and that sensi-
tive information is protected from eavesdropping. Cryptographic techniques such
as digital signatures and encryption are typically used to fulfill this requirement,
ensuring that only authorized parties can access and modify the data.

Protection Against Replay Attacks: Replay attacks occur when an attacker captures
a valid message and replays it later to deceive the system. To prevent this, each
message must include mechanisms to verify its freshness, such as timestamps or
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sequence numbers, ensuring that old messages cannot be reused to create confusion
or unauthorized actions.

Mitigation of Man-in-the-Middle (MitM) Attacks: In a MitM attack, an adversary
secretly intercepts and potentially alters the communication between two parties
without their knowledge. Securing the communication channel against such attacks
involves strong mutual authentication processes and encryption to ensure that only
the intended parties can communicate, preventing any third party from eavesdrop-
ping or injecting false data.

Prevention of Impersonation: Impersonation attacks involve an attacker mas-
querading as a legitimate vehicle to gain unauthorized access or spread false in-
formation within the network. To prevent this, the system must implement robust
authentication methods that verify the unique identity of each vehicle, ensuring that
only authorized entities can participate in the network.

Defense Against Forgery Attacks: Forgery attacks occur when an attacker creates
counterfeit messages or signatures to deceive the network. The system must ensure
that all signatures and certificates are verifiable and genuine, typically through the
use of cryptographic validation, preventing attackers from introducing false infor-
mation into the network.

Protection from Sybil Attacks: In a Sybil attack, a single malicious entity creates
multiple fake identities to manipulate the network. The system must ensure that
each vehicle is uniquely identifiable and that no vehicle can create multiple identi-
ties to disrupt the network’s operations. This is often achieved through centralized
identity management or decentralized consensus mechanisms.

Non-Repudiation: Non-repudiation ensures that senders cannot deny having sent
a message and receivers cannot deny having received it. This is crucial for account-
ability within the network, as it provides a record of communication that can be used
in the event of a dispute or investigation. Digital signatures are commonly used to
achieve non-repudiation.

Resistance to Denial-of-Service (DoS) Attacks: DoS attacks aim to overwhelm the
network with illegitimate traffic, causing disruptions and making the network un-
available to legitimate users. The system must be designed to resist such attacks by
quickly identifying and discarding malicious traffic, ensuring that legitimate com-
munication can continue without significant interruption.

In conclusion, these security requirements are essential for maintaining the in-
tegrity, confidentiality, availability, and privacy of VANET communications. By ad-
dressing these critical areas, the network can operate securely and efficiently, even
in the presence of potential threats. These requirements form the foundation of a
secure VANET system, ensuring that vehicles can safely and reliably exchange in-
formation in a dynamic and potentially hostile environment. Existing research often
relies on cryptographic primitives to secure VANET authentication frameworks, but
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their selection significantly impacts computational and communication efficiency.
While heavy cryptographic operations like bilinear pairings and map-to-point hash
enhance security and privacy, they hinder time-critical responses [40,[13]. In contrast,
lightweight primitives such as general hash functions and ECC improve efficiency
but often overlook data privacy [31} 62]. A balanced approach that ensures both
strong security and privacy guarantees, and efficiency for real-time authentication
remains missing in the literature.

2.6 Threat Model in VANETs

Designing a robust threat model for VANETs requires identifying potential secu-
rity, privacy, and reliability threats while implementing effective countermeasures,
as highlighted in [19] 21]. Due to the public nature of VANET communication chan-
nels, the network remains highly vulnerable to both passive and active attacks. A
comprehensive threat model, as adopted in schemes [31-38], must account for adver-
sary capabilities and system weaknesses to mitigate these risks. A widely recognized
framework for analyzing such threats is the Dolev-Yao security model [12], which as-
sumes that adversaries possess full knowledge of network protocols and significant
computational power. They can intercept, modify, and inject messages, making it
crucial to implement strong security mechanisms. To effectively address these vul-
nerabilities, VANETs must first classify network entities based on their trustworthi-
ness, ensuring a structured approach to security enforcement.

Trusted Entities: These include CAs and other central authorities responsible for
managing the security infrastructure. Trusted entities are assumed to be secure and
reliable, meaning they do not pose any threat to the system. They are responsible for
issuing and managing cryptographic keys and certificates, ensuring that all commu-
nications are authenticated and authorized.

Semi-Trusted Entities: These entities, such as RSUs or Lls, are generally considered
honest but curious. They follow the protocols and do not actively perform malicious
activities; however, they might be interested in learning about the vehicles” identities
and movement patterns for purposes not aligned with user privacy. Therefore, while
they do not perform direct attacks, they still pose a potential risk to privacy.

Untrusted Entities: These are external or unauthorized entities that do not have
legitimate access to the network. They include malicious vehicles or external ad-
versaries attempting to infiltrate the network to perform both passive and active at-
tacks. Untrusted entities are considered a significant threat to the system’s security
and privacy, as they can exploit any vulnerabilities in the network to compromise its
integrity.

The semi-trusted and untrusted entities can perform the following security at-
tacks:
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Passive Attacks:

Eavesdropping: Adversaries silently monitor the communication channels to
collect sensitive information without altering the data flow. This can lead to the
unauthorized collection of vehicle identities, locations, and movement patterns,
compromising user privacy.

Traffic Analysis: By analyzing the communication patterns, adversaries can in-
fer information about the vehicles” behavior, such as frequently visited locations or
travel routes, even without directly accessing the content of the messages.

Active Attacks:

Message Modification: Adversaries alter the content of intercepted messages
before forwarding them, potentially causing vehicles to make unsafe decisions based
on false information.

Message Injection: Malicious entities can inject false messages into the network,
creating confusion, disrupting traffic flow, or even causing accidents.

Impersonation and Spoofing: An adversary poses as a legitimate vehicle or in-
frastructure entity to gain unauthorized access to the network or to spread mislead-
ing information.

Replay Attacks: Adversaries capture legitimate messages and retransmit them
at a later time to deceive the system into thinking the message is new, potentially
causing harmful actions based on outdated information.

Protocol Manipulation: By manipulating the sequence or state of communica-
tion protocols, adversaries can disrupt the expected flow of messages, leading to
system malfunctions.

While most VANET authentication frameworks focus on external threats, they of-
ten overlook risks from semi-trusted internal adversaries like vehicles, RSUs, or local
verifiers with limited data access [23}48]. These entities can compromise security by
tracking vehicle movements, accessing sensitive data, and launching impersonation
or replay attacks. To address this, our research considers both external and internal
threats, designing a robust authentication framework for comprehensive security
and privacy protection, aligning with our objectives in Section [1.1.2}

2.7 Chapter Summary

This chapter provides an overview of VANETs, which evolved from MANETs to im-
prove road safety and traffic efficiency through vehicle communication. It discusses
the benefits and limitations of centralized and decentralized VANET architectures,
emphasizing how decentralized systems offer better scalability and fault tolerance.
The network entities are introduced, highlighting their roles in maintaining secu-
rity. The chapter also covers essential security and privacy requirements to protect
VANET communications. It concludes with an introduction to the Dolev-Yao threat
model and the classification of entities based on their trustworthiness.
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Chapter 3

Cryptographic Tools and
Strategies

Overview

We begin by introducing the fundamental cryptographic primitives, such as encryp-
tion, digital signatures, and hash functions, along with their security definitions.
These security primitives are critical for ensuring data confidentiality, integrity, and
authenticity in communications. Next, we examine how these cryptographic prim-
itives serve as tools that are adapted and applied to develop robust authentication
protocols tailored to the unique challenges of VANET environments. We also dis-
cuss the methodologies used for both formal and informal security analysis to thor-
oughly evaluate the effectiveness and robustness of these authentication schemes in
defending against various types of attacks. In addition to security considerations, we
also address the importance of efficiency analysis in VANET authentication schemes.
This includes methodologies for analyzing computational overhead, communication
costs, and resource consumption. We conclude the chapter by highlighting the meth-
ods used for comparative studies, which evaluate the performance and effectiveness
of different authentication protocols, ensuring that the proposed solutions are not
only secure but also practical for real-world deployment of VANET systems.

3.1 Cryptographic Functions

Cryptographic functions are the cornerstone of developing privacy-preserving au-
thentication protocols, especially in environments like VANETSs, where security and
efficiency are paramount. These functions ensure that sensitive information is pro-
tected from unauthorized access while enabling secure communication between ve-
hicles and infrastructure. The use of cryptographic primitives such as hash func-
tions, encryption methods, and digital signatures is essential in creating authenti-
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Cryptographic Tools and Strategies

Cryptographic Func-  Examples General Application in VANETs

tions

One-Way Hash: y =  SHA-256, SHA-384, Generating message digests, fixed size random strings, pseudo-
H(x) SHA-512 etc. identities etc.

Symmetric Encryption:
E(k, m) or Decryption:
D(k, ct)

AES, DES, Blowfish
etc.

Encryption or decryption of V2V and V2I message tuples shared
during authentication, encrypted acknowledgments, encrypted
secret values, and parameters.

Elliptic Curve Cryp-
tography (ECC)

secp256k1, P-256

(secp256r1), etc.

Public-private key generation, Diffie-Hellman key exchange,
message signing and verification with digital signatures, certifi-
cates, etc.

Non-Interactive Zero-
Knowledge (NIZK)

Chaum-Pedersen,
Sigma protocols

Zero-knowledge proof of Vehicle’s identities, Non-Interactive
Verification etc.

Table 3.1: Notation Descriptions used in the Scheme.

cation schemes that can guarantee confidentiality, integrity, authenticity, and non-
repudiation. In our research, we employ several cryptographic foundations as pre-
sented in Table[3.1]to develop lightweight vehicle authentication schemes, each cho-
sen for its balance of security and efficiency. The following cryptographic functions
serve as the fundamental security tools to our research:

3.1.1 One-Way Hash Functions

One-way hash functions are essential in cryptographic protocols due to their ability
to generate a fixed-size hash value from input data of any length, where even a small
change in the input results in a significantly different hash output [43} p. 329-365].
The security of a hash function lies in its resistance to various types of attacks, which
can be formally defined as follows:

Definition 3.1. A hash function H is said to be preimage-resistant (also known as
one-way) if, given a hash value y = H(z), it is computationally infeasible to find any
input 2’ such that H(z') = y.

Definition 3.2. A hash function H is said to be second preimage-resistant if, given
an input z, it is computationally infeasible to find a different input 2’ # x such that
H(x)= H(2).

Definition 3.3. A hash function H is said to be collision-resistant if it is computa-
tionally infeasible to find any two distinct inputs « and 2’ such that H(z) = H(z').

In our research, hash functions are employed to ensure data integrity and to de-
rive keys and authentication tokens in a secure and efficient manner.

3.1.2 Symmetric Key Encryption and Decryption (AES)

Symmetric key encryption uses the same key for both encryption and decryp-
tion, with the Advanced Encryption Standard (AES) being one of the most widely
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adopted algorithms due to its strength and efficiency as mentioned in [43] p. 146-
176]. AES operates on 128-bit data blocks and supports key sizes of 128, 192, or 256
bits. Its security relies on resisting cryptographic attacks, as described below:

Definition 3.4. Ciphertext indistinguishability under chosen-plaintext attack
(IND-CPA): An encryption algorithm satisfies IND-CPA if, given two plaintexts and
their corresponding ciphertexts encrypted with the same key, an adversary cannot
distinguish which ciphertext corresponds to which plaintext with a probability sig-
nificantly better than random guessing.

Definition 3.5. Resistance to linear cryptanalysis: AES prevents attacks that at-
tempt to approximate its behavior using linear equations. Its security is derived
from the complexity of finding such approximations that can predict the cipher’s
internal structure with non-trivial probability.

Definition 3.6. Resistance to differential cryptanalysis: AES is designed to ensure
that small changes in plaintext result in significant, unpredictable changes in cipher-
text. This resistance mitigates attacks that analyze the impact of specific differences
in plaintext pairs on the corresponding ciphertext pairs.

In our VANET authentication schemes, AES is utilized for encrypting sensitive
data, ensuring that only authorized parties with the correct key can access the infor-
mation.

3.1.3 Elliptic Curve Cryptography (ECC)

As discussed in [43] p. 307-328], Elliptic Curve Cryptography (ECC) is a public key
cryptography system based on the algebraic structure of elliptic curves over finite
tields. ECC has a wide variety of cryptographic applications in VANET, as demon-
strated in Figure[3.T] The security of ECC is derived from the hardness of the Elliptic
Curve Discrete Logarithm Problem (ECDLP).

Definition 3.7. The Elliptic Curve Discrete Logarithm Problem (ECDLP) is defined
as follows: Given an elliptic curve E over a prime field F,, a point P € E(F,), and
a point () = kP for some integer k, the problem is to determine the integer k, given
P and @. The ECDLP is considered computationally infeasible to solve with current
technology for a large ¢.
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ECC provides comparable security to traditional public key systems like RSA
but with significantly smaller key sizes, leading to faster computations and reduced
resource consumption. This makes ECC particularly suitable for lightweight crypto-
graphic applications in VANETs, where computational efficiency is crucial.

3.1.4 Diffie-Hellman Key Exchange Based on ECC (ECDH)

The Diffie-Hellman (DH) key exchange protocol allows two parties to securely es-
tablish a shared secret over an insecure channel [43, p. 292-295]. When combined
with Elliptic Curve Cryptography (ECC), resulting in Elliptic Curve Diffie-Hellman
(ECDH)), the protocol benefits from the security of the Elliptic Curve Discrete Loga-
rithm Problem (ECDLP) while maintaining low computational overhead. ECDH is
particularly well-suited for environments like VANETs, where efficiency and secu-
rity are both crucial.

Definition 3.8. The security of ECDH is based on the Elliptic Curve Diffie-Hellman
Problem (ECDHP), which is defined as follows: Given an elliptic curve E over a
finite field I, a base point G € E(F,), and two points A = aG and B = bG, the
problem is to compute the point § = abG without knowing the private keys a or b.
Solving the ECDHP is considered computationally infeasible, which underpins the
security of the ECDH protocol.

ECDH enables secure key exchange in VANETS, ensuring that only the intended
participants can derive the shared symmetric key used for further encrypted com-
munication.

3.1.5 Elliptic Curve Digital Signature Algorithm (ECDSA)

The Elliptic Curve Digital Signature Algorithm (ECDSA) is a digital signature
scheme based on the principles of Elliptic Curve Cryptography (ECC). ECDSA is
particularly suitable for environments where efficient and secure digital signatures
are needed, such as in VANETs. The security of ECDSA is rooted in the Elliptic
Curve Discrete Logarithm Problem (ECDLP), but there are additional key properties
and definitions related to the operation of ECDSA [43] p. 329-365].

Definition 3.9. A digital signature is a cryptographic scheme that allows a party
(the signer) to prove the authenticity and integrity of a message to another party
(the verifier). A digital signature scheme is secure if it is existentially unforgeable
under chosen-message attacks (EUF-CMA), meaning that an adversary, even after
observing valid signatures on arbitrary messages of their choice, cannot generate a
valid signature on a new message that the signer has never signed.

ECDSAx Signatures. The ECDSAx algorithm is a variety of (ECDSA) [2], that uses
the pairwise relative co-primes b;. After initialized by the SignlInit(/,T") algorithm,
it generates a verifiable signature o on a message m using the Sign(pp, sk, m) algo-
rithm. Unlike ECDSA, where a signature consists of an elliptic curve point and only
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Init Proves (pp, S, s) Signlinit(l, T') BatchVer((pp, br), pk, or,my)  Ver(pp, pk, (R, c), m)
pp + (G,p,G) T <5 Ly pp + (G,p,G) fori € I do z + z(R)
return pp R« (r-pp.G,r - pp.H) forie{1,..., T} do z; < z(R;) w4 ¢t

1

KG ¢« H(pp, R, 5, 0) // Pairwise co-prime wi ¢ u + H(m) - w
L T4 T—5-C bi <5 Zp u; +— H(m;) - w; Vi -w
o return (pp, br) . —
T <$Zy return (R, ) Vi £ T Wi R < u-pp.G + v - pk
(sk, pk) < (r,7 - pp.G) oo Sign(pp, sk, m) R Z bi - R return z(R) Ze
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return pp

Figure 3.2: Algorithms for the Chaum-Pedersen ZK protocol using Fiat-Shamir transformation,
Diffie-Hellman key-agreement protocol and ECDSAx* signature scheme, with key generation
shared with DH, plus the batch verification algorithm.

the x-coordinate of another, ECDSAx signatures consist of two elliptic curve points
with all coordinates. Standard single verification of a signature is performed using
Ver(pp, pk, (R, ¢), m) algorithm.

ECDSAx Batch Verification. We have adapted the ECDSAx batch verification al-
gorithm proposed in Kittur and Pais [27] for its efficient linearity in verification
considering the presence of faulty messages in each batch. The ECDSAx signa-
tures can be batch-verified for an efficient verification time. Following the algo-
rithm BatchVer((pp, bs), pk;, o1, my) presented in Figure all signatures in a batch

of i € {1,...,L} is first precomputed to generate R, U, V and finally the check

RLT + V ensures the correctness of the batch verification.

3.1.6 Non-Interactive Zero-Knowledge Proofs (NIZKPs)

Non-Interactive Zero-Knowledge Proofs (NIZKPs) allow one party, the prover, to
convince another party, the verifier, that a statement is true without revealing any
information beyond the validity of the statement itself. NIZKPs are crucial for main-
taining privacy in cryptographic protocols, especially in scenarios where interaction
between the prover and verifier is limited or impractical.

Definition 3.10. A Zero-Knowledge Proof (ZKP) is a cryptographic protocol where
a prover convinces a verifier that a given statement « € £ (where £ is a formal
language) is true without revealing any additional information about the underlying
witness w [43] p. 420-425].

The security of zero-knowledge proofs relies on well-established hardness as-
sumptions, such as Discrete Logarithm Problem (DLP), ECDLP, or Learning with Er-
rors (LWE), depending on the specific ZKP construction. These assumptions ensure
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the infeasibility of producing false proofs (soundness) or distinguishing real proofs
from simulated ones (zero-knowledge).

Definition 3.11. A non-interactive zero-knowledge proof is a special type of zero-
knowledge proof where the prover and verifier do not need to engage in multiple
rounds of communication. The proof is generated by the prover using a common
reference string (CRS) or a public parameter by using the function Prove;(pp, S, s)
and is then sent to the verifier, who can verify the proof using the function
NIZKVers(pp, R, S, 7) for the same CRS or public parameter as presented in Fig-
ure The non-interactive nature makes NIZK proofs particularly useful in sce-
narios where interaction between the prover and verifier is impractical.

The non-interactive nature of these proofs is often achieved using the Fiat-
Shamir heuristic [14], a method that transforms an interactive proof into a non-
interactive one by replacing the verifier’s challenges with cryptographic hashes. The
Fiat-Shamir heuristic is a technique used to convert an interactive proof system into
a non-interactive one. In an interactive proof, the verifier generates random chal-
lenges that the prover must respond to. The Fiat-Shamir heuristic replaces these
challenges with the hash of the prover’s previous messages, using a cryptographic
hash function. This allows the proof to be generated and verified without the need
for multiple rounds of interaction between the prover and verifier. The heuristic
assumes that the hash function behaves as a random oracle, providing the neces-
sary randomness in a non-interactive setting. ECC-based NIZKPs are employed in
our VANET authentication schemes to allow vehicles to prove possession of certain
credentials or keys without revealing the credentials themselves, thus preserving
privacy while ensuring security.

3.2 Security Analysis

Building on widely adopted VANET security models [26-38], we developed a com-
prehensive security framework that integrates key privacy requirements, anticipates
public channel attacks, and addresses system vulnerabilities. To ensure the robust-
ness of our authentication scheme, we designed a security analysis strategy based
on prior studies, aligning closely with realistic threat models. A thorough security
evaluation is essential to validate resilience against various attack scenarios and con-
firm compliance with stringent security requirements for VANET deployment. Re-
searchers typically employ three main strategies for security analysis, each offering
a systematic approach to evaluating the scheme’s security guarantees.

3.2.1 Formal Security Analysis

Formal security analysis is a rigorous method that mathematically models an au-
thentication scheme’s security properties. Followed by [63] 56, 60], this approach of-
ten relies on the random oracle model, where the security of the scheme is analyzed
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through a series of well-defined games G. First, queries are generated based on the
scheme-specific interactions. Utilizing the queries, an adversary A interacts with a
challenger C, who executes the scheme according to the rules of these games. Each
game corresponds to a specific security property, such as confidentiality, integrity, or
authenticity. The adversary attempts to breach the security property while the chal-
lenger tests the scheme’s resilience. The analysis is conducted using probabilistic
polynomial-time Turing machines, meaning that all parties, including the adversary
and the challenger, operate within feasible computational limits. The probability of
the adversary successfully breaking the security property referred to as the advan-
tage probability Adv®(A), is then calculated. A lower advantage probability indi-
cates a more secure scheme, providing formal proof of the scheme’s security under
the defined model.

3.2.2 Informal Security Analysis

Informal security analysis is a widely adopted method in VANET authentication
schemes [22-23, 26, 28, 30, 32], providing a structured review of a scheme’s design to
identify potential vulnerabilities. Instead of formal proofs, this approach relies on ex-
pert judgment and logical reasoning to analyze key phases such as initial setup, key
generation, internal computations, and message exchange. Analysts formulate se-
curity claims based on plausible security arguments, outlining potential guarantees
that might be provable through proper conjectures. This process allows researchers
to assess a broad range of threats, including counterintuitive vulnerabilities. While
informal analysis lacks mathematical rigor, it remains a practical and widely used
technique for evaluating security in VANETS, especially in early-stage protocol de-
velopment. In our research, every proposed authentication scheme undergoes this
assessment to ensure robustness before considering formal validation.

3.2.3 Formal Security Testing with the Scyther Tool

Formal security testing ensures the robustness of cryptographic protocols against
predefined goals. Scyther [56] 41]] analyzes protocols using models like Dolev-Yao,
CK, and eCK to detect vulnerabilities such as man-in-the-middle and replay attacks.
Protocols are defined in spdl, and Scyther verifies key properties, including secrecy,
aliveness, weak agreement, non-injective agreement, and non-injective synchroniza-
tion. In our research, Scyther validated the distributed authentication frameworks
proposed in Papers III and IV, confirming their security and privacy.

3.3 Performance Analysis

Performance analysis is essential in VANET authentication as it directly affects real-
time deployment and system responsiveness. In a dynamic environment where
vehicles require seamless communication and time-critical decision-making, an au-
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Symbol  Description Timing (ms)
T+ Addition of two field elements ~ 0.0009
Tx Multiplication of two field elements ~ 0.0011
Texp Exponentiation operation ~ 0.0083

leg Legendre symbol check ~ 0.0137
lag Lagrange interpolation operation 0.1725
Te+ Point addition on curve secp256k1 ~ 0.0023
Tex Point multiplication on curve secp256k1 ~ 0.0921

Th Hash operation =~ 0.0011
Te AES encryption =~ 0.0026
To AES decryption ~ 0.0032
Tsign ECDSA signature =~ 0.0944
TVer ECDSA verification ~ 0.1865
Top Bilinear-pairing of two groups ~ 3.8721
Top Pairing-based multiplication operation ~ 0.6621
Top+ Pairing-based addition operation ~ 0.0461

Table 3.2: Execution times of cryptographic operations.

thentication scheme must be both secure and efficient. Excessive computational or
communication delays can compromise network responsiveness, posing safety risks
and reducing overall effectiveness. The methodology for evaluating computational
and communication efficiency is a well-recognized approach, widely adopted in
VANET research, including [34-38]. This ensures that authentication schemes main-
tain an optimal balance between security and performance. Our research focuses on
developing highly efficient schemes with faster computations and minimal commu-
nication overhead to enhance real-world applicability.

Simulation Environment

To extract the execution times of the cryptographic functions used in the protocol,
we have used an Intel i7-6500U @ 2.50GHz CPU with two cores and four logical
processors having 16GB of physical memory(RAM). This hardware setup closely
aligns with the setup used by [4-5, 7-8, 10, 13, 15, 18] for executing cryptographic
functions. We have used a Linux virtual environment and implemented the cryp-
tographic functions in C programming language using the OpenSSL cryptographic
library and the PBC library on a Linux virtual environment. The security parameter
is set to 128 — bits security; therefore, SHA 256 is considered for hash operations
and the AES symmetric key is set to 128 — bits. Similarly, for the ECDSA, we have
used the standard cryptographic curve “secp256k1”, which provides a security level
of 128 — bits (also used in bitcoin technology). The “secp256k1”curve is defined on a
prime field of size 256 — bits, and the order of the base point P is also 256 — bits.

An example of execution times of different cryptographic functions obtained by
using the above simulation environment is given in Table
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3.3.1 Computational Efficiency

Computational efficiency in authentication schemes refers to the time required for
tasks such as generating and verifying authentication tuples, sharing session keys,
and processing V2V messages. This efficiency is primarily determined by the speed
of underlying cryptographic operations. In VANET research [54] 9], computational
efficiency is typically evaluated by simulating these operations, measuring their ex-
ecution times, and summing them to calculate total computational costs for each
scheme-specific function. In our research, we simulate cryptographic functions re-
peatedly to determine average execution times and calculate the total time required
for operations like message authentication and session key sharing. These results,
summarized in a table, offer a clear view of computational performance. Notably,
this analysis focuses solely on cryptographic execution times, unaffected by vehicle
dynamics like speed or status, and depends entirely on the computational resources
and simulation platform used, details of which are provided below.

3.3.2 Communication Efficiency

Communication efficiency in an authentication scheme depends on the size of mes-
sages exchanged for secure verification. Smaller messages require less bandwidth,
enhancing efficiency, while larger messages are less optimal. Our research focuses
on minimizing message sizes in V2I and V2V communication to improve efficiency.
For V2I, reducing the size of authentication tuples and acknowledgment messages is
crucial, while in V2V, optimizing the size of authentication credentials ensures legiti-
macy and efficiency. Message size is calculated following standard VANET practices,
with a typical 128-bit security level. The total size includes encrypted values, secret
parameters, timestamps, and public keys. This analysis allows a clear comparison of
communication costs across schemes, aiding in evaluating relative efficiency.

3.4 Chapter Summary

In this chapter, we explore the essential cryptographic fundamentals and strategies
employed to analyze the security and efficiency of VANET authentication schemes
within our research scope. We have also presented the methodologies and tools
adapted in our research for performing security and performance analysis, along
with the hardware setup for simulation purposes.
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Chapter 4

Optimization in Authentication
Strategies

This chapter addresses the three primary research questions, RQ1, RQ2, and RQ3,
as outlined in Section For each question, we present the methodologies and
optimization strategies employed to achieve efficient authentication frameworks for
both centralized and distributed VANET architectures. The results obtained from
the implementation setup described in Section B.3|are discussed in detail. A compre-
hensive security analysis of the proposed solutions are provided, evaluating their re-
silience against various privacy vulnerabilities and security attacks, including both
active and passive threats, as described in Section[3.2] The analysis leverages random
oracle-based formal security proofs and testing using the Scyther security verifica-
tion tool. Finally, a comparative efficiency analysis is presented, benchmarking the
proposed authentication strategies against state-of-the-art schemes in the literature
to highlight the efficiency improvements achieved by our approach.

4.1 Answering RQ1: Efficient Authentication & Key
Sharing

Efficient authentication in the context of VANETs requires a framework that min-
imizes computational and communication overhead, reduces storage and resource
requirements, ensures high scalability, and achieves robust performance with seam-
less interoperability and practical applicability. Addressing RQ1 involves designing
strategies to optimize centralized authentication for large-scale VANET deployments
while maintaining privacy and security guarantees.

39
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4.1.1 Strategies

As mentioned in Section 2.2} centralized authentication and key-sharing frameworks
have several advantages for design simplicity and seamless interoperability. How-
ever, existing centralized authentication techniques often suffer from scalability con-
straints, robustness limitations, security vulnerabilities, privacy issues, and face sig-
nificant computational delays in performing authentication and verification for enor-
mous V2V communications. To overcome these limitations, our work in Paper I fo-
cuses on improving efficiency in computational delays, scalability, and robustness
of centralized authentication frameworks answering RQ1. This is achieved through
pseudonym-based delegated verification strategies, which reduce task overload at
the CA, minimize resource and computational demands on vehicles, lower commu-
nication costs, and ensure strong privacy protections with provable security guar-
antees. In Paper I, we propose a centralized authentication framework as shown in
Figure that supports not only efficient vehicle authentication and key sharing
but also more extensive use of VANET, where an enormous amount of smart appli-
cations can interact with the vehicles directly with V2X (Vehicle to Everything) com-
munications. The strategies applied to make the authentication framework efficient
and scalable in Paper I and the key distribution technique in Paper II are described
below:

((((,T\»» (@) cloud RSU
o

e V2I|-M: V2| Medium Range Communication
e V2I-L: V2| Medium Range Communication
e V2V/V2X: DSRC/mmWAVE(5G)/IEEE 802.11p

Figure 4.1: Centralized VANET with extensive V2X communication (loV)

Hierarchical Model: Paper I employs a hierarchical model to optimize network effi-
ciency by delegating tasks among the various entities, as illustrated in Figure[.2} The
CA acts as the central authority, responsible for high-level functions such as issuing
pseudonyms, managing cryptographic credentials, and overseeing system-wide se-
curity. RSUs are tasked with localized operations, including verifying pseudonyms,
conducting real-time authentication for V2X communications, maintaining commu-
nication logs, etc. Vehicles and other smart entities primarily engage with RSUs for
authentication and communication, reducing the CA’s workload and ensuring that
time-critical operations are managed effectively at the local level.
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[ Vehicles ] [ RSU J { CA ] ‘ Description of the control flow in performing authentication tasks as proposed in Paper I

Remarks: Vehicle registration and RSU deployment are one-time processes typically per-
formed during the initial setup. For registration, vehicles share their original information
with the CA, which then provides scheme-specific secret parameters to the vehicle’s OBU.
Similarly, RSUs are deployed by the CA and are configured with their public and private
identities, secret keys, and location-specific information determined by the CA.

Remarks: To obtain pseudonyms, vehicles send authentication requests to the CA through

——> ( Init. check
Auth- Req |~ | & Forward \

5 the RSU in their current region. The RSU performs an initial validation of the request to en-
k= sure its legitimacy before forwarding it to the CA. The CA then authenticates the vehicle,
% &= o generates an unlinkable pseudonym, and assigns a group key. These credentials are securely
g Swveand ). shared with the RSU, which stores them and forwards them to the requesting vehicle. This
5 GetPseudo ) ,— phase is periodically conducted to refresh pseudonyms and update the group key, enabling
! < ID & Key secure broadcasts.
i ]
e z ‘
3 se
g Remarks: RSUs locally verify the legitimacy of a vehicle’s pseudonym, enabling it to engage
| l T in V2X communication with other vehicles or entities by securely sharing a token. This phase
1 g = operates independently of the CA’s direct involvement and is entirely managed by RSUs
i g within their respective regions. Upon validating a pseudonym, the RSU permits the vehicle
'S to share a token with the intended entity, facilitating secure and direct V2X communication.

Figure 4.2: Control flow diagram of the proposed efficient centralized authentication

Task Distribution to RSUs: While the CA performs high-level administrative tasks
like distributing pseudonyms and updating revocation lists, RSUs handle most of
the real-time operational workload. This includes verifying pseudonym legitimacy,
managing local token sharing, and facilitating V2X communication between vehicles
and other entities within their coverage area. By delegating these responsibilities,
the CA is free from managing real-time authentication requests, making the system
highly scalable.

Localized Communication: RSUs act as intermediaries for communication between
OBUs and the CA, limiting the need for direct interaction between vehicles and
the CA. For example, vehicles authenticate with the RSUs using session-based
pseudonyms; the RSUs verify the validity of the pseudonym locally, ensuring ef-
ficient authentication without querying the CA for every interaction. This strategy
facilitates seamless V2X communication to be locally verified and controlled without
any direct involvement of the CA, which reduces the possibilities of communication
bottleneck at the CA.

System Redundancy: The hierarchical model also allows the system to maintain re-
dundancy. For instance, if one RSU fails, neighboring RSUs can temporarily handle
its tasks, ensuring uninterrupted network management without requiring immedi-
ate CA intervention.

Lightweight Operations: The authentication framework relies on lightweight cryp-
tographic operations, such as hash functions, Legendre symbol checks, and sim-
ple arithmetic operations (e.g., modular multiplication and division). These com-
putationally efficient methods ensure the framework’s compatibility with resource-
constrained devices, such as OBUs in vehicles, without sacrificing security. The
group key-sharing scheme proposed in Paper Il is designed with minimal hardware
requirements, relying solely on fundamental logical operations such as bitwise XOR
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and binary bit shifting. This lightweight approach makes it highly suitable for de-
ployment in resource-constrained vehicle OBUs or even on ultra-low-resource de-
vices like small IoT nodes, all while ensuring robust security guarantees.

Interoperability: The design aligns with globally established communication stan-
dards, including IEEE 802.11p (DSRC) and 3GPP Release 14 C-V2X, enabling seam-
less integration with existing IoV infrastructure. It ensures compatibility with both
short-range and cellular-based communication technologies, allowing for efficient
and reliable data exchange. The scheme supports dynamic interaction with diverse
IoT devices and other entities in the network, including smart grids, charging sta-
tions, and smart homes, ensuring wide applicability across various IoV scenarios.
Furthermore, it is designed to operate in hybrid environments where DSRC and C-
V2X technologies coexist, enhancing its adaptability and functionality in real-world
deployments.

4.1.2 Proveable Security and Privacy Guarantees:

The security validity and the correctness of the cryptographic approaches are first an-
alyzed to validate the robust layered security framework of the proposed centralized
authentication and key distribution as mentioned in Section and Section[2.5.3]
The privacy guarantees are analyzed against identity theft, location traceability, and
unlinkability of pseudonyms. The security strength is rigorously analyzed against
the assumed threat model and various known security attacks in public communi-
cations such as impersonation, replay, Man-in-Middle, modification, repudiation,
Sybil, collision induction, and brute-force. Additionally, a formal security proof is
provided to strengthen our security claims by adapting the random oracle model-
based formal security analysis, as mentioned in [56], to formally prove the secu-
rity strength of our scheme. In this proof, all entities in the scheme are modeled as
polynomial-time Turing machines, and a challenger C simulates the operations of
the proposed scheme. The adversary A interacts with the challenger C through the
following queries, as outlined in the following theorem:

Theorem 1. Considering Adv 4 as the probability advantage for adversary A, and re-
lying on secure hash functions, and quadratic residuosity assumptions, the security
bound integrates query-based advantages for A into the following comprehensive
bound:

2 2
S + € S
Adva < + v pq S, 2 AT (4.1)

. %—%: This term represents the collision probability for the hash function queries,
where g, is the number of hash queries and 2! is the output length of the hash
function.

o (019, Thig term captures the combined effect of the send queries (¢s) and

execute queries (¢.) related to the order p.
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* 5i=1: This term accounts for the probability of finding collisions or pre-images

in hash functions related to send queries.

o Adv§®™: This term represents the adversary’s advantage in breaking the
quadratic residuosity assumption (QRA).

This negligible probability advantage protects our scheme against feasible
polynomial-time attacks performed by .A. Therefore, our scheme is provably secure
and grounded in established cryptographic principles and the defined adversarial
model in Section 2.6

4.1.3 Performance and Comparisons

Following the well-established methodology for performance analysis as mentioned
in Section the computation and communication overhead of the proposed cen-
tralized authentication framework is evaluated. The same simulation setup as men-
tioned in Section [3.3]is used to acquire individual execution times of cryptographic
functions. The computation cost to perform each stage of the proposed authentica-
tion framework is listed in Table The computation latency to perform authen-
ticated pseudonym sharing is just a fraction of milliseconds, making our scheme
significantly faster than state-of-the-art comparative schemes.

Phase Operation Computations Total Time (ms) Message Size (bytes)
1. Authentication Message Generation Hello-typel: 1 # Ty + 3 % T, typel: 6 « Tj, + 1 * 0.0105 182
Trmut + 1% Taiv

Authentication Hello-Type2: 3 * Ty,

2. Authentication Message Verification | Hello-typel: 1% Taiy + 3 % T | type2: 6+ Ty, 0.0066 116
Hello-type2: 3 * Ty,

1. Operations by TA 5Ty TA — RSU: 176

Pseudo ID Assignment | 2. Operations at RSU 24T 9% Th 0.0099 176
s 3. Operations at OBU/TPU 24T, RSU — Vehicle: 104
Sharing Group Key Computing the n-bit key by OBU/TPU | 1+ T, + 1 Ti. 15T, +nx T 0.0011 + n » 0.0137 | 304, K = 128 bits
T. Sender token generation T+ T
V2X Token Sharing 2. RSU one-time Computation 24Ty 45Ty 0.0044 10
3. Receiver token regeneration 1T,

Table 4.1: Computation Costs for Phases of Centralized Authentication in Paper |

In practical implementation scenarios, type 2 authentication is more frequently
utilized than type 1, as it eliminates the need to send the prime multiplicative factor
in every authentication request. Type 2 authentication completes in just 0.0066 ms,
while the process of generating and sharing pseudonyms requires 0.0099 ms. This
means the entire process, from requesting authentication to receiving a pseudonym,
takes only 0.0165 ms. Additionally, the scheme exhibits an exceptionally low com-
munication cost, with only 116 bytes shared for authentication parameters and 104
bytes for securely receiving a pseudonym. To verify pseudonym validity and estab-
lish secure V2X communication, the token-sharing phase is completed in just 0.0044
ms. This rapid local V2X communication allows each RSU in the system to han-
dle approximately 227,227 tokens per second, demonstrating the high efficiency and
scalability of the proposed scheme.

Total Time (1 second)

Token Sharing Rate = — -
Time to Share a Single Token (0.0044 ms)

Substituting the values:

1second x 1000 ms/second
Token Sharing Rate = / = 227, 272 tokens/second
0.0044 ms
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Scheme | Computations for Authentication Time (ms) | Message
bytes
Jing__et | 5% Tr—mat + L* Tp—ada + 3+ Tn 1.0704 200

al. [59
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Table 4.2: Computation Cost Compari-

son for Performing Authentication in Var- Figure 4.3: Authentication bandwidth by
ious Schemes with our scheme. number of messages verified per second for
different schemes in logarithmic scale.

Comparative Efficiency: To evaluate the computational and communication effi-
ciency of the proposed centralized authentication framework, we conducted a com-
prehensive comparison with state-of-the-art centralized schemes. As shown in Ta-
ble the comparative schemes rely on elliptic curve cryptography and bilinear
pairing operations, which are computationally intensive and incur higher communi-
cation overhead. These operations result in greater computation latency, limiting the
number of authentications they can perform within a given time frame. In contrast,
our proposed scheme employs lightweight cryptographic operations, including hash
functions, quadratic residuosity, and basic arithmetic operations, such as multiplica-
tion and division, which are significantly faster and more resource-efficient. Con-
sequently, the authentication bandwidth defined as the number of authentications
performed per second is substantially higher in the proposed scheme compared to
existing state-of-the-art solutions, as illustrated in Figure

Scalability and Robustness:

4.1.4 Scalability and Robustness

The proposed scheme ensures scalability and efficiency through a hierarchical ar-
chitecture where the CA manages high-level tasks, while RSUs handle localized au-
thentication and token sharing, reducing the CA’s workload. Lightweight crypto-
graphic operations, such as hash functions and pseudo-random identities, enable
fast processing, with authentication and key-sharing completing within millisec-
onds with minimal communication overhead. Independent phases and time-based
thresholds allow concurrent processing, enhancing robustness for large-scale real-
time V2X communications. Even if the CA becomes temporarily unavailable, real-
time operations like pseudonym authentication and V2X communication continue
uninterrupted, with only centralized functions like vehicle registration and revoca-
tion updates experiencing temporary delays. The scheme employs mathematically
proven cryptographic techniques with strong security guarantees, ensuring protec-
tion against known attacks. Designed for seamless integration with existing IoV
standards such as IEEE 802.11p, DSRC, and C-V2X, the scheme maintains backward
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compatibility while scaling for 5G-based V2X networks. Cryptographic operations
such as hashing, modular arithmetic, and XOR require less than 1 ms per operation,
with minimal memory overhead, making it suitable for resource-constrained IoV
environments.

4.2 Answering RQ2: Distributed Authentication, Re-
vocation, and Batch Verification

While a centralized authentication framework offers benefits like design simplicity
and central network control, it also faces limitations such as scalability issues, com-
munication bottlenecks, single points of failure, and security challenges. To over-
come these, our research explores distributed authentication frameworks with im-
proved verification and revocation strategies. As discussed in Section[2.2} decentral-
ized VANET models enhance scalability, robustness, and reliability by distributing
authentication tasks. Paper III and Paper IV address RQ2 by proposing a decentral-
ized ECC-based public key infrastructure with multiple interconnected CAs, each
managing authentication through local inspectors (LIs).

In this decentralized model, each CA manages communication within a specific
region, supported by connected LlIs for local authentication. Vehicles register with

a local CA, which acts as their parent CA or CA. Multiple CAs collectively cover
vast geographical areas, enabling seamless vehicle transitions across regions while
preserving identity and location privacy. Figure [4.4{illustrates the proposed decen-
tralized VANET model, ensuring efficient distributed authentication.

4.2.1 Optimizing Distributed Authentication

To enhance the efficiency of the vehicle authentication process, we have adopted
various strategies aimed at reducing computation latency, optimizing communica-
tion bandwidth, minimizing message interactions, and ensuring scalable commu-
nication with robust revocation mechanisms. These strategies are also designed to
uphold strong privacy and security guarantees and are outlined as follows:

Localized V2I Authentication: Built on a public-key infrastructure, the V2I authen-
ticated key-sharing process is locally managed by Lls, reducing reliance on the CA.
Figure 4.5|illustrates the control flow of the distributed authentication, communica-
tion, and revocation processes proposed in Paper III and Paper IV. To decentralize
V2I verification, LIs receive randomized authentication credentials, including long-
term pseudonyms («), ephemeral tokens (5), and secret NIZK statements (5;-), from
the CA for all active vehicles in their locality. These credentials are unlinkable and
conceal sensitive data such as identities, secret keys, and security parameters, allow-
ing Lls to verify authentication without exposing underlying information. This elim-
inates the need for continuous CA availability, enabling LlIs to authenticate vehicles
and distribute session keys independently while preserving location and identity
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Communication Model tributed authenticated communication frame-
work proposed in Paper Ill and IV

privacy. The approach enhances scalability, supporting a high volume of authen-
tications and seamless network expansion by integrating additional CAs and Lls.
Furthermore, adding or removing vehicles, LIs, or RSUs requires minimal network
adjustments, ensuring flexibility and adaptability.

Vehicle Handover: In Paper III, an explicit handover protocol is designed to facil-
itate smooth transitions for vehicles moving from one LI or CA region to another
within the network. As shown in Figure the vehicle generates a handover
request, which is forwarded to a local LI, and subsequently sent to the vehicle’s
parent CA through a secure channel. The handover request consists of the tuple
[Af, pk™, pke, 03], where A represents encrypted secret values, pk* is a temporary
public key, pk. is the public key of the parent CA, and o3 is the vehicle’s signa-
ture. These shared values are randomized for each request, ensuring unlinkability
between handover requests and pseudonyms, thereby preventing vehicle traceabil-
ity as it moves across different LIs. Additionally, the handover protocol dynamically
updates the vehicle’s security parameters, further enhancing overall system security.

Paper IV introduces a more efficient approach that removes the need for ex-
plicit handover requests, enhancing scalability and privacy in distributed authen-
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Figure 4.6: A high-level diagram of the au- ceiver R with revocation procedure initiated by
thentication flow in Paper IV. the receiver R.

tication. Instead, LIs proactively retrieve missing authentication credentials for ve-
hicles not found in their local database A. As shown in Figure vehicles send an
authentication request containing a ciphertext ct, which includes a randomized zero-
knowledge proof (h;, ﬁi, m) for a statement 571», along with encrypted data (ct., ct;)
about its alternative certification authority CA. Upon verifying the received data, the
LI authenticates the vehicle by validating the NIZK proof even if (pp, 5;) is absent in
its local database Ay (h;). In such cases, the LI queries CA using (ct., ct,) to retrieve
and reconstruct the statement (pp, S;). This eliminates the need for explicit vehicle
handover requests, streamlining authentication while reducing computational and
communication overhead, resulting in a more efficient and robust framework.

Employment of Non-Interactive Communication: Both Paper III and Paper
IV employ non-interactive communication in the V2I and V2V authentication pro-
cesses. Paper III utilizes ECDSA-based public key infrastructure, while Paper IV em-
ploys ECC-based NIZKPs. This approach enables V2I and direct V2V authentication
to be achieved through a single message exchange, reducing the overall commu-
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nication delay typically associated with interactive protocols. Each authentication
process involves only two directly engaged entities: the prover (typically a vehicle)
and the verifier (either another vehicle or an LI). As depicted in Figure the non-
interactive communication reduces the path traveled by authentication requests. Un-
like centralized VANETs, where every V2I request must traverse from the vehicle to
the RSU and then to a central CA, the distributed approach allows the message to
travel directly from the vehicle to an available LI. This design removes additional
delays caused by the central CA and channel latency, thereby enhancing the overall
efficiency of the authentication framework.

Scheme Operations Cryptographic Executions Time (ms) Operations Computations Timing (ms)
V generating authentication tuple 2Tex +3Th + Te 1.6196 V Auth. Tn + 6Tex + Tsign + 3Te ~0.64
LI verifies the Tuple To + 7Th + Tex + Te + Tsign 1.8317 (Best case)
V Verifies Acknowledgement 2T + To 0.0054 V Auth. 37Th + 8Tex + Tsign + 3TE ~0.82
P (Worst case)
. case 1: 37y + Te + Tsign 1.0172 LI Auth. TTex +2Te+ + 3To + 2Th+ ~0.91
S generates V2V tuple case 2: 43} + Tsf 7'EXT+ Teign 1.8252 +7—51” TN
rerifies . case 1: 47y + 2Tver + To 2.0648 V Acknow. To + Tver ~0.18
R verifies V2V tuple case 2: 57y + 2Tver + Tex + To 2.8728
S Send Teign + Te ~0.09
V generates a report Te + Tsign + Th 1.015 R Verify (Standard) To + 2Tver ~0.38
LI verifying the report 5Th + 2Tver + To + Tex 2.8728 R Verify (Batch) ~0.09%L+0.18 % ¢y
V generates handover tuple 6Tn + Te + Tex + Tsign 1.8274 R Reports Tsign + Tex + TE ~0.18
CA performs a handover Ter + To + 6T + Tex 1.8453 LI Verify 5Tver + Tex + To ~ 1.02
Table 4.3: Computation cost of Paper Ill. Table 4.4: Computation costs of Paper IV.

Communication Tuple Content Message Size (Bytes) Communication Tuple Content Message Size (Bytes)

Authentication [0, cti, pky, ts] (32 +48 + 4+ 64) Authentication [(hi, Ri,70), cta, cte, t] (33%2+3244+16+2+4) = 230
Acknowledgement [ack, cta, ts, 1] (32456 + 4 + 64 Acknowledgement  [e, ek, o] (16 % 3+ 64) = 112

V2V (without m) [mn, o1, 02,y s ts] (32+64%3+4) V2V Tuple (with-  [m, pks, s, ¢, o] (64%2+33+14+4) =179
Report (without m) [mn, 72, 73, t5, Py s, Pk ] (32 4+ 64 x4+ 4) = 302 out m)

Handover [Af, pk™, pk.a, o5] (68 + 64 % 4) = 260 Revocation (no m) [m, pks, s, t, Om, Pk, or] (64 % 4+ 33 %2+ 16 4 4) = 342

Table 4.5: Communication Cost of Paper lll.  Table 4.6: Communication Cost of Paper IV.

Utilization of Lightweight Cryptographic Techniques: The proposed distributed
authentication framework leverages lightweight ECC-based cryptographic tech-
niques to ensure privacy and security in VANETs while maintaining high mobil-
ity and fast response times, even in dense network environments. Its efficiency
is achieved through symmetric encryption, general hash functions, ECDSA-based
signature operations, and minimizing ECC-based scalar multiplications. Although
ECC scalar multiplication is computationally intensive, it remains significantly
lighter than bilinear pairing used in similar schemes, enhancing overall perfor-
mance. The computation costs for authentication operations in Paper III and Paper
IV are presented in Table[4.3|and Table 4.4} respectively.

Communication overhead is primarily influenced by the number of variables in
authentication messages, as larger messages increase transmission costs. To opti-
mize this, the scheme limits message size to essential verification parameters while
leveraging ECC-based digital signatures, which are smaller than traditional pairing-
based cryptographic methods. As the network scales, the system maintains high
performance and low overhead due to its lightweight operations and minimal com-
munication requirements. The computation overhead for different communication
phases of the authentication framework is detailed in Table 4.5/and Table |4.6|for Pa-
per III and Paper IV, respectively.
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4.2.2 Distributed Revocation Strategy

The immediate revocation feature in the VANET environment significantly enhances
security by swiftly blocking the public key of disputed senders upon verification of a
valid report. This proactive measure enables LIs to broadcast the blocked list of vehi-
cles (B-list) to their respective regions promptly, ensuring that all valid vehicles cease
receiving malicious messages from the identified malicious senders. By preventing
the propagation of these harmful messages, the immediate revocation feature ef-
fectively mitigates the risks associated with compromised communication channels,
thereby bolstering safety for drivers and passengers within the VANET ecosystem.

Revoke Vg'sa |—— 5| SetVsas
revoked

Vs (pky, @)

—> Plvs € B

Handover Is Vs revoked?

—<
yes no

. N

Reject

NAK with NAK Alg.5

Figure 4.8: Diagram representing the revocation logic and how it propagates in the protocol’s
execution.

Revocation Process: Revocation Process: As shown in Figure[f.7/and Figure[4.8} the
revocation process starts when a receiver vehicle R verifies a malicious message m
from a sender S during V2V communication. The revocation request (R) includes
the sender’s temporary public key pky, certificate os, timestamp (t), and the signa-
ture o, on m. The LI verifies the report’s legitimacy, checking the signatures and
certificates of both S and R. The method by which the LI determines a message as
malicious is context-dependent and beyond this research scope. Once verified, the LI
adds S’s public key to the B-list and broadcasts the updated list using an epoch key,
allowing vehicles to block flagged senders and enhance communication safety. Since
a vehicle’s true identity is only known to its parent CA, the LI forwards the revoca-
tion status exclusively to CA, ensuring privacy while maintaining system integrity.
This design reinforces both security and user privacy throughout the protocol eval-
uation.
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If a vehicle is block-listed in the current epoch, it cannot pass verification with
any LI until its revocation status is updated. Figure illustrates the revocation
process proposed in Paper III and its propagation within the distributed VANET
system. When a malicious sender Vg has its public key pky  added to the B-list
and broadcasted by an LI, any receiver Vr can check and reject messages from the
flagged sender. This applies to all vehicles in the region as they receive the latest
B-list update. If Vg attempts authentication in the next epoch, the LI identifies its
pseudolD « and ephemeral token 3, rejecting its V2I authentication request. Paper
IV enhances this logic by eliminating the need for a handover, making revocation
more efficient. Under this approach, a revoked vehicle is excluded from network
participation until re-authorized.

4.2.3 Comparative Performance Analysis

The distributed authentication framework improves the scalability, robustness, and
reliability of VANET communication. Its lightweight design minimizes compu-
tation and communication overhead, enabling efficient deployment in resource-
constrained vehicles. To assess its efficiency, we conducted a comparative study
against state-of-the-art solutions, demonstrating significant reductions in compu-
tation and communication costs for V2I authentication and V2V message sharing,
supporting high mobility and time-critical responses. Our performance analysis fol-
lows the strategy in Section We first simulate cryptographic operations from
comparative studies on the same hardware setup used for our execution cost analy-
sis (Section 3.3). We then compute the total computation costs and communication
overhead using the methodology in Section and Section This ensures a
fair and consistent evaluation of the proposed scheme’s efficiency relative to existing
approaches.

Schemes Execution Delay: Key Total Transmission La-  Overall V2I Delay (ms) Delay Comparison toour ~ Communication
Sharing tency scheme Cost (bytes)

OurScheme  3Tex +2Te+2To+Tsign+ 2Ly ~ 5.4567 ms (Self comparison) 304
127,
Yang et al| 77pp +6Tex + 8T, 2L ~ 21.362 ms ~ 3.9 times slower 336
. 58
V2l Comparison  [Cyjotal Jill  87ex + 257 6L, ~ 12.4827 ms ~ 2.3 times slower 656
Wang et al.  2Tp, + 57ep + 2T +  2Lq, ~ 11.2671 ms =~ 2 times slower 420
[51] 3Tver + Te + To
Wei etal J54]  67ex + 67ig + 387, 4L, ~9.9182 ms ~ 1.8 times slower 596
OurScheme  Te+To+Tsign +2Tver+7Th  Lap ~ 4.082 ms (Self comparison) 228
Feng et al| 675, +217ex +22Tepms Ly ~ 30.5807 ms ~ 7.5 times slower 772
ik}
Sikarwar et 3Tp, + 7Tex + 5T, Ley ~ 12.8734 ms =~ 3.1 times slower 192
V2V Comparison | {17
Yang et al| 37Ti, +3Tex +4Th La ~ 9.4647 ms =~ 2.3 times slower 260
58
Wang et al.  37p, + 37 + 3T La ~ 7.1188 ms ~ 1.7 times slower 260

[BL

Table 4.7: In above, we present a comparative efficiency analysis of V2| authenticated key
sharing and V2V message sharing with state-of-the-art schemes and our proposed scheme.
The execution delay reports the amount of delays obtained from the cryptographic operations.
The transmission latency amounts to the total channel communication delays. The overall
delay provides an estimated delay in ms by summing up the execution delays, with the total
transmission latency assuming L., ~ 1 ms. The delay comparison provides a multiplicative
coefficient representing if the comparative scheme is slower(> 1) or faster (< 1) than our
proposed scheme.

The comparative analysis presented in Table 4.7| from Paper III shows that our
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framework outperforms state-of-the-art schemes in both V2I authentication and V2V
message sharing. For V2I authentication, our scheme achieves a total delay of ap-
proximately 5.46 ms, making it up to 3.9 times faster than existing ECC and pairing-
based protocols, which exhibit delays between 9.91 ms and 21.36 ms. In terms of
communication overhead, our scheme requires only 304 bytes, significantly less than
the 336 to 656 bytes required by comparative schemes. For V2V message sharing,
our scheme achieves an execution delay of approximately 4.08 ms, making it up to
7.5 times faster than other protocols, which range from 7.11 ms to 30.58 ms. It also
minimizes communication overhead to 228 bytes, outperforming most comparative
schemes with larger overheads.

Communication Overhead (Bytes)
Scheme Computation Overhead  Timing (ms) ——
Request Acknowledge

Azees etal. [5 Top + 9Tops + 271 ~9.81 576 512
Wang et al. [50 2Tpp + 8Tops + 4T, ~13.02 6%k 1452
Bayat et al. [6 Top +9Tops + 975 +2T¢ ~9.82 192 616
Yang et al. [58] TTop + 6Tpps + 8T ~ 31.07 228 128 * ko + 32
Our Scheme (Best)  97ex + 2T+ + 2Tsign + ~1.73 230 112
4Te+To + T
Our Scheme (Worse) 157 x +2Te 4 +27sign+ ~ 191 230 112

Tver +4Te + 3Tp +5Th

Proposed Proposed. Bayat et al Azees et al. Wang et al Yang et al
Schemes.

Table 4.8: Computational and communication
overhead for V2 authenticated key sharing for Figure 4.9: Number of V2l Authentications
different schemes performed within 300 ms.

In the V2I authenticated key-sharing process using NIZKPs as proposed in Pa-
per IV, our scheme demonstrates superior computational efficiency, achieving a to-
tal authentication time of approximately 1.73 to 1.91 ms, compared to 9.81 ms to
31.07 ms for other approaches as presented in Table Depicted in Figure this
fast execution allows our scheme to perform significantly more V2I authentications
within a 300 ms threshold than other state-of-the-art methods. In terms of commu-
nication overhead, our scheme requires only 230 bytes for request and 112 bytes
for acknowledgment, which is significantly lower than other comparative schemes,
many of which require larger communication overheads. These results highlight the
computational and communication efficiency of our proposed framework, making
it a highly efficient and scalable solution for real-time V2I authentication and V2V
message sharing in VANETs.

4.2.4 Proveable Security and Privacy Guarantees

Building on widely adopted VANET security models [11} 13, 22], we designed a
comprehensive security framework that incorporates critical privacy requirements,
anticipates public channel attacks, and aligns with realistic threat models. The dis-
tributed authentication framework proposed in Papers III and IV is thoroughly an-
alyzed against these models for privacy leaks and security vulnerabilities, includ-
ing location and identity privacy, and resistance to modification, replay, Man-
in-the-Middle (MiTM), impersonation, forgery, Sybil, reputation, and Denial-
of-Service (DoS) attacks. The framework’s security strength relies on the crypto-
graphic hardness of the Elliptic Curve Discrete Logarithm Problem (ECDLP) (Sec-
tion , employing Elliptic Curve Diffie-Hellman (ECDH) for secure key ex-
change (Section and symmetric encryption for message confidentiality in V2I
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and V2V communications. These cryptographic primitives are well-established,
widely tested, and adopted in practical security protocols, ensuring robust long-
term security. Additionally, Paper IV integrates a NIZKP-based authentication tech-
nique, leveraging the soundness of zero-knowledge proofs (Section[3.1.6) to achieve
privacy-preserving authentication and verifiable proof of identity. The combination
of NIZKP and ECDLP-based primitives enhances security, privacy, and scalability
while ensuring compatibility with modern security standards for real-world deploy-
ment.

Formal Security Proof: To provide formal security proof of the protocol’s security,
we have adapted the Random Oracle Model (ROM) and by considering an experi-
ment Exp®(.A) where an adversary A that interacts against a challenger C following
the definition of a game G which is designed to describe a security property, e.g.
creating an invalid signature, and terminates by returning if .4 wins or not the ex-
periment.

Theorem 2. The cumulative probability advantage Adv>"™®™(A) of the proposed
authentication framework is given by

AdVScheme(A) < AdVAuth(A) +AdVForgery(A) +AdVREVOke(A)

where Adv*"™(A) represents the probability advantage of winning the authenti-
cation game, Adv™*(A) denotes the probability advantage of winning the forgery
game, and Adv®°*¢(A) corresponds to the probability advantage of winning the
revocation game. This negligible cumulative probability advantage ensures that our
scheme is secure against feasible polynomial-time attacks performed by A.

Scyther Security Testing Results: To evaluate the security of our distributed authen-
tication frameworks, we modeled the V2I authentication and V2V message-sharing
phases and tested them using predefined security scenarios in the Scyther verifica-
tion tool (Section [3.2.3). The protocols were verified against key properties, includ-
ing secrecy, aliveness, weak agreement, non-injective agreement, and non-injective
synchronization. Our scheme successfully passed all security checks, demonstrat-
ing resistance to attacks such as man-in-the-middle (MiTM), impersonation, replay,
and modification. Additionally, Scyther’s automated security checks validated our
framework against its own threat models, further confirming its robustness.

To stress-test the protocol, we intentionally simulated vulnerabilities by leaking
sensitive information such as vehicle secret keys, session keys, and signature by-
pass attempts. As expected, Scyther detected vulnerabilities in agreement and syn-
chronization properties but preserved secrecy when only session keys or signature
bypass attempts were simulated. This confirms that our scheme maintains confi-
dentiality even under adversarial conditions, reinforcing its resilience and ability to
protect critical system parameters.
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Figure 4.10: Comparison of single and batch verification strategies

4.2.5 Optimized Batch Verification of V2V Messages

Vehicles in VANETs must verify V2V messages within a strict 300ms threshold to
prevent them from becoming obsolete. However, traditional individual verification
methods face scalability issues under high message overloads at any receiver R. Veri-
fying messages in batches is generally faster than verifying them individually. How-
ever, traditional batch verification methods suffer from a critical drawback: if even
a single message in the batch is invalid, the entire batch verification fails. This limi-
tation makes such techniques impractical for VANET applications, where signatures
transmitted over public channels can be corrupted or maliciously altered. Conse-
quently, it is necessary to pinpoint the exact location of invalid signatures within a
batch to ensure the efficiency and reliability of the verification process.

Our proposed batch verification technique in Paper IV and Paper V addresses
this challenge by introducing an optimized strategy that identifies invalid signatures
while minimizing computational overhead. Specifically, the algorithm is designed
to handle batches of any size while ensuring that the verification remains efficient,
even in the presence of errors. This strategy is motivated by the need to determine
whether batch verification is still computationally efficient when a batch of L mes-
sages contains f invalid signatures. The strategy ensures that the presence of invalid
signatures does not compromise the efficiency of batch verification. By leveraging
stored intermediate results, errors are localized with minimal additional computa-
tion. The algorithm splits the verification task into smaller subproblems, isolating
invalid signatures in a recursive manner. This approach guarantees that the total
verification cost remains bounded, even in the worst-case scenario where the major-
ity of a batch contains errors.

Key Observations: The core of the strategy relies on two key observations:

1. The verification process has a linear system structure, allowing the batch to be
partitioned into smaller subsets. This enables efficient reuse of precomputed
values for partial verifications.

2. Precomputations and aggregation significantly reduce the computational effort
required for verifying large batches, making the process suitable for real-time
VANET applications.

Mathematical Foundations of the Strategy: The strategy relies on the linear system
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structure of batch verification. Let I be the set of message indices with size L = ||,
where each message-signature pair is (R;, u;, v;). The verification checks if:

il

where R; is the signature component, u;,v; are precomputed values from the
message-signature pair, and b; are random coefficients for aggregation. If the condi-
tion fails, invalid signatures must be identified. The batch is recursively partitioned
into subsets I1 U I, = I using:

Z(...):Z(...)JFZ(...).

el i€l ic€ls

This enables efficient error localization by reusing precomputed aggregated values.
The strategy optimizes batch verification while efficiently detecting invalid signa-
tures through three phases: Preparatory Phase, Aggregation Phase, and Verification
Phase, ensuring reduced computational overhead and scalability.

Preparatory Phase: Each message-signature pair is preprocessed to derive essential
values for batch verification. This includes hashing, finite field arithmetic, and ellip-
tic curve operations to optimize computations. Random coefficients are applied to
signatures, enabling efficient aggregation while minimizing redundancy for stream-
lined verification.

Aggregation Phase: Precomputed values are aggregated into a compact batch rep-
resentation:

or = (Z biRi,ZbiUi,Zbivi) )

i€l icl i€l

where I represents batch indices. This significantly reduces computational effort
by condensing multiple signatures into a single structure. Intermediate results are
stored to facilitate efficient error localization if verification fails, ensuring scalability.

Verification Phase: The aggregated value is verified using: R £ T + V. If valid, the
batch is accepted; otherwise, it is recursively split into subsets I; and I, for local-
ized verification. This divide-and-conquer approach leverages precomputed values
to isolate invalid signatures with minimal overhead, ensuring bounded verification
costs and real-time applicability in VANETs.
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Algorithm 1: Optimized Batch Verification Algorithm (®(Z, C))
Input: Batch I, Verification Result C, Coefficients b;, Public Key pk,
Message-Signature Pairs
Output: Set of Valid Indices I,41q
1 if C = 0 then
2 L return / // All messages are valid
3 Split I into I; U I5 such that |[;| = max{27 |27 < |I|};
4 Cy < BatchVer([y,by,,pk) // Verify subset I
5
6

Cy + C —(Cy// Compute residual cost for I
return ®(Iy,Cy) U ®(I,C3) // Recurse on both subsets

Analysis of Batch Efficiency: To understand the computational efficiency
achieved by the proposed batch verification strategy in comparison with the stan-
dard individual verification methods in error-free and with error scenarios, exten-
sive simulation has been performed. The results in both cases are presented below.
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Figure 4.11: Error-free timing of the single standard
(first figure) and the batch verification (second figure).
All the computational phases are highlighted.

Computational Efficiency in Error Free Scenario: In an error-free scenario, where
all signatures within the batch are valid, the computational cost for both standard
and batch verification can be determined by summing the respective preparatory,
aggregation, and verification phases. In the absence of errors, batch verification sig-
nificantly outperforms standard single-message verification, achieving a processing
rate up to 10 times higher, as demonstrated in Figure The computational cost
breakdown reveals that the batch preparatory phase is the most resource-intensive
due to the scalar multiplication of b;. The substantial performance gain stems from
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the use of the naive double-and-add multiplication algorithm, which achieves a sig-
nificantly lower timing g, < Tex. However, in the limit scenario where the generic
algorithm is used (i.e., Tex, = Tex), the performance advantage is reduced to a factor
of 2.

Computational Efficiency in Error Scenario: The efficiency of the batch-verification
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Figure 4.13: Average error-rate achieved Figure 4.14: Bandwidth of the verification al-
within 300ms of verification time for a specific ~ gorithms. Gray lines represent batch verifica-
number of signatures. tion with error rates at steps of 5%.

strategy in Papers IV and V depends on the presence and distribution of invalid sig-
natures, as shown in Figure Verification follows best, average, and worst-case
scenarios. Contiguous errors are localized quickly, while scattered errors require
more partitions, increasing verification cost. The total cost, including error localiza-
tion, is:
cr(2-Tex + Tes) + (cp = 1) - Ty,

where ¢y is the number of steps needed to isolate all invalid signatures. The error
rate ¢, defined as the percentage of faulty signatures in a batch of size L, directly
impacts verification failure and cost. Higher € increases ¢y, with the impact varying
based on error distribution.

To evaluate performance, we simulate random error distributions and analyze
batch verification relative to standard verification (Figure £.13). The worst-case er-
ror rate, where batch verification matches standard verification, is around 42%. For
lower error rates, batch verification remains faster. Under a 300 ms time constraint,
the achievable error rates are compared to the maximum number of verifiable sig-
natures in the standard algorithm. The best-case scenario, where errors are grouped
at the end, reaches an error rate of 91%, though this is unlikely in practice. On aver-
age, with random error distributions, the threshold where batch verification matches
standard verification is around 62%, making it the most realistic scenario for real-
world applications.

Batch Authentication Bandwidth Analysis: The verification bandwidth refers to
the proportion of verifiable signatures in a continuous stream of incoming signa-
tures. Figure compares the achievable bandwidth of batch verification against
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Signing Costs Verification Computation Costs
Scheme

Overhead Timing (ms)  Algorithm  Overhead Timing (ms)
Yanetal D71 4Tex + 3T, ~ 037 \é::ch\/er E:ZZ—EI ;7%?;?;%,1%&72% +2LT, n.z&f 41‘16?1842
Chenetal. @] 2T5p + Tops RTINS 2;{: M fgpff’;zﬁﬂ}fﬁ ‘Exﬁmi FLT 4 LTy~ oor ase
Shenetal B0l Top + Tope + Texr A5 P e ;F%:I E;XEFLTU,, S

Fengetal. (I3 276 + 1 Tope + 1270~ 1502 2S00 ﬂi; + (1(2’?5 ]J;le?Tep N 3.(7722}1?432
OurScheme — Tsign + Te X009 P e ;ZV?X-T;D(L — )T+ (L +2)Tex + LTey ~ o.i)%fo.ls

Table 4.9: The computational costs of V2V single and batch verification of different schemes.

the standard method, with emphasis on increasing error rates. The results show
that batch verification consistently supports higher bandwidth than standard verifi-
cation, even under average error distributions. As the error rate increases, the band-
width decreases for both methods, but batch verification maintains a performance
advantage. Simulations reveal a "bursting effect" where the verification scheme ini-
tially absorbs higher workloads by accumulating delay. As the system approaches
the 300 ms verification threshold, expired signatures are discarded, allowing the sys-
tem to recover processing time and resume normal operation. This behavior can be
leveraged to predict system load, control input bandwidth, and preemptively man-
age signature drops to maintain system performance.

Comparative Efficiency of Batch V2V Verification: Existing state-of-the-art batch
verification strategies for V2V messages lack robust mechanisms to handle faulty
message signatures during the batch verification process. As a result, their compu-
tational efficiency under the presence of errors remains uncertain and unexplored.
To address this gap, we conduct a comprehensive comparative analysis under error-
free conditions. The results, presented in Table[4.9} highlight the significant computa-
tional efficiency gains achieved by our proposed batch verification scheme compared
to existing state-of-the-art approaches.

4.3 Answering RQ3: Multi-User Vehicle Access and
Privacy-Preserving AccounCAbility

The concept of multi-user vehicle access in VANETs introduces a significant shift in
vehicular communication and access control. It enables a single vehicle to be utilized
by multiple users while preserving the privacy of the primary owner. This approach
is particularly relevant for car rental services, shared mobility platforms, and family-
owned vehicles where several users require access to the same vehicle. By allowing
multiple users to access a vehicle, the operational flexibility of VANETs increases,
providing greater adaptability in diverse user scenarios.

However, enabling multi-user access introduces several critical challenges, par-
ticularly in the context of authenticated message sharing and accountability. Ensur-
ing that only authorized users can access and control the vehicle while maintaining
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accountability for the current user is crucial for secure operation. For example, in a
dispute scenario, it should be possible to identify the user responsible for an action
without compromising the privacy of other users or the vehicle owner. Establishing
this accountability while ensuring privacy, low computational costs, and efficient
message verification requires a sophisticated authentication framework. Addition-
ally, as users can change dynamically, ensuring a seamless transition of user control
and maintaining verifiable legitimacy checks becomes a significant technical chal-
lenge. Addressing these challenges in Paper VI, we have proposed an authentication
framework that is essential for the effective deployment of multi-user vehicle access
in VANETs.
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4.3.1 Strategies

To address multi-user access, authentication, and accountability challenges in
VANETS, a systemic strategy is adopted, as shown in Figure The registration
process allows users to request a digital certificate from the CA upon identity verifi-
cation while maintaining privacy. This certificate serves as a driving credential and
is securely stored in a smart key or device. Vehicles are registered along with their
credentials, initially linked to the owner’s driving credentials. Access to a vehicle re-
quires a prior rental agreement between the owner and the driver. During V2V com-
munication, encrypted user-specific pseudonyms are exchanged using NIZK proofs,
ensuring legitimacy for both the vehicle and its user. If a disputed V2V message
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arises, only the CA can reveal the original identity of the current user. These mea-
sures provide secure multi-user access while ensuring accountability and privacy
protection. The following key strategies are implemented to achieve this objective:

Dynamic Role-Based Access Control: The scheme enables the primary vehicle
owner to grant or revoke access dynamically, allowing fine-grained control for differ-
ent users such as family members, renters, or shared access members. A role-based
token system ensures that access rights are verifiable and easily revocable, enhancing
security and flexibility.

User-Specific Pseudonym Allocation: Each user is assigned a unique, unlink-
able pseudonym that is periodically updated to prevent tracking. Zero-knowledge
proof mechanisms ensure authentication without revealing the user’s identity.
Pseudonyms are securely stored in the vehicle’s OBUs and can only be accessed by
authorized users, maintaining privacy and secure key management.

Zero-Knowledge Authentication: To verify users without exposing their identities,
the scheme uses Zero-Knowledge Proof-based authentication (Section [3.1.6). This
minimizes communication overhead while ensuring efficient authentication. With
an execution time of approximately 1.2 ms, it is well-suited for time-sensitive V2X
communications.

Accountability for the Current User: While pseudonyms protect privacy, account-
ability is maintained through a cryptographic escrow mechanism. Metadata linked
to pseudonyms is encrypted and stored securely, allowing a trusted authority to re-
veal a user’s identity in case of disputes. This process ensures accountability without
compromising privacy, with auditable decryption to prevent unauthorized access.

Direct V2V Authentication: Vehicles authenticate each other directly without rely-
ing on RSUs or Lls, ensuring fast and efficient communication (Figure [4.16). This
approach enables seamless message exchanges, even in infrastructure-limited areas,
improving resilience. Direct V2V authentication requires only 2.5 ms, with a com-
munication overhead of 112 bytes, making it lightweight and effective.

4.3.2 Security and Privacy Guarantees:

The proposed scheme ensures security through the computational intractability of
ECDLP and the privacy guarantees of NIZKPs. The hardness of ECDLP protects
cryptographic keys, pseudo-nyms, and credentials in V2V and V2I communica-
tions, making unauthorized decryption infeasible. NIZKPs enhance security by en-
abling authentication without revealing user identities, ensuring unlinkability and
anonymity in V2X communication.

Beyond cryptographic strength, the scheme integrates privacy-preserving fea-
tures to prevent tracking and ensure accountability. Dynamic pseudonym allo-
cation updates user identities periodically, maintaining unlinkability between ses-
sions. A cryptographic escrow mechanism allows user identification in disputes
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without compromising privacy. This balance of anonymity, privacy, and account-
ability strengthens resilience against attacks while supporting secure V2X commu-
nication in real-world multi-user vehicular networks.

4.3.3 Performance Efficiency

To ensure practicality in real-world deployments, the proposed scheme is designed
to be computationally efficient and lightweight in terms of communication over-
head. The computational cost for verifying a direct V2V message is minimal due to
the use of elliptic curve-based cryptographic operations, which are faster and more
efficient than other public-key cryptosystems. The computational time for NIZK-
based authentication is approximately 1.2 ms, while direct V2V authentication takes
approximately 2.5 ms. This lightweight computational design ensures fast and effi-
cient authentication, even in time-critical vehicular communication scenarios.

In terms of communication overhead, the scheme achieves significant efficiency,
requiring only 112 bytes of transmission data for direct V2V verification. This com-
pact data structure minimizes bandwidth usage, enabling low-latency communica-
tion between vehicles. Moreover, the system supports seamless scalability for large-
scale deployments of vehicles and users. By facilitating direct V2V authentication
without reliance on RSUs or Lls, the scheme can operate efficiently in remote and
infrastructure-less areas. This design ensures better coverage, interoperability, and
reliable operation, even in extreme network conditions or areas lacking centralized
infrastructure.

4.3.4 Benefits of the Multi-User Vehicle Access Scheme

The proposed multi-user access scheme for VANETs provides several practical ben-
efits, ensuring flexibility, efficiency, and security for multi-user environments.

* Direct V2V Authentication Without Third Parties: The scheme allows vehi-
cles to authenticate each other directly, eliminating reliance on third-party en-
tities such as RSUs or LIs. This enables real-time message verification, even in
areas with no network coverage or infrastructure support.

¢ Offline Functionality: Vehicles can operate autonomously in areas with no
connectivity. This capability is essential for disaster response and off-grid sce-
narios.

* Robustness in Extreme Environments: The scheme is resilient to network fail-
ures or infrastructure downtime, ensuring uninterrupted authentication.
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4.4 Chapter Overview

This chapter provides an in-depth exploration of optimization strategies for authen-
tication in VANETSs. It addresses three core research questions (RQ1, RQ2, and RQ3)
related to efficient key sharing, distributed authentication, and multi-user vehicle
access. The chapter outlines methodologies for centralized and distributed authen-
tication, presents security and privacy guarantees, and discusses comparative per-
formance analysis. Key contributions include lightweight cryptographic techniques,
hierarchical models, and batch verification strategies to improve scalability, privacy,
and efficiency in VANET communications.
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Chapter 5

Conclusions

This research addresses the critical challenges of designing scalable, robust, and
lightweight privacy-preserving authentication frameworks for VANETs, aiming to
enable secure, real-time vehicular communication. As VANETs evolve into large-
scale, dynamic ecosystems, centralized authentication schemes increasingly suffer
from scalability bottlenecks, while distributed architectures introduce privacy vul-
nerabilities and inefficiencies in inter-regional deployments. Moreover, the absence
of effective mechanisms for high-volume V2V message verification, along with the
rise of shared mobility services requiring fine-grained access control, underscores the
need for novel solutions that ensure security, efficiency, and accountability. To sys-
tematically address these gaps, this dissertation formulates and investigates three
key research questions:

(RQ1) How can centralized authentication systems be optimized for higher scalabil-
ity and lower computational latency?

(RQ2) How can distributed authentication be designed to support localized verifica-
tion and revocation, efficient batch verification, and fault tolerance?

(RQ3) How can multi-user vehicle access be enabled in a privacy-preserving manner
while ensuring conditional accountability?

In response to RQ1, Paper I introduces a hierarchical, task-distributed authenti-
cation framework where Roadside Units (RSUs) act as local trust providers, thereby
reducing reliance on the Certificate Authority (CA) and enhancing scalability. Ad-
ditionally, a lightweight group key-sharing mechanism, proposed in Papers I and
I, facilitates secure and efficient V2V interactions with minimal cryptographic over-
head. Addressing RQ2, Papers III to V present a decentralized authentication ar-
chitecture incorporating non-interactive zero-knowledge proofs for seamless inter-
regional trust establishment and an optimized batch verification technique capa-
ble of isolating faulty signatures without full recomputation, markedly improving
computational efficiency and user privacy. In relation to RQ3, Paper VI proposes a
privacy-preserving vehicle rental protocol leveraging role-based access control and
ElGamal encryption. This solution balances identity protection with user account-
ability, a critical requirement for shared mobility platforms.
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These contributions collectively constitute a comprehensive and practical frame-
work for secure, privacy-aware, and scalable authentication in both centralized and
distributed VANETs. This research advances the field by bridging key gaps in
V2V verification scalability, cross-regional trust management, and accountable ac-
cess control in multi-user vehicular contexts.

5.1 Scientific Impact

The proposed frameworks significantly enhance VANET security by integrating
advanced cryptographic techniques, such as elliptic curve digital signatures, non-
interactive zero-knowledge proofs, ElGamal encryption, Diffie-Hellman key ex-
change, and hash-based operations—to ensure conditional anonymity, unlinkability,
and message integrity. These mechanisms safeguard user privacy from both exter-
nal adversaries and internal infrastructure entities, such as RSUs and local identity
providers. From a systems perspective, this work improves the scalability and real-
time responsiveness of VANET authentication. By decentralizing verification to edge
nodes (RSUs and LlIs), the proposed schemes alleviate CA overhead and enable low-
latency, fault-tolerant communication even in high-density traffic environments. The
interoperability with existing standards such as IEEE 1609.2 (DSRC) and 3GPP C-
V2X further substantiates the practical relevance and deployability of the proposed
protocols.

Beyond VANETSs, the design principles and cryptographic constructions pre-
sented in this thesis are applicable to a broader range of privacy-sensitive domains,
including the Internet of Things (IoT), smart city infrastructure, intelligent trans-
portation systems, and unmanned aerial vehicle (UAV) networks. Their compati-
bility with contemporary communication standards supports secure deployment in
diverse environments such as smart grids, cooperative drone systems, and mobility-
as-a-service (MaaS) platforms. By addressing foundational trade-offs between pri-
vacy, efficiency, and accountability, this research makes a substantial contribution to
the advancement of secure communication in modern cyber-physical systems.

5.2 Ethical and Social Considerations

This research adheres to widely recognized ethical principles for academic and sci-
entific research, ensuring compliance with core values of integrity, reliability, hon-
esty, and respect. Throughout the research process, every effort was made to uphold
ethical rigor in all aspects of the work. This includes adherence to ethical research
methodologies, ensuring the integrity and accuracy of research results, providing
proper attribution and citations to prior research and external resources, and giving
appropriate credit to all authors, collaborators, and contributors who played a role
in the development of this work. Furthermore, the research followed the publication
policies and ethical guidelines established by the journals and conferences where
the work was submitted. Ethical use of research funds and resources was also main-
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tained throughout the project. By following these guidelines, this thesis maintains
the highest ethical standards in every phase of the research.

From a societal perspective, the ethical considerations of VANETs are paramount,
as real-world deployment scenarios involve the handling of users’ personal infor-
mation, vehicle data, and other sensitive information. Proper ethical measures are
required to define how data is collected, stored, processed, and shared, as well as to
establish accountability in the event of a privacy breach. However, it is important to
note that in this research, no personal or sensitive information was used or collected
at any stage. The research focuses solely on the development and analysis of cryp-
tographic protocols and privacy-preserving authentication mechanisms. As a result,
no real-world user data or identifiable information was handled, eliminating privacy
concerns related to data collection or processing. By prioritizing privacy-preserving
techniques and ensuring no access to sensitive user information, this research ad-
heres to strong ethical principles and maintains the confidentiality and privacy of all
stakeholders involved.

5.3 Limitations and Future Research Directions

While this thesis addresses the security and privacy challenges of VANET commu-
nication, it is important to acknowledge that the broader landscape of intelligent
transportation involves additional complexities. Our research contributions are lim-
ited to providing solutions specific to communication and security challenges associ-
ated with privacy-preserving authentication in-vehicle communications. However,
several privacy and security challenges in vehicular communication remain unad-
dressed and beyond the scope of our research. These limitations are not inherent
flaws in the proposed frameworks but rather opportunities for future research to
extend the scope of the current work. By defining the scope of this research to fo-
cus specifically on communication security and privacy, a clear boundary has been
established to achieve concrete, verifiable, and implementable results. Addressing
the broader aspects of privacy in sensor data, physical security, and cross-domain
authentication in future work would further strengthen the holistic security and pri-
vacy posture of intelligent transportation systems. However, several key research
challenges remain, leading to the following future research questions:

How can privacy-preserving data handling, storage, and trustworthiness be ensured
in VANETS as they expand into the Internet of Vehicles (IoV)?

One of the key limitations of this research is its focus on securing sensitive in-
formation and user privacy from the perspective of network communication only.
Other privacy and security challenges exist that fall beyond the scope of this work.
For instance, modern vehicles are equipped with a range of sensors, cameras, and
IoT-enabled devices that generate large volumes of data. This sensor data, including
video feeds, audio recordings, and GPS tracking, can inadvertently expose user pri-
vacy if mishandled. Unlike the communication privacy addressed in this thesis, the
protection of data generated by in-vehicle sensors requires separate considerations,
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such as secure storage, anonymization, and access control for external stakehold-
ers. Research on data handling in IoVs remains unexplored, particularly in terms
of privacy, secure storage, and trust management. As modern vehicles become in-
terconnected through IoT sensors, cameras, and GPS, vast amounts of data are gen-
erated, necessitating robust mechanisms to prevent tracking, profiling, and unau-
thorized access. Ensuring lawful data access, secure storage, and conflict resolution
without compromising user anonymity remains a key challenge. Future research
should explore privacy-preserving solutions such as secure multi-party computa-
tion (MPC) and encrypted data aggregation techniques to enable secure data sharing
while maintaining confidentiality. Additionally, developing cross-domain authenti-
cation mechanisms can facilitate seamless and secure interactions between vehicles,
smart infrastructure, and IoT networks, fostering a unified trust model for smart
city ecosystems. By integrating these approaches, future VANET frameworks can
achieve scalable, privacy-preserving data management while ensuring accountabil-
ity and trustworthiness in vehicular communication.

How can real-world testing and large-scale deployment validate the effectiveness of
VANET authentication frameworks in dynamic environments?

While our research validated the proposed authentication frameworks in con-
trolled environments, real-world testing is crucial for large-scale deployment. Prac-
tical evaluation is needed to assess performance in unpredictable scenarios and un-
cover potential vulnerabilities not evident in simulations. However, such testing
requires significant resources, including real vehicles, infrastructure, and third-party
collaboration. Future research should focus on real-world implementation and vali-
dation to ensure the framework’s effectiveness in dynamic VANET environments.

How can authentication frameworks remain fail-safe under extreme conditions,
such as network blackouts?

A key limitation emerging from this discussion is the dependency on network
availability in existing authentication frameworks. While Paper VI introduces direct
V2V authentication without third-party intervention, current solutions still assume
periodic connectivity for key updates, trust validation, and revocation enforcement.
Vehicles may struggle to maintain trust and integrity in scenarios like network black-
outs, remote areas, or large-scale cyberattacks, leading to authentication failures or
security vulnerabilities. This limitation motivates the future research question on
designing fail-safe authentication models that ensure security and privacy even un-
der extreme conditions while integrating fast recovery mechanisms to restore trust
as soon as connectivity is re-established.

By addressing these research questions, future studies can build on the findings
of this work to enhance security, scalability, and efficiency in VANETs, ultimately
enabling their seamless integration into next-generation intelligent transportation
systems.
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