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Abstract
This thesis evaluates the effectiveness of Transport Layer Security (TLS)
and  mutual  TLS  (mTLS)  in  Internet  of  Things  (IoT)  environments,
focusing on their security benefits, limitations, and performance trade-
offs.  A  controlled  experimental  setup  was  used  to  measure  key
performance  metrics,  including  latency  (request-response  time),
throughput (requests per second), and CPU usage (processing resource
consumption).  The  test  environment  consisted  of  an  Apache  server,
Raspberry Pi, and Ubuntu virtual machines acting as client devices. The
results indicate that TLS, which provides one-sided authentication and
encrypted  communication,  achieves  lower  latency  and  higher
throughput than mTLS,  making it  more suitable  for general-purpose
IoT applications. In contrast, mTLS enhances security through mutual
authentication,  requiring  both  client  and  server  verification.  This
approach  aligns  with  the  zero-trust  principle  and  is  particularly
beneficial  in  high-security  environments  such  as  industrial  and
healthcare applications, where protecting sensitive data is crucial. This
study also highlights the need for automated certificate management to
enhance scalability and reduce human error. As a direction for future
work,  it  suggests  developing  an  automated  certificate  management
system  to  streamline  the  certificate  lifecycle,  using  the  Automatic
Certificate  Management  Environment  (ACME)  protocol  and  Let’s
Encrypt as foundational technologies. Additionally, it emphasizes the
National  Institute  of  Standards  and Technology (NIST)  initiative  for
lightweight cryptographic algorithms, which aim to improve security
and performance in resource-constrained IoT environments, paving the
way for more efficient and scalable deployments.

Keywords: mTLS,  TLS,  zero  trust,  PKI,  IoT  Security,  Cryptographic
Protocols.
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Sammanfattning
Denna  avhandling  utvärderar  effektiviteten  av  Transport  Layer
Security  (TLS) och ömsesidig TLS (mTLS) i  Internet  of  Things (IoT)-
miljöer,  med  fokus  på  deras  säkerhetsfördelar,  begränsningar  och
prestandaavvägningar.  En  kontrollerad  experimentell  uppställning
användes för att mäta nyckelprestandamått, inklusive latens (förfrågan-
svarstid),  genomströmning  (förfrågningar  per  sekund)  och  CPU-
användning (bearbetningsresursförbrukning). Testmiljön bestod av en
Apache-server,  Raspberry  Pi  och virtuella  maskiner  för  Ubuntu som
fungerade  som  klientenheter.  Resultaten  indikerar  att  TLS,  som
tillhandahåller  ensidig  autentisering  och  krypterad  kommunikation,
uppnår lägre latens och högre genomströmning än mTLS,  vilket  gör
den mer lämpad för IoT-applikationer för allmänna ändamål. Däremot
ökar  mTLS säkerheten  genom ömsesidig  autentisering,  vilket  kräver
både klient- och serververifiering. Detta tillvägagångssätt är i linje med
principen om nollförtroende och är särskilt fördelaktigt i miljöer med
hög säkerhet som industri- och hälsovårdstillämpningar, där skydd av
känslig  data  är  avgörande.  Denna  studie  belyser  också  behovet  av
automatiserad  certifikathantering  för  att  förbättra  skalbarheten  och
minska mänskliga fel. Som en riktning för framtida arbete föreslår den
att  man utvecklar  ett  automatiserat  certifikathanteringssystem för  att
effektivisera  certifikatets  livscykel,  med  hjälp  av  ACME-protokollet
(Automatic  Certificate  Management  Environment)  och  Let's  Encrypt
som  grundläggande  teknologier.  Dessutom  betonar  det  National
Institute  of  Standards  and  Technology  (NIST)  initiativ  för  lätta
kryptografiska  algoritmer,  som  syftar  till  att  förbättra  säkerhet  och
prestanda  i  resursbegränsade  IoT-miljöer,  vilket  banar  väg  för
effektivare och skalbara implementeringar.

Nyckelord: mTLS,  TLS,  zero  trust,  PKI,  IoT  Security,  Cryptographic
Protocols.

iii



Terminology / Notation
Acronyms

ACME: Automatic Certificate Management Environment

CA: Certificate Authority

ECC: Elliptic Curve Cryptography

HTTPS: Hypertext Transfer Protocol Secure

IoT: Internet of Things

mTLS: Mutual Transport Layer Security

PKI: Public Key Infrastructure – A framework for creating, managing,
and revoking digital certificates.

RSA: Rivest–Shamir–Adleman

SSL: Secure Sockets Layer

TLS: Transport Layer Security 

TPM: Trusted Platform Module

X.509: A standard defining the format of public key certificates used in
PKI.
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1 Introduction
The  Internet  of  Things  (IoT)  brings  interconnecting  devices  across  a
wide range of applications, from healthcare to industrial automation.
However,  securing  communications  between  these  devices  poses
significant  challenges,  especially  given  their  resource-constrained
nature.  This  thesis  aims to  analyze and compare  two key protocols,
Transport  Layer Security (TLS) and mutual  Transport Layer Security
(mTLS), evaluating their strengths, limitations, and suitability for IoT
systems.

1.1 Background and motivation
The  Internet  of  Things  (IoT)  is  reshaping  the  technology  landscape,
transforming  industries  such  as  healthcare  and  transportation,  and
influencing  daily  life  with  interconnected  devices.  This  growing
ecosystem of connected devices has already become essential in modern
society, making things more convenient and more effective in various
aspects of daily life.  As summarized by BDO “The Internet of Things is
a  transformative  force  in  the  technology  landscape  and  promises  a
future where connected devices revolutionize various aspects of daily
life, industry, healthcare, transportation and beyond” [1].

However as IoT continues to expand, it introduces significant security
challenges. Particularly as IoT sends sensitive data ensuring integrity
and confidentiality is crucial.  Many IoT devices operate with limited
processing  power  and  storage,  constraining  the  types  of  security
solutions  they  can support.  This  limitation  means  not  all  traditional
security  measures  can  be  implemented  without  compromising
performance. Leaving devices vulnerable to cyber threats.  

Certifications-based  authentication  is  one  method  for  securing
communications.  In  such  systems,  digital  signatures  validate  the
device's  identity  ensuring  data  is  exchanged  by  trusted  sources.  A
widely used approach is Public Key Infrastructure (PKI), a centralized
model  in  which  the  Certificate  Authority  (CA)  issues  and  manages
certificates. PKI has proven effective in securing web communications
through protocols such as Transport Layer Security (TLS) and mutual
Transport Layer Security (mTLS).

This  thesis  evaluates  TLS  and  mTLS,  focusing  on  their  strengths,
limitations,  and  suitability  for  securing  IoT  systems  in  resource-
constrained environments.

1.2 Overall aim and problem statement
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The problem arises from the increased reliance on IoT systems, which
may transmit  and use  sensitive  data  but  are  constrained  by  limited
processing  power  and  storage  capacity.  These  constraints  make  it
challenging  to  implement  robust  security  measures  without  losing
performance. 

This thesis aims to evaluate TLS and mTLS protocols to determine their
effectiveness in securing IoT communications. It will focus on analyzing
their  strength,  limitations,  and  suitability  for  resource-constraint
environments. The goal is to identify contexts where mTLS justifies its
higher resource demands compared to TLS.

While TLS and mTLS are widely used and accepted protocols for secure
communication in IoT their computational and memory demands raise
concerns  in  resource-constrained  environments.  The  problem  lies  if
they  can  meet  the  performance  and  security  requirements  for  IoT
systems.

TLS  provides  one-sided  authentication  and  ensures  secure
communication.  However,  the  reliance  on  one-sided  authentication
may  expose  it.  mTLS  enhances  TLS  by  introducing  mutual
authentication  providing  that  both  need  to  be  authenticated.  This
however comes at a higher cost.

1.3 Research questions
This thesis evaluates the effectiveness of TLS and mTLS in IoT security
through the following research questions.

1. What  are  the  benefits  and  limitations  of  TLS  in  securing  IoT
communications?

2. How does mTLS enhance security in IoT compared to TLS?
3. What  performance  trade-offs  do  TLS  and  mTLS  introduce

regarding  latency,  throughput,  and  CPU  usage  in  resource-
constrained environments?

4. Under what scenarios is mTLS more suitable than TLS in IoT
applications?

1.4 Scope
This thesis will mainly focus on the evaluation and comparison of TLS
and  mTLS  in  IoT.  It  will  include  implementation  followed  by  a
comparative analysis based on metrics such as latency, throughput, and
CPU usage.
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This  thesis  aims to assess  the effectiveness  of  TLS and mTLS in  IoT
systems It  will  explore  their  strength,  limitations,  and suitability  for
resource constraint  environments.  It  seeks to identify contexts  where
mTLS justifies its higher resource demands compared to TLS.

The scope is limited to the practical implementation and testing of TLS
and  mTLS  using  OpenSSL,  focusing  on  handshake  and  the  initial
protocol  overhead.  Long-term  session  performance  and  advanced
cryptographic techniques are excluded. While the study uses RSA for
mutual authentication which deviates from the widely recommended
elliptic  curve  cryptography  (ECC),  the  thesis  acknowledges  the
potential  benefits  of  ECC  without  exploring  its  practical
implementation.

While frameworks such as Zero Trust and NIST standards are briefly
mentioned to provide context, they are not deeply analyzed or central
to the focus of this research.

The  findings  are  validated  through  experimental  testing,  which
compares the security and performance trade-offs.

1.5 Outline
This thesis is structured into different chapters: Chapter 2 explains the
theoretical  framework  that  acts  as  a  theoretical  base.  It  includes  IoT
security  challenges  and  certification-based  authentication.  Chapter  3
details the methodology used. It covers project phases and evaluation
methods. And how the research questions will be attacked. Chapter 4
covers  approaches  and alternatives  considered  to  justify  the  choices
made  for  the  study  requirements.  Chapter  5  describes  the
implementation of the system and includes technologies used and an
overview  of  the  implementation.  Chapter  6  presents  the  results
gathered providing data on the performance of TLS and mTLS. Chapter
7  discusses  and  analyses  the  results  obtained,  and  reflects  on
performance  tradeoffs,  methodology,  scientific  insight,  and  broader
implications of TLS and mTLS in IoT systems. Chapter 8 summarizes
the key findings discusses limitations and suggests future work.
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2 Theory 
This section provides the theoretical foundation needed to understand
the  challenges  and  solutions  in  securing  Internet  of  Things  (IoT)
systems. It  explores  inherited  IoT  environments,  certification-based
mechanisms, and the role of cryptographic protocols such as TLS and
mTLS  in  enhancing  IoT  security.  Real-world  examples  and  current
trends illustrate these concepts for context and relevance.

2.1 Overview of IoT and Its Security Challenges
The  Internet  of  Things  (IoT)  comprises  billions  of  interconnected
devices  that  exchange  data. These  devices  range  from  smart  home
appliances,  such  as  thermostats  and  security  cameras,  to  industrial
machines used in manufacturing and healthcare. W While IoT enhances
efficiency  and automation,  its  distributed  nature  and diverse  device
ecosystem introduce significant security challenges.

2.1.1 Resource Constraints
“Many IoT devices are designed to  be small  and cost-effective,  which often
means  limited  processing  power,  memory,  and  storage.  These  constraints
hinder the implementation of robust security measures, such as encryption and
advanced threat detection” As noted by Aman Agarwal in The 4 Pillars of a
Strong  IoT  Security  Program  [2], limited  device  resources  make  it
challenging to deploy effective security solutions.

This  limitation  is  well-documented  in  other  research  [3],  [4],  which
highlights the challenges and vulnerabilities associated with resource-
constrained IoT environments. Additionally, NIST has called for new
algorithms  suitable  for  constrained  environments  where  the
performance of current cryptographic standards was not up to the task
[5].

Beyond cryptographic limitations, resource constraints also impact the
ability to implement software updates and security patches. Many IoT
devices lack automatic update mechanisms, requiring manual updates,
often through physical access to the device. This limitation leaves them
highly vulnerable to newly discovered security threats, as updates may
be delayed or neglected, increasing the risk of exploitation [6], [7] 
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2.1.2 Device Enrolment
IoT  networks  often  consist  of  devices  from  multiple  manufacturers,
each  using  different  protocols,  such  as  MQTT,  and  CoAP,  making
standardization  and  security  implementation  challenging  [3].  Some
devices  rely  on  legacy  or  proprietary  protocols  such  as  Modbus,
outdated versions of Bluetooth, and deprecated versions of TLS that do
not support modern frameworks. These weaknesses create exploitable
security gaps, making devices vulnerable to attacks [8] [9].

2.1.3 Compatibility
Interoperability  issues  arise  due  to  variations  in  authentication
mechanisms and encryption capabilities across devices. To bridge these
differences,  extensive  custom configurations  are  required  to  support
both  legacy  and  modern  solutions,  ensuring  compatibility  and
consistency.  [10]  [11].  If  software  developers  do  not  test  the
compatibility of updated, upgraded, or patched libraries. [14].

Some IoT devices may not support the use of strong credentials, such as
cryptographic  tokens or multifactor  authentication,  for  the situations
that merit them [7]

Industry-wide standardization efforts, such as those by IEEE and ISO,
aim to unify protocols and improve interoperability.  However,  these
standards  may  not  always  be  effective  when  dealing  with  legacy
systems that lack support for modern security updates [11], [12], [13].

2.1.4 Data Sensitivity
IoT  systems  may  handle  sensitive  data  making  data  integrity  and
confidentiality essential [3], [6]. Leaked data can be exploited resulting
in more security issues and legal issues. However,  noted in NIST [7]
data security risks because some IoT devices do not have any data that
needs protection.

Encryption is a fundamental security mechanism for protecting data in
transit. TLS and mTLS both provide encryption and authentication to
secure  communication  between  IoT  devices  and  cloud  services.
However, these need to consider device combability so as not to cause
extensive performance degradation [9]. 

Additionally compliance with regulatory  framework  such as GDPR in
EU. Ensures that IoT manufacturers and service providers reduce the
risk associated with sensitive data exposure. [15]
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2.1.5 Latency requirements
Real-time communications in IoT require quick and reliable solutions.
Latency can be detrimental in time-sensitive applications [16]. 

Security  mechanisms  often  introduce  additional  processing delays,
particularly during cryptographic operations. The TLS handshake for
example requires  multiple  communication exchanges  before a secure
channel is established. While there are some ways to migrate this like
TLS session resumption techniques can migrate some of these latency
concerns the trade between security and real-time performance must be
carefully thought out. [9].

Low latency security solutions such as datagram TLS (DTLS) that use
UDP  instead  of  TCP  are  specifically  designed  for  time-sensitive
applications  offering  encryption  and  less  overhead  but  with  less
reliability because its use of  UDP.  [17]

2.1.6 Importance of Secure Communication
Securing communication is critical, as vulnerabilities can compromise
entire  networks,  not  just  individual  devices. As  Okereke  et  al.  note:
“Data encryption is crucial  for IoT security because it  enhances data
confidentiality and integrity,  protecting against attacks and breaches.
Unencrypted transmissions risk interception and eavesdropping” [3]. 

Among  the  common  threats  to  IoT  communication,  man-in-middle
attacks allow attackers to intercept and manipulate the data exchange
between the devices [18]. Another risk is replay attacks, where attackers
use  of  old  authentication  messages  to  gain  unauthorized  access  or
hijack an active session [19]. Additionally, packet sniffing is a concern
as unencrypted communication can be intercepted and used.

To  counter  these  threats,  IoT  devices  need  to  establish  robust
encryption,  authentication,  and  integrity  mechanisms. TLS  offers  a
proven  framework  for  encrypting  data  transmissions.  Although  it
might not completely solve man-in-middle attacks.  

2.2 Certification based authentication
One  of  the  primary  methods  for  IoT  to  secure  communication  is
certification-based  authentication,  which  uses  digital  certificates  and
cryptography  techniques  to  verify  device  identities.  The  most
commonly used framework is Public Key Infrastructure (PKI) [20]. 
The statement “When you’re looking at authenticating devices, the only real 
standards at the moment that offer any real interoperability tend to be Public 
Key Infrastructure (PKI)” is attributed to Chris Edwards, CTO at 
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Intercede. He made this statement in the context of discussing the role 
of PKI in securing IoT devices in an article by Margo Anderson, 
published on 16 September 2014, in IEEE Spectrum titled Looking for the 
Key to Security in the Internet of Things [21].
PKI uses asymmetric cryptography, relying on public and private keys
for encryption and authentication. RSA and Elliptic curve cryptography
are examples. Elliptic Curve can provide the same security as RSA with
a shorter key length. This makes the Elliptic curve more efficient than
RSA. This reduces the processing time [22].

Hash  functions  and  digital  signatures  ensure  data  integrity  and
authentication, preventing unauthorized alterations and verifying the
sender's identity [23]

2.2.1 Key Components of PKI
Public  Key  Infrastructure  (PKI)  relies  on  several  key  components  to
function  securely  and  efficiently.  These  components  ensure  the
issuance, management, and revocation of certificates, which are critical
for establishing trust in digital communication.

The  Certificate  Authority  (CA)  serves  as  the  cornerstone  of  PKI  by
issuing and managing digital certificates. Acting as the root of trust, the
CA  is  responsible  for  validating  the  identity  of  entities  requesting
certificates. Once verified, the CA issues a certificate, binding the public
key to the entity’s identity. This process ensures that only authorized
entities  participate  in  secure  communications.  If  a  certificate  is
compromised,  expired,  or  no  longer  trusted,  the  CA  revokes  it  by
adding  it  to  a  Certificate  Revocation  List  (CRL), which  prevents  its
continued use [24], [25].

The Registration Authority (RA) acts as an intermediary between the
certificate requesters and the CA. Its role is to verify the identity of the
certificate  requestor  ensuring  only  trusted  entities  will  receive  the
certificate [24], [25].

X.509  Certificates  is  a  widely  adopted  and  accepted  standard  for
certificates  in  PKI.  The  X.509  certificate  binds  the  public  key  to  the
identity of the certificate owner [22], [24], [25]. 

A chain of trust in PKI is established through a hierarchical structure,
where the root CA is at the top, issuing certificates to intermediate CAs
or users. Each certificate in the chain is signed by the one above in the
hierarchy [26]. See Figure 1.
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Figure 1: Chain of trust established through a hierarchical structure.

Cross-certification allows different  CAs to recognize other certificates
and trust certificates issued by other CAs. Allowing for a wider spread
of trust enabling different networks to establish mutual trust allowing
organizations to still control their own CA but trust others CAs. This
compatibility allows CA can collaborate between organizations [23].

Certificate  issuance  and revocation are  critical  processes  within  PKI.
During issuance,  the CA verifies  the identity of  the requester  before
signing the certificate. This ensures that only trusted entities receive a
valid certificate.  Conversely,  if  a certificate becomes untrustworthy—
due to compromise, expiration, or other reasons—the CA revokes it by
adding  it  to  the  CRL.  The  CRL  serves  as  a  reference  point  for
identifying invalid certificates, thereby maintaining the integrity of the
PKI system [24], [25].

2.2.2 Challenges in PKI for IoT
While  PKI  provides  a  robust  framework  for  managing  trust,  its
implementation  in  IoT  environments  presents  unique  challenges.
Scalability is a significant concern as the number of connected devices
continues  to  grow.  Since  the  CA  is  responsible  for  issuing  and
validating certificates, any compromise of the CA affects the entire PKI
chain. This is a critical issue in large-scale IoT systems because if the CA
is compromised, no certificates can be trusted. In 2011 DigiNotar hack
showcased how a compromise of CA can lead to widespread security
breaches. [27]
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Centralized  PKI  models  can  lead  to  bottlenecks  when  scaling  to
accommodate millions or billions of devices, as the CA is responsible
for issuing, validating, and revoking all certificates.

Implement  RA  registration  authority  that  handles  more  of  the
registration that way unload some of the work for the CA. However,
this does not resolve the bottleneck because the Certificate Authority
(CA)  remains  the  sole  entity  capable  of  signing  and  validating
certificates [28].

In  a  hierarchical  PKI  model,  child  CAs  can  manage  certificates,
reducing the workload on the root CA. However, this approach does
not fully eliminate the bottleneck [29], [30]

Scalability is closely tied to  certificate  management. As the number of
devices  grows,  the  complexity  of   certificate  management  becomes
bigger.  The  need  for  efficiency  and  automation  becomes  essential.
Manual  processes  and  insufficient  automated  systems  can  lead  to
delays  and  human  errors,  making  it  difficult  to  manage  certificates
effectively at scale [14], [31].

Latency in certificate verification can cause performance issues in real-
time  IoT  systems.  These  systems  require  quick  and  reliable
communication,  but  each  certificate  must  be  verified  by  the  CA,
introducing delays. [17], [32].

PKI's  success  is  evident  in  its  role  as  the  standard  for  secure  web
communication,  particularly  through  the  use  of  HTTPS  and  the
TLS/mTLS protocol. It is used by governments and commercials like
Google,  Mozilla,  and many more  that  rely  on this  system to  secure
communication.  Lets  Encrypt  and  ACME  protocol  automation  of
certification  management  reduce  human  intervention  and  enhance
usability [33]. 

2.3 TLS
Transport  layer  security  is  a  cryptographic  protocol  that  enables  two
computers  to  communicate  securely.  According  to  Silberschatz's  Operating
System Concepts, Global Edition, TLS is the most commonly used cryptographic
protocol,  primarily  because  it  is  the  standard  for  secure  communication
between web browsers and web servers [35]. TLS evolved from SSL (secure
socket layer) and was designed by Netscape. As described in [35],  “The TLS
protocol is initialized by the client by a client c to communicate securely with a server.
Prior the protocol’s use, the server s assumed to have obtained a certificate, denoted
cert(s), from certification authority CA.” 
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Figure 2. TLS handshake.

The TLS handshake process, as shown in Figure 2, is a key step in establishing 
secure communication. This phase involves exchanging cryptographic 
information, enabling both parties to agree on encryption parameters and 
establish a shared session key. The steps of the TLS handshake are as follows:

1. The client sends a hello message: this message includes which TLS is 
supported what cipher suites are supported and random bytes known 
as client random.

2. The server sends hello: The server responds to the client's hello 
message containing the chosen cryptographic algorithm, its certificate, 
and random bytes as server random.

3. Verify: The client verifies that the server SSL certificate with the CA 
who issued it.

4. The client sends the encrypted session key using the server's public 
key.

5. Server acknowledge: The server decrypts and sends an 
acknowledgment to the client with the session key.

6. Now the communication is encrypted with the session key.

Session key and symmetric encryption
After  the  handshake,  it  uses  the  generated  session  key  for  symmetric
encryption.  Symmetric  encryption  is  less  computationally  expensive  than
asymmetric encryption. The session key is unique to each session.
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2.4 HTTPS
HTTPS is the secure version of HTTP, which is used to establish secure
communication  between  web  browsers  and  web  servers.  HTTPS  is
achieved  by  pairing  HTTP  with  TLS  (Transport  Layer  Security),  as
described in the  UNIX and Linux System Administration Handbook,  5th
Edition [35].  This  combination  encrypts  the  data  being  transmitted,
ensuring secure data transfer. TLS not only encrypts the data but also
provides authentication, verifying that the data has not been tampered
with during the transfer.

2.5 mTLS
The mutual transport layer security (mTLS) builds on top of the idea of
TLS but requires both the client and server to be certified. This ensures
mutual  authentication,  unlike  TLS,  where  only  the  server  is
authenticated.  As  illustrated  in  Figure  3,  the  mTLS  handshake
introduces additional steps, requiring the client to present its certificate
for verification before communication can be established. This approach
ensures  that  only  authenticated  clients  can  access  the  system,
eliminating the need for additional credentials [36], [37].

This is also a valid idea in zero trust where we cannot assume that the 
client or the server is trusted. But can also be used in an application to 
communicate with another application to make sure is certified [38], 
[39]. 

 

Figure 3. mTLS handshake.
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In  summary,  the  mTLS  handshake  differs  from  TLS  by  adding
additional steps for mutual authentication (Figure 3). The server must
validate  the  client's  certificate,  introducing  extra  cryptographic
operations.  The  client  signs  the  client  random  with  its  private  key,
ensuring an authenticated and secure connection.

2.6 Performance Metrics in Secure IoT Communication
To evaluate the impact of security protocols such as TLS and mTLS on
resource-constrained IoT devices, it is essential to consider several key
performance metrics. These metrics not only help in understanding the
computational and communication overhead but also in assessing the
suitability of these protocols for real-time and critical applications. The
primary performance metrics used in this study are:

Latency is the time interval between the initiation of a request and the
receipt of the response [40].

Throughput refers to the number of transactions or requests processed
per unit per second [40].

CPU usage represents the percentage of process power consumed by an
application or process.

Elapse Time is the total time passed from the start of the event to the
end.

Task  clock is  a  metric  that  measures  the  time  a  process  actively
executes on the CPU, excluding idle or waiting periods. Unlike elapsed
time,  which  includes  both  execution  and  idle  time,  the  task  clock
provides  a  more  precise  measurement  of  the  actual  computational
workload. This metric is particularly useful in analyzing performance
overhead introduced by security protocols like mTLS. [41], [42]

2.7 TPM
TPM  (Trusted  Platform  Module)  is  a  standard  defined  by  ISO/IEC
11889,  which  specifies  the  requirements  for  TPM  functionality.
However,  the  scope  of  ISO/IEC  11889  is  limited  to  defining  the
requirements and specifications for Trusted Platform Modules, leaving
the actual implementations to adhere to these standards [43]. 

ISO/IEC 11889 defines TPM as a cryptographic processor designed to
establish  trust  in  computing  platforms.  In  essence,  TPM
implementations conform to the ISO/IEC 11889 standard and can exist
in  various  forms,  such  as  embedded  components  within  the  CPU,
discrete chips on the motherboard, or firmware-based solutions. 

12



The primary functions of TPM are to generate cryptographic keys and
securely  store  them within  hardware,  ensuring  they  remain  isolated
from software. TPM also enables hardware device authentication and
supports  encryption  and  decryption  of  sensitive  data.  One  notable
application of TPM is enabling full-disk encryption, such as BitLocker
on Windows.

2.8 Zero Trust
Zero Trust is a security model where the core principle is "never trust,
always verify,"  meaning that no device  is  assumed to  be trusted by
default.  The  Zero  Trust  model  advocates  for  mutual  authentication,
which means both devices must prove their identity. This model does
not trust any information they send, such as location or user credentials
unless  the  identity  is  authenticated.  For  example,  even  if  a  user  is
logged into the network, the device must still authenticate itself to use a
resource like a printer [44], [45].

2.9 Current trends and innovations
Lightweight cryptographic  algorithms:  In 2018 NIST issued a  formal
call  for lightweight cryptographic algorithms to address the growing
need  for  secure  solutions  in  constrained  environments.  Such  as  IoT
devices and embedded systems where current standards fail to perform
in  efficacy  [46].  The  original  call  stems  from the  NIST investigation
started  in  2013,  with  workshops  and  stakeholders  in  industry,
government, and academia, which highlighted that the performance of
current NIST cryptographic standards is not acceptable. This initiative
has led to a pool of submissions focusing on balancing security and
efficiency in constrained devices. In February 2023 it ended, with NIST
publishing the final finding in NISTIR 8454 [46].

Adaptation of TPM and Zero Trust: Windows requires TPM 2.0 to run
Windows 11 as a minimum standard [47]. This makes all systems using
Windows 11 have a hardware-based root of trust.

The Zero Trust model has been more important as organizations face
evolving cyber threats. Zero Trust as written in the previous theory part
uses  “never  trust,  always  verify”  which  means  it  requires
authentication and authorization at every point regardless if the user is
inside or outside the network. The use of TPM on Zero Trust model
provides the cryptography support needed for secure authentication.

The push towards TPM 2.0 and Zero Trust practices underscores the
global  trends  towards  more  resilient  cybersecurity  frameworks.  This
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practice helps prevent external threats but also migrates inside risk and
supply chain vulnerabilities.

2.10 Real-world examples
The  2011  DigiNotar  hack revealed  several  vulnerabilities  in  CA
models. According to the  Black Tulip Report by Fox-IT, the trusted CA
was compromised.  This  breach  allowed attackers  to issue fraudulent
certifications as google.com allowing for Man-in-the-middle attacks on
approximately 300 000 users according to Fox-IT. This highlights the
critical point of failure CA models have [27].

2.11 Related work
In this section, we review and critically analyze previous research and
works  that  are  closely  related  to  certification-based  authentication
frameworks in IoT security.

2.11.1 TLS/PKI Challenges and Certificate Pinning
Discuss TLS and PKI challenges and point out that institutions could
misuse their power to create malicious certificates. They also mention
that even if a certificate is compromised it is supposed to be revoked
but can still be used and without the knowledge.  The authors mention
certificate  pinning  as  a  solution  to  minimize  the  risk  if  CA  is
compromised.  This  work highlights  the vulnerabilities  in  centralized
PKI  models  and  aligns  with  the  challenges  identified  in  centralized
certification systems. Particularly in single points of failure and misuse
of trust by trusted authorities [48].

2.11.2 Cryptography and Certification
William  Stallings's  book  provides  an  explanation  of  cryptography,
including  mathematical  foundations  and  cryptographic  techniques.
One aspect it covers is the automation of certification and the use of
subordinate CA to reduce the workload of the CA. This aligns with the
need for automation in certification management to address scalability
issues in PKI systems [22].

2.11.3 PKI Trust and Risk Management
The NIST publication talks about PKI components like CA, RA, X.509,
and revocation list. It also addresses some issues as “The decision to
outsource and the choice of RA expose the CA to risk. If the CA or RA
confirms an identity that is false, or somehow inaccurate, the CA may
suffer  loss  of  business  or  even  expose  itself  to  legal  actions”  This
emphasizes the importance of trust and verification in PKI systems [23].
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2.11.4 Let’s Encrypt and ACME Protocol
“The objective of Let’s Encrypt and the ACME protocol is to make it
possible to set up an HTTPS server and have it automatically obtain a
browser-trusted  certificate,  without  any  human  intervention.”
according  to  Let's  Encrypt  according  to  its  website.  Let's  Encrypt
provides a free  automated and open certificate authority  that  allows
websites to enable HTTPS without manual certification installations or
renewal [33].

The Automatic Certificate Management Environment (ACME) protocol,
later  standardized  in  rfc8555,  provides  a  structured,  automated
framework  for  managing  PKIX-based  certificates.  ACME  allows  the
client in this case the web server to request certification management
actions  using java script  object  notation JSON messages  without  the
need for human interventions [49]. 

This  demonstrates  how  automation  can  address  scalability  and
management  challenges  in  PKI  by  reducing  human  inventions  and
enhancing usability.

2.11.5 HTTPS Performance Overhead
The transition from HTTP to HTTPS introduces minimal performance
overhead,  largely  due  to  the  TLS  handshake,  which  requires  two
additional roundtrips. Additionally, while HTTPS involves asymmetric
encryption for secure communication between the browser and server,
performance tests reveal only a 5 ms difference in connection times and
a peak CPU usage increase of 2%. For instance, when Gmail adopted
HTTPS by default in 2010, SSL/TLS accounted for less than 1% of CPU
load  on  their  frontend  machines,  without  requiring  additional
hardware. Furthermore, the availability of free SSL certificates, such as
those from Let's Encrypt, has significantly reduced financial barriers to
adopting HTTPS [50].

2.11.6 mTLS and Service Mesh Performance
Conducted  a  detailed  evaluation  of  the  performance  overhead  of
implementing mTLS in different service meshes. Focusing on latency,
CPU,  and  memory  usage.  Although  its  focus  is  on  service  mesh
architectures,  the  findings  are  highly  relevant  to  my  work,  as  both
studies  investigate  the  trade-offs  introduced  by  mTLS.  The  report's
insights into the resource demands and performance impacts of mTLS
offer  valuable  context  for  analyzing  its  applicability  in  resource-
constrained IoT environments [51].
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3 Methodology
This  chapter  will  describe  the  methodology used  to  implement  and
evaluate  TLS  and  mTLS  in  IoT  systems.  It  covers  the  scientific
approach, project work methods, and evaluation techniques to address
the research questions.

3.1 Scientific method description
The thesis uses a quantitative methodological approach to address the
research questions and evaluate TLS and mTLS in resource-constrained
environments.  To  systemically  attack  each  research  question
measurable metrics  such as latency,  throughput,  and CPU usage are
used for comparative analysis.

To address what are the benefits and limitations of TLS in securing IoT
communications TLS is implemented and tested. This involves setting
up a server and setting up server certificates to establish server-client
communication.  The  benefits  and  limitations  of  TLS  are  analyzed
through  practical  implementation  and  supported  with  theoretical
insight.

To  evaluate  how  mTLS  enhances  security  in  IoT  compared  to  TLS,
mTLS is implemented as an extension of the TLS setup. Using mutual
authentication  where  both  the  server  and  client  need  to  be
authenticated.  The  added  security  by  mTLS  is  assessed  with
implementation and supported with theoretical insights.

To  evaluate  performance  trade-offs  TLS  and  mTLS  introduced  as
resources  in  terms  of  latency,  throughput,  and  CPU  usage  in
constrained  environments,  controlled  experiments  are  used.  Metrics
such as latency, throughput, and CPU usage are recorded under similar
conditions to evaluate the resource implication of both protocols.

To  identify  what  scenarios  is  mTLS  more  suitable  than  TLS  in  IoT
applications,  a  comparative analysis  of TLS and mTLS is  performed.
The findings are with the help of theoretical insights to identify where
the  enhanced security of mTLS justifies the higher resource and time
demand, and where TLS is sufficient.

3.2 Project method description
This research follows a Waterfall-inspired methodology for a structured
and  systematic  approach  to  understanding,  implementing,  and
evaluating  TLS  and mTLS.  The  project  is  divided  into  phases,  each
building upon the results of the previous one.
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Phase  1:  Understanding  PKI,  TLS,  and  mTLS
This phase is focused on building a foundation of knowledge of PKI,
TLS, and mTLS to prepare for implementation. Literature is studied to
gain insight into how the mechanism works and its challenges. This acts
as  a  stepping  stone  to  understand  the  practical  components  and
successfully implement TLS and mTLS.

Phase 2: Design on TLS and mTLS
This phase focuses on setting up a detailed implementation plan to 
evaluate TLS and mTLS. It involves selecting the tools and frameworks 
needed for the system, determining the server and client setup, and 
designing a controlled environment for testing. The design must align 
with the objectives of reproducibility and scalability, ensuring that the 
system mimics realistic IoT constraints while allowing for 
comprehensive data collection. Key considerations include the choice of
the Certificate Authority, server environment, client representation, and
measurement tools.

Phase 3: Implement TLS
The implementation of TLS begins with configuring the server to 
support secure communication. This includes generating server-side 
certificates, which are signed by the chosen Certificate Authority, to 
establish a chain of trust. The server is configured to enforce TLS 
protocols, ensuring that communication is encrypted and authenticated.

Phase 4: Implement  mTLS
This phase extends the TLS setup to implement mutual authentication 
through mTLS. In this enhanced configuration, both the server and 
client exchange certificates that are verified by the Certificate Authority.
The server is configured to require client certificates during the 
handshake process, ensuring that only authenticated clients can 
establish a connection. Similarly, the client is configured to present its 
certificate when connecting to the server. This two-way authentication 
establishes a higher level of security, which is critical for applications 
where trust between parties is paramount.

Phase 5: Practical Experiments and Results Analysis
The focus of this phase is to conduct experiments to validate the 
implementations of TLS and mTLS. Tests are designed to evaluate 
system performance, verify secure communication, and ensure that the 
protocols function as intended. Metrics such as latency, throughput, 
CPU usage, and memory consumption are collected during these tests. 
The data obtained is analyzed to identify trends, understand system 
behavior under different conditions, and confirm the reliability of the 
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setup. This phase provides the empirical evidence needed for 
comparative analysis.

Phase 6: Comparative Analysis TLS vs mTLS
Compare TLS vs mTLS evaluating their performance, resource 
demands, and security. Key metrics are latency, throughput, and CPU 
usage are analyzed and with the help of theoretical insight determine 
scenarios where mTLS enhances security justifies resource demands, 
and where TLS is more suitable. 

3.3 Test Repetitions and Data Reliability
To ensure a comprehensive and reliable evaluation of TLS and mTLS
performance  in  IoT  environments,  each  test  was  repeated  multiple
times.  The  number  of  repetitions  was  chosen  based  on  expected
measurement  variability,  system  stability,  and  the  need  for  reliable
averages while keeping the testing process practical and efficient.

The Single Request Test with Perf Stat was conducted five times per
setup to account for execution fluctuations caused by CPU scheduling
and background processes.  Since individual requests are less affected
by system-wide variations, five trials provided sufficient data to capture
consistent performance trends without excessive redundancy.

The Scripted Multi-Request Test was conducted six times per setup to
ensure  stable  latency  and throughput  measurements  across  multiple
transactions. Multi-request scenarios introduce greater variability due
to the accumulation of cryptographic operations and potential resource
contention. To better capture these effects and smooth out anomalies, an
additional trial was included compared to the single request test.

Scripted  Multi-Request  Test  with  Perf  Stat  conducted  five  times  to
account for execution fluctuations,  CPU scheduling,  and background
processes,  while  also  ensuring  stable  latency  and  throughput
measurements  during  continuous  workloads.  Five  repetitions  were
determined to be sufficient for observing stable trends while balancing
time constraints.

The choice of five to six repetitions was made to systematically track
performance over multiple trials and ensure that results were consistent
across different test runs. Recording individual trial results allowed for
the identification of anomalies, performance trends, and any potential
deviations that might impact the final analysis.

The  full  dataset,  including  raw trial  results  for  latency,  throughput,
CPU usage, and elapsed time, is provided in Appendix A, B, C, and D.
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This data supports the performance trends discussed in later sections
and ensures the reproducibility of the experiments.

These tests and repetitions were conducted as part of Phase 5: Practical
Experiments  and  Results  Analysis,  ensuring  that  the  collected  data
could  systematically  be  analyzed  meaningful for  performance
comparisons. This trial design allows for more reliability.

3.4 Uses of AI tools in this works
In addition, ChatGPT was utilized to streamline the writing process,
helping to refine the structure of the thesis and maintain a clear and
consistent line of reasoning throughout the document.
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4 Choice of approach
This chapter describes the decision and reasoning behind the design of
the  system for  evaluating  TLS  and mTLS  in  IoT  environments.  The
approach was chosen because it requires a controlled setup, a realistic
representation of IoT constraints, and reliable metrics for performance
evaluation.

4.1 Requirements capturing
To compare TLS and mTLS effectively in IoT-constrained environments,
a  system was built  considering  several  core components—Certificate
Authority (CA), server, client, tools, and measurement techniques. The
key requirements for the approach include: 

Control over the CA: Essential for creating and reproducing the setup.
Representative  IoT  environment: To  test  in  resource-constrained
settings.
Reliable  metrics  collection: Tools  to  measure  latency,  throughput,
CPU, and memory consumption accurately

These requirements  guided the selection of  the system’s  components
and tools.

4.2 Component Choices
The system design involved selecting components to meet the demands
of IoT environments while maintaining flexibility and reproducibility.

4.2.1 CA choice
The  Certificate  Authority  (CA)  is  the  root  of  trust,  managing  and
issuing the certifications needed for secure communication. The chosen
CA must be flexible to allow for experimental setup.

1) OpenSSL is  a  free open source  that allows manual control  to
manage and create certificates.

2) Let's  Encrypt is  a  free  open-source  project  developed  for
automating certification management

3) Commercial  CAs:  Trusted  providers  offering  advanced
validation that is, often used in enterprise environments.
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Table 1. Comparison of Certificate Authorities (CAs)

CA Pros Cons

 OpenSSL Flexible, free, customizable,
no internet needed.

Manual setup, lacks 
automation, certificates 
not trusted by default.

 Let’s 
Encrypt

Free, automated, widely 
trusted.

limited to domain 
certificates, limited 
validity (90 days)

 Commercial Trusted, advanced features Cost, less flexible and 
adaptable

Chosen CA: The comparison of these options is summarized in Table 1,
which shows why OpenSSL was selected for its flexibility and manual
control  making  it  ideal  for  experimental  setups  that  require
customization and reproducibility.

4.2.2 Server choice
The server plays a critical role in hosting and enforcing TLS and mTLS
protocols.  However,  it  was  not  designed to  operate  under  resource-
constrained conditions, as the focus of this study was evaluating client-
sided  constraints.  Instead,  the  server  selection  prioritized
reproducibility  and  stable  performance.  The  decision  process  was
divided into two key aspects: the server environments and the server
platform.

Server  Environments
Three  server  environments  were  evaluated,  each  offering  distinct
advantages and challenges:

Dockerized  Server:  This  approach  containerizes  the  server  and  its
dependencies  ensuring  its  constancy  and  reproducible  configuration
across the system. 
Advantages: Portable, reproducible, scalable.
Challenges: Require familiarity with docker.

Barbone server  setup:  Configuring the  website  directly  on  a  virtual
machine.  
Advantages:  Simple  straightforward  
Challenges: Lacks portability, scalability
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Commercial  Web  Servers:  Pre-configured  use  commercial  CA  pick
own  CA.  Unsure  if  can  enable  mTLS.
Advantages:  Pre-configured
Challenges: Limited flexibility, unsure if support  mTLS

Table 2. Comparison of Environments

Feature Dockerized 
Server

Barbone server 
setup

Commercial 
Web Server

Portability High Low Low

Reproducibility High Low Moderate

Scalability High Low Moderate

Flexibility High Low Moderate

Ease of Use Moderate High Very high

Support for 
mTLS

Configurable Configurable Uncertain

Choice  of  Environment:
The comparison in Table 2 highlights the advantages of the Dockerized
server  environment,  which was selected for this  study its portability
and reproducibility aligned with the study's  focus on reproducibility
and stable performance. While the other two offer certain advantages
the dockerized server environment's flexibility and configurable made
it the ideal.

Server  platform  Selection
The server platform selected was Apache. This choice was motivated by
its widespread use, stability, and cause for its familiarity, which allows
for faster implementation. Other platforms were considered as Nginx
and  node.js  but  Apache's  familiarity  and  ease  of  integration  with
OpenSSL  and  docker  made  it  the  most  suitable  choice  for  a  server
platform for this study.
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4.2.3 Client choice
The client environment was designed to emulate the constrained IoT
devices.

1) Raspberry Pi: Represent real IoT hardware constraints.

2) Virtual machine: Flexible and have lots of tools to use to monitor
performance

3) Arduino: Represent real IoT hardware constraint

Table 3. Comparisons of client choice.

Client Pro Cons

Raspberry Pi
2

Realistic IoT representation May not fully emulate 
ultra-low-power IoT 
devices

VM Ubuntu Flexible, configurable, more 
tools for monitoring

Less realistic for IoT 
hardware

Arduino 
Uno

Realistic IoT representation Not native support TLS

Chosen clients:  Table 3 provides a detailed comparison of these client
options. The study selected a combination of Raspberry Pi for realistic
IoT  testing  and  VM  for  flexibility  and  easy  testing.  This  allows  for
understanding on a deeper level the data gathered by comparing the
data and seeing and understanding abnormalities and trends.  

4.2.4 Measurement tools
To be able to get measurements it needs tools to be able to measure key
performance  metrics  such  as  latency,  throughput,  CPU  usage,  and
memory consumption.

Curl: A command line tool  for getting and sending data  using URL
syntax. It  is  used to measure latency and throughput during HTTPS
requests.

Wireshark: A powerful packet analysis tool used to capture and inspect
network traffic.

Vmstat:  Provides real-time monitoring of system resource usage.

23



Perf: A performance analysis tool tracks hardware events such as CPU
and memory usage.

Htop: A real-time interactive tool for monitoring system performance.

Top: A real-time tool for monitoring system performance.

Chosen  tools: A  combination  of  Vmstat,  Perf,  and  Curl  for
comprehensive  metric  collection.  This  ensures  accuracy  and  reliable
data for throughput, latency, and CPU usage.

4.3 Proposed approach
The proposed approach integrates the following components to create a
robust system for evaluating TLS and mTLS in IoT environments.

CA: OpenSSL 

OpenSSL was chosen for its flexibility and manual control in creating
and  managing  certificates.  This  is  critical  in  this  study,  where
reproducibility, customization, and adaptability are required (see Table
1).

Server:  Dockerized  Apache
The  Dockerized  Apache  server  provides  scalable,  portable,  and
consistent testing environments, ensuring reproducibility.  This choice
was  motivated  by  its  widespread  use,  stability,  and  cause  for  its
familiarity,  which  allows  for  faster  implementation.  Apache's
familiarity and ease of integration with OpenSSL and docker made it
the most suitable choice for a server platform for this study (see Table
2).

Clients:  Raspberry  Pi  and  Ubuntu  VM
Raspberry Pi offers a realistic representation of IoT-constrained devices,
making  it  ideal  for  evaluating  TLS  and  mTLS  under  practical
conditions.  The  Ubuntu  VM  complements  this  setup  by  providing
flexibility and more tools. This combination allows for understanding
on a deeper level about the data gathered by comparing the data and
seeing and understanding abnormalities and trends.

Measurement  tools: Vmstat,  Top,  perf,  and  curl
These  tools  were  selected for  their  ability  to  provide  comprehensive
insights  into  performance  metrics.  Curl  measures  latency  and
throughput during communication. Vmstat offers real-time tracking of
resource  usage,  and Perf  delivers  performance analysis  on hardware
events.  This  combination  enables  a  deeper  understanding  of  the
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gathered data, including identifying abnormalities and trends through
comparative analysis.  

Together,  these  approaches  ensure  a  controlled,  reproducible,  and
representative evaluation of TLS and mTLS in resource-constrained IoT
environments,  directly  addressing  the  research  goals  and  problem
statements.
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5 Implementation
This  section  details  the  technical  process  of  implementing  TLS  and
mTLS  protocols.  The  implementation  involves  setting  up  CA,
configuring  the  server,  using  clients,  and  conducting  performance
measurements to evaluate the effectiveness. See Figure 4.

Figure 4: System overview

Figure 4 illustrates the system overview, showcasing the interactions
between the client, CA, TLS/mTLS protocols, and the web server. The
performance  metrics  evaluated  include  latency,  throughput,  CPU
usage, and memory usage.

5.1 Certificate authority (CA)
The Certificate Authority (CA) serves as the root of trust in the system,
responsible for issuing and signing certificates. OpenSSL was used to
generate a self-signed certificate and key for the CA. This self-signed
CA  certificate  is  used  to  sign  all  other  certificates  in  the  system,
establishing a chain of trust.

Figure 5 shows the OpenSSL command used to generate the CA's self-
signed certificate and key.

Figure 5. Code for generating CA self-signed cert and key

5.2 Server
The  server  was  implemented  using  Apache  on  an  Ubuntu  virtual
machine.  Docker  was  used  to  containerize  the  server  to  allow  for
reproducibility.
Steps for server configuration:
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1. Generate key
A private key was generated for the web server using OpenSSL
(see Figure 6).

Figure 6. Generating key to webserver.
2. Generate certification request for web server (CSR)

A CSR was created for the web server using its private key. This
request will later be signed by the Certificate Authority (CA) (see
Figure 7).

Figure  7. Generating CSR for the webserver
3. Sign the CSR with the CA

Now that the CSR is generated the CA signs this so it creates a 
certification that is signed by the CA (see Figure 8).

Figure 8. Signing webserver with CA.
Server configuration
The server configuration was managed using a Docker Compose file to 
define the web server setup. This configuration specifies the web server 
service, its build context, image, container name, and additional 
parameters such as ports, volumes, and restart policy.

Figure 9. Build compose configuration
The Dockerfile specifies the steps to build the web server environment,
leveraging the base image hands-on-security/seed-server:apache-php.
This  setup copies  necessary  files,  including the  website  content,  SSL
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configuration,  and  certificates,  into  their  appropriate  directories.
Permissions for these files are then adjusted, and the Apache server is
configured to use the SSL-enabled site. For more details, see Figure 10.

Figure 10.  Docker
The Apache  VirtualHost  file  configures  the  server  to  handle  HTTPS
traffic on port 443. It defines the document root, server name, and SSL
settings. Certificates issued by the CA, including the server certificate,
private  key,  and  CA  certificate,  are  specified  to  establish  secure
communication. For more details, see Figure 11.

 

Figure 11.  Configure file.
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5.3 Client
Two clients were used:
Ubuntu VM

The  first  client  is  a  virtual  machine  running  Ubuntu.  The  virtual
configuration was set to utilize one CPU to simulate limited resource
availability  (see  Figure  12).  Additionally,  a  bridged  adapter  was
configured to enable the VM to communicate with other devices on the
same network (see Figure 13).

Figure 12. Virtual configuration 1 CPU to simulate limited resources.

Figure 13. Bridge adapter to be able to reach other devices on the same
network

Raspberry Pi 2

The  second  client  is  a  Raspberry  Pi  2,  representing  an  IoT  device
commonly used in lightweight, constrained environments.

5.4 Protocols
To ensure secure communication between the client and server,  TLS
and mTLS protocols were implemented. TLS provides a secure channel
using  server-side  authentication,  while  mTLS  enhances  this  by
requiring  mutual  authentication  between  the  server  and  client.  The
following  sections  detail  the  implementation  and  testing  of  both
protocols.
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5.4.1 TLS 
TLS was implemented by configuring the server to use the server 
certificate and making the client trust the CA. The connection was 
tested using the curl command (see Figure 14).

 

Figure 14. Showing TLS working with curl

5.4.2 mTLS implementation
mTLS  was  built  on  top  of  the  TLS  setup  by  requiring  mutual
authentication. It was implemented by configuring the server to verify
the client  certificate,  as  shown in  the updated configuration file  (see
Figure 15).

Figure 15. Changes to the configuration.

The client received a certificate that was signed by the CA to enable
verification by the server.

The mTLS connection was then tested using the client certificate with
the curl command (see Figure 16).
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Figure 16: Showing mTLS testing with client certificate

5.5 Measurements

To  evaluate  the  performance  of  TLS  and  mTLS  implementations,  several
metrics were analyzed: These metrics are defined and discussed in detail in
Section 2.6: Performance Metrics in Secure IoT Communication (Theory).

To  ensure  consistency  and  statical  reliability  the  test  methodology  and
repetition  structure  are  detailed  in  Section  3.4  (Test  Repetitions  and  Data
Reliability).  The tests were conducted following this methodology, using the
following approach: 

The implementation of single request measurements on the client side
utilized the perf stat tool in combination with the curl command. By
executing perf  stat curl,  the client captured detailed metrics,  such as
task execution time and CPU utilization, for individual requests. This
method allowed the client to assess the system's behavior during single
request handling.

For evaluating performance under load, a custom script was executed
on the client side. The script automated the sending of multiple curl
requests to the server while logging key metrics, including latency and
throughput. The aggregated results provided a comprehensive view of
the server's performance as observed by the client. See Figure 17 for the
script implementation.
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Figure 17: Script to capture measurements for latency and throughput

To monitor resource usage during sustained workloads, the perf stat
tool was applied to the script to analyze prolonged CPU usage on the
client side. See Appendix D for detailed logs.

Additionally, vmstat and top were tested to integrate to log memory
usage,  CPU  activity,  and  other  resource  metrics  on  the  client  side
during  the  execution  of  multiple  requests.  This  ensured  a  thorough
analysis  of  the  client's  resource  utilization  during  testing.  (See
Appendix E, F) for vmstat and top output and related details.
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6 Results
This section presents the outcomes from the implementation and testing
of  TLS  and  mTLS  in  a  controlled  IoT  environment.  It  includes
performance and security trade-offs measured through metrics such as
latency,  throughput,  CPU  utilization,  task  clock,  and  elapsed  time.
These metrics were analyzed across two devices: a Raspberry Pi and an
ubuntu  VM.  Raw  data  tables  are  included  in  the  Appendix for
reference.  Unless  otherwise  noted,  these  measurements  focus  on the
client side of the communication.

6.1 Resulting system
The  implementation  resulted  in  two  function  secure  communication
systems.  TLS established one-sided authentication, while mTLS builds
on  TLS  by  providing  mutual  authentication.  Both  implementations
were successfully tested under simulated IoT conditions on two devices
Raspberry Pi and Ubuntu VM.

6.2 Comparison of TLS and mTLS Handshakes
Figure 18 illustrates the difference between TLS and mTLS, specifically
highlighting the additional data exchanged during an mTLS handshake
due to mutual authentication. By comparing the two, it is evident that
the inclusion of mutual authentication in mTLS results in an increase of
2998 bytes in data exchange compared to TLS. However, it is important
to note that the actual data exchanged during the handshake may vary
depending on factors such as certificate sizes, cipher suites, and other
negotiation parameters.  

Figure 18. Comparison of TLS and mTLS handshake processes,
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showing additional authentication steps in mTLS and increased data
exchange.

6.3 Measurement results
Performance  metrics  for  TLS  and  mTLS  were  collected  under  two
conditions: single request  (curl)  and scripted multi-request  scenarios.
These results are summarized and analyzed below.

6.3.1 Latency Metrics
The latency metrics, shown in Figure 19, represent the average latency
and standard deviation across multiple trials for both protocols.  The
data reveals  that mTLS consistently exhibits higher latency than TLS
due  to  its  more  complex  handshake  process.  Raspberry  Pi  devices
demonstrate significantly higher latency compared to Ubuntu devices,
reflecting their resource limitations.

An  anomaly  is  observed  in  trial  5  for  TLS  on  Raspberry  Pi,  where
latency  spikes  considerably.  This  deviation  suggests  a  potential
temporary issue such as resource contention or network interference
during that trial.

Figure 19. Average latency on each trial with standard deviation.
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6.3.2 Throughput Metrics
The  throughput  metrics  are  presented  in  Figure  20,  showing  the
requests per second (RPS) processed by TLS and mTLS on Raspberry Pi
and Ubuntu devices. TLS consistently achieves higher throughput than
mTLS, as the latter's mutual authentication process requires additional
computational  effort  and  communication  overhead.  Ubuntu
outperformed  Raspberry  Pi  across  all  scenarios,  underscoring  the
importance  of  hardware  resources  in  determining  protocol
performance.

Figure 20. Throughput comparison across trials for TLS and mTLS.

6.4 Measurement Differences

Percentage Difference Formula

The percentage difference between the metrics of TLS and mTLS was
calculated to quantify the overhead introduced by mTLS. V1 represents
the performance metric value for TLS, such as throughput (requests per
second), total latency (seconds), average latency, CPU utilization, task
clock (milliseconds), or elapsed time. V2 represents the corresponding
performance metric value for mTLS, used for comparison.

The formula used for this calculation is as follows: 
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𝑃𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒𝐷𝑖𝑓𝑓𝑒𝑟𝑒𝑛𝑐𝑒=( [𝑉 1−𝑉 2 ]
(𝑉 1+𝑉 2 )

2 )×100

6.4.1 Single curl measurements
The  performance  for  single  requests  summarized  in  Tables  4  and 5
capture metrics such as CPU utilization, task clock, and elapsed time.
On Raspberry Pi, mTLS exhibited significant overhead, with increases
of 44.62% in task clock and 86.43% in elapsed time compared to TLS.
On Ubuntu, the differences were smaller, with mTLS showing a 20.46%
increase in task clock and a 17.56% increase in elapsed time.

These results highlight the limitations of resource-constrained devices
like Raspberry Pi when using mTLS. The overhead is less pronounced
on Ubuntu due to its superior processing power, making it better suited
for handling the additional demands of mutual authentication.

Table 4: Single curl average performance on Raspberry Pi.

Raspberry Pi TLS mTLS Difference (%)

CPU Utilization 
(%)

0.424 0.3108 30.81

Task Clock (ms) 77.612 122.186 44.62

Time Elapsed 
sec

0.200894 0.506694 86.43

Table 5: Single curl average performance on Ubuntu VM.

Ubuntu VM TLS mTLS Difference (%)

CPU Utilization 
(%)

0.5052 0.4725 6.69

Task Clock (ms) 19.88 24.41 20.46

Time Elapsed 
sec

0.045497 0.054257 17.56

6.4.2 Script measurements
The Tables 6 and 7 below summarizes the scripted performance metrics
differences. On Raspberry Pi, mTLS throughput was 28.58% lower than
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TLS,  and  latency  increased  by  45.87%.  On  Ubuntu,  the  throughput
reduction for mTLS was smaller at 21.54%, with a 36.04% increase in
latency. If we look at trends we can see that the difference is lower on
ubuntu except for for CPU utilization where it has higher difrence. 

Table 6: Scripted performance on Raspberry Pi.

Raspberry Pi TLS mTLS Difference (%)

Throughput
(req/sec)

10.7640114 8.0719378 28.58

Total  Latency
(sec)

4.5902352 7.322104 45.87

Average latency 0.045902352 0.07318824 45.82

CPU utilization 0.9408 0.9276 1.41

Task clock 13312.06 15916.202 17.82

Elapsed Time 14.16108153 17.16439914 19.17

Table 7: Scripted performance on Ubuntu VM.

VM Ubuntu TLS mTLS Difference (%)

Throughput
(req/sec)

49.709915 40.432347 21.54

Total  Latency
(sec)

0.9743754 1.4027884 36.04

Average latency 0.009743754 0.014027884 36.04

CPU utilization 0.9016 0.8732 3.20

task clock (ms) 3,174.89 3,628.14 3.32

Elapsed Time 3.574439369 4.161870075 15.17

6.5 Missed data
Memory usage was intended to be a key metric for evaluation. The tool
vmstat  and  top  were  used  (see  appendix  E,  F).  However,  it  was
excluded  due  to  inconclusive  results.  This  highlights  the
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methodological  gap that future  work should address  with improved
tools or experimental setup.
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7 Discussion
This  chapter  analyses  the  results,  reflects  on  the  methodology,  and
explores  the  broader  implications  of  using  TLS  and  mTLS  in  IoT
environments.

7.1 Analysis and discussion of results
This  study  evaluated  the  performance  trade-offs  between  TLS  and
mTLS,  focused  on  latency,  throughput,  CPU  usage,  and  handshake
process in resource constrained IoT environments.  

TLS consistently had lower latency and higher throughput than mTLS
(Figures 19 and 20), aligning with theoretical expectations. The mutual
authentication process in mTLS increases overhead compared to TLS.

During  the  mTLS  handshake  both  server  and  client  exchange
certificates  which  must  be  validated  by  the  CA.  This  involves
cryptographic operations such as verifying the certificate chain by using
the public key algorithm RSA. In contrast to TLS which only requires
server-side  authentication  which  reduces  the  exchange  of  data  (see
Figure 18) and the number of cryptographic operations needed. 

The  additional  data  exchange  required  in  the  mTLS handshake (see
Figure 18) resulted in an increased handshake duration. Resulting in the
handshake duration increased.  These added delays  were  reflected in
longer task time and higher elapsed duration for mTLS making it less
suitable for time-sensitive IoT applications such as real-time industrial
control systems.  

Interestingly, mTLS appears to consume less CPU when measured in
percentage terms. However, further analysis revealed that this is due to
the longer elapsed and task time associated, with mTLS stretches the
handshake  process.  While  the  computational  effort  in  the  mutual
authentication  process  is  higher, the  extended  duration  reduces  the
percentage  of  CPU  utilization  observed  during  the  measurement.
Additionally, as the CPU usage was measured only on the client side,
the  apparent  reduction  does  not  account  for  the  server-sided
computational load which would be higher due to the need to verify
the client's certificate. 

While  this  study primarily  focused  on  using  curl,  which  by  default
initiates a new handshake for each request, it is worth mentioning that
both  rely  on  the  same  encryption  algorithms  for  securing
communications.  Based  on  theoretical  understanding,  no  significant
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difference  is  expected  in  data  transmission  after  the  handshake,  as
session keys are used.  

7.2 Project method discussion
This project followed a structured, phase-based methodology inspired
by  the  waterfall  model,  ensuring  systematic  implementation  and
evaluation  of  TLS  and  mTLS  in  IoT  environments.  This  section
evaluates  the  effectiveness  of  each  phase  highlighting  its  success
challenges and lessons learned.

Phase 1: Understanding PKI, TLS, and mTLS
This phase involved an extensive literature review to build a 
foundation of knowledge of PKI, TLS, and mTLS. It was successfully 
done, providing the theoretical background for the implementation. 
However, a more focused study on related works in resource-
constrained environments would have been better.

Phase 2: Design of TLS and mTLS implementations
This design phase aims to establish a clear plan for implementing TLS 
and mTLS. This includes what tools will be used, what setup what 
server, and what client will be used. It was successfully designed for the
implementations but the tools for measurements were not fully fleshed 
out and thought out and needed to be adapted.

Phase 3: Implement TLS
The TlS implementation was mostly straightforward leveraging prior 
knowledge. It involves the generation of the server certificate and 
configuration. However several challenges were encountered.  

Human error: Errors such as mismatching the subject, and misspelling
would result in failure with the communication. This is a huge problem
that  could  lead  to  long  downtime  and  also  security  vulnerabilities
indicating the need to automate this process.

Security Demonstration: The security mechanism within the TLS/mTLS
protocol proved somewhat effective. Like if the subject certificate did
not match the expected value it would reject the connection. While it
could  be  frustrating  during  testing  it  did  demonstrate  some
effectiveness  of  the  security  measure  to  prevent  unauthorized
communication.

Validation Bypass Warning: By using curl with -k option it is possible
to bypass validation checks. This should never be used it undermines
the entire security framework, making it vulnerable to attacks.
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Phase 4: Implement mTLS 
The mTLS implementation is built on the TLS foundation, benefiting 
from a Dockerized environment that streamlines configuration and 
testing. Docker Compose proved essential for reproducibility and rapid
deployment.  

Phase 5: Practical Experiments and Results Analysis
The practical experiment was designed to measure performance 
metrics. Key data was successfully gathered, but memory usage results 
were inconclusive. Future studies should explore improved 
measurement tools.

When measuring memory usage vmstat  failed to  provide  conclusive
data. The tool that is lightweight gives data but is hard to understand
when  it  does  not break  down  into  specific  processes  or  detailed
categories. I needed to collect the data before under and after and even
with  that  I  would  have  no  clue  if  the  data  was  because  of  the
handshake.  

While perf was useful in monitoring it only provided client-sided and
not the server side which is significant in mTLS. Since mTLS requires
mutual  authentication  the  server  needs  to  perform  cryptographic
operations which would lead to a higher computational load. 

The findings did only reflect the client side and not the server side. For
further research,  better tools should be used to provide more insight
into memory usage and server-side resource consumption. Tools like
Wireshark  for  packet-level  analysis  or  some  real-time  performance
analyzer to get more insight into memory usage.

Phase  6:  Comparative  Analysis  TLS  vs  mTLS
This  phase  involved  analyzing  the  results  and  comparing  using  the
collected  data.  However,  the  data  could  be  slightly  misleading  if
considered  in  isolation.  A  holistic  view  of  the  data  is  essential  for
accurately interpreting the protocol's trade-offs.

7.3 Scientific discussion
This section provides a deeper discussion of the scientific knowledge
gained. It evaluates the research questions and with the help of context
from related works discusses the implications limitations and potential
contributions.

Benefits  and  limitations  of  TLS  IoT  communications
TLS plays a critical role in securing communication. Its widespread use
particularly  for  websites  underscores  its  efficacy  and reliability.  TLS
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provides  one-sided  authentication  where  the  server  identity  is
identified  by  the  client  ensuring  that  the  communication  channel  is
encrypted and secure. However, one-sided authentication may expose
IoT  systems  to  vulnerabilities  such  as  a  man-in-middle  attack  or
scenarios where the client is a bad actor, and just trusting the server
does not provide security that the client is who it says it is. In some
scenarios where not all clients should have access, client authentication
plays a critical  role.  This suggests that TLS is sufficient but may not
meet  the security  demands  of  more  sensitive systems where  a  more
robust authentication is needed.  

How  mTLS  enhance  security  in  IoT  compared  to  TLS
By requiring mutual authentication mTLS strengthens the security. This
means both the server and client authenticate each other. This approach
aligns with Zero Trust principles ensuring communication only occurs
with verified entities.  Eliminating the assumption that the client is  a
good guy and instead assuming it  is a bad guy before authenticated
reduces the risk of unattached access making it ideal for sensitive IoT
applications. 

However, it comes at a cost. The additional authorization increases the
complexity  and  resource  demands  making  it  less  suitable  for  ultra-
constrained  devices  or  where  rapid  communication  establishment  is
crucial.  Although  there  are  some  ways  to  migrate  like  having  pre-
determined/saved connections using lighter algorithms.

Performance  trade-offs  in  resource-constrained environments 
The  study  revealed  a  clear  performance  trade  between  them.  mTLS
demonstrated  higher  latency  and  lower  throughput  due  to  the
additional  steps  involved  in  mutual  authentication.  The  mTLS
handshake involved larger data exchange, which directly contributes to
these  performance  differences.  While  mTLS  showed  lower  CPU
utilization  this  was  linked  to  the  prolonged  handshake  duration
spreading  the  CPU  load.  This  mostly  highlighted  mTLS  additional
overhead  hindered  performance  although  it  was  not  tested  for
prolonged sessions.

Scenarios  where  mTLS  is  more  suitable  than  TLS
mTLS is recommended in more sensitive applications where security is
paramount. Especially in environments where the risk of unauthorized
access or malicious activity is high. 

By requiring both server and client to authenticate mTLS eliminates the
assumption about trusted clients and ensures that only verified entities
can establish communication. Reducing the risk of unauthorized access.
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This approach aligns with the principles of the Zero Trust model, which
advocates  for “never trust,  always verify” as a foundational  security
strategy. 

In critical sectors such as healthcare where infidelity and integrity of
sensitive data are vital, mTLS provides that the client has authorization
which provides the necessary level of authentication and encryption to
meet  security  requirements.  Similarly,  industry  control  systems  and
financial systems benefit mTLS which prevents unauthorized access. 

Despite its advantages,  mTLS comes with additional commputal and
resource  demands,  making  it  less  suitable  for  resource-constrained
environments.  For  general-purpose  applications,  TLS  is  sufficient  it
provides encryption and server-side authentication meeting the most
needs  for  securing  communications.  TLS’s  lower  overhead,  simpler
implementation, and reduced administrative requirements make it the
preferred choice for applications such as websites, smart home devices,
and non-critical IoT systems. Such as websites, smart home devices, and
non-critical IoT systems.

7.4 Consequence analysis
The evaluation of TLS and mTLS protocols under resource-constrained
environments  has  provided  valuable  insights  into  the  trade-offs
between security  and performance.  This  knowledge has implications
for both academic research and industrial practices.

7.4.1 Automation certification management
Automating  certificate  management  is  essential  to  address  several
challenges observed during this study. One significant was the human
error  such  as  mismatching  subjects,  and  misspelling  which  caused
failure in securing communications.  These mistakes can lead to long
downtime and also introduce vulnerabilities. The automation certificate
management  process  can  reduce  reliance  on  manual  inventions,
minimizing the risk. 

Another  critical  challenge  is  key  rollover.  Automating  this  process
would  reduce  administrative  burden.  Automation  ensures  certs  are
renewed  in  a  timely  manner  which  is  important  for  systems  that
manage large amounts of certificates.

7.4.2 Key storage security
While  software  keys  were  used  in  this  study,  while  convenient,
revealed a vulnerability due to their  ability to be moved/copied.  To
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migrate the risk is to transition to a hardware-based solution such as
TPM, providing a more secure option for storing keys. 

7.4.3 Invest in Lightweight Cryptography
Industries  should  follow  NIST  and  their  push  toward  lightweight
cryptographic algorithms to maintain a balance between performance
and security, especially in ultra-low-power IoT devices. 

7.4.4 Adopt Zero Trust Architectures
Using  Zero  Trust  principles  ensures  all  devices  and  users  are
authenticated before being granted access. This aligns with the security
mTLS offers and provides additional protection against unauthorized
access.  

7.5 Ethical and Societal Discussion
The implementation of cryptographic protocols such as TLS and mTLS
in IoT systems raises significant ethical and social considerations. As
IoT devices  continue to  be  integrated  into  daily  life  their  impact  on
privacy security and resource usage must be critically evaluated.

7.5.1 Privacy and data
IoT  systems  may  handle  sensitive  data  such  as  healthcare  records,
financial  information,  or  personal  data.  Cryptographic  protocols  like
TLS and mTLS ensure secure transmission of this data by encrypting
communications. 

However, TLS cannot promise that data access is authenticated, which
introduces  potential  vulnerabilities.  mTLS  addresses  this  gap  by
requiring  mutual  authentication  ensuring  only  verified  parties  can
exchange  data.  However,  to  migrate  risk  proper  management  of
certificates  is  critical.  If  certificates  are  mismanaged  or  allowed  to
expire,  they can be a source of unauthorized access undermining the
security.

7.5.2 Data Privacy, Compliance and Transparency
Certification-based  authentication  models  must  comply  with
regulations  like  GDPR  to  protect  the  user  data  during  the
authentication process.  This means secure data handling with proper
encryption and making audits to ensure privacy standards [6].

User data collected and storage must be transparent to allow the user to
get informed how it is collected and stored in the model. Transparency
makes the user informed of their choices in their privacy.
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7.5.3 Energy efficiency and environmental impact
IoT  devices  are  massive  in  numbers  and  their  cumulative  resource
consumption contribute to environmental  impacts.  The study reveals
that  mTLS  had  more  resource  usage  compared  to  TLS.  Increasing
energy  consumption.  To  address  this,  adopt  more  energy  efficacy
cryptographic algorithms.

7.5.4 Centralized certification models
Centralized models place trust in their CA. If the CA is compromised it
can  have  widespread  and  severe  consequences  showcased  in  the
Diginotar incident.

While centralized systems offer clear lines of accountability, the ability
to detect and respond to breaches remains a challenge. Organizations
must  implement  robust  monitoring  systems  to  detect  suspicious
activities and mitigate risks promptly. This highlights the critical need
for automation in certificate management to minimize human error and
enhance scalability.

7.5.5 Responsibility of organizations and developers
The responsibility of ensuring secure and ethical IoT systems lies on
developers, organizations, and policymakers.

Developer  should  ensure  that  protocols  are  implemented  correctly
without  shortcuts  that  can  comprise  security.  An example  of  this  is
bypassing validation checks with tools like curl –k.

Organizations should communicate the security measures in place and
how the user's data is protected.

Adhering  to  standards  and  regulations  for  cybersecurity  and  data
protection is essential to safeguard societal trust.
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8 Conclusions
This  thesis  investigated  the  security  and  performance  trade-offs
between  TLS  and  mTLS  in  resource-constrained  IoT  environments.
Though a structured methodology involved a literature review, design,
implementation,  and  testing  a  comparative  analysis  was  made.  The
conclusion  made  addressing  the  research  question  and  overall
objectives:

What  are  the  benefits  and  limitations  of  TLS  in  securing  IoT
communications?  TLS  provides  one-sided  authentication  ensuring
encrypted  communication between  devices.  It  is  widely  used and is
suitable for most applications so long they can support it. However, its
reliance  on  server-side  authentication  alone  exposes  it  to  potential
vulnerabilities such as unauthorized client access.

How does mTLS enhance security in IoT compared to TLS? mTLS
strengthens the security by requiring mutual  authentication ensuring
both the client and the server verify each other identity. This aligns with
the  Zero  Trust  model  reducing  the  risk  of  unauthorised  access.
However, it introduces additional computing and time overhead due to
the more complex handshake process.

What  performance  trade-offs  do  TLS  and  mTLS  introduce  in
constrained environments? The study revealed that mTLS has higher
latency  and  lower  throughput  due  to  the  additional  steps  in  the
handshake process.  

From the increased reliance on IoT systems which transmit and use
sensitive  data  but  are  resource-constrained  by  limited  processing
power and storage capacity. These constraints make it challenging to
implement  robust  security  measures  without  losing  performance.
IoT systems face the challenges of securing sensitive data and operating
within  resource  constraints.  TLS  provides  server-side  authentication
and encryption, making it suitable for general IoT applications, while
mTLS enhances security through mutual authentication but at a higher
cost.  This makes mTLS more appropriate for sensitive devices where
robust  security  is  critical.  To  achieve  a  more  effective  balance,
lightweight cryptographic algorithms, such as those emphasized in the
NIST Lightweight Cryptography program, should be prioritized. These
algorithms are specifically designed to reduce resource demands while
maintaining robust security, ensuring IoT systems remain both secure
and efficient.

8.1 Future work
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This work opens several avenues for future research and development.
Building on the insights and findings presented.

8.1.1 TLS session performance
While  this  work  primarily  focused  on  handshake  analysis,  future
research  could investigate the performance  of  ongoing TLS sessions.
Evaluating  session  resilience,  throughput,  and  latency  under  varied
operational  conditions  would  provide  a  more  comprehensive
understanding  of  overall  protocol  efficiency.  Although  theoretical
models  suggest  that  both  parties  utilize  symmetric  encryption  post-
handshake, validating this in practical scenarios would serve more as a
confirmation step than an exploratory study.

8.1.2 Lightweight cryptographic
Exploring  lightweight  cryptographic  algorithms  offers  an  exciting
avenue for  enhancing security  in  resource-constrained environments.
Future investigations could assess the algorithms proposed during the
NIST  Lightweight  Cryptography  Competition,  identifying  practical
implementations that balance efficiency and robustness.

8.1.3 Build an automatic certification management system  
Developing an automated certification management  system offers  an
excellent  opportunity  to  streamline  processes  and  bolster  security.
Leveraging  frameworks  such  as  ACME  (Automated  Certificate
Management  Environment)  as  a  foundation  can  provide  valuable
insights.  Additionally,  examining  platforms  like  Let’s  Encrypt  for
documentation and practical examples could serve as a starting point
for understanding and implementing effective automation for certificate
issuance, renewal, and revocation Building an automated certification
management  system presents  a  promising  opportunity  to  streamline
processes and enhance security. Leveraging frameworks such as ACME
(Automated  Certificate  Management  Environment)  could  provide
insights  into  developing  systems  for  efficient  certificate  issuance,
renewal, and revocation.

8.1.4 Key storage
Ensuring the secure storage of cryptographic keys is a critical aspect of
system  integrity.  Future  work  could  investigate  hardware-based
solutions,  such  as  utilizing  Trusted  Platform  Modules  (TPM),  to
enhance key security and mitigate risks associated with software-based
storage methods. 
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Appendix A: TLS Ubuntu



Appendix B: TLS Raspberry



Appendix C: mTLS Ubuntu



Appendix D: mTLS Raspberry



Appendix E: Supplementary Logs of
vmstat
Image of vmstat on script on mtls

image vmstat in background running the script excluded

 vmstat on script on tls

image of vmstat



Appendix F: Supplementary Logs of
Top

image of running top in background for mtls script



Top  on  script  on  tls

image of running Top in background TLS



Appendix G:  Showing  running  the
script works
running the script on TLS

running the script on mTLS



A.3 tls

A.4 mTLS 





Appendix  H:  perf  on  mtls  and  tls
single curl log
B.1 perf on curl on tls

this measure the cpu utilization task clock the time elipse

B.2  perf on curl on mtls

this measure the cpu utilization task clock the time elipse

B.3 perf on tls 



B.4 mTLS



Appendix J: perf on mTLS and TLS
on script
C.1 perf stat on script on tls

C.2 perf stat on script on mtls

C.3 tls 



C.4 mtls
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