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Abstract 
This study aims to explore the effectiveness of Federated Learning (FL) 

in image classification across decentralized computing environments. 

With the increasing amount of data generated from mobile and edge 

computing, particularly image data, there is a need to improve image 

classification methods that not only address the challenges posed by 

traditional centralized deep learning models but also respect privacy, 

reduce communication costs, and overcome scalability barriers. 

Federated Learning is a promising solution that offers a framework for 

model training across decentralized nodes with a focus on data privacy. 

This study analyzes FL's capabilities to enhance image classification 

using its distinct methodologies, compares its performance with 

conventional models, and examines its wider implications and 

limitations in practical, real-world settings. The result of the study 

indicates that with appropriate noise management, FL models can 

achieve comparable accuracy to traditional approaches while 

significantly enhancing data privacy. which demonstrates a potential 

balance between performance and privacy protection in decentralized 

environments. 

Keywords: Federated Learning, image classification, decentralized 

environments, deep learning.  
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Sammanfattning 

Detta arbete syftar till att undersöka effektiviteten av federated learning 

(FL) för bildklassificering i decentraliserade databehandlingsmiljöer. 

Med den ökande mängden av datagenerering från mobil- och ‘edge 

computing’, särskilt bilddata, så finns ett behov av att förbättra 

metoderna för bildklassificering. Dessa metoder bör inte bara adressera 

de utmaningar som ställs av traditionella centraliserade 

djupinlärningsmodeller, utan även värna om integriteten, minska 

kommunikationskostnaderna och övervinna skalbarhetshinder. 

Federated learning erbjuder en lovande lösning som tillhandahåller en 

ram för modellträning över decentraliserade noder med fokus på 

datasekretess. Denna studie analyserar FL Förmåga att förbättra 

bildklassificering med dess distinkta metoder, jämför dess prestanda 

med konventionella modeller, och granskar dess vidare implikationer 

och begränsningar i praktiska, verkliga inställningar. Resultatet av 

denna studie visar att med lämplig hantering av brus kan FL-modeller 

uppnå jämförbar noggrannhet med traditionella metoder, där 

datasekretessen förbättras betydelsefull. Vilket demonstrerar en 

potential balans mellan prestanda och skydd av integritet i 

decentraliserade miljöer. 

Nyckelord: Federated learning, bildklassificering, decentraliserade 

miljöer, djupinlärning. 
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Terminology / Notation 
 

Aggregation Server: The central server in federated learning that collects 

and aggregates model updates from clients. 

Cross-device: a large number of clients with small amounts of data, like 

personal phones. 

Cross-silo: a small number of clients with a huge amount of data, like 

hospitals. 

Decentralized Nodes: Independent entities in a federated learning 

environment that participate in training the global model without 

sharing their local data. 

Differential Privacy (DP): A technique used to ensure that the output of 

a computation does not reveal much about any single input, providing 

privacy guarantees for individuals in a dataset. 

Edge Computing: A distributed computing paradigm that brings 

computation and data storage closer to the location where it is needed to 

improve response times and save bandwidth. 

EMNIST Dataset: A dataset that extends the MNIST dataset to include 

handwritten letters/numbers, used for training and evaluating image 

classification models. 

Federated Averaging (FedAvg): A popular algorithm in federated 

learning where model updates from clients are averaged to update the 

global model. 

FL: Federated Learning. 

Keras: An open-source software library that provides a Python interface 

for artificial neural networks and is compatible with TensorFlow. 

ML: Machine learning. 

Non-iid: non-independently and identically distributed. 
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TensorFlow Federated (TFF): An open-source framework for federated 

learning, providing tools for implementing and experimenting with 

federated algorithms. 
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1 Introduction 
Federated Learning (FL) has emerged as a beacon of innovation. FL is a 

machine-learning paradigm in which diverse entities, known as clients, 

come together to solve a machine-learning problem under the 

coordination of a central server. This approach prioritizes user privacy 

and data security by allowing clients' data to remain local, eliminating 

the need for data exchange or transfer. Instead, focused updates meant 

for model aggregation are utilized to achieve the learning objective [1]. 

The objective of this study is to analyze the methodologies of FL that are 

appropriate for image classification. It aims to compare the operational 

performance of FL with traditional models and examine the practical 

implications and limitations of FL in real-world applications. Through 

this examination, the study seeks to enhance the comprehension and 

utilization of FL, emphasizing the crucial interconnection between data 

privacy, model effectiveness, and decentralized data processing. 

In the present-day digital landscape, technological advancements in 

mobile and edge computing have led to an unprecedented increase in 

data generation, especially images. Although deep learning has 

significantly advanced image classification, it faces several challenges in 

centralized models within distributed data environments, including 

privacy concerns, high communication costs, and scalability issues [2]. 

1.1 Background and motivation 

In recent years, the rapid growth of mobile and edge computing has 

caused an immense increase in the amount of data produced, particularly 

in the form of images. With the advent of deep learning, image 

classification has made significant advancements. However, traditional 

centralized deep learning models face numerous challenges when 

dealing with distributed data scenarios, such as privacy concerns, 

communication costs, and scalability limitations. 

This is where Federated Learning (FL) [3] comes in. It is a paradigm shift 

that provides a robust framework for training models across 

decentralized nodes while prioritizing data privacy [4]. Although FL has 

huge potential, it still poses unique challenges when it comes to image 

classification [5], such as diverse data across devices, communication 

efficiency during model updates, and inherent privacy risks. This project 
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aims to explore the potential of FL for image classification by overcoming 

these unique challenges and taking advantage of its benefits. By doing 

so, we can analyze the image classification models in decentralized 

settings and strengthen data privacy [6]. 

1.2 Overall aim 

This investigation aims to analyse the effectiveness of FL in improving 

image classification within decentralized frameworks.  

Preliminarily, this study will undertake a comprehensive literature 

review to map the current landscape of FL techniques applicable to 

image classification. Methodological rigor will be ensured through 

extensive experimental validation in simulated decentralized 

environments, providing a comparative analysis with existing 

centralized approaches. 

1.3 Verifiable goals 

This thesis aims to address specific, measurable, and verifiable research 

questions in order to advance the comprehension of Federated Learning 

(FL) in image classification within decentralized environment. This study 

will focus on achieving the following objectives: 

1. Examine existing FL strategies and methodologies that are 

suitable for image classification, with a focus on optimizing 

communication rounds, model accuracy, and privacy 

preservation. 

2. Examine the Federated Averaging function as the aggregation 

function to get a robust global model from local updates on the 

server. 

3. Utilize the EMNIST dataset to test and validate the effectiveness 

and reliability of the FL model in real-world image classification 

scenarios. 

4. Discuss the practical implications and limitations of FL in image 

classification and its applicability in real-world scenarios. 
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1.4 Scope 

The focus of this study is on evaluating the effectiveness of Federated 

Learning frameworks in enhancing image classification tasks across 

decentralized settings. 

The research will cover: 

• Comparing FL to traditional centralized learning methods in 

terms of performance and privacy. 

• Assessing the scalability of FL models when deployed in 

environments with heterogeneous data and varying 

computational resources. 

This research will not cover: 

• Detailed hardware-specific optimizations for FL implementations. 

While recognizing the importance of such optimizations, they fall 

outside the current study scope due to resource limitations. 

• Non-image-based classification tasks. The study limits its scope to 

image data to maintain clarity and focus. 

1.5 Outline 

The structure of the report is designed to systematically explore 

Federated Learning in the context of decentralized environments: 

Chapter 2 describes the theoretical foundations of Federated Learning, 

covering why it is essential, how it works, and its development over time. 

It even includes the differences between centralized and decentralized 

learning models and elaborates on the principles of data minimization in 

FL. 

Chapter 3 outlines the methodology used in this study, detailing the tools, 

technologies, and assumptions underlying the research. Including 

explanation of the mathematical models and algorithms employed, as 

well as the performance measures and assessment criteria. 

Chapter 4 delves into system design, discussing data cleaning, client 

selection processes, and the overall approach chosen for this study. 
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Chapter 5 covers the implementation details, describing how the models 

were created, trained, and deployed in a federated setting using 

TensorFlow Federated. 

Chapter 6 presents the results of the model evaluations, highlighting the 

performance and privacy impacts on Federated Learning models. 

Chapter 7 discussion of the results, the methodology used, and the 

scientific implications of the findings. The chapter also considers the 

ethical and societal impacts of deploying FL in real-world scenarios. 

Chapter 8 concludes the study by summarizing the key findings and 

suggesting directions for future research. 
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2 Theory  
Originating as a solution to privacy-preserving data analysis challenges, 

FL has evolved significantly, incorporating diverse algorithms that 

enhance multi-party computation without exposing raw data. This 

evolution reflects a growing acknowledgment of the necessity for secure, 

scalable, and efficient data utilization across industries [7][8]. 

2.1 Why is Federated Learning important? 

FL is pivotal in the machine learning (ML) landscape as it effectively 

addresses the pressing issues of data privacy and security that plague 

conventional models. By allowing data to be processed locally and 

aggregating only minimal necessary updates, FL upholds strict privacy 

standards, ensuring compliance with global data protection regulations 

like GDPR [10][11]. This method not only protects individual privacy but 

also empowers organizations to leverage collective insights without 

compromising data integrity [11]. 

2.2 How Federated Learning Works 

FL is an innovative approach designed to enhance user experience in ML 

and artificial intelligence. It achieves this by reducing latency, enabling 

offline functionality, improving battery efficiency, and, most importantly, 

strengthening privacy. FL harnesses data from a wide range of devices, 

including smart cars, mobile phones, cameras, and microphones, while 

ensuring user privacy. 

This distributed ML paradigm involves a group of clients that 

collaboratively solve a common problem, under the direction of a central 

server or service coordinator. The raw data from each participant 

remains securely stored on their local device, eliminating the need for 

direct data exchange or transfer. Instead, encrypted updates are 

transmitted for immediate aggregation, moving towards the collective 

learning goal while preserving data integrity.[12] 

2.3 The Development of Federated Learning 

As artificial intelligence continues to evolve, FL provides new research 

avenues. Strengthened by AI chipsets, this framework leverages the 

computational power of client devices, enabling effective model training 

while avoiding data privacy issues during transmission (check figure 2.0). 

By doing so, FL promises to unlock the vast potential of data across 
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countless mobile and other devices while safeguarding user privacy 

[12][13]. 

 

Figure 2.0 What is Federated Learning 

2.4 Federated settings 

FL is a promising approach to ML that has gained significant attention in 

recent years. The technique involves training models on distributed data 

without the need for data centralization. However, the performance of 

FL algorithms is influenced by several factors, which reflect the complex 

and diverse nature of these settings. To design efficient and robust FL 

systems, it is crucial to understand these factors. 

The key factors affecting the performance of FL algorithms include cross-

silo/device distinctions, differential privacy measures, and 

communication barriers. Cross-silo/device distinctions arise due to 

variations in hardware capabilities, network connectivity, and data 

volume across different devices or silos. Differential privacy measures 

are employed to maintain the confidentiality of training data but can 

introduce additional challenges that affect the convergence rates and 

overall accuracy of the models. Communication barriers, such as high 

latency or limited bandwidth, can impede the frequency and reliability 

of model updates, thus affecting the training process. 

To address these challenges, adaptive algorithms that can dynamically 

adjust based on the operating environment are necessary. Techniques 

such as model compression and update pruning can be utilized to reduce 
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the demand for communication bandwidth in scenarios with limited 

network resources. Advanced cryptographic techniques, including 

secure multi-party computation or homomorphic encryption, can be 

employed to enhance privacy without compromising the utility of the 

aggregated data. The choice of aggregation algorithms, such as 

Federated Averaging or more advanced variants, also plays a critical role 

in balancing the trade-offs between model accuracy, privacy 

preservation, and communication efficiency. 

In conclusion, the intricacies of federated settings demand a deep 

understanding of the interplay between various factors that affect 

algorithmic performance. The efficacy of algorithms within FL is subject 

to various factors, including cross-silo/device distinctions, differential 

privacy measures, and communication barriers. These elements play a 

pivotal role in shaping algorithmic performance, underscoring the 

intricate dynamics at play in FL environments.[14] 

2.5 Centralized VS Distributed (Federated Learning) 

The rise of ML and Deep Learning (DL) has revolutionized the way we 

interact with technology, enabling the development of intelligent 

systems that power various applications ranging from self-driving 

cars[15] to smart healthcare systems[16]. Traditional ML scenarios 

involve the continuous streaming of data from mobile and Internet of 

Things (IoT) devices to cloud-based platforms, where it undergoes 

extensive analysis and refinement. However, this centralized approach 

raises significant concerns regarding data privacy, as sensitive 

information is exposed to cloud services, increasing the risk of privacy 

breaches. 

To address these challenges, on-site ML has been developed to mitigate 

issues like high latency and elevated data transfer costs by relocating 

some ML tasks to devices with substantial computing resources.  

Federated Learning (FL), a new approach that moves the training process 

directly to devices, and federates local model updates instead of raw data, 

has emerged as a promising solution. FL offers a more privacy-

preserving approach to ML, minimizing communication overheads by 

keeping the data localized and only sharing model updates across 

devices (examin Tabel 1).  
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The primary advantage of FL is its capability to perform ML tasks on-

device without sharing sensitive information with a central server, thus 

offering an optimal balance between leveraging ML capabilities and 

preserving user privacy. Notable implementations of FL include 

Google's Gboard, where FL enhances user interaction without 

compromising privacy. Open-source frameworks like TensorFlow 

Federated (TFF) and Federated AI Technology Enabler (FATE) support 

the development and deployment of FL, providing robust tools for 

researchers and developers to explore decentralized data applications. 

This shift not only mitigates privacy and security concerns but also 

enhances scalability and reduces communication overhead, making it 

increasingly relevant in today's data-driven world. [17][18] 

Table 1. comparison between centralized vs federated learning. 

Criteria   Centralized Learning Federated Learning  

Data Handling The data is centralized 
in cloud servers. 

The data remains 
locally on the devices. 

Privacy Risk The risk is higher due to 
the centralized data 
storage and processing. 

The risk is reduced 
compared to centralized 
learning as the data 
does not leave the 
device but rather only 
the trained model.  

Latency Potentially high, 
depending on the 
distance to central 
servers. 

Potentially low, due to 
the data being 
processed locally. 

Scalability Issues can occur with 
large data volumes. 

Highly scalable as new 
nodes can be added 
without significant 
overhead. 

Cost Higher, due to the data 
uploading/download 
from the cloud. 

Lower, due to the data 
transfer only limited to 
the models being 
updated.   
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2.6 Principles of Data Minimization in FL 

FL adheres to data minimization principles by minimizing the exposure 

of device data to the server. It transmits only essential, trained model 

updates from each device, and the server immediately purges the 

incoming data post-aggregation, granting access only to the requested 

computation to the engineer. This process ensures a meticulous balance 

between data utility and privacy as shown in the below figure 2.1. 

 

 

Figure 2.1 The process of Federated Learning 

2.7 synchronous vs asynchronous federated learning 

FL is a novel distributed ML paradigm enabling multiple clients to train 

a shared model collaboratively without sharing their raw data. One of 

the key decisions in implementing FL is choosing between two 

synchronization modes: synchronous and asynchronous. While both 

modes have their own benefits and limitations, the selection of an 

appropriate synchronization mode depends on the specific requirements 

and constraints of the deployment environment. 
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Synchronous Federated Learning involves the simultaneous 

participation of all clients in the learning process, where each client 

synchronizes their updates with the central server. This approach 

ensures consistency and reduces the risk of model divergence. However, 

it may lead to delays if certain devices are slower or less reliable. 

Additionally, synchronous updates require all participants to be ready at 

the same time, which can be challenging in environments with varying 

network conditions[14]. 

On the other hand, Asynchronous Federated Learning allows clients to 

send updates to the central server as soon as they are ready, without 

waiting for other participants. This approach can lead to faster overall 

training times as it eliminates bottlenecks caused by slower devices. 

However, it may also increase the complexity of integrating these 

asynchronous updates into a coherent model, potentially leading to 

issues with model stability and convergence [19][20]. 

2.8 Exploring Federated Learning with TensorFlow 
Federated (TFF) 

The exploration and implementation of FL algorithms in a robust and 

scalable manner have been greatly facilitated by TensorFlow Federated 

(TFF). Developed by TensorFlow, TFF represents a significant 

advancement in the landscape of FL technologies. This framework offers 

a highly flexible and user-friendly environment, making it an ideal 

choice for researchers and developers interested in delving into FL. 

One of the key features of TFF is its flexible and modular design which 

provides a well-documented set of lower-level APIs that allow 

researchers to design and test a wide array of FL models and scenarios. 

These APIs are crucial for conducting detailed experiments and can 

accommodate a broad spectrum of use cases, from simple to highly 

complex ones. In addition to its lower-level APIs, TFF includes high-level 

APIs specifically engineered to streamline the handling of complex 

federated environments. These APIs abstract many of the more complex 

aspects of FL systems, allowing researchers to focus on model 

development and less on the underlying mechanics. 

TFF is designed to facilitate experimentation, enabling rapid testing and 

validation of hypotheses related to optimizations and privacy-

preserving techniques within FL settings. This is particularly beneficial 
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for pushing the boundaries of what can be achieved with FL regarding 

efficiency and data security. Furthermore, TFF benefits from a vast 

community of developers and researchers, contributing to a growing 

repository of shared knowledge, tools, and practices, which can 

significantly accelerate the development cycle and enhance the quality of 

research outputs. 

The choice of TensorFlow Federated for this study was driven by its 

comprehensive support for both the theoretical and practical aspects of 

FL. Its robust APIs enable precise control and modification of the FL 

processes, essential for addressing the specific challenges posed by 

research questions. Additionally, TFF's active community and ongoing 

developments ensure it remains at the cutting edge of FL technology, 

providing the latest tools and features needed to explore new and 

emerging challenges in the field. 

In brief, when it comes to delving into FL, TensorFlow presents a 

versatile, user-friendly and straightforward setup that enables 

researchers to tackle a broad spectrum of research inquiries and fields. 

With its lower-level APIs, TensorFlow offers the flexibility to experiment 

with various use cases, while its high-level APIs are tailored to simplify 

the utilization of the intricate federated environment, thus making it 

possible to explore optimizations and privacy techniques.[12] 

2.9 Related work 

This section compares the current thesis study to existing research in the 

field of federated learning (FL), highlighting studies that have explored 

similar applications but in different domains. 

2.9.1 Adaptive Resource Optimized Edge Federated Learning in Real-
Time Image Sensing Classifications 

The study "Adaptive Resource Optimized Edge Federated Learning in 

Real-Time Image Sensing Classifications" by Prohim Tam, Sa Math, 

Chaebeen Nam and Seokhoon Kim. Published on (19 October 2021) [21], 

explores the application of FL in real-time image processing on edge 

devices. This research is relevant as it does address the challenges of 

deploying FL in edge computing environments where both resources are 

limited and the latency being a critical factor. The focus on optimizing 

resource usage in real-time image sensing offers a unique perspective 
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compared to this thesis, which explores image classification in more 

generalized decentralized settings. 

Comparison Table: Current Study vs. 'Adaptive Resource Optimized 

Edge Federated Learning in Real-Time Image Sensing Classifications' 

Criteria   Current Study Adaptive Resource 
Optimized Edge FL 

Focus Area General image 
classification across 
decentralized 
environments. 

Real-time image 
sensing on edge 
devices. 

Key Methodology Evaluation of different 
neural network models 
and noise management 
strategies. 

Adaptive resource 
management for real-
time processing. 

Data Type Various image datasets 
for classification. 

Real-time captured 
images from edge 
devices. 

Optimization Goals Balancing accuracy and 
privacy with 
computational 
efficiency. 

Maximizing 
computational efficiency 
and minimizing latency. 

Application Domain Broad applications in 
decentralized 
environments. 

Specific to edge 
computing scenarios. 

 

2.9.2 Decentralized Federated Learning: Fundamentals, State of the Art, 
Frameworks, Trends, and Challenges 

The second study is "Decentralized Federated Learning: Fundamentals, 

State of the Art, Frameworks, Trends, and Challenges" by Celdrán, Pérez, 

Pérez, Bovet, Bernal, Sánchez, Pérez and Beltrán. Published on (15 

September 2023) [22], which does provide an extensive overview of 

decentralized federated learning, covering fundamental concepts, 

current state of the art, and emerging trends. While this study provides 

a broad theoretical and practical foundation for FL, it does contrast with 

the specific application focus of the current thesis, which is on 

implementing FL for image classification. 
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Comparison Table: Current Study vs. 'Decentralized Federated Learning: 

Fundamentals, State of the Art, Frameworks, Trends, and Challenges' 

Criteria   Current Study Decentralized FL 
Review 

Focus Area Application-specific 
implementation in 
image classification. 

Broad theoretical and 
practical overview of FL. 

Key Methodology Practical 
implementation and 
testing of FL models. 

Discussion of 
frameworks, trends, and 
theoretical challenges. 

Data Type Image datasets. General discussion on 
data types suitable for 
FL. 

Contributions Specific insights into 
model performance and 
privacy in image 
classification. 

General guidelines and 
insights into 
decentralized FL 
practices. 

Target Audience Researchers and 
practitioners in image 
processing and FL. 

Academics and 
researchers in FL 
across various domains. 
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3 Methodology 
This chapter outlines the methodology adopted to explore image 

classification within decentralized environments using advanced FL 

techniques. This section details the procedures and techniques used in 

the study so that other researchers can understand, replicate, and 

validate the results. The methodologies described here are designed to 

handle the complexities of decentralized data processing while adhering 

to privacy constraints typical of FL scenarios. 

3.1 Tools and Technologies 

The study utilizes a variety of tools and technologies to facilitate the 

implementation and testing of image classification models. This includes: 

• Simulation Software: To create a controlled environment that 

mimics a decentralized network with multiple nodes. 

• Machine Learning Frameworks: Such as TensorFlow or PyTorch, 

equipped with FL libraries like TensorFlow Federated or PySyft, 

to develop and train models under federated settings. 

• Data Handling: Techniques to simulate the distribution and 

variability of data across nodes in a way that reflects real-world 

decentralized scenarios. 

• Selection of Deep Neural Network Models (Figure 5.2): 

o Model 1: does have a traditional deep network architecture 

with multiple dense layers that have 200 neurons each. The 

model was chosen to evaluate the impact of a more 

complex model in a FL setup, while focusing on its ability 

to capture complex patterns in data. This model has also 

the ability to evaluate the communication overhead 

involved in transmitting larger model updates. 

o Model 2: utilizes a simpler and more compact architecture 

with fewer neurons per layer (only 50 neurons). The reason 

for selecting this model is to investigate whether a lighter 

model can maintain sufficient performance with reduced 

communication demands. Which is crucial in 
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environments with bandwidth constraints or even where 

client’s devices have limited processing power. 

3.2 Assumptions 

• The study is based on several assumptions necessary for the 

feasibility and scope of the study: 

• Data Distribution: It is assumed that data is not identically 

distributed across nodes (Non-IID). This reflects real-world 

scenarios where data collected by different nodes are likely to vary 

significantly. 

• Communication Constraints: Limited and costly communication 

is assumed, which impacts the frequency and volume of data that 

can be shared across nodes. 

• Computational Capabilities: Variability in the computational 

power of nodes is considered, affecting the training and inference 

times. 

3.3 Mathematical Models and Algorithms 

This section details the mathematical models and learning algorithms 

used: 

• Model Architecture: Describes the specific neural network 

architectures employed for image classification tasks, such as 

Convolutional Neural Networks (CNNs). 

• Federated Learning Algorithms: Explanation of the federated 

averaging algorithm, along with any modifications or 

enhancements made to adapt it to decentralized and 

heterogeneous environments. 

3.4 Performance Measures 

To assess the effectiveness of the proposed methodologies, the following 

performance measures are used: 

• Accuracy: The primary metric for evaluating the correctness of the 

image classifications. 
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• Efficiency: Measures related to the computational and 

communication overhead, including model convergence rate and 

the amount of data exchanged. 

• Robustness: The ability of the model to handle non-IID data and 

maintain performance across a range of node capabilities and data 

distributions. 

3.5 Assessment Criteria 

The evaluation of the federated learning models involves several criteria: 

• Experimental Setup: Description of the simulated federated 

environment, including the number of nodes, data distribution 

strategies, and the role of each node in the network. 

• Statistical Analysis: Methods used to analyze the results, 

including variance and confidence intervals to understand the 

reliability and generalizability of the findings. 

• Comparative Analysis: Comparison of the proposed FL 

approaches with traditional centralized models and other 

decentralized learning strategies. 

3.6 Project evaluation method 

Evaluating the success of this thesis involves reflecting on the entire 

study from its conception to its completion. In addition to assessing the 

effectiveness of the implemented solutions, the evaluation will also 

consider the process, methodologies, and the adherence to academic 

standards throughout the project. 

The evaluation of the project process will focus on key aspects: 

• The first evaluation involves the effective implementation of 

methodologies, particularly the application of Federated Learning 

within decentralized environments for image classification. which 

also includes evaluating how well the study adapted to 

unexpected challenges and changes in the study direction or scope. 

• The second evaluation involves measuring the extent to which the 

study met its initial objectives and research question, 
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retrospectively analyzing how well the outcomes addressed the 

stated aims. 

• Third, reviewing the efficient management of the time and 

resources throughout the whole study. which also included the 

task scheduling and adherence to planned timelines and resource 

allocation. 

The project evaluation will directly feed into the questions posed in the 

discussion chapter, critically analyzing the effectiveness of the Federated 

Learning approach in the discussion, connecting back to the project's 

methodology. Questions about the scalability, practicality, and real-

world applicability of the study findings will be explored, providing a 

reflective insight into the implications of the work. 

The discussion will also reflect on how the chosen methods impacted the 

project's outcomes, exploring alternative strategies that could have been 

employed and discussing the rationale behind the chosen methods. 

An important part of the evaluation will involve a critical self-reflection 

component where insights gained, and lessons learned throughout the 

project will be discussed. This reflection will include considerations of 

what could have been done differently, what was learned from the 

challenges faced, and how these learnings could be applied to future 

research. 

Success Criteria: 

• Success will be measured not only by the attainment of 

quantifiable goals but also by the newly earned knowledge. the 

contribution to the field of Federated Learning, and the 

development of skills related to conducting strict scientific 

research. 

• Feedback from the academic supervisor, associated with the 

evaluation of the final thesis by the examinator, will also play a 

crucial role in determining the study's success. 

The overall evaluation of the thesis assignment will conclude with a 

summary of the key findings, a discussion of the project's impact on 

professional development, and an outline of potential future work 
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originating from this study. This approach ensures that the evaluation is 

comprehensive, covering both the scientific and professional dimensions 

of the thesis assignment. 
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4 System design 
The ML pipeline for FL model deployment provides a structured 

overview of the process from data collection to deployment as presented 

in figure 4.0, highlighting the significance of each phase in ensuring a 

robust and scalable model that is trained with a focus on privacy 

preservation. 

The first stage of the pipeline is the data input phase, where raw data is 

collected from diverse sources. In the context of FL, this involves 

gathering data from multiple decentralized devices that participate in the 

learning process. Once the data is collected, it undergoes cleaning to 

remove inaccuracies and inconsistencies, a crucial step in ensuring the 

quality and reliability of data before it is used for training models [23].  

The pre-processing stage follows, where the data is transformed into a 

format suitable for model training. This stage may involve normalization, 

feature extraction, and the selection of relevant features that contribute 

effectively to the learning process. Pre-processing is essential for 

optimizing the data inputs for better accuracy and efficiency in model 

training. 

The core stage of the pipeline is model training, where ML models are 

trained on the pre-processed data. In FL, model training occurs locally 

on each device, utilizing its unique dataset to contribute to the learning 

process. Each device computes model updates independently without 

sharing its raw data with other devices or a central server, ensuring 

privacy preservation [23][24]. 

The final stage in the pipeline is the deployment of the trained model. In 

FL, once the local models are trained, their parameters are aggregated to 

form a comprehensive global model, which is then deployed across all 

participating devices. This deployment enables devices to benefit from a 

model that is trained collaboratively, enhancing its generalizability and 

effectiveness across diverse data environments [24]. 

In summary, the FL model deployment pipeline involves multiple stages, 

each of which plays a vital role in ensuring that the models are trained 

with a focus on privacy preservation, and are also robust and scalable 

across various implementations. 
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Figure 4.0. Machine Learning Pipeline for Federated Learning Model 

Deployment 

 

4.1 Data Cleaning and Pre-processing for Federated Training 

The initial phase of our exploratory data analysis involves the 

preprocessing of the emnist dataset [25]. This process includes several 

systematic transformations to structure the raw data to integrate with the 

Keras framework [26]. Specifically, the raw images, each a 28x28 matrix, 

are transformed into one-dimensional arrays consisting of 784 elements. 

Subsequent operations include shuffling these vectors to ensure 

randomness, batching them to manage computational load effectively, 

and renaming the attributes from pixels and labels to x (Input data) and 

y (Label data), respectively. This renaming standardizes the dataset 

features into a format readily recognizable by Keras, facilitating 

smoother workflow integration. Additionally, a repetition operation is 

employed over the entire dataset, enabling multiple epochs to be 

executed without the need for manual data refeeding. 

Transitioning to the assembly of federated datasets, we adopt a 

straightforward approach to simulate the distribution of data across 

multiple clients. In this simulation, federated data is encapsulated within 

a Python list structure where each element corresponds to the data held 

by an individual user, formatted either as a sublist or maintained within 

the structure of a tf.data.Dataset. Our existing infrastructure supports the 

latter format, thereby simplifying the integration process into 

TensorFlow Federated (TFF). 

4.2 Clients Selection Process and Data Distribution 

The selection of clients for participation in the training process poses a 

significant challenge, particularly in realistic FL scenarios where the 

potential participant pool consists of numerous user devices. Typically, 

only a subset of these devices is available for training at any given 
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moment, such as mobile phones that partake in the training process 

exclusively when they are connected to a power source, are off a metered 

network, and are in an idle state. 

Operating within a controlled simulation environment where all data is 

locally accessible affords us the ability to circumvent the usual 

limitations associated with device availability. Conventionally, a random 

subset of clients is selected for each training round, with the selection 

varying in each iteration to mirror real-world conditions as closely as 

possible. However, as detailed in the literature on the Federated 

Averaging algorithm, achieving model convergence with this method 

can be laboriously slow, often necessitating numerous training rounds. 

To expedite convergence within the confines of this interactive tutorial, 

we opt to sample a set of clients initially and consistently reuse this group 

in successive rounds. This approach intentionally promotes overfitting 

to a limited dataset, offering a trade-off between realism and efficiency. 

Figure 4.1 presents below provides insights into the distribution of labels 

for the MNIST dataset across six clients. Marked with different colors, 

each client has a unique distribution of MNIST digits, with some having 

fewer available data, while others having fewer samples of labels. 

 

Figure 4.1. Image distribution analysis for 6 clients 
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It is worth noting that every client exhibits a different set of training 

examples. This is demonstrated by the below mean image for the first, 

second, and third client as shown in Figures 4.2, 4.3, and 4.4 respectively. 

 

Figure 4.2. Client 0 Mean Image Per Label 

 

Figure 4.3. Client 1 Mean Image Per Label 
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Figure 4.4. Client 2 Mean Image Per Label 

During the local training step, ‘client 0’ is responsible for teaching the 

model how to recognize every digit from 0 to 9, which is distinct from 

other clients. For example, as we can see from the figures 4.2, 4.3 and 4.4 

above, the digit “2” has a unique handwritten style from one client to 

another.    

4.3 Proposed/Chosen approach 

The chosen approach for this study is to explore the effectiveness of 

Federated Learning (FL) in image classification across decentralized 

environments, which does involve a combination of experimental 

simulation and theoretical analysis. This approach was chosen over other 

potential approaches due to its direct alignment with the wide-ranging 

goals of the study. The experimental simulation does allow the testing of 

FL's theoretical models under controlled conditions, providing evidence 

of their scalability and effectiveness. While the theoretical Analysis offers 

insights into the algorithms' performance and potential areas for 

enhancement, supporting the experimental findings. 

The main goal of this study is to improve the understanding of the FL 

applicability in image classification. While focusing on how FL can 

overcome the challenges of traditional centralized models, which does 

involve addressing privacy concerns, optimizing communication 

efficiency, and ensuring scalable deployment across decentralized 
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settings. But how does the approach address mentioned challenges and 

achieve the verifiable goals. 

Firstly, examining existing FL strategies and methodologies suitable for 

image classification, focusing on optimizing communication rounds, 

model accuracy, and privacy preservation. The study addresses many 

different FL strategies, with a focus on the Federated Averaging function, 

which is central to achieving optimal model performance. The impact of 

noise management on model accuracy and privacy is also focused on by 

providing a deep evaluation of different strategies to balance these 

aspects effectively. 

Secondly, Examine the Federated Averaging function as the aggregation 

function to get a robust global model from local updates on the server. 

The implementation and result sections detail the use of the Federated 

Averaging algorithm, discussing its efficacy in handling local updates 

and forming a comprehensive global model. The results show the 

algorithm’s effectiveness in maintaining model integrity across 

distributed networks. 

Thirdly, Utilize the EMNIST dataset to test and validate the effectiveness 

and reliability of the FL model in real-world image classification 

scenarios. The EMNIST dataset is applied to test the FL models, which 

helps in demonstrating the practical applicability and effectiveness of FL 

in image classification. The dataset does provide a relevant challenge due 

to its diversity, helping to show the FL approach in handling real-world 

data variability. 

Lastly, Discuss the practical implications and limitations of FL in image 

classification and its applicability in real-world scenarios. The study 

acknowledges the scalability and practical implications of FL through the 

discussion and conclusion sections, mainly in the contexts where data 

privacy is essential (such as in healthcare domain). Potential limitations 

and areas for future research are also addressed, basing the study in 

realistic applications and expectations. 
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5 Implementation 
The system architecture for this study is meticulously designed to 

simulate a decentralized environment in which multiple nodes 

collaborate to perform image classification tasks using a synchronized FL 

approach. This section details each component of the architecture, with a 

specific focus on the synchronization mechanisms that govern the 

interactions between client nodes and the central server. 

System Overview Figure 5.0 illustrates the complete system architecture, 

highlighting the synchronous interactions between the client nodes and 

the central server. The figure 5.0 visually represents how data flows from 

the client nodes to the server and back, encapsulating the essence of 

synchronized FL. Each component of the figure 5.0 is labeled to show its 

role in the synchronization process, ensuring that readers can clearly 

understand how the system implements the synchronized training 

rounds.  

• Client Nodes: Each client node represents a simulated device that 

holds a local dataset and participates in the FL process. These 

nodes are pivotal in the synchronized FL model as they contribute 

to the aggregated learning by synchronously updating their 

model parameters. During each training round, client nodes 

process their local data to compute model updates, which are then 

sent to the central server for aggregation. 

• Central Server: The central server acts as the coordinator for the 

FL process. In the synchronized setup detailed in Section 2.3, the 

server is responsible for initiating the training rounds, 

aggregating the updates received from all active clients 

simultaneously, and then distributing the updated model back to 

the clients. This synchronous updating ensures that all client 

models are consistently aligned with each other, enhancing the 

overall model's accuracy and stability. 

• Communication Network: Simulates a realistic network 

environment that can introduce variable latency and bandwidth 

restrictions to study their impact on the FL process. 
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• Integration of Synchronized Federated Learning: As detailed in 

Section 2.3, synchronized FL requires all participating nodes to 

update concurrently. This method helps in maintaining a uniform 

model state across all nodes, reducing the risks of model 

divergence and ensuring that no outdated model parameters are 

used in any of the nodes. 

 

Figure. 5.0 System Overview 

5.1 Creating a model with Keras 

For the integration of any model into TensorFlow Federated (TFF), it is 

imperative that the model be encapsulated within an instance of the 

tff.learning.models.VariableModel interface. This interface is designed to 

align closely with the Keras framework in terms of functionality, 

facilitating the transition of models into the federated context. It provides 

critical methods that delineate the model’s forward pass and metadata 

properties, akin to those in Keras. Moreover, it introduces additional 

functionalities tailored to federated settings, such as mechanisms for 

managing the computation of federated metrics. While the details of 

these additional functionalities are complex, they are not our primary 

focus at this juncture. 
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Figure 5.1 Deep Neural Network Model for Federated Learning 

To incorporate a Keras model into TFF, the framework offers a 

streamlined method. Assuming the existence of a pre-defined Keras 

model, TFF enables its integration through the use of the 

tff.learning.models.from_keras_model function. This function wraps the 

Keras model to make it compatible with federated environments. The 

process involves the following steps, as illustrated in the model function 

below: 

def model_fn(): 

    # It is crucial to instantiate a new model within this 

function to ensure 

    # that it is compatible with TFF's operational context. 

Capturing a model 

    # from an external scope is not advisable as TFF will invoke 

this function 

    # within different graph contexts. 

    keras_model = create_keras_model()  # This function is 

assumed to define and compile a Keras model 

    return tff.learning.models.from_keras_model( 

        keras_model, 

        input_spec=preprocessed_example_dataset.element_spec,  # 

Specifies the input format expected by the model 

        loss=tf.keras.losses.SparseCategoricalCrossentropy(),  # 

Defines the loss function to be used 

        metrics=[tf.keras.metrics.SparseCategoricalAccuracy()])  

# Lists the metrics to evaluate model performance 



Analyzing Image Classification in Decentralized Environments via Advanced Federated 
Learning 
 
Julian Nordin 

In this function, a new Keras model is instantiated within the scope of 

model_fn() to prevent any conflicts arising from TensorFlow's graph 

management. This encapsulation ensures that the model is suitable for 

FL applications, where it may be executed across various computational 

contexts managed by TFF. The parameters passed to from_keras_model 

include the model itself, a specification of the input data (input_spec), the 

loss function, and a list of metrics for performance evaluation. This 

method effectively adapts the model for use in a FL environment, 

enabling it to handle the unique demands of distributed data and 

computation. 

Figure 5.2 presents a side-by-side comparison of two neural network 

architectures, designated as Model 1 and Model 2, both tailored for a 

classification task involving images. 

Model 1 Architecture: 

• Input Layer: The model begins with an input layer designed to 

handle images of dimensions 28x28 pixels with a single color 

channel, denoted as (28, 28, 1). 

• Reshape Layer: This layer transforms the input from a three-

dimensional tensor to a one-dimensional vector of size 784, 

facilitating subsequent processing by dense layers. 

• First Dense Layer: The first dense (fully connected) layer 

comprises 200 neurons. This layer processes the reshaped input 

and serves as the initial feature extractor. 

• Second Dense Layer: Following the first dense layer, a second 

dense layer, also consisting of 200 neurons, further refines the 

extracted features. 

• Output Layer: The final layer is a dense layer with 10 neurons, 

corresponding to the 10 possible output classes. This layer utilizes 

a softmax activation function to produce a probability distribution 

over the classes. 
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Model 2 Architecture: 

• Input Layer: Similar to Model 1, the input layer of Model 2 is 

configured for images with dimensions 28x28x1. 

• Reshape Layer: The input undergoes reshaping into a 784-

dimensional vector, identical to the reshaping in Model 1. 

• First Dense Layer: In contrast to Model 1, the first dense layer in 

Model 2 contains 50 neurons. This reduced dimensionality may 

influence the model's capacity to capture complex features. 

• Second Dense Layer: The second dense layer also consists of 50 

neurons, continuing the streamlined architecture. 

• Output Layer: The output layer, akin to Model 1, includes 10 

neurons to represent the classification into 10 categories, utilizing 

a SoftMax activation function for output. 

Figure 5.2. Deep Neural Network Models used in Federated Learning 

training 
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A prominent distinction between the two models lies in the number of 

neurons within their dense layers. Model 1 employs 200 neurons in each 

of its dense layers, whereas Model 2 utilizes only 50 neurons per dense 

layer. 

While both models maintain a similar structural depth, comprising three 

dense layers inclusive of the output layer, Model 1's larger neuron count 

in the dense layers suggests a higher complexity. This complexity could 

potentially enhance the model's ability to learn intricate patterns but may 

also lead to increased computational requirements. 

The design choices reflected in these models—particularly the neuron 

count in dense layers—can significantly impact the models' performance. 

Model 1, with its higher complexity, may achieve superior accuracy at 

the cost of greater computational expense. Conversely, Model 2, with 

fewer neurons, offers a more computationally efficient solution, which 

may be preferable in resource-constrained environments. The 

comparative analysis of these architectures provides valuable insights 

into the trade-offs between model complexity and performance. 

5.2 Training the model on federated data 

Upon successfully encapsulating our model within the 

tff.learning.models.VariableModel interface for TensorFlow Federated 

(TFF) compatibility, we are positioned to implement the Federated 

Averaging algorithm. This is achieved through the invocation of 

tff.learning.algorithms.build_weighted_fed_avg, which necessitates the 

use of a constructor (such as model_fn previously described) rather than 

a pre-constructed instance. This requirement ensures that model 

construction occurs within a controlled TFF context—an essential aspect 

for maintaining integrity across distributed computations. 

The Federated Averaging algorithm employed here is characterized by 

the use of two distinct optimizers: a client optimizer and a server 

optimizer. The client optimizer is dedicated to computing local updates 

on each client's model independently. Conversely, the server optimizer 

is responsible for applying these averaged updates to the global model 

maintained on the server. It is crucial to differentiate the optimizers and 

possibly adjust their parameters, such as learning rates, from those 

typically used in standard i.i.d. dataset training. Initially, we recommend 

employing a straightforward Stochastic Gradient Descent (SGD) with a 
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possibly reduced learning rate, though experimentation with these 

parameters is encouraged to optimize performance. 

TFF constructs two primary federated computations through this process, 

encapsulated within a tff.templates.IterativeProcess. These 

computations, labeled initialize and next, manage the initialization and 

iterative training rounds of the Federated Averaging process, 

respectively. 

Initialize Computation: This computation is essentially a function that 

prepares and returns the initial state of the Federated Averaging process 

at the server. This state includes the global model weights, prepared 

specifically for the MNIST dataset, along with several operational 

parameters such as those managing server-to-client communications and 

the logic for updating the model post-training round. 

Next Computation: Representing a single training round, this 

computation pushes the current server state, including the model 

parameters, to the clients, oversees on-device training using local data, 

aggregates the model updates, and returns a new, updated model state 

to the server. Conceptually, this computation should be viewed not 

merely as a server-side function but as a declarative framework for the 

entire decentralized training process, engaging multiple devices each 

contributing its local dataset. 

Subsequent rounds would typically involve varying the subset of 

participating clients to reflect realistic user dynamics. However, for 

demonstration purposes within this test, the same sample of users have 

been reused to expedite convergence. After several rounds, as indicated 

by decreasing training losses, the model demonstrates effective 

convergence, albeit with important considerations to address as detailed 

in the Evaluation section of this test. This streamlined approach within a 

controlled simulation environment provides a basis for understanding 

federated dynamics while highlighting the need for more robust 

mechanisms in real-world deployments. 



Analyzing Image Classification in Decentralized Environments via Advanced Federated 
Learning 
 
Julian Nordin 

6 Results 
There is typically a trade-off between model quality and privacy. The 

higher noise we use, the more privacy we can get for the same amount 

of training time and number of clients. Conversely, with less noise, we 

may have a more accurate model, but we'll have to train with more 

clients per round to reach our target privacy level. 

The results demonstrate the robustness of federated learning models 

(under sections 6.1 and 6.2) to privacy-preserving noise and highlight the 

feasibility of integrating strong privacy protections while maintaining 

effective learning outcomes, supporting both user privacy and data 

utility. 

6.1 Performance Evaluation of model 1 

Evaluating model 1 accuracy according to figure 6.0. A notable decrease 

does come at 1.0 noise multiplier, where the other levels does accomplish 

a better result at the end of the training. 

Figure 6.0 Model 1 - The accuracy over 100 training rounds with various 

noise multiplier 

The following graph in figure 6.1 shows the loss of model 1, where the 

model gave varying results across all three noise multiplier levers, where 

worst result does occur at a noise multiplier of 1.0. 
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Figure 6.1 Model 1 - The loss over 100 training rounds with various 

noise multiplier 

6.2 Performance Evaluation of model 2 

Figures 6.3 and 6.4 present the results from Model 2, showing the 

accuracy and loss over 100 training rounds with various noise multipliers. 

The models with different noise multipliers converge to similar levels of 

accuracy and loss. 

 
Figure 6.3 Model 2 - The accuracy over 100 training rounds with various 

noise multiplier 
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From observing the loss of model 2, it is very clear that the model is not 

much sensitive to the addition of noise. Moreover, all the noise testing 

shows a similar level by the end of the training.  

Figure 6.4 Model 2 - The loss over 100 training rounds with various 

noise multiplier 
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7 Discussion 
In the following section, the efficacy of Federated Learning (FL) in 

decentralized environments for image classification is examined and 

discussed. The findings indicate that FL is capable of maintaining 

comparable accuracy with traditional centralized models, while notably 

improving data privacy. These results highlight the potential of FL to 

balance performance with privacy protection, a critical consideration in 

modern computing environments where data privacy is a growing 

subject. 

7.1 Analysis and discussion of results 

The study's findings indicate that appropriate noise management within 

FL frameworks is crucial. By adjusting the noise multiplier, it was 

possible to achieve optimal privacy without compromising the model's 

accuracy. This careful handling of noise demonstrates the adaptability of 

FL to varying privacy and performance requirements, particularly in 

scenarios where sensitive data is involved, such as in healthcare or 

financial services. 

The comparative analysis of Model 1 and Model 2 under varying noise 

conditions highlights the following insights: 

It appears that with 120 expected clients per round, model 1 can tolerate 

a noise multiplier of up to 0.5 without degrading model quality. A noise 

multiplier of 0.75 seems to cause a bit of model degradation, and 1.0 

makes the model diverge as displayed in the figure 6.0. Which indicates 

an instability with higher noise multiplier but the complete opposite 

when dealing with 0.0 noise multiplier, where it achieved the best result 

of the training. 

On the other hand,  model 2 with a moderate noise multiplier (0.5) 

achieves marginally higher accuracy and lower loss more quickly than 

model 1. Which indicates an optimal balance between privacy 

preservation and model performance, where it also showed according to 

figures 6.3 and 6.4 minor differences between noise multiplier in 

accuracy and loss result. 
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• Model 1 is unstable as noise increases but is optimal without noise. 

which indicates model 1 suitability in environments where 

privacy requirements are moderate but not extremely stringent. 

• Model 2 showcases superior resilience to increased privacy 

constraints (higher noise levels). Making the model more suitable 

for environments that require strict data privacy measures 

without losing performance. 

In conclusion, the results reveal the scalability of FL, demonstrating that 

the system can maintain robust performance even with an increased 

number of clients. This scalability is essential for real-world applications 

where computational resources and data generation can vary 

significantly across many nodes. 

7.2 Project/Work method discussion 

The approach employed in this study incorporated the utilization of the 

TensorFlow Federated (TFF) framework, which facilitated the 

integration of the Federated Averaging algorithm. This decision was 

driven by the necessity for a scalable solution capable of handling real-

world data distributions and privacy constraints. Furthermore, the 

utilization of TFF facilitated comprehensive testing and adaptation of the 

federated models within controlled experimental parameters. 

The successful execution of the project's stages, from initial model design 

and local training to the aggregation of updates on a centralized server, 

were successfully executed. These stages were crucial for understanding 

the dynamics of FL and for ensuring that the model developed was not 

only theoretical but also demonstrated practical applicability in real-

world scenarios. 

7.3 Scientific discussion 

This study contributes to the scientific community by providing evidence 

of the efficacy of Federated Learning (FL). It challenges the traditional 

norms of centralized machine learning models and demonstrates that 

decentralized approaches can offer comparable, if not superior results 

under certain conditions. 

The knowledge gained from this study is specific to the use of FL in 

image classification, yet it holds broader implications for other areas of 
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machine learning and data privacy. A comprehensive review of related 

work is evident that while FL is still an evolving field, it has a huge 

potential to transform industries. Nonetheless, the study also 

acknowledges the limitations of FL, including the dependency on 

network reliability and the complexities involved in managing diverse 

data distributions. 

7.4 Consequence analysis/Recommendation 

The study has significant scientific implications, particularly in fields 

where data privacy is of utmost importance. The findings recommend 

that industries with strict privacy requirements should seriously 

consider adopting FL. Specifically, in healthcare, where patient data 

sensitivity is critical, FL has the potential to allow organizations to benefit 

from shared AI models without risking patient privacy. 

7.5 Ethical and societal discussion 

The ethical considerations of implementing FL in real-world scenarios 

are profound. This study highlights the potential of FL to enhance 

privacy, which is a growing concern in our digitally interconnected 

world. Additionally, it also discusses the societal impacts, such as the 

potential for increased surveillance capabilities or misuse of technology. 

Thus, it emphasizes the responsibility of researchers and practitioners to 

guarantee that FL technologies are implemented in manners that 

guarantee user privacy and advance societal welfare. 
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8 Conclusions  
The study's objective was to explore the capabilities of FL in enhancing 

image classification within decentralized frameworks. The study results 

indicate that FL not only upholds privacy and reduces communication 

costs but also significantly enhances model accuracy in distributed 

settings. The study demonstrated that FL methodologies, particularly 

when integrated with advanced synchronization mechanisms and 

optimized data handling strategies, yield substantial improvements over 

traditional centralized learning models. 

Despite its advantages, the real-world implementation of FL faces several 

limitations and challenges that necessitate consideration. The 

performance of FL is heavily reliant on the heterogeneity of data across 

different nodes. In scenarios where data is unevenly distributed or 

certain nodes possess significantly more data than others, the model's 

performance can become skewed or biased. Furthermore, FL necessitates 

robust network infrastructure to manage frequent communications 

between nodes, which may not be feasible in regions with limited 

connectivity. 

Additionally, the applicability of FL in real-world scenarios hinges on the 

scalability of the algorithms and the efficient management and 

synchronization of multiple nodes. The complexity of managing a large 

number of nodes with potentially differing hardware and network 

conditions can pose significant operational challenges. Nonetheless, with 

advancements in edge computing and the increasing prevalence of smart 

devices, FL has the potential to become more feasible and widespread. 

This work contributes to the existing knowledge base by not only 

demonstrating the efficacy of decentralized model training but also by 

emphasizing the critical factors influencing the practical deployment of 

FL. As a result, it lays the groundwork for the broader adoption of FL 

across various domains, potentially revolutionizing the application of 

ML in privacy-sensitive industries. 

8.1 Future work 

There are a range of choices for further exploration in the field of 

federated learning. Future work can significantly advance the 
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capabilities and reach of federated learning systems, contributing to the 

broader field of artificial intelligence in decentralized environments. 

Potential future work areas include algorithm optimization for non-

independently and identically distributed (non-IID) data, improving 

algorithmic efficiency for real-time applications, and investigating 

scalability in larger and more heterogeneous networks. Enhancing 

techniques to address non-IID data challenges can ensure more robust 

model performance despite data heterogeneity. Developing methods to 

minimize latency and expedite computations will make federated 

learning more suitable for real-time applications such as mobile devices 

and IoT systems. Additionally, exploring the scalability of federated 

learning to involve thousands of nodes without significant losses in 

efficiency or effectiveness is crucial. This includes studying the impact of 

network heterogeneity and developing strategies to maintain 

performance across diverse devices. 

Another key area is exploring cross-domain applications, such as 

healthcare, autonomous driving, and smart cities, where data privacy is 

critical. Each domain presents unique challenges and opportunities for 

federated learning, necessitating tailored solutions to meet specific 

requirements. Integrating advanced privacy-preserving technologies, 

such as homomorphic encryption or secure multi-party computation, can 

enhance the privacy guarantees of federated learning models. These 

mechanisms provide stronger protections for sensitive data while 

maintaining model accuracy. 

Finally, conducting large-scale experiments in real-world settings is 

essential to validate the effectiveness and practicality of federated 

learning models. These experiments help better understand operational 

and practical limitations, allowing researchers to refine models based on 

empirical evidence. 

By addressing these outlined challenges, researchers can significantly 

advance the capabilities and reach of federated learning systems. This 

will ensure that federated learning can be effectively utilized in various 

applications while preserving data privacy and achieving high model 

performance. 
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