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Abstract
An in-vehicle intrusion detection system (IV-IDS) is one of the protec-
tion mechanisms used to detect cyber attacks on electric or autonomous
vehicles where anomaly-based IDS solution have better potential at de-
tecting the attacks especially zero-day attacks. Generally, the IV-IDS
generate false alarms (falsely detecting normal data as attacks) because
of the difficulty to differentiate between normal and attack data. It can
lead to undesirable situations, such as increased laxness towards the sys-
tem, or uncertainties in the event-handling following a generated alarm.
With the help of sophisticatedArtificial Intelligence (AI)models, the IDS
improves the chances of detecting attacks. However, the use of such a
model comes at the cost of decreased interpretability, a trait that is argued
to be of importancewhen ascertaining various other valuable desiderata,
such as a model’s trust, causality, and robustness. Because of the lack of
interpretability in sophisticated AI-based IV-IDSs, it is difficult for hu-
mans to trust such systems, let alone know what actions to take when
an IDS flags an attack. By using tools found in the area of eXplainable
AI (XAI), this thesis aims to explore what kind of explanations could be
produced in accordwithmodel predictions, to further increase the trust-
worthiness of AI-based IV-IDSs. Through a comparative survey, aspects
related to trustworthiness and explainability are evaluated on a custom,
pseudo-global, visualization-based explanation (”VisExp”), and a rule-
based explanation. The results show that VisExp increase the trustwor-
thiness, and enhanced the explainability of the AI-based IV-IDS.

Keywords: Intrusion Detection System, In-Vehicle Intrusion Detec-
tion System, Machine Learning, Deep Learning, Explainable Artificial
Intelligence, Trustworthiness.
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1. Introduction
This section presents an overview of the research area, states the
motivation behind the study, the verifiable goals, and the scope.
The research methodology behind the work is presented, and the
contributions of this study is proposed.

1.1 Overview
It is known that there are security vulnerabilities in the in-vehicle
networks (IVN) within automotive vehicles [1, 2, 3, 4, 5]; that more
attack surfaces open up with the development of new technology (such
as vehicle-to-vehicle wireless communication, electric vehicle (EV)
systems, and advanced driver-assistance systems (ADAS)) [6, 7]; and
that as technology becomes more affordable, the number of hackers is
likely to increase [8].

The attack targets are often the electronic control units (ECU)
connected to the IVN [1, 2, 9]. They cooperatively [10] control vehicle
functions, such as showing the speed on the dashboard or accelerating
when the accelerator pedal is pushed down. There exist as many as
70 ECUs in a vehicle [11], although the number is growing, and is
expected to be closer to 150 ECUs in modern vehicles.

The most widely used communication protocol in IVNs [10] is the
controller area network (CAN) [12]. It is a high-speed, low-cost
protocol with short data lengths (11 or 29 bits ID with 8 byte data
field), and messages (CAN frames) require no permission by a bus
arbiter, which provides fast reaction times between connected devices
[13]. Two important vulnerabilities in the CAN protocol enable
attacks; (i) CAN frames with low IDs have priority on the CAN bus
(enabling denial of service (DoS) attacks), (ii) there is no message
authentication (enabling ID fabrication) [14].

Intrusion detection systems (IDS) are employed by vehicle manu-
facturers to counter security threats. There are generally two types
of IDS; signature-based, and anomaly-based [15]. Signature-based
IDSs match monitored data traffic with known malicious patterns
(signatures) stored in databases; anomaly-based IDSs process and
recognize malicious patterns in monitored data traffic, e.g., by using
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artificial intelligence (AI) > machine learning (ML) > deep learning
(DL). Signature-based methods generally have lower false alarm rates,
while anomaly-based methods are better at detecting zero-day attacks
(attacks that have not yet been found by the vehicle manufacturer)
[16]. Moreover, a differentiation can be made between host-based
IDSs (monitor the ECUs), and network-based IDSs (monitor the CAN
bus) [17].

One1 accurate and reliable (and popular2) approach to create an IDS
is to use AI [16]. AI models can be highly sophisticated and complex,
and aim to recognize newly introduced data by first training them on
already known data. The most popular AI method used in real-world
applications is supervised learning [23], i.e., training with labeled data.
For the CAN bus, this means labeling the data as ”attack” or ”normal”.
Examples of supervised AI models are: random forests (RF), deep
neural networks (DNN), and support vector machines (SVM) [24].

While anomaly-based, AI-based IDSs have the potential to detect
zero-day attacks, they tend to generate more false alarms than
signature-based IDSs [16]. If an IDS is known to generate false
alarms, it can lead to undesirable situations, such as increased laxness
towards the system, or uncertainties in the event-handling following
alarms [25]. Moreover, while a complex AI-based IV-IDS can be a
good and innovative choice [10, 26, 27], it comes with the cost of
decreased interpretability, a trait that is argued to be of importance
when ascertaining various other valuable model desiderata, such as
trust, causality, and robustness [23, 28]. Model interpretability is
an inherent challenge with complex AI models [29, 30], especially
in ensemble learning (EL, e.g., RF) and DL (e.g., DNN); they can
contain millions of parameters in different mathematical structures.

The issue with model interpretability is outlined in the growing
[31] field of explainable AI (XAI, also called interpretable ML [32]),

1Examples of IDS designs found in research: measuring voltage levels of ECUs to
detect anomalies [18], applying rolling windows across intervals of CAN traffic and
using ML to classify the data as attack or normal [19], using survival analysis on the
ID field of the CAN frames to find anomalies in the survival rates of malicious frames
[20].

2Global spending on cognitive and AI systems is forecast to reach $77.6 billion in
2022, more than three times the $24.0 billion forecast for 2018 [21]. Statista expects
worldwide AI software market revenues to reach around $126 billion by 2025 [22].

2
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and the previously mentioned challenges—handling false alarms and
complex model structure—can be mitigated by finding ways to better
explain models and their predictions. Explainability can be achieved
by designing and using more interpretable models, and creating tools
that can better explain the behavior of complex models post-hoc [31].
By providing explanations, an expert can gain a more holistic view
of the model, generate new insights, and understand why the model
works the way it does. Through this, better decisions can be made
in response to alarms, and trustworthiness in complex models can be
increased.

In their paper [33], Israelsen and Ahmed talk about ”...trustworthy
and explainable learning and AI, ethical and transparent autonomy,
and safety-/user-aware intelligent systems...”, and mention the need
for assurances in technology. Assurances are capabilities and methods
that are designed into autonomous and intelligent systems, that help
designers, users, and other stakeholders achieve appropriate levels of
trust in said technology.

The general consensus seems to be that in order for AI to gain further
widespread use, there must be an established trust in such technology
that is convincing enough to allow manufacturers and companies to
apply them in current real-world situations [34]. Such situations
are those where the consequences of a faulty prediction are critical,
and where the functional opacity of the model is affected by its
complexity [31]. AI-based IDSs in automotive cybersecurity fits that
category of situations, and the issue has gained even more traction
since the general data protection regulation (GDPR) provided a right
of explanation of, and a right to request information from, systems
based on automated processing [35, 36].

1.2 Motivation of Work
Because of the lack of interpretability in sophisticated AI-based,
anomaly-based, in-vehicle IDSs, it is difficult for humans to trust such
systems, let alone know what actions to take when an IDS flags an
attack. By using explainability tools found in the area of XAI, this
thesis aims to explore what kind of explanations could be produced in
accord with model predictions, to further increase the explainability,
and by extension the trustworthiness, of AI-based IV-IDSs.

3
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1.3 Overall Aim and Goals
The focus of this thesis is to investigate how to use XAI to increase
the trustworthiness of sophisticated AI-based IV-IDSs that employ
supervised learning for classification of CAN data. Three datasets
will be studied and used in the classification (normal or attack) of
the CAN bus data; ”Survival” [20], ”ROAD” [37], and ”Hisingen” (a
proprietary dataset from a known vehicle manufacturer).

A RF and a DNN will each be trained on CAN bus data, and tested
by classifying previously unseen data as attack or normal. They
will then be evaluated using accuracy and F1-scores derived from
their confusion matrices. Explanations will be generated for the two
models, and compared, using various tools from the SHapley Additive
exPlanations (SHAP) suite [38]. Namely, KernelSHAP, TreeSHAP,
DeepSHAP, and GradientSHAP.

A custom, pseudo-global, visualization-based, explanation (”VisExp”)
will be created. It will use SHAP values, and feature values of training
data. The purpose of VisExp is to increase the trustworthiness of
AI-based IV-IDS, and for domain experts to gain insights about its
decisions. From the same information, a rule-based explanation will
be created in order to compare it to VisExp.

In order to evaluate the trustworthiness of the IV-IDS, a survey will be
created and sent to participants with expertise from AI, cybersecurity,
automotive, and various areas within computer engineering. In
the survey, participants are asked questions regarding aspects of
trustworthiness and explainability of VisExp and the rule-based
explanation.

1.3.1 Verifiable Goals
With the motivation and aim established, 4 concrete and verifiable
goals are defined, in order to bring the study to a successful conclusion.
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1. Evaluate two AI models (RF and DNN), trained on three datasets
(”Survival”, ”ROAD”, ”Hisingen”), using accuracy and F1-score,
for use in an IV-IDS—high performance is required.

1.1 Evaluate the performance of the DNN, trained with imbal-
anced vs. balanced data.

2. Create a visualization-based explanation (”VisExp”), using
SHAP values, for use in AI-based IV-IDS expert analysis.

3. Analyze the differences in the generated SHAP values,

3.1 when using different AI models (RF and DNN) and SHAP
explainers (KernelSHAP, DeepSHAP, TreeSHAP, and Gra-
dientSHAP).

3.2 when explaining different attacks—demonstrated by study-
ing two attacks from the ”Survival” dataset.

4. Evaluate VisExp—by comparing it with a rule-based explanation
in a survey—on the basis of:

4.1 Trustworthiness
4.2 Explainability

1.4 Scope
Since this thesis revolves around analyzing and evaluating aspects
of trustworthiness of an IV-IDS, explainability and trustworthiness is
primary, and performance is secondary. However, one aim is for
the detection system to achieve a high performance (through feature
engineering and experimenting with hyperparameters).

There are different versions of the CAN protocol. This thesis focuses
on the basic CAN protocol, i.e., with ID lengths of 11 bits and 64 bit
data fields. Although there are several fields of the CAN frame that
can be incorporated in data analysis, the datasets used in this thesis
do not include all the fields, and as such, only the ID and Data fields
(along with timestamps) will effectively be used in this work.

Developing an IV-IDS, one of the design choices is where to put the
detection system; in the ECU’s, or monitoring the network (CAN
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bus), or some hybrid. This thesis focuses only on the network-based
IDS solution, where a system can be created to monitor traffic on
the CAN bus. The datasets used in this study consist of recorded
traffic from the CAN bus of different vehicles. Moreover, it is the
anomaly-based style of IDS that will be studied in this thesis, and not
the signature-based method.

When using AI to develop an anomaly-based detection system, there
are many AI methods to choose from. Supervised learning is one of
the most popular methods, and is what will be used in this thesis,
specifically as a binary classification task.

1.5 Research Methodology
The research was done according to a methodology similar to what
Nunamaker et al. proposed in their paper [39], which they call a
multimethodological approach to IS (information systems) research. It is a
method that allows for an iterative process through different research
stages, aimed at IS (see Figure 1.1).

Theory
Building

Concept frameworks
Mathematical models

Methods

Systems
Development

Prototyping
Product development
Technology transfer

Observation
Case studies

Survey studies
Field studies

Experimentation
Computer simulations

Field experiments
Lab experiments

Figure 1.1: A multimethodological approach to IS research.
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In order to achieve the goals, a first step was to study relevant research
literature. The research topics included CAN, attacks on the CAN
bus, IDS, various datasets, ML/DL/AI (specifically RF and DNN),
explainability/interpretability/XAI, and trustworthiness in AI. Overall,
asking supervisors and colleagues for advice helped inspire and make
more efficient progress. Research effort and progress was also made
reading posts on Stackexchange, Medium, Wikipedia, various Python
library APIs (including SHAP, sklearn, and tensorflow/keras), code on
Github repositories, and watching relevant research related Youtube
videos. Reading relevant papers and material was an iterative process
throughout the entire work.

The datasets were studied extensively, through explorative analysis
and experimentation, in order to better understand the features
and the limitations of the datasets. Then, a process of explorative
feature engineering took place. This was done in an attempt to
extract generalizable and high performing features from the CAN
frames. In order to gain higher model performance, reliability and
generalizability, (i) new features were imagined through a creative
process (ii) new features were engineered, (iii) the models were
trained, (iiii) evaluated, and then reiterating from step (i) depending
on the performance, and if new insights about the features were
achieved. Along with this, there was a phase of experimenting with
different hyperparameters, in order to gain more reliable results, and
higher performance, from the models.

Explainability was studied, in order to achieve a defined understand-
ing of the area and the terminology. SHAP was explored through
generating importance values (SHAP values) for the features, and
plotting them using the different plot tools that are included in
the framework created by the authors. This exploration was done
inclusive of different variations of SHAP explainers (i.e., KernelSHAP,
TreeSHAP, DeepSHAP, and GradientSHAP). A custom visualization-
based explanation (”VisExp”) based on SHAP values was created, and
its trustworthiness and explainability was evaluated on the basis of
using it with an AI-based IV-IDS. The working process was to (i) plot
instances trained by the models using various python libraries (such
as matplotlib and seaborn), (ii) assess the visualization in terms of
representing the data properly, (iii) creatively engineer new additions
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to the plots (e.g. find ways to represent the feature importance, or
a better way to divide, position, or represent the data), and reiterate
from step (i).

In order to achieve the goal of evaluating trustworthiness of an AI-
based IV-IDS, work was put into creating and conducting a survey (see
Section 3.5). The survey was made in Google Forms, and the questions
were designed using the Likert-scale. In order to spread it further, the
survey was emailed to supervisors, colleagues, students and lecturers
at Mittuniversitetet, as well as researchers in the automotive and
cybersecurity field.

The main portion of work was done in jupyter notebooks, using git
as version control and a place to store progress. Locally, Poetry, a
python virtualization and dependency management tool, was used for
efficient development.

1.6 Contributions
The work in this thesis is summarized as follows: On the basis of
intense data analysis, novel input features are developed to achieve
very high performance for the detection of attacks on the CAN bus.
VisExp, a visualization-based explanation that explains the behavior
of AI-based IV-IDSs, by using training data in combination with
SHAP values, is developed. The results show that VisExp enhances
trustworthiness and explainability of the AI-based IV-IDS.

1.7 Thesis Outline
The reminder of this thesis is organized as follows. Chapter 2
introduces a comprehensive background and related work about the
research topic. Chapter 3 describes the proposed approach to the
study, the results of which are presented in Chapter 4. The conclusion
and suggested future work is presented in Chapter 5.

8
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2. Background
This section classifies the background knowledge in sub-sections
based on in-vehicle network and protocol, different attack types, in-
vehicle intrusion detection system, explainability, the dataset for the
explainable AI model, and related work.

2.1 Controller Area Network (CAN) Overview
Due to the growing number of connected devices in a vehicle, and the
resulting high number of cables to connect them, a growing need for
a simple standard for In-Vehicle Networks (IVN) was needed. CAN
was proposed in the 1980s as a solution, and it enabled IVNs to rely
on a single pair of cables for IVN inter-communication. The CAN IVN
and its connections to other IVNs in a vehicle (such as LIN, Ethernet,
and MOST) is depicted in Figure 2.1. The basics of CAN are: It
communicates on a bus, it is high-speed, low-cost, short data lengths,
fast reaction times, multi-master and peer-to-peer communication,
and has error detection and correction [13]. Although it has error
detection it does not detect all manipulated data; it detects if there
is an error in the message frame by (i) using checksums, (ii) special
acknowledgements, (iii) checking message form, (iiii) checking that a
transmitted bit is also received, (iiiii) and bit-stuffing (which is used for
synchronization and ensuring a stream of recessive bits isn’t an error
frame) [40].

When a message is sent over CAN, no individual device is addressed.
It is instead the ID that decides what kind of message is being sent,
and it is the receiving device’s job to decide whether the message is
relevant or not by doing an acceptance test. The message to be sent is
put inside a CAN frame (Figure 2.2) and sent to the CAN bus, where
all devices are listeners, making it possible to perform both peer-
to-peer communication to a single recipient, but also broadcasting
to several at the same time. This is called consumer/producer
communication. CAN stands out in that it does not require a bus
arbiter to coordinate traffic [13]. This feature makes it possible to
compromise an ECU in the vehicle, and use it as a generator of
fabricated or repeated messages, aimed at specific target ECUs, using
the ID field of the CAN frame [1].
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Distance control CAN Bluetooth

OBDII

Instrument cluster CAN Cellular Wi-Fi

Diagnostics CAN Gateway
Infotainment
(MOST)

Drive CAN

LIN LIN LIN

Comfort
CAN

Figure 2.1: Simplified system of in-vehicle communication. Shows different
sub-networks within a vehicle, including different CAN networks.

CAN is a Carrier-Sense Multiple-Access protocol with Collision De-
tection and Arbitration Message Priority (CSMA/CD+AMP) [40].
Signals on the bus, i.e., the bits of the CAN frame, are specified such
that 0 is a dominant bit and 1 is a recessive bit. What this means
in practicality, is that messages whose arbitration IDs are lower have
precedence on the bus over messages with higher ID. This can be
exploited to perform suspension or fabrication attacks (see Section
2.2), such as the ”bus-off” attack [41] or flooding attack [20].

There are mainly two kinds of CAN protocols; there is the standard
or base CAN protocol and the extended CAN protocol. The difference
is that the base protocol allows arbitration IDs of 11 bits, while the
extended version allows IDs up to 29 bits [40]. This thesis is only
concerned with CAN data using the standard protocol. Figure 2.2
shows the fields of a base CAN frame (from now on referred to only
as CAN frame).
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Figure 2.2: Structure of a CAN frame.

The CAN frames shown in Figure 2.2 consist of the fields [40]:

• Start-Of-Frame (SOF) Is the start of the frame, which is a
single dominant bit, used to mark the start of a message and
synchronize units on the bus after the system has been idle.

• Arbitration (ID) The 11 bit ID field decides the priority of
the message on the bus and the message content. It is this
field that is run through the acceptance test that decides if a
receiver deems the message as relevant or not. The single bit
RTR (Remote Transmission Request) field is dominant when a
message is required from another ECU.

• Control Contains the 1 bit IDE (Identifier Extension) field, where
a dominant bit means base CAN, and the 1 bit RB0 (Reserved
Bit) field. It also contains the 4 bit Data Length Code (DLC)
field, which specifies the length of the Data field.

• Data The payload of the CAN frame. It can hold up to 8 bytes
(64 bits).

• Cyclic Redundancy Check (CRC) Checks for errors in the Data
field by using a 15 bit checksum, with a 1 bit delimiter.

• Acknowledgement (ACK) Every ECU that receives an accurate
message overwrites this recessive bit as a dominant bit. In this
way, each ECU marks a received message as acknowledged before
accepting it, and discards it otherwise. The acknowledgement
delimiter is 1 bit.

• End-Of-Frame (EOF) Marks the end of the message, and is 7
recessive bits.
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• Inter-Frame Spacing (IFS) This 7-bit field contains the amount
of time required by the controller to move a correctly received
frame to its proper position in a message buffer area.

In this study, the only fields within the CAN frame that will be studied
are the ID, DLC (not used), and the Data fields. Another feature of
the messages on the CAN bus that is analyzed is the timestamp of
a received message. This is not included in the frame itself, but is
a feature that is logged by the device that receives the message. In
other words, the datasets used in this study (Section 2.3) contain a
timestamp feature.

2.2 Classes of Attacks targeted towards Vehicles
As was mentioned in the introduction, the attackers’ targets are the
ECUs in a vehicle, and there are different approaches to create attacks.
Cho et al. [9] defines that there are two states in which an ECU can
be compromised. The first is a weakly compromised state, where an
adversary can stop the ECU from transmitting or keep it in listen-only
mode, but can not inject fabricated messages into the CAN bus.
The second is a strongly compromised ECU, in which an adversary is
also able to inject fabricated messages. In this state the adversary
has full control of the ECU and has access to its memory [9]. It
should be noted that it is easier for an attacker to weakly compromise
an ECU than it is to strongly compromise it [9]. It is through
these compromised states an attacker launches attacks on the CAN
bus. In general, three broad categories of attacks exist; Fabrication,
Suspension, and Masquerade attacks (see Table 2.1 for a summary).
They are explained in the following three paragraphs.

12



Increasing the Trustworthiness of AI-based In-Vehicle IDS using eXplainable AI
Hampus Lundberg 2022-06-15

Table 2.1: Type of attacks targeted towards vehicles.

Type Name Dataset Descriptions
Fabrication Fuzzing

Flooding
Targeted ID

Survival
ROAD
Survival
Survival
ROAD
Hisingen

The attacker uses a strongly compromised
ECU to send fabricated messages.

Suspension Bus-off - The attacker weakly compromises an ECU
to prevent messages from being sent.

Masquerade Targeted ID ROAD The attacker uses a strongly compromised
ECU to send fabricated messages, another
ECU has been suspended, to avoids collisions.

2.2.1 Fabrication
Strongly

compromised

ECU A ECU B ECU C

B4 B4 C0

CAN bus

no attack C0 B4 B4 C0 B4 B4

attack C0 B4 B4 B4 B4 B4 C0 B4 B4 B4 B4
time

Figure 2.3: [9] Fabrication attack. The attacker uses a strongly compromised
ECU A to send fabricated messages with the same ID as the messages sent by
ECU B.

In a fabrication attack (see Figure 2.3), the ECU needs to be
strongly compromised. The attacker sends messages from the strongly
compromised ECU with fabricated ID, DLC and data, or a subset
of the three. The messages are meant to override messages sent by
a targeted ECU, so that the receiving safety-critical ECU becomes
confused or inoperable [9]. However, since the transmitting ECU still
sends the messages, conflicts can occur which will prevent the attack
from working [37]. Attacks that fall under this category are flooding
(or denial of service (DoS)) attacks, fuzzing attacks, and targeted ID
attacks. A flooding attack aims to occupy the CAN bus by utilizing
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the fact that CAN IDs with low numbers have higher priority on the
CAN bus. It does this by sending messages that have low number
IDs at a high frequency. The fuzzing attack is done similarly, with
messages that occupy the CAN bus, but instead of using low number
IDs to flood the CAN bus, it uses random IDs (and random data
field) or randomly chooses IDs from those that are used on the CAN
bus. This could potentially disrupt ECUs that receive messages with
valid IDs, which is the point of this attack. With a targeted ID attack,
a message with a specific ID is injected. Verma et al. proceed to
define an attack that manipulates certain bits within the data field as
a targeted signal attack [37].

2.2.2 Suspension

ECU A

Weakly
compromised

ECU B ECU C

B4
B4 C0

CAN bus

no attack C0 B4 B4 C0 B4 B4

attack C0 C0
time

Figure 2.4: [9] Suspension attack. The weakly compromised ECU B is sus-
pended and can not send its messages to the CAN bus. In this example, ECU
A is a consumer of messages from ECU B, but these messages are no longer
received.

In a suspension attack (see Figure 2.4), the ECU only needs to be
weakly compromised. The attacker’s aim in a suspension attack is to
prevent the ECU from propagating/transmitting messages to receiving
ECUs. This means that it is not only the target ECU that becomes
compromised, but also the ECUs that are dependent on the target
ECUs messages [9]. One popular suspension attack is the bus-off
attack [41, 42], that aims to manipulate a safety function in the CAN
protocol that puts an ECU in a suspended bus-off state after several
error frames have been transmitted.
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2.2.3 Masquerade
Strongly

compromised

ECU A

Weakly
compromised

ECU B ECU C

B4 B4 C0

CAN bus

no attack C0 B4 B4 C0 B4 B4

attack C0 B4 B4 C0 B4 B4
time

Figure 2.5: [9] Masquerade attack. The weakly compromised ECU B stops
transmitting messages and the strongly compromised ECU A starts sending
fabricated messages at the same frequency as ECU B was. This avoids collision
problems that occur in normal fabrication attacks.

The masquerade attack (see Figure 2.5) is the most sophisticated
category of attacks. The attacker needs to compromise one ECU
strongly and another weakly. This attack uses the strongly compro-
mised ECU to mask the fact that the weakly compromised ECU has
been compromised. The attacker listens to traffic from the weakly
compromised ECU and learns its message frequency. They then
stop the weakly compromised ECU’s messages, and use the strongly
compromised ECU to send fabricated messages, impersonating the
weakly compromised ECU, using the same message frequency. This
avoids message collisions that occur in fabrication attacks [9, 37].

The datasets used in this thesis (Section 2.3) have instances of two
of these categories: fabrication and masquerade attacks. Suspension
attacks are often used in conjunction with fabrication attacks to create
masquerade attacks, as was explained above. This makes suspension
attacks alone difficult to include in a dataset created for classification
purposes, since suspension attacks are characterized by a lack of
messages rather than altered messages. However, the means of which
to suspend the ECU could hypothetically be detected through, e.g.,
frequency analysis of error frames.
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2.3 Datasets used in this Thesis
This section describes the three different datasets used and their
attacks. The datasets are the ”Survival” [20] , ”ROAD” [37], and
”Hisingen” (a proprietary dataset provided by a known vehicle
manufacturer). All three datasets follow the same format:

Table 2.2: Format of the features in the datasets, before being imported into the
project and used for this thesis.

Feature Type Range Description
t real - Timestamp of CAN frame
ID integer [0, 2047] 11 bit Arbitration ID
DLC* integer [0, 8] # of bytes in data field (8 bytes max)
d0-d7 integer [0, 255] 1 byte divisions of data field
*The ROAD dataset does not contain DLC.

2.3.1 Survival
The Survival dataset [20] contains 3 different attacks, all of them
fabrication attacks, each performed on 3 different cars (Hyundai
Sonata, Kia Soul, and Chevrolet Spark), with confirmed real effects on
the vehicles. As mentioned by Verma et al. [41], all of these attacks
can be seen as flooding attacks because of the high frequency at which
the messages are transmitted into the CAN bus, which significantly
disrupts the transmission times on the CAN bus (see Figures 2.6, 2.7,
and 2.8). The figures also show that there is a substantial difference in
load on the CAN bus between different vehicles, something that might
have to be considered when designing frequency based IDSs. The
names of the attacks, as stated in the dataset, are listed and described
below.

Flooding

The flooding attack was done by, at a high frequency, injecting
messages with an ID of 0x000 and a data field filled with 0s. This is
done because, as mentioned in section 2.1, messages with low value
IDs are prioritized by the CAN bus. As can be seen in Figure 2.6,
this quickly occupies the CAN bus with dominant flooding messages,
disrupting transmission of other messages in all three vehicles.
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Figure 2.6: Flooding attack on the Hyundai Sonata, Kia Soul, and Chevrolet
Spark in the Survival dataset.

Fuzzing

The fuzzing attack was done by sending messages with random ID
and data field, every 0.3 milliseconds. The IDs were randomized in
a range from 0x000 to 0x7FF and include both IDs that exist in the
vehicles and IDs which do not. Han et al. reports that when the attack
was performed on the Kia Soul, a beeping sound could be heard, the
heater turned on, and a navigation system error with the rear camera
turning on occurred [20]. This attack has a similar effect on the CAN
bus as the flooding attack, as can be seen in Figure 2.7.
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Figure 2.7: Fuzzing attack on the Hyundai Sonata, Kia Soul, and Chevrolet
Spark in the Survival dataset.

Malfunction (Targeted ID)

In the malfunction attack, Han et al. [20] targeted specific CAN IDs
in each vehicle. For the Hyundai Sonata, they chose CAN ID 0x316,
for the Kia Soul, they chose 0x153, and for the Chevrolet Spark, they
chose 0x18E, revealing that the attacks are targeted ID attacks. On
the Hyundai and the Chevrolet, they used fixed random values in the
data field, and for the Kia, they cycled through random values in the
data field of the injected messages [37].
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Figure 2.8: Malfunction attack on the Hyundai Sonata, Kia Soul, and Chevrolet
Spark in the Survival dataset.

2.3.2 ROAD
The ROAD dataset [37] contains 11 different types of attacks. There is
1 type of fuzzing attack, 5 types of fabrication attacks and another 5
types of masquerade attacks. Each of the fabrication and masquerade
attacks have 3 different recordings of the same attack. The masquerade
attacks are post-processed versions of the fabrication attacks in order
to make them more stealthy. This dataset is recorded from a real
vehicle (undisclosed), but the DLC field is not present as a feature,
which is undesirable as it could be beneficial in designing an IDSs.
Another shortcoming of this dataset is that the timestamps have a low
resolution, the last digit being a microsecond. A small amount of
successive CAN frames end up having the same timestamp because of
this. The ROAD dataset also contains a lot of ambient data of different
forms, where no attacks are present. One interesting set of such data
is one with benign anomalies. The ambient data can be used to study
false positive rates of an IDS. The attacks are described below.
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Fuzzing

This dataset contains 3 different sub-datasets recorded of this fuzzing
attack. This fuzzing attack was done by injecting messages with
random IDs in the range from 0x000 to 0x255. The data field was
specified to be all ones, i.e., all recessive bits. The messages were
sent every 5 milliseconds. Physical effects on the vehicle were, for
example: the accelerator pedal becoming ineffective, the dash lights
and headlights turning on, and the seat positions being moved. Verma
et al. notes that this is a less stealthy version of the fuzzing attack, the
stealthy version being to use only IDs that occur in the vehicle [37].

Figure 2.9: Fuzzing attack (1) in the ROAD dataset.

Fabrication (targeted ID)

There are five different attacks named ”fabrication” in this dataset
[37], and they are all targeted ID attacks. The first is a correlated
signal attack, which injects messages with the ID for wheel speed.
The data field is manipulated so that all four wheel speed signals
have very different speeds, and the effect is that the accelerator pedal
stops working. Sometimes, restarting the vehicle is required in order
to restore functionality to the pedal. Next is the max engine coolant
temperature attack, in which messages are injected with the max value
for the engine coolant signal (which is 0xFF). The effect is that an
”engine coolant too high” warning light in the dashboard is turned
on. The next attack is the max speedometer attack, where the max value
(0xFF) of the speedometer signal is injected. The effect is that the
speedometer falsely shows the maximum value. Lastly are the reverse
light off/on attacks, where the signal for the reverse light is manipulated
to be off when the gear is in reverse, and of when the gear is not in
reverse. The effect is that the reverse light does not show what gear
the vehicle is in. The authors also make a point of calling attacks that
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target specific signals in the data field targeted signal attacks [37].

Figure 2.10: Fabrication attacks from the ROAD dataset. In descending or-
der: Correlated signal attack (1), max engine coolant temperature attack, max
speedometer attack (1), reverse light off attack (1), and reverse light on attack
(1).

Masquerade

The masquerade attacks are the same as the fabrication attacks, but
post-processed slightly in order for the fabricated messages to replace
the original messages that have the targeted IDs. This is done in order
to avoid collisions between the manipulated and original/normal CAN
frames.
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2.3.3 Hisingen
This dataset is provided by a known vehicle manufacturer. It contains
recorded CAN traffic from 6 different vehicles, all being the same
model except for one. Only one vehicle has data with injected attack
packets (not the one that is a different model). Hence, the data from
5 of the cars contain no attacks. The attack is a fabrication attack,
specifically targeted ID (see Figure 2.11). The targeted ID is 0x7C6,
and the attack is done by injecting a packet with the first, second and
fourth bytes of the data field being 0x4E, 0x01 and 0x20 respectively.
The fact that specific signals are targeted also makes this a targeted
signal attack. The frequency of attack frames are not specified, but
taking the mean of the inter-transmission times of the attack frames
gives a value of about 0.4 ms.

Figure 2.11: Fabrication attacks from the Hisingen dataset. Note that, contrary
to the other datasets, the inter-transmission times of packets are almost 1000
times smaller (microseconds instead of milliseconds).

2.4 In-Vehicle Intrusion Detection System
In order to describe the different methods of creating IV-IDSs, a
taxonomy inspired by [10] is depicted in Figure 2.12. An IDS is
often classified into two detection approaches: signature-based IDS
and anomaly-based IDS, and the same classification can be done for
IV-IDSs for use on the CAN bus [10, 26]. A signature-based IDS
uses methods to compare the monitored system’s behavior (signature)
with prior knowledge about known attacks, and as such, it is also
often called a knowledge-based IDS. Signature-based IDSs usually
have a low false alarm rate, since they match data against already
known attacks. A disadvantage of signature-based IDSs is that they
can not detect novel attacks without updating the databases that hold
attack signatures. Also, comparing against potentially large databases
is time-consuming and computationally intensive and is as such a
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challenge to use in vehicles [26]. In contrast, an anomaly-based
IDS monitors a system’s behavior, and decides if it is normal or
anomalous based on some threshold of what the input data results
in. One way this can be done practically is by training a ML classifier
model on processed data gathered from the system, and then predict
the outcome using new data. Anomaly-based IDSs are potentially
better at detecting novel attacks, since they do not match against
a knowledge database. They are also potentially more lightweight
than signature-based IDSs since they might not need to store data for
matching. A disadvantage of anomaly-based IDSs is that they usually
have a higher false alarm rate, as a model can flag a data point as
positive even if in truth it is negative [26]. Another common way to
classify IDSs is by form of deployment; host-based or network-based.
The difference is that host-based IDSs monitor the devices (ECU) that
transmit data, and network-based IDSs monitor the communication
channel (CAN bus), i.e., the network that devices transmit data on
[10].

In-vehicle IDS
for CAN bus

Deployment

ECU
(Host)

CAN bus
(Network)

Detection

Anomaly-
based

Signature-
based

Machine learning-based

Figure 2.12: Taxonomy of IV-IDS methods.

2.5 An Overview of Explainable AI (XAI)
Explainable AI (XAI) is a concept where the goal is to, in one way or
another, describe the inner workings or the results of an AI model, in a
human-understandable way. With the rise and use of AI technologies
comes an increased pressure from social, ethical and legal standpoints
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on making the decisions made by these models more explainable
and understandable [34]. The field of XAI can be motivated by the
need to (i) justify a models results, (ii) to control the model, i.e.
correct erroneous behavior, (iii) to improve a model, and (iiii) to
discover new facts and knowledge about a model and its results [31].
These four points all contribute towards making an AI model more
trustworthy, which is the focus of this study.

2.5.1 Explainability vs. interpretability
The definitions of ”explainability” and ”interpretability” have not yet
been formally decided, and the scientific community seems divided
on the subject. Doshi-Velez and Kim [28] make no distinction
between the two. Israelsen and Ahmed [33] state that interpretability
implies that the actual model is self-explanatory, and that explainable
models can be made interpretable by post-hoc operations but do
not necessarily explain the actual model. Doran et al. [43]
characterize interpretability as being able to mathematically analyze
the model’s algorithmic mechanisms, and explainability as models
where automated reasoning is central to output crafted explanations
without requiring human post-processing. Moreover, they characterize
understandability as when models can emit symbols enabling user-
driven explanations of how a conclusion is reached, and opaque
models as those that offer no insight to its algorithmic mechanics.
Arrieta et al. [44] define interpretability as the ability to explain or
to provide the meaning in understandable terms to a human, and
explainability as any action or procedure taken by a model with the
intent of clarifying or detailing its internal functions. Moreover, they
report that understandability is when a model is able to make a human
understand its function without any need for explaining its internal
structure, comprehensibility as the ability of a learning algorithm to
represent its learned knowledge in a human understandable fashion,
and transparency is when a model by itself is understandable. While
Adadi and Berrada [31] discuss other authors’ use of the words, they
themselves seem to make no distinction between interpretability and
explainability. Of the authors mentioned, only Adadi and Berrada
make the connection of XAI as a part of the objective to achieve
artificial general intelligence (AGI), i.e., human-like AI, by means of
self-explaining algorithms.
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This paper takes the stance that interpretability is the degree to
which a model’s mathematical or algorithmical mapping from input
to output can be understood by humans, and explainability is the
degree to which a models workings can be explained to humans,
either by the model itself or by using post-hoc tools. Hence, the
concept of an explanation is similar to what Israelsen and Ahmed [33]
refer to as a type of assurance.

2.5.2 Trust
As discussed by Israelsen and Ahmed [33], an assurance is a powerful
concept that is meant to establish trust in automated technology. This
is the core of trustworthiness. Trust is the foundation that allows
acceptance of new technologies [45]. Humans need explanations in
situations where something is out of the ordinary, critical, surprising or
otherwise interesting, and as such explanations function as guarantees
of trust. However, the degree to which a human understands an
explanation is affected by different things, such as, cognitive ability,
alertness, contextual and implied knowledge, available time, and of
course the quality of the explanation itself. Humans are very much
at the center of XAI, which implies that the concept of trust, which is
often thought of as something that occurs between humans, needs to
be extended to include trust between humans and automated systems.
This also implies that no matter how good an explanation becomes,
there is still a broader context that needs to be considered when giving
assurance about an automated system such as an IV-IDS. The role that
trust plays is that it removes the need for overhead control functions
in regards to making sure a system is doing what it is supposed to—if
there is enough trust in the system, this is simply not needed to the
same extent. This is what it means for an automated system to be
trustworthy.

2.5.3 XAI Taxonomy
In order to better understand the field of XAI, a taxonomy is presented
to get a grasp of the different methods of implementing XAI. A
taxonomy of these methods has been proposed by Adadi and Berrada
[31]. Inspired by their model, a taxonomy is described as shown
in Figure 2.13. Note that the proposed divisions are not mutually
exclusive, but rather an overview of the different classes of XAI
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methods.
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Figure 2.13: Taxonomy of XAI methods.

Descriptions of the different classes of XAI methods pictured in Figure
2.13 are presented in the following list:

• Complexity Related These methods relate to the complexity of
the ML model itself. A complex model is directly related to the
interpretability of the model, and the design of the model can
directly affect its interpretability.

– Intrinsic These are methods that have a design that is
inherently interpretable/explainable.

– Post-hoc These are methods where the ML model itself can
be complex, i.e., a black box, but the XAI method is applied
after or ”on top” of the ML model. Of the two complexity
related methods this is the one that is used by most of the
recently proposed XAI models [31], including SHAP 3.4.1.

• ScopeRelated This class relates to whether a method explains the
model’s whole behavior or if it understands a single prediction
made by the model.

– Global These methods use techniques to, in one way or
another, gain insight into the grand picture of a model and
all of its predictions, which is good for explaining models
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that predict population-level decisions, such as climate
change.

– Local These are methods that explain single predictions.
Local explainability therefore focuses on a single decision
made by a model and the reasons behind it.

• Model Related Another way to classify XAI methods is whether
they are specific to a certain type of AI model, or if it is
applicable to any model.

– Model Specific These methods are bound by a specific AI
model, and can not explain models for which it was not
designed. This can make the method faster and more
optimized at explaining a specific type of AI model, but
at the cost of the number of model types which it can
interpret.

– Model Agnostic These are methods that can interpret pre-
dictions made by any kind of AI model. In other words
they separate the explanation model from the prediction
model. Because of its broad application domain, most recent
research has focused on this method, and many are applied
to models based on Artificial Neural Networks (ANN).
Because of them being model agnostic, they are often also
post-hoc and local methods.
∗ Visualization These are methods that are related to

being able to ”see inside” a complex model, to be able
to understand its workings. This can be done with plots,
or by using and training a simplified model (surrogate
model) that is easy to visualize in order to explain a
complex one.

∗ Knowledge Extraction This method is mainly about
being able to extract knowledge from the training
process of an ANN. This can be done via rule extraction,
which means to approximate rules that correlate to
the decision-making process in an ANN, or model
distillation, which means to transfer knowledge from
deeper models to shallow ones.

∗ Influence Methods These methods aim to change the
inputs or weights of a model in order to record the

27



Increasing the Trustworthiness of AI-based In-Vehicle IDS using eXplainable AI
Hampus Lundberg 2022-06-15

variance in output performance. These techniques are
often also visualized. These can establish an input
variable’s relevance to the model. For example, using
Shapley values to calculate feature importance, which is
what inspired SHAP 3.4.1.

∗ Example-based Explanation These methods select par-
ticular instances from the datasets, using those instances
to make the AI model more interpretable.

Explainability can also be classified according to what stage XAI is
applied (see Figure 2.14). In the pre-modeling stage, the focus is
to use XAI in the pre-processing, exploration, and documentation of
the data. In the explainable modeling stage, XAI is viewed as a tool
to enhance the models. In the post-modeling stage, explainability
tools are used to extract the different explanations that are to be used
in an applied setting. This thesis is fundamentally focused on the
explainable modeling and post-modeling stage.

Stages of AI
explainability

in IDS

Pre-modelling
explainability

Understand/describe data
used to develop models

• Exploratory data
analysis

• Dataset description
standardization

• Dataset summarization
• Explainable feature

engineering

Explainable
modelling

Develop inherently more
explainable models

• Adopt explainable model
family

• Hybrid models
• Joint prediction and

explanation
• Architectural adjustments
• Regularization

Post-modelling
explainability

Extract explanations to
describe pre-development
models

• Perturbation mechanisms
• Backward propagation
• Proxy models
• Activation optimization

Figure 2.14: Different stages of explainable AI in IDS development.
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2.5.4 Necessity of XAI
It could be argued that the need for explainable models is not general,
in that some applications could do well with less focus on explanation,
while others might necessarily need explanations. For example, an
advertisement system that relies on AI to recommend advertisements
to users would not suffer too much if it got some recommendations
wrong. On the other hand, a diagnosis system in a hospital would
definitely suffer from erroneous predictions of diagnosing a patient’s
condition. In the latter case, the AI model itself might be at risk of
being taken out of service. This indicates a domain where XAI would
be rightfully suited; domains where the risk of making erroneous
predictions are too high (or high enough) for the AI model to be
used. Application domains could include autonomous transportation,
healthcare, military, legal, finance, and cybersecurity [31].

Another situation where XAI is necessary is when highly complex
AI models are used [31]. If an increase in a model’s sophistica-
tion/complexity also increases its opacity [], i.e., its ability to be
interpreted, then the situation calls for XAI to be used in an effort to
increase the transparency of the model.

Even if the need for XAI is increased in scenarios where erroneous
predictions have the most critical consequences, increasing the ex-
plainability is often at the cost of a model’s prediction accuracy. There
are however XAI methods that are not tied to a specific AI model, the
post-hoc methods described above, hence separating the explainability
model from the prediction model (an example being SHAP, as can be
read about below in Section 3.4.1). However it should be noted that
in general, literature speaks of a competing aspect where the accuracy
and explainability are inversely proportional, which is considered a
challenge when designing XAI techniques [31].

2.6 Related Work
Lundberg et al. [38] propose SHAP in their paper. They evaluate the
explainability of SHAP values by conducting a human study, where
they compare human judgment of assigning credit to (i) a sickness
score that would be higher where only one of two symptoms where
present, and (ii) a max allocation problem where 3 men were awarded
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money based on the score they received. They found that there was a
strong correlation between SHAP and human explanations.

Rosell et al. [19] explore a rolling-window technique to extract
frequency related features from different time intervals of CAN data,
and aggregate them in new, transformed datasets. They test their
features on a Linear Model (LM), SVM, and RF, using different
window sizes. Their results show that—in general—as window sizes
increase, so does performance. They find that the RF has the best
overall performance. They also analyze the response latency of the
RF, and according to their method, they find that the RF can find most
attacks early in the window.

Berger et al. [27] experimented with the ML models in IV-IDS:
one-class SVM (OCSVM), SVM, DNN, and Long Short-term Memory
(LSTM). They use the HCLR dataset with different attacks, and
they train their models without attack data for models that can
achieve this (OCSVM and LSTM). The LSTM, trained only on normal
data, achieves accuracies around 50%. They do not evaluate the
explainability, or make any effort to engineer features. They use the
data fields directly as features, which is problematic, since it does not
generalize to datasets extracted from other vehicles.

Xie et al. [46] propose a sophisticated Generative Adversarial Network
(GAN) based IV-IDS, that performs very well, with accuracy and F1-
scores close to 1.0. They test separate attacks (DoS, data tampering
etc.), and do not evaluate the trust or explainability of their model.

The following papers concern IDSs using AI methods, and explain-
ability, but not within vehicles.

Mane et al. [47] propose a framework for explainable AI models
for use with intrusion detection using the KDD dataset. They
address the machine learning pipeline at three important stages (1)
the data scientists, (2) the analysts, (3) the consumers. They use
three algorithms from IBM’s AI explainability 360 (AIX 360), and use
different XAI models for different parts in the ML pipeline. They
use SHAP, LIME, Contrastive Explanations Method, ProtoDash and
Boolean Decision Rules via Column Generation. Results show 80%
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testing accuracy using just a few rules acquired from the explanations.
They use explainability to create rules that perform the detection of
intrusion.

Wali et al. [48] propose an IDS with a random forest classifier
using explainable AI (SHAP) to evaluate predictions. SHAP also
gives insight into the model, as well as providing a stronger IDS.
Predictions with low credibility are run through a second set of
random forest classifiers. Their results show a 100% robustness with
adversarial attacks using the CI-CIDS dataset.

Islam et al. [49] use domain knowledge to simplify the feature set of
a dataset. They compare different ML models, among them Random
Forest, which produces the best results. They use CIA principles to
augment/re-create the dataset (CI-CIDS2017). They mention that a
drawback of SHAP is that it needs to run several evaluations of a
model to get a single vector of feature importance.

Mahbooba et al. [50] trains a decision tree model to detect malicious
data using the KDD benchmark dataset. They measure precision,
recall and F1-score and compare with a linear regression model and
a support vector machine model. They extract rules from the tree for
explainability purposes, and conclude that decision trees provide a
trustworthy and explainable model. They do not compare their work
with deep learning models.

This study aims to evaluate the trustworthiness of IDS monitoring
vehicle data using explainable AI.
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3. Approach
This chapter describes the proposed approach for this study. It goes
through data processing, AI-models, XAI, and the survey, along with
evaluation approaches.

3.1 Concerning available datasets
The datasets that are used in this thesis have some shortcomings
that will be addressed in this section. There are many datasets that
can be used in the development of IDSs, some better than others for
certain tasks, and some better than others in general. Verma et al.
addresses many of the benefits and shortcomings of several datasets
[37]. In order to reprimand the shortcomings of the datasets they
looked at, they provide a dataset of their own, ”ROAD” (described
in Section 2.3), which, although it contains sophisticated attacks, does
not contain the DLC field of the CAN frames, resulting in an entire
attribute lost. Another good dataset is the one created by Han et al. in
their paper, where they create an IDS using survival analysis on the
frequency of messages with the same ID [20]. However, the attacks in
this dataset are not very stealthy, as they have a very high frequency
transmission rate, also, there are no sophisticated masquerade attacks.

Different vehicles—as seen in the recorded CAN traffic in the
datasets—have different characteristic traffic on their CAN buses.
This means that recording normal driving data traffic on one vehicle,
might not have the same characteristics as that of a different vehicle.
An example of this can be clearly seen in the inter-transmission times
of packets, as seen in Figure 3.1.
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ROAD

Survival

Figure 3.1: Inter-transmission times of packets on the CAN bus for different ve-
hicles. The red dots represent malfunction attacks, and the blue dots represent
normal driving data traffic. As can be seen, the patterns are very different on
all vehicles.

The difference in characteristics of the data traffic means that training
a model on one vehicle using the inter-transmission time as a feature
or in feature engineering, might not generalize to other vehicles, and
using several vehicles in a combined dataset might dilute the model
with data that is too varied (however, as seen in Figure 3.3, the
inter-transmission time, dt, does have a mean and standard deviation
that is consistent between all vehicles). Moreover, there is no way to
know if data from vehicles not included in the dataset will work as
intended with the trained model. This is not a problem if each IDS is
tailored for a specific vehicle each time it is installed, i.e., trained on
data from that specific vehicle. However, then there is the problem of
training the classifier model; how to acquire the attack data for each
car.

Another concern is related to the load on the CAN bus. When an
attack is launched, especially if the frequency of the attack messages is
high, it affects the normal traffic such that the transmission frequency
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is increased, i.e., the inter-transmission time is decreased. This is
probably because the attack messages occupy the CAN bus, blocking
normal transmission of messages, causing more re-transmissions of
the normal traffic. This phenomenon can be observed for the vehicles
in the Survival dataset in Figure 3.1. The effect is present in the ROAD
dataset as well, but at a smaller scale. Since the normal data is affected
during attacks, the characteristics of the normal data will be different
at those time intervals. In other words, the normal data is not quite
normal during those intervals, and it might affect the training of a
model.

Further, as can be seen most notably in the Kia Soul figure 3.1, after
launching an attack, the normal data behaves differently than it did
before the attack. A clear pattern emerges and looks to ”pop out”
when more attacks are launched.

Another concern is the imbalance of the datasets. There are a
lot more instances of normal data than attack data in all datasets,
but specifically in the Hisingen dataset (see Table 3.1). This can
be attributed to the fact that different attacks have different attack
frequencies (and, more obviously, shorter attacking times), i.e., with a
lower attack frequency, there will be a lower amount of attacks during
the same attacking period.

Table 3.1: Number of attack-, normal-, and total CAN frames, along with the
percentage of attacks, in each dataset.

Dataset Attacks Normal Total Attack %
Survival 55098 465654 520752 11%
ROAD 9528 499291 508819 1.9%
Hisingen 136 182758 182894 0.074%

3.2 Data processing
The fields contained in a CAN frame can be seen in Figure 2.2, and it
is these fields, along with a timestamp for each frame, that can be used
as features in a dataset. The datasets used in this thesis are shown in
Section 2.3, and are called ”Survival”, ”ROAD”, and ”Hisingen”. The
initial features available for use in the datasets are shown in Table 2.2.
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Since the ROAD dataset did not contain the DLC feature, it was not
used in any of the datasets. In fact, in the Survival dataset, there are
only 15 of 183314 (0.008%) attack instances that do not have a DLC
value of 8, making it an unreliable feature, in case an attacker changes
the DLC to something else.

3.2.1 Feature engineering
With a goal of wanting to achieve high performance from the AI-based
IV-IDS, features were engineered. They were derived from features
that already exist in the datasets. A summary of all the engineered
features are shown in Table 3.2. The timestamp, t, is not reliable to
use as a feature because it will always increase and never be similar
to other instances (in the same recording of CAN traffic). Instead,
calculating the inter-transmission time, dt [19], of CAN frames is done
for each instance, i.e., each instance has an entry with the time since
the last CAN frame was received. One characteristic of all attacks
(generally speaking) is that the frequency of transmission of attacks
is higher than for normal data. Because of this, another feature that
was created out of the timestamp, dt_ID [19]; the inter-transmission
time between CAN frames of the same ID, i.e., each instance has an
entry with the time since the last CAN frame with the same ID was
received. Yet another feature that was created out of the timestamp
is the inter-transmission time between CAN frames with the same data
field, dt_data. Because of the characteristics of the attack instances
in the datasets, two more features are created. The characteristics
are that, in general, for fuzzing attacks, the ID and Data fields are
randomized uniformly, and for targeted ID attacks, they remain the
same. It can also be a combination of random ID, static Data, etc.
With this in mind, the two features that were engineered are: dcs
(data change score), which is the change in the data field since the
last frame, and dcs_ID, which is the change in the data field since the
last frame with the same ID. The change is calculated with the simple
matching coefficient (SMC), which has the formula:

SMC =
number of matching bits in d1 and d2

number of bits in d1 (or in d2)
, (3.1)

where d1 and d2 are two data fields in two different CAN frames.
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Since SMC is a similarity measure, to get the change, 1 − SMC is
calculated. The mean of the engineered features, over all normal CAN
frames in each vehicle (in the datasets) can be seen in Table 3.3.

Table 3.2: Summary of the engineered features.

Feature Description
dt Transmission time between CAN frames
dt_ID Transmission time between CAN frames

with the same ID
dt_data Transmission time between CAN frames

with the same Data field
dcs Data change score between CAN frames
dcs_ID Data change score between CAN frames

with the same ID

Table 3.3: Mean and standard deviation of the features in the vehicles in the
datasets, on normal (Label = 0) driving data, displayed for each vehicle. Dras-
tically higher values are shown in bold. The first 3 vehicles are from the Survival
dataset. The last two have unspecified names, and so the datasets themselves
are named.

feature→ dt (ms) dt_ID (ms) dt_data (s) dcs (ratio) dcs_ID (ratio)
vehicle↓ mean(stdev) mean(stdev) mean(stdev) mean(stdev) mean(stdev)
Sonata 0.454(0.682) 13.8(33.6) 1.25(4.55) 0.341(0.126) 0.0559(0.0811)
Soul 0.434(0.589) 21.4(59.2) 2.00(6.30) 0.374(0.124) 0.0480(0.0581)
Spark 0.400(0.577) 36.4(108) 0.523(2.10) 0.310(0.153) 0.0534(0.0806)

<ROAD> 0.409(0.608) 44.0(136) 0.803(4.15) 0.357(0.145) 0.0397(0.0602)
<Hisingen> 0.394(0.557) 32.4(60.3) 2.40(13.3) 0.369(0.156) 0.0774(0.0774)

3.2.2 Preprocessing the datasets
First, since all the features are numerical, scaling can be done to
achieve better results from certain models. While a DNN usually
needs normalization [51], the RF models still performs well without
scaling (found through experimentation with the RF in this study).
The scaling that was used is a standardization of the features, such
that their mean is 0 and standard deviation is 1. The data is scaled
before splitting, i.e., as much information as possible is used when
scaling. Secondly, the data is split into training and test data (70%
for training and 30% for testing). The training data is used to learn
the models, and the test data represents previously unseen data, that
when run through the model will test its performance on new data.
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When splitting the data into training and test data, data is stratified
according to the type of attack. This makes sure that both training and
test data contains the same ratio of the different attacks. Obviously,
this only applies when the data contains several attacks. Thirdly,
the datasets are generally imbalanced, with far fewer attack instances
than normal instances (see Table 3.1), which can lead to difficulties
in training a reliable model [52]. To mitigate this, the data can be
undersampled, i.e., the majority class is shrunk to fit the minority
class, which balances the data. A comparison between when the DNN
is trained with balanced and imbalanced data can be seen in Section
4.2.1. However, the DNN (and unofficially the RF) performs well even
when the data is imbalanced, hence, in this thesis no large effort is
made to balance the data.

3.3 AI Models used in this Thesis
Identifying attack messages within a collection of data can be done in
several ways, using different methods. To better understand the scope
of the thesis, classifier ML models can be divided into two categories
depending on their training process: unsupervised and supervised
learning. Unsupervised learning means that the known training
data is not labeled, i.e., classified, before learning, and the learning
process must define the model using methods such as data clustering.
Supervised learning means that the known data is labeled before
learning, and that the labels are central in the learning process of the
model. In this thesis, the detection of attack frames is viewed as a
classification problem, and supervised learning is used to solve it. This
is done by training classifier models on training data (see datasets in
section 2.3) in order for them to predict the label (class) of new data.
In this thesis, the performance of two ML models, used to classify
attacks (or not) on the CAN bus, will first be evaluated. The models
used are a random forest (RF) and a deep neural network (DNN),
both of which are described briefly below. Then, explainability of the
two models will be analyzed (see Section 3.4), and trustworthiness of
an IV-IDS will be evaluated using the DNN model (see Section 3.5).

3.3.1 Random Forest
A random forest (RF) model is an ensemble model that incorporates
several decision trees. It uses a method called bagging by creating several
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decision trees by picking samples from the training dataset with
replacement (bootstrapping), and then combining them (aggregating
the output) for voting or averaging. When a test instance is run
through the model, each individual decision tree’s prediction value is
used to vote on which class the instance should be classified as. In the
case of scikit-learn’s RandomForestClassifier, which is the one used
in this thesis, the model uses the average of each individual decision
tree’s prediction to decide its prediction.

...

1 0 1

...input

features

output, e.g. 1

e.g. more 1s than 0s

f

xnx3x2x1

voting/average

Figure 3.2: The structure of a random forest. The number of trees, and the
parameters for each tree, are decided as hyperparameters. The output of the
RF is an aggregation of each trees individual output, which is an average in the
case of scikit-learn’s RandomForestClassifier.

3.3.2 Deep Neural Network
A deep neural network (DNN) is an artificial neural network (ANN)
with several hidden layers (see Figure 3.3 for a depiction).

38



Increasing the Trustworthiness of AI-based In-Vehicle IDS using eXplainable AI
Hampus Lundberg 2022-06-15

...

... ...

...

output

input
layer 1 layer k

features

bias ∑n
i=1 xiwi1

activation
function

f

ankk

a1k

a1k

bk

an11

a21

a11

b1

xn

x3

x2

x1

b

Figure 3.3: A deep neural network with k layers. The weighted sum of each
feature in the input layer, sj = ∑n

i=1 xiwij where i ∈ [1, n] and j ∈ [1, n1], plus
the bias, b, is taken and put into an activation function; a(sj + b). The output
of the activation function, an11, is the value of the neuron in that position (j) in
the second layer.

A DNN is structured in layers, such that there is an input layer
that has the size of the number of features of the input data, an
output layer, which is a single scalar (or sometimes two) in the case
of classification, and several hidden layers in between. Each layer
consists of neurons, which are variables containing a value. The
neurons in the input layer have the initial values of the input features.
Each neuron in the input layer maps to every neuron in the second
layer. This is done by weighting and summing each neuron, adding
a bias term, and then running the sum through a non-linear activation
function. The resulting value is assigned to the neuron in the second
layer. This is done for every neuron in the second (and subsequent)
layer(s).
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3.3.3 Performance evaluation
The performance of the RF and the DNN is evaluated using confusion
matrices (see Figure 3.4), and traditional performance metrics derived
from them, specifically, accuracy 3.2 and f1-score 3.3.

True

Normal (N)

Attack (A)

Predicted
Attack (A’)Normal (N’)

True Negative (TN)
NN’

False Positive (FP)
NA’

False Negative (FN)
AN’

True Positive (TP)
AA’

Figure 3.4: Format of the confusion matrices used in this thesis. N = True
Normal, A = True Attack, N’ = Predicted Normal, A’ = Predicted Attack.

accuracy =
TP + TN

TP + FN + FP + TN
(3.2)

f1-score = 2TP
2TP + FN + FP

(3.3)

The TPs, TNs, FPs, and FNs are computed from the test data. The
performance metrics are computed in 10-fold cross-validations, and
the means and standard deviations are presented in the results (see
Table 4.3). Performance between balanced (random under-sampling)
and imbalanced data is compared, using the DNN in a 10-fold cross-
validation. This is done in order to see if class imbalance affects the
model’s predictions, as sometimes, class imbalance can cause a model
to become biased [52].
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3.4 Explainable AI
This section describes how XAI was used in order to reach the goals
of analyzing differences in SHAP values, and creating a visualization-
based explanation (”VisExp”).

3.4.1 SHAP (SHapley Additive exPlanations)
SHAP is a framework of explainability methods developed by Lund-
berg and Lee [53], that weaves together previously proposed methods,
such as LIME [54], DeepLIFT [55], and Layer-Wise Relevance Prop-
agation [56]. They classify these methods as being additive feature
attributions, in that they have a similar structure to eachother, and to
Shapley values from coalitional game theory (which are also deemed
as additive feature attributions). Additive feature attribution methods
are linear functions of binary variables:

g(z′) = ϕ0 +
M

∑
i=1

ϕiz′i, (3.4)

where g is the explanation model, z′ ∈ {0, 1}M is the coalition vector,
M is the maximum coalition size, and ϕi ∈ R is the feature attribution
of feature j, i.e., the Shapley value [32]. The Shapley value for a
feature in an instance is computed by first computing the difference
of every coalition, with the feature included and not included. Next,
taking the (weighted) average of all those differences amounts to the
Shapley value for that feature in that instance. The method uses
the fact that Shapley values guarantee solutions, and applies that in
their framework, proposing SHAP values as solutions for their additive
feature attribution driven method [38].

It is an explainability method that uses feature importance, through
simpler surrogate models (KernelSHAP, TreeSHAP, etc.), and is as
such a model agnostic method. It is also heavy on the visualization
aspect of explanations. Since it is based on Shapley values, which
is calculated for each input instance being predicted, it is a local
explainability method. It does provide pseudo-global interpretations
through aggregating SHAP values. It is a post-hoc method, since it
is applied on an AI model after it has been trained. It then trains its
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surrogate model, that is used for explanations.

3.4.2 VisExp: Custom Visualization-based Explanation
A custom, pseudo-global, explanation was created in order to raise the
trustworthiness of IV-IDSs, and for domain experts to gain insights
about the AI-based IV-IDS and its judgments. By generating SHAP
values from the AI model (RF or DNN) and a sample (600) of training
data, with an equal amount of attack and normal CAN frames, a
visualization-based explanation is developed (see Figure 3.5). The
explanation is pseudo-global, in the sense that aggregated (combined
in the plot) local explanations give insight about the global behavior
of the AI model. The structure of the explanation is as follows:
For each feature, a dual swarm plot is generated, that shows the
normal CAN traffic (in the training data) at the top, and the attack
traffic at the bottom. A violin plot (Seaborn) is generated behind
the swarm plots in order to further highlight the density of instances
at each position. SHAP values are represented by colors (following
a diverging color scheme), such that one end of the spectrum (e.g.,
light blue) represents low SHAP values and the other end (e.g., light
orange) represents high SHAP values. In this way, it is possible to
spot characteristics in contribution (blue vs orange) separate from
actual predictions (normal vs attack) made by the model (it should
be noted that this effect is not satisfyingly clear in the case of the
datasets and features used in this study, alas, all characteristic values
of features belonging to a class (e.g. attack) implicate consistent
contribution (SHAP values) towards that class). In the case where
the range of a feature is very large, i.e., feature values are spread out
across a large span, where there are important details in a shorter
span, arrows of different sizes and colors (following the color scheme)
are plotted to represent how many instances are outside of the shorter
span, and what contribution they have. A larger arrow represents
more instances than a small arrow, and the color scheme is the same
as for instances within the plotted range.
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Figure 3.5: VisExp: A pseudo-global visualization-based explanation, using
SHAP values. It shows the features in the dataset in swarm plot-like strips for
normal and attack classifications. Each point is an instance from the train data.
The x-axes are the feature values, and the color represents the SHAP values.
The color of the arrows represent the mean of the SHAP values outside of the
diagram, and their relative size represent howmany data points there are. This
specific explanation is generated from theDNN, trained on the Survival dataset.

3.4.3 Custom Rule-based Explanation
Drawing from the principles of the knowledge extraction method
of XAI (see Section 2.5), a rule-based, textual, explanation was
constructed to be compared with VisExp. It, as well as VisExp, uses
predictions of the training data with the DNN model. The rule-based
explanation was defined by setting thresholds that divides attacks and
normal data in a rough fashion. Only two features were considered, as
its function is to compare with VisExp (which is described in Section
3.5). The rule-based explanation is shown in Figure 3.6.
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It is often ”normal” if
dt_ID is between 0.005 and 0.02,
dcs_ID is under 0.3

It is often ”attack” if
dt_ID is under 0.005 or over 0.02,
dcs_ID is over 0.3

Figure 3.6: Rule-based explanation. Two features are explained.

3.4.4 Method of theoretical evaluation of SHAP values
To compare the different models (RF and DNN (trained on the
Survival dataset)) combined with SHAP explainers (i.e., KernelSHAP,
TreeSHAP, DeepSHAP, and GradientSHAP), model-explainer combi-
nations are compared by calculating averages of instance-wise cosine
similarities of 600 instances. To get a sense of the variation of instance-
wise cosine similarities between model-explainer combinations, the
standard deviation is also calculated (see Figure 4.2). Moreover, for
30 instances, the difference between the cosine similarity and the unit
vector; [1, 0, 0, 0, 0], are plotted for each SHAP explainer, in order
to get a view of their independent SHAP value variations (see Figure
4.3).

Insights can be gained by plotting different attacks of a dataset, to
see how a model behaves when predicting those attacks. To highlight
this, the DNN was trained on the Survival dataset, and two different
attacks were plotted separately using the beeswarm plot from the
SHAP framework (see Figure 4.5). Along with this, VisExp was used
to plot the same differences, using only the feature dcs_ID, in order to
show how different attacks are handled differently by the DNN (see
Figure 4.6).

3.5 Evaluating VisExp using a quantitative survey
In order to evaluate the trustworthiness and explainability of VisExp
(compared to the rule-based explanation), a human-grounded [28]
experiment in the form of a survey was created. The survey aims to
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capture the participants trust in, and understanding of, an advanced
AI-based IV-IDS. The specific AI-model used is not told to the
participants. Because of its innate low degree of interpretability, the
DNN was used in this experiment. It was trained on all the attack
sub-datasets from the Survival dataset. The reason it was trained on
all attacks is to gain a variety of attacks in the model, and by extension
in the explanations. With just one attack, the pattern could be too easy
to predict, because all attack frames would be very similar. Because of
the results in Section 4.3, and the fact that KernelSHAP can be used
on any model (i.e., being model agnostic), it was chosen to generate
the SHAP values used in VisExp and the rule-based explanation.

3.5.1 Survey Questionnaire Preparation
All the attack sub-datasets of the Survival dataset were used when
preparing this survey. For the table (see 3.7a) showing the input
and output of the DNN model, 10 random samples are extracted
from the test set of the Survival dataset, and run though the model,
generating outputs seen in the table. Because of the complex nature of
the features used in this study, the data was changed in preparation
for the survey. Some features were omitted, and only 2 features
were included in the experiment; dt_ID and dcs_ID. Although the
preprocessed dataset contains 5 features, two of the most important
ones are dt_ID and dcs_ID, as they alone, using the rules in Figure
3.7, can unofficially predict the correct class with an accuracy of about
90%. Further, when the input is presented to the participants, dt_ID
and dcs_ID both have a maximum of 2 significant digits. The Label
column, formerly consisting of 0s for ”normal” and 1s for ”attack”,
has been changed to strings of ”normal” and ”attack” for readability
(refer to Figure 3.7 to view the format).
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a) Model input/output b) Rule-based explanation
dt_ID dcs_ID Label
5.9 0.52 attack
0.00078 0.20 normal
0.00049 0 attack
0.00056 0 attack
0.00073 0 attack
0.01 0.062 normal
0.20 0 normal
0.0017 0.17 attack
0.0092 0 normal
0.00056 0 attack

It is often ”normal” if
dt_ID is between 0.005 and 0.02,
dcs_ID is under 0.3

It is often ”attack” if
dt_ID is under 0.005 or over 0.02,
dcs_ID is over 0.3

c) VisExp

0.000 0.002 0.004 0.006 0.008 0.010 0.012 0.014 0.016 0.018 0.020

normal

attackdt
_ID

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

normal
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s_
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Figure 3.7: The explanations used in the survey. a) is a table consisting of inputs
and outputs from the DNN model, b) is a rule-based explanation describing
the relationships between classifications and values of dt_ID and dcs_ID, c) is
VisExp, which shows previously predicted data points by the DNN, along with
SHAP values represented by color.

3.5.2 Survey Method
The general format of the questions are statements, to which the
participants answer how much they agree/disagree, on a Likert scale
[57], from 1 to 5. The participants are asked to answer questions
relating to if they would trust the IV-IDS, if provided with different
explanations—of those in Figure 3.7. One question is a binary forced
choice [28], where the participants are faced with VisExp and the rule-
based explanations, and must answer which one they feel enhances
their understanding of the AI model. The structure of the survey is
depicted in Figure 3.8.
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Attack alert

No explanation,
No feature values

Previous model
input and output,
feature values

Rule-based expl.,
feature values

VisExp,
feature values

1. Trust decision (generally)?
(Agree/Disagree - Lickert scale)

2-5. Trust decision?
(Agree/Disagree - Lickert scale)

6. Which one enhanced understanding?
(Binary forced choice)

7. More trustworthy and understandable?
(Agree/Disagree - Lickert scale)

8. More revealing and descriptive?
(Agree/Disagree - Lickert scale)

Figure 3.8: Depiction of how the survey is structured. Question 1 is a general
question about trust in AI for automotive safety. Question 2 asks about trust
when the IV-IDS alerts an attack. Questions 3-5 include all explanations (Figure
3.7), and leads to Question 6, and then Questions 7-8, which all include VisExp
and the rule-based explanation.

The survey has two sections. The first section asks for the participants
education level and expertise, as well as a Likert-style question about
whether or not they trust decisions generated by an AI program
(Question 1 in Table 3.4). The next section contain further questions.
The first 4 questions are in Likert-style (Questions 2-5 in Table 3.4),
and they ask how much the participant trusts the decision made by an
AI program after it claims an attack has been detected, given that they
are provided with different explanations. The different explanations
are: (i) no explanation, (ii) only input and output from the AI model
(Figure 3.7a), (iii) a rule-based explanation of the model’s decision
making (Figure 3.7b), (iiii) VisExp (Figure 3.7c).

Next, focus is shifted to only VisExp and the rule-based explana-
tion. The participants are asked which one they feel enhances their
understanding of AI decision-making the most (Question 6 in Table
3.4). After this a question is asked about the understandability and
trustworthiness of VisExp and the rule-based explanation (Question 7
in Table 3.4), and lastly, a question is asked regarding how revealing
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and descriptive the two explanations are (Question 8 in Table 3.4).

Table 3.4: The survey questions. This is how the questions were asked in the
survey, with the ”Visual explanation” being VisExp, the ”Textual explanation”
being the rule-based explanation, and the ”Table” being previous model in-
put/output.

# Question
1 ”I trust the decisions generated from Artificial Intelligence for vehicle safety.”
2 The advanced Artificial Intelligence security program indicates that your vehi-

cle has been attacked. How much do you agree with the following statement:
”I trust the security program’s judgment.”
The advanced Artificial Intelligence security program indicated that your vehi-
cle has been attacked, because feature dt_ID’s value is 1.5 and feature dcs_IDs
value is 0.61...

3 ...Please, look at the Table below, which describes previous judgments made
by the security program. Howmuchdo you agreewith the following statement:
”The Table assured me, leading me to trust the security program’s judgment.”

4 ...Please, look at the Textual explanation below, which describes how the se-
curity program makes judgments. How much do you agree with the following
statement: ”The Textual explanation assured me, leading me to trust the secu-
rity program’s judgment.”

5 ...Please, look at the Visual explanation below, which describes how the se-
curity program makes judgments. How much do you agree with the following
statement: ”The Visual explanation assuredme, leadingme to trust the security
program’s judgment.”

6 Which one enhances your understanding of Artificial Intelligence decision-
making the most? Choose an option below.

7 Howmuch do you agree/disagreewith this statement: “TheVisual explanation
is more trustworthy and understandable than the Textual explanation.”

8 Howmuch do you agree/disagreewith this statement: “TheVisual explanation
is more revealing and descriptive than the Textual explanation.”

3.5.3 Statistical Significance with t-test
In order to evaluate different answers in a question, the t-test is
used to compute p-values. Since there are no assumptions about any
explanation method being better than others, a two-tailed t-test will
be used. In the case where people in the same expertise area are
compared, a t-test for related samples (paired) [58] is used. The null
hypothesis is: H0 : ”The two compared samples have the same mean
value”. No threshold for significance is stated, although p < 0.05
could be a rule of thumb for the reader.
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4. Results
This section presents the performance of the models, the theoretical
evaluation of SHAP values, and the results from the survey.

4.1 Experiment setup
The training data is used to learn the models. The models have
certain hyperparameters and parameters that need to be set before
learning. This section describes them. The RF algorithm used is the
RandomForestClassifier from scikit-learn. Hyperparameters set are
shown in table 4.1:

Table 4.1: Hyperparameters for the RF model.

Hyperparameter Value Description
n_estimators 20 Number of trees used

max_leaf_nodes 300 Maximum number of leaves on a
tree

max_features ”log2”

Number of features to consider
when looking for a best split at
a node. The base 2 log of the
number of features is used (i.e.,
log2(n_features)).

The DNN is built using tensorflow/keras. It uses 3 fully connected
hidden layers with ReLU activation. A EarlyStopping callback is set
up to stop the training when the loss no longer changes, and retrieve
the model which performed best of all epochs. Kernel initialization
method is glorot_normal. The loss function is BinaryCrossentropy.

Table 4.2: Hyperparameters for the DNN model.

Layer # of units Description
layer_1 11 keras.layers.Dense
layer_2 23 keras.layers.Dense
layer_3 7 keras.layers.Dense

Hyperparameter Value Description
optimizer ”adam” Optimizer algorithm
batch_size 200 # of samples in a gradient descent
epochs 20 # training passes over the dataset
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4.2 Model performance
Performance for the models and all datasets can be seen in Figure 4.3.
Both models perform very well, with relatively low FNs and FPs, high
accuracy and F1-score, on all three datasets. The results show that the
RF performs slightly better than the DNN.

Table 4.3: Performance of the RF and DNN, for all three datasets, each trained
with all the sub-datasets. The values are derived from the confusion matrices
for each dataset learned by the models. TP(R) is the true positives (rate), FN is
the false negatives, TN(R) is the true negatives (rate), FP is the false positives.
At the right is the accuracy score and F1-score, using the mean and standard
deviation from a 10-fold cross validation.

Test data Cross-validation
Model Dataset TP(TPR) FN TN(TNR) FP Accuracy(Std) F1-Score(Std)
RF Survival

ROAD
Hisingen

55005(0.998)
9506(0.998)
134(0.985)

93
22
2

465575(0.9998)
499275(0,99997)
182758(1)

79
16
0

0.9997(0.0001)
0.9999(0.00002)
1.0000(0.00001)

0.9984(0.0002)
0.9978(0.0005)
0.9971(0.0088)

DNN Survival
ROAD
Hisingen

54562(0.990)
9510(0.998)
135(0.993)

536
18
1

464908(0.998)
498127(0.998)
182460(0.998)

746
1164
298

0.9973(0.0004)
0.9995(0.0003)
0.9997(0.0001)

0.9868(0.0028)
0.9893(0.0040)
0.8342(0.0578)

4.2.1 Imbalanced- vs. balanced data
The performance is slightly better when training and testing with
balanced data (see Table 4.4). Looking at the confusion matrices of
testing the DNN trained on the Survival dataset in Figure 4.1, the
ratio is very similar when using balanced and imbalanced data.

Table 4.4: Performance of theDNN, trainedwith balanced vs. imbalanced data.
The accuracy and F1-scores are computed from the means and standard devia-
tions 10-fold cross-validations.

Cross-validation
Dataset (instances in each class) Accuracy(Std) F1-score(Std)
Survival Balanced (55098) 0.9904(0.0029) 0.9906(0.0028)

Imbalanced 0.9973(0.0004) 0.9868(0.0028)
ROAD Balanced (9528) 0.9948(0.0010) 0.9948(0.0016)

Imbalanced 0.9995(0.0003) 0.9893(0.0040)
Hisingen Balanced (136) 0.9387(0.0398) 0.9321(0.0521)

Imbalanced 0.9997(0.0001) 0.8342(0.0578)
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a) Balanced data b) Imbalanced data
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Figure 4.1: Confusion matrices for the test data when the DNN was trained on
the Survival dataset, with a) Balanced data, and b) Imbalanced data.

4.3 Theoretical evaluation of SHAP values
Looking at the different explainers in the SHAP framework, dif-
ferences can be observed between the produced SHAP values (see
Figure 4.2). Comparisons with DNN_GradientSHAP has the highest
variations of the explainers, and it is the highest when compared with
DNN_DeepSHAP. This coincides with the results of Figure 4.3, which
shows DNN_GradientSHAP as the purple line, and DNN_DeepSHAP
as the red line; DNN_GradientSHAP’s SHAP values tends to have
both the lowest lows and the highest highs.

KernelSHAP has a highest similarity of all comparisons (Figure 4.2),
when compared to the intrinsic explainers for the RF (TreeSHAP)
and the DNN (DeepSHAP). Because of this, KernelSHAP was used to
generate SHAP values for the AI models throughout the rest of the
thesis.

Further, differences can be seen in the order of feature importance
(dt_data and dcs switch places), as well as in the SHAP values (e.g.,
dcs’s range of SHAP values changes), when the RF and DNN both
generate SHAP values with KernelSHAP (see Figure 4.4); the only
difference in method being the model.
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Figure 4.2: SHAP value similarity between different SHAP explainers, com-
bined with the RF and the DNNmodel. Calculated by taking the average of the
pair-wise cosine similarity between differentMODEL_Explainer combinations.
The models are trained with the Survival dataset.
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Figure 4.3: Differences in SHAP value between different MODEL_Explainer
pairs, for 30 instances (between 20 and 50 of the 600 used). The graphs show
the cosine similarities between SHAP values and a unit vector, [1, 0, 0, 0, 0].
The models have been trained with the Survival dataset.

52



Increasing the Trustworthiness of AI-based In-Vehicle IDS using eXplainable AI
Hampus Lundberg 2022-06-15

a) RF

b) DNN

Figure 4.4: SHAP values for the a) RF and the b) DNN, trained on the ROAD
dataset, SHAP values generated with KernelSHAP. The only difference here is
the model used, and it impacts the feature importance (dt_data and dcs have
switched places) as attributed by the tools in the SHAP framework.

4.3.1 Insights about different attacks
High feature values of dcs_ID contribute more towards an ”attack”
classification in Fuzzing (Sonata) attacks, which can be seen in Figure
4.5c—as dcs_ID’s value is high (yellow), the SHAP value is also high
(positive). But in the Malfunction (Sonata) attack (see Figure 4.5b),
dcs_ID only contributes a little bit towards ”attack”, and contrary
to Fuzzing (Sonata) attacks, relatively low (purple) values of dt_ID
contribute towards an ”attack” classification. Figure 4.5a shows all
attacks, including the Malfunction and Fuzzing attacks. Further, it
is shown that for the Malfunction attack, feature values equal to 0
of dcs_ID contribute very little towards ”attack”, but that there are
also ”normal” instances that have values equal to 0 (see Figure 4.6b).
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It can also be seen that, for the Fuzzing attack, values around 0.5
will contribute towards an ”attack” classification, while lower values
contributes towards a ”normal” classification (see 4.6c).

a) Survival, All attacks

b) Survival, Malfunction (Sonata)

c) Survival, Fuzzing (Sonata)

Figure 4.5: The DNN has different behavior when predicting b) Malfunction
(Sonata) attacks and c) Fuzzing (Sonata) attacks.
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Figure 4.6: Explanation of dcs_ID for a) all attacks, b) Malfunction attack, and
c) Fuzzing attack, of the DNN trained on the Survival dataset.

4.4 Survey Results
The participants come from a variety of expertise areas, most notably,
AI, cybersecurity, and wireless communication (see Table 4.5). They
are divided into Primary and Secondary Experts where Primary
Experts are the AI-, Automotive- and Cybersecurity Experts; the
Secondary Experts are the Wireless/IoT/Comm.- and Data Analysis
Experts and AI Novices, in order to observe differences between
people with relevant expertise and people with less relevant expertise.
Highlights of the results can be seen in Table 4.6. Answers to all
questions are in Appendix A, Table A.1.

55



Increasing the Trustworthiness of AI-based In-Vehicle IDS using eXplainable AI
Hampus Lundberg 2022-06-15

Table 4.5: Distributions of participants’ expertise areas. Note that participants
could choosemore than one area, hence, the percentages do not add up to 100%,
i.e., they are percentages of the total population (30). The Primary Experts are
the AI-, Automotive- and Cybersecurity Experts; the Secondary Experts are the
Wireless/IoT/Comm.- and Data Analysis Experts and AI Novices.

Expertise area Count % of population (30)
Primary Experts 14 46.7%

Secondary Experts 21 70%
AI Novice 13 43.3%
AI Expert 8 26.7%

Cybersecurity 7 23.3%
Wireless/IoT/Comm. 6 20%
Data Analysis Expert 4 13.3%

Automotive Expert 3 10%

Table 4.6: Highlights from the survey results. Q = Questions.

Evaluation Q Results
Trustworthiness 3-5, 7 Primary Experts (and all participants) trust the IV-

IDS with VisExp the most (Tables 4.7, 4.8). The ma-
jority of all participants believes that VisExp is more
trustworthy andunderstandable than the rule-based
explanation (Figure 4.9).

Explainability 6, 8 Primary Experts (and all participants) think that Vi-
sExp enhanced their understanding of AI decision-
making the most (Figure 4.10a). Most participants
thinksVisExp ismore revealing anddescriptive than
the rule-based explanation (Figure 4.10b).

General trust 1, 2 The answers to Question 1 indicates that there is
some division regarding decisions made by an AI
system for vehicle safety (51.7%would trust it, while
31% would not). Question 2’s answers shows a
stronger indication towards trust (65.5%would trust
it, 10.3% would not).

4.4.1 Trustworthiness: Questions 3-5, 7
Looking at Questions 3-5, there are 5x more people that strongly agree
that VisExp is trustworthy, than there are for the model input and
output (see Figure 4.7). When provided with the model’s input
and output, the rule-based explanation, and VisExp; 37.9% (Figure
4.8; Q3), 51.7% (Figure 4.8; Q4), and 55.1% (Figure 4.8; Q5) of all
participants trusts the model’s judgement, respectively. Moreover,
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26.7% and 31.2% more people trusts the IV-IDS, if they are provided
with the rule-based explanation and VisExp respectively, than when
they’re only provided with previous input and output from the model.

The results in Table 4.7; Q3-5 show that Primary Experts’ trust in the
IV-IDS is significantly stronger when it is explained with VisExp (mean
= 2.786 (Agree), std = 0.860), than when it is explained through
previous model input and output (mean = 2.000 (Undecided), std
= 0.926), with an average difference of 0.786 (∼ 1 step up on the
Likert-scale; two-tailed paired t(26) = 6.904, p < 0.001). Compare
this with the average difference between the rule-based explanation
(mean = 2.357 (Undecided), std = 0.811) and the previous model
input/output (mean = 2.000 (Undecided), std = 0.926), which is 0.357
(two-tailed paired t(26) = 2.687, p = 0.019), i.e., significant.

Moreover (as seen in Table 4.7; Q5), Primary Experts trust VisExp
(mean = 2.786 (Agree), std = 0.860) more than Secondary Experts
(mean = 2.286 (Undecided), std = 1.030), with an average difference
of 0.500 (barely 1 step up on the Likert-scale; two-tailed unpaired
t(33) = 1.457, p = 0.15).

Between VisExp (Table 4.7; Q5) and the rule-based explanation (Table
4.7; Q4), Primary Experts’ trust in the IV-IDS is significantly stronger
with VisExp, with an average difference of 0.429 (two-tailed paired
t(26) = 3.122, p = 0.0081). For Secondary Experts, the average
difference between VisExp and the rule-based explanation, is 0.

Looking at all participants (see Table 4.8), the results show that their
trust in the IV-IDS is significantly stronger when it is explained with
VisExp (mean = 2.500 (Agree), std = 0.992), than when it is explained
with the rule-based explanation (mean = 2.367 (Undecided), std =
0.983), with an average difference of 0.113 (two-tailed paired t(58) =
2.112, p = 0.043).

Looking at Question 7, the majority of all participants thinks that
VisExp is more trustworthy and understandable than the rule-based
explanation (72.4% in agreement vs. 27.5% in disagreement, see Figure
4.9). AI-, Wireless/IoT/Comm.-, Data Analysis- and Automotive
Experts all think that VisExp is more trustworthy and understandable
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than the rule-based explanation (see Table 4.8; Q7).

VisExp

Rule-based

0x 1x 2x 3x 4x 5x

Strongly Agree Agreeable

Figure 4.7: How many more people that would trust the IDS with VisExp and
the rule-based explanation, than with only model input/output. Light blue is
”StronglyAgree”, and dark blue is both ”Agree” and ”StronglyAgree”. Derived
from Figure 4.8; Q3-5.
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Figure 4.8: Answers to Questions (Q) 3-5. Every participant (30) answered to
each question.
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Figure 4.9: Answers to Question 7.

Table 4.7: Mean and standard deviation of answers from people with the same
expertise, for Questions (Q) 3-5, 7. Interesting results are bolded. In Q7, RB =
rule-based explanation.

Mean(Standard deviation)
Q3 Q4 Q5 Q7

Expertise area ”In-/output” ”Rule-based” ”VisExp” ”VisExp>RB”
Primary Experts 2.000(0.926) 2.357(0.811) 2.786(0.860) 2.643(0.972)

Secondary Experts 1.762(1.109) 2.286(1.030) 2.286(1.030) 2.380(1.253)
AI Novice 1.923(1.071) 2.231(1.120) 2.231(0.973) 2.000(1.301)
AI Expert 2.250(0.661) 2.500(0.866) 3.000(0.707) 3.125(0.599)

Cybersecurity 1.714(1.030) 2.286(0.700) 2.571(0.904) 2.143(0.990)
Wireless/IoT/Comm. 1.833(1.213) 2.167(0.898) 2.500(1.118) 3.167(0.373)
Data Analysis Expert 1.500(0.866) 2.750(0.433) 2.750(1.090) 3.000(1.225)

Automotive Expert 2.333(0.471) 3.000(0.000) 3.667(0.471) 3.333(0.471)

Table 4.8: Means and standard deviations on Questions 3-5, 7. 0 = ”Strongly
Disagree”, 1 = ”Disagree”, 2 = ”Undecided”, 3 = ”Agree”, 4 = ”Strongly
Agree”.

# Question Mean(Std.)
The AI indicated that your vehicle has been attacked, because
dt_ID’s value is 1.5 and dcs_ID’s value is 0.61...

3 ...”Themodel input/output assuredme, leadingme to trust
the security program’s judgement.”

1.967(1.048)

4 ...”The rule-based explanation assured me, leading me to
trust the security program’s judgement.”

2.367(0.983)

5 ...”VisExp assured me, leading me to trust the security pro-
gram’s judgement.”

2.500(0.992)

7 “VisExp is more trustworthy and understandable than the
rule-based explanation.”

2.567(1.116)

4.4.2 Explainability: Questions 6, 8
Looking at Question 6 (Table 4.9), 77% thought that VisExp enhanced
their understanding the most, while the remaining 23% thought the
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rule-based explanation enhanced their understanding the most (see
Figure 4.10a). Moreover, 86% of all Primary Experts thought that
VisExp enhanced their understanding. Compare that to the Secondary
Experts, of which 67% thought VisExp enhanced their understanding.
Looking at those who thought the rule-based explanation enhanced
their understanding the most, it was 14% of all Primary Experts, and
33% of all Secondary Experts.

Looking at Question 8, there is an overwhelming majority (79.3%, of
which 43.5% (34.5% of total) is Strong Agreement) of all participants
that thinks that VisExp is more revealing and descriptive than the
rule-based explanation (see Figure 4.10b).

Table 4.9: Means and standard deviations on Questions 6 and 8. Question 6 is a
binary forced choice; it has nomean in the same sense. 0 = ”Strongly Disagree”,
1 = ”Disagree”, 2 = ”Undecided”, 3 = ”Agree”, 4 = ”Strongly Agree”.

# Question Mean(Std.)
6 Which one (VisExp or the rule-based explanation) enhances

your understanding of AI decision-making the most?
-

8 “VisExp ismore revealing anddescriptive than the rule-based
explanation.”

2.967(0.983)

a) Question 6
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Figure 4.10: Answers on Questions a) 6 and b) 8.
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4.4.3 General trust: Questions 1, 2
On Question 1, when asked if they would trust the decisions of an
advanced automotive AI program for vehicle safety. The majority
were positive (51.7%), saying that they would trust the programs
decisions. However, there was a relatively large portion who were
in disagreement (31%) (see Figure 4.11a). Question 2 asks if they
would trust the AI if, in the vehicle, it alerts the driver that their
vehicle has been attacked. This question is similar to the first, but
yields different results, and the answers show that a larger majority
is positive (65.5%), and that there are fewer who are in disagreement
(10.3%) (see Figure 4.11b).

Table 4.10: Means and standard deviations for Questions 1 and 2. 0 = ”Strongly
Disagree”, 1 = ”Disagree”, 2 = ”Undecided”, 3 = ”Agree”, 4 = ”Strongly
Agree”.

# Question Mean(Std.)
1 ”I trust the decisions generated fromArtificial Intelligence for

vehicle safety.”
2.233(0.920)

2 The AI indicated that your vehicle has been attacked...”I trust
the security program’s judgement.”

2.600(0.757)

a) Question 1
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Figure 4.11: Answers to Questions a) 1 and b) 2.
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5. Discussion
This section discusses some of the results, mentions ethical considera-
tions of the survey, and proposes future work.

5.1 About the Results
The results in Section 4.3 show that the model makes more of a
difference in the resulting SHAP values, than the SHAP explainer,
which makes sense, since the models are vastly different (i.e., it can
not be assumed that they give the same predictions), while the SHAP
explainers all aim to approximate true Shapley values, using the
already trained model. While it looks like TreeSHAP (orange) is very
different—it has a much straighter graph—compared to the others
(Figure 4.3), cosine similarity does not take scale into account. This is
preferred, since the resulting classification and feature importance of
the SHAP values is the same, even if it is scaled by a factor greater
than 0. In this sense the similarities between model-explainer pairs
are persistent.

The results in Section 4.3.1 visually show that the DNN behaves
differently when predicting different attacks because of the differences
in those attack strategies, and it shows in the classification contribution
(SHAP values) of different features. This way of ”seeing” the behavior
of the AI, shows information about where predictions are likely to end
up, by referring to how the model predicts data it has already trained
with. The information gained by studying/looking at the explanation,
while difficult to quantify, is likely higher than without an explanation
(which is supported by the results in Section 4.4).

The answers to Question 7—that VisExp is more trustworthy and
understandable than the rule-based explanation—correlates with the
answers to Question 6—that VisExp enhances the participants’ under-
standing of AI decision-making the most. This could point towards a
positive correlation between the understandability and trustworthiness
of an explanation. It was unofficially hypothesized that the rule-based
explanation would get more votes in terms of understandability and
trustworthiness, because of its simplicity. In the beginning of the
survey, as answers were still coming in, this looked like the trend.
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It should be noted that the first half of participants who answered
consisted of almost twice as many AI-, Cybersecurity- and Automotive
Experts as the last half.

The answers to the questions about general trust in AI programs
(Section 4.4.3) could mean that while people are sometimes hesitant
to trust an AI model’s judgement in general, in the case of an
attack being alerted by such an AI system in a vehicle, there is a
relatively high tendency to trust the AI. By extension, this could
mean that if many different applications of AI were questioned for
their trustworthiness, the average proportion of answers from all such
questions (one being Question 2 (Table 4.10, Figure 4.11b) from this
study’s survey) would be similar to the proportion of answers to
Question 1 (Table 4.10, Figure 4.11a) from the survey in this study.

5.2 Ethical considerations
When humans are taking part in experiments, as is the case with
the survey, one has to be careful to consider the ethical aspects of
handling and dealing with people. The survey was done anonymously.
No personal information was saved, only the answers were saved.
Furthermore, since a survey involves asking repeated questions, the
number of questions was adapted so that the survey would not take
too long. It was assumed that it would take at most 5-6 minutes.

5.3 Future Work
There was no assessment regarding overfitting of models in this study.
The data used is characterized in such a way that all attack instances
of a sub-dataset (one CAN bus recording) is virtually the same for
every instance. The only difference is the timestamp, which might
fluctuate back and forth, but the ID and Data fields always have the
same characteristics. For fuzzing attacks the ID or Data is randomized
uniformly, and in targeted ID attacks the ID or Data values remain
the same. This makes it so that there is little ”wiggle room” for the
models to make false predictions, and so it could be argued that all
models in this study are overfitted. In a future study, through future
engineering, scaling, tokenization, vector embeddings, or sequence
analysis, methods could be developed that can enable generalization
between different datasets, i.e., different vehicles.

63



Increasing the Trustworthiness of AI-based In-Vehicle IDS using eXplainable AI
Hampus Lundberg 2022-06-15

Unofficial experiments made on the Masquerade attacks from the
ROAD dataset showed that balancing the dataset helped increase
performance. This was not the case in general, or with the non-
masquerade attacks; performance was better without balancing the
data. It could be that because of the stalthier nature of the masquerade
attacks, they ”drowned” in the sea of data when imbalanced data was
used, while the other attacks benefited from more data, as they were
generally easier to detect because of more pronounced characteristics.
The transmission rates (specifically dt_ID) never go as low with
masquerade attacks as they do with other attacks, this might be
because of the lack of collisions between frames with the same ID.

The ROAD dataset has a version that is formatted as—instead of bytes
in the data field—specific signals for a certain CAN frame (identified
by ID). Further studies need to be made using signals instead of bytes,
as signals in the data fields have stronger causal relationships to the
actual CAN traffic than when the data field is represented as bytes.
Since the formatting of the data fields is proprietary information,
doing research on specific functions of the data field is difficult, the
author therefore calls for more signal formatted CAN datasets for use
with IDS research.

The features proved to be able to classify the datasets with a very high
accuracy. Using the same strategy that was utilized to develop them,
other features can be engineered. For example, another feature that
can be conceived in a future study is the ”ics_data” (ID change score),
i.e., the change in ID between this frame and the last frame with the
same data. This would further capture attacks that randomly choose
IDs, but have a fixed Data field value. Moreover, rolling-window
techniques, such as those proposed by Rosell et al. [19], could be
developed to get more robust models that might also be able to
generalize between vehicles.

When developing VisExp, the training data was used to represent the
behavior of the AI-based IV-IDS. Instead of using all the predicted/true
labels of the training data, only using TPs and TNs could be studied
and explored. This way, there will be no misclassifications in
the visualization, showing more of what the model ”does right”.
However, keeping misclassifications does have the benefit of showing
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the models truthful behavior, which is crucial when learning why a
model makes mistakes, hence, studies could instead be made in an
effort to implement a visual representation of misclassified instances.
Another thing that can be done is to highlight a prediction made by
the IV-IDS in the VisExp plot interactively, indicating the class visually
in VisExp.

It could be argued that the way the survey was formatted on Google
Forms might skew the results—if the answers should have been
independent of each other. Since the participants answered questions
about the rule-based explanations before VisExp, they might have
combined insights from all explanations when answering. In a future
study, the other explanations might be hidden from participants, as
they answer questions regarding the current one. Further, forward
simulation [28] experiments, as proposed by [59], where participants
are tasked to guess the output of an AI model by looking at the
input, can be utilized to get a score of how effectively an explanation
enhances people’s understanding of the model.

A shortcoming of this thesis work is the lack of variety in the XAI tools
studied—except for the different SHAP explainers. There are many
XAI methods out there that could be utilized for classification tasks
such as in IV-IDSs. One such tool is layer-wise relevance propagation.
While it is mostly applied to AI tasks involving images—to see
saliency maps of important pixels—there are implementations that
use it for tabular data. Another interesting thing to study would be
self-attention methods, and further apply natural language processing
(NLP) concepts to tabular classification tasks, such as previously
mentioned tokenization or vector embeddings.

Something that can be done, implementation-wise, is to improve the
SHAP framework. The official SHAP implementation does not include
computations of error bounds that exist because of the approximation
methods implemented [60]. This can skew the resulting SHAP values,
and give undesirable contribution attribution of features.

65



Increasing the Trustworthiness of AI-based In-Vehicle IDS using eXplainable AI
Hampus Lundberg 2022-06-15

6. Conclusions
The aim of this thesis was to evaluate the trustworthiness and explain-
ability of an AI-based (RF/DNN) IV-IDS using explainable AI. In order
to reach that goal, several steps were taken to assure a thorough study.
Emphasis was put on feature engineering, model hyperparameters, and
explainability. With the help of SHAP, a visualization-based explana-
tion (”VisExp”) was developed that, through a survey, was evaluated
to increase trustworthiness and explainability of an advanced AI-based
IV-IDS. The goals of the thesis:

1. Evaluate two AI models (RF and DNN), trained on three datasets
(”Survival”, ”ROAD”, ”Hisingen”), using accuracy and F1-score,
for use in an IV-IDS—high performance is required.

1.1 Evaluate the performance of the DNN, trained with imbal-
anced vs. balanced data.

Through confusion matrices, the detailed performance of each model
and dataset can be assessed by their TPs, FNs, TNs, and FPs. The
models were evaluated, and it was shown that the RF performed
slightly better than the DNN. However, both models show a very
high performance, with accuracy and F1-scores close to 1. The results
showed that training with imbalanced vs. balanced data, did not
prove a great difference in performance. Imbalanced data was used
throughout the thesis, because of the increase in information (data)
when training the models. This concludes that Goal 1 is reached.

2. Create a visualization-based explanation (”VisExp”), using
SHAP values, for use in AI-based IV-IDS expert analysis.

Through a creative process, and with the help of various python
libraries and SHAP, a visualization-based explanation was created. It
shows the behavior of the AI-based IV-IDS, through swarm-like plots
for each feature, highlighting the ”attack” and ”normal” classifications,
along with feature and SHAP values, of the training data. With the
development of VisExp, it is concluded that Goal 2 is reached.
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3. Analyze the differences in the generated SHAP values,

3.1 when using different AI models (RF and DNN) and SHAP
explainers (KernelSHAP, DeepSHAP, TreeSHAP, and Gra-
dientSHAP).

3.2 when explaining different attacks—demonstrated by study-
ing two attacks from the ”Survival” dataset.

By computing the mean and standard deviation of pairwise cosine
similarities between two model-explainer combinations, the difference
in SHAP values of using different AI-models and SHAP explainers
could be observed. It is shown that KernelSHAP produces SHAP
values of high similarity to the intrinsic SHAP explainers to the RF
(TreeSHAP) and the DNN (DeepSHAP), and as such, KernelSHAP
was used to generate SHAP values throughout the study. Different
attacks can be observed to behave differently when plotted with
VisExp (and with the beeswarm plots from the SHAP framework).
This indicates that insight about the model can be gained, by providing
explanations of different attacks. This comparison concludes that Goal
3 is reached.

4. Evaluate VisExp—by comparing it with a rule-based explanation
in a survey—on the basis of:

4.1 Trustworthiness
4.2 Explainability

Using Google Forms, a survey that questions aspects related to the
trustworthiness and explainability of the AI-based (DNN) IV-IDS,
consisting of 8 questions (7 in Likert-format and 1 binary forced
choice) was conducted, and spread through channels that targeted
people within automotive, cybersecurity, AI, and other computer
engineering fields. The survey comparatively questions VisExp along
with a rule-based explanation. 30 participants answered, and it was
evaluated that the VisExp enhanced participants understanding of,
increased the trustworthiness of, and heightened the explainability
of the IV-IDS. It did this to a higher degree than the rule-based
explanation. This concludes that Goal 3 is reached.
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A. Survey results
Table A.1: Answers to the questions in the survey. 0 = ”Strongly Disagree”, 1
= ”Disagree”, 2 = ”Undecided”, 3 = ”Agree”, 4 = ”Strongly Agree”.

Expertise area Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8
AI Expert, Data Analysis Expert,
Automotive Expert 3 1 2 3 4 1 4 4
Data Analysis Expert 1 1 2 3 3 1 4 4
AI Expert, Automotive Expert,
Cybersecurity 2 2 2 3 3 1 3 4
AI Novice 3 3 1 3 1 0 0 1
AI Novice, Cybersecurity 1 1 0 1 1 0 1 1
Wireless 4 4 0 3 4 1 3 4
AI Expert, Wireless 1 2 1 2 2 1 3 3
AI Novice, Cybersecurity 1 2 2 2 2 0 1 3
Wireless 3 3 3 1 2 1 3 3
AI Novice 3 3 1 2 2 1 3 3
Cybersecurity 3 3 3 3 3 1 3 3
Data Analysis Expert 1 2 0 3 1 0 1 2
AI Expert 3 3 2 2 2 1 2 2
AI Expert 2 3 3 4 3 1 3 4
Automotive Expert, Cybersecurity 1 3 3 3 4 1 3 4
AI Novice, Cybersecurity 3 2 1 2 3 1 1 4
AI Novice 1 3 2 3 1 0 1 4
AI Expert 3 3 3 3 3 1 3 3
AI Expert 3 3 2 1 4 1 4 4
AI Novice 3 3 4 4 1 0 1 1
AI Novice 2 3 3 0 3 1 3 3
AI Novice, Wireless 1 2 3 3 4 1 4 4
AI Expert 1 3 3 2 3 1 3 3
Wireless 2 2 1 1 1 1 3 3
Data Analysis Expert, AI Novice 2 3 2 2 3 1 3 3
AI Novice 3 4 3 4 2 0 1 1
AI Novice 3 3 1 1 3 1 3 3
AI Novice 3 3 2 2 3 1 4 3
Wireless 3 3 3 3 2 1 3 2
Cybersecurity 2 2 1 2 2 1 3 3
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Table A.2: The survey questions. This is how the questions were asked in the
survey, with the ”Visual explanation” being VisExp, the ”Textual explanation”
being the rule-based explanation, and the ”Table” being previous model in-
put/output.

# Question
1 ”I trust the decisions generated from Artificial Intelligence for vehicle safety.”
2 The advanced Artificial Intelligence security program indicates that your vehi-

cle has been attacked. How much do you agree with the following statement:
”I trust the security program’s judgment.”
The advanced Artificial Intelligence security program indicated that your vehi-
cle has been attacked, because feature dt_ID’s value is 1.5 and feature dcs_IDs
value is 0.61...

3 ...Please, look at the Table below, which describes previous judgments made
by the security program. Howmuchdo you agreewith the following statement:
”The Table assured me, leading me to trust the security program’s judgment.”

4 ...Please, look at the Textual explanation below, which describes how the se-
curity program makes judgments. How much do you agree with the following
statement: ”The Textual explanation assured me, leading me to trust the secu-
rity program’s judgment.”

5 ...Please, look at the Visual explanation below, which describes how the se-
curity program makes judgments. How much do you agree with the following
statement: ”The Visual explanation assuredme, leadingme to trust the security
program’s judgment.”

6 Which one enhances your understanding of Artificial Intelligence decision-
making the most? Choose an option below.

7 Howmuch do you agree/disagreewith this statement: “TheVisual explanation
is more trustworthy and understandable than the Textual explanation.”

8 Howmuch do you agree/disagreewith this statement: “TheVisual explanation
is more revealing and descriptive than the Textual explanation.”
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a) Model input/output b) Rule-based explanation
dt_ID dcs_ID Label
5.9 0.52 attack
0.00078 0.20 normal
0.00049 0 attack
0.00056 0 attack
0.00073 0 attack
0.01 0.062 normal
0.20 0 normal
0.0017 0.17 attack
0.0092 0 normal
0.00056 0 attack

It is often ”normal” if
dt_ID is between 0.005 and 0.02,
dcs_ID is under 0.3

It is often ”attack” if
dt_ID is under 0.005 or over 0.02,
dcs_ID is over 0.3

c) VisExp

0.000 0.002 0.004 0.006 0.008 0.010 0.012 0.014 0.016 0.018 0.020

normal

attackdt
_ID

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

normal

attackdc
s_

ID

Figure A.1: The explanations used in the survey. a) is a table consisting of in-
puts and outputs from the DNN model, b) is a rule-based explanation describ-
ing the relationships between classifications and values of dt_ID and dcs_ID,
c) is VisExp, which shows previously predicted data points by the DNN, along
with SHAP values represented by color.
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