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Abstract

The emerging topic, symmetric encryption technique for digital images
using chaotic function and DNA bases has recently drawn a lot of
attentions from the research community. The use of voice and visual
material as an addition to textual data has become more widespread.
Multimedia content, the core of which is the digital image, has become
an earth-shaking element in prospective information transmission. This
means that multimedia contents such as audio, video and images have
to be transmitted over communication channels securely using new
encryption techniques.

Chaos theory is a widely studied topic in non-linear dynamics because
of features like periodicity, sensitivity to initial conditions and control
parameters. The lower dimensional discrete chaotic functions are simple
and efficient to generate a pseudo-random sequence for encryption.
However, DNA cryptography is an additional weapon in the
cryptographer’s armoury. Characteristics such as of vast parallelism and
large storage capacity make it a very promising field. The algorithms
based on DNA and discrete chaotic functions use the advantages of both
fields to provide image protection in an effective way.

Traditional digital cryptosystems like DES, AES and RSA are designed
primarily for textual data, which does not fit the multimedia stream
because of the essential structures of image data such as large size, solid
pixel correlation and high redundancy, which incurs significant
overhead. Also, in conventional cryptographic techniques, the
decrypted data is exactly the same as plaintext data.

To solve this problem, symmetric encryption aims to provide sufficient
security with an important gain in computational complexity and
delays, thereby making the cipher suitable for real time applications.
This study uses an encryption approach by adding adjacent rows and
columns of plain text after converting into DNA bases in order to reduce

the encryption overhead.
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To improve the use of DNA complementary rules in a better and more
dynamic way, and to incorporate DNA diffusion prior to the encryption
algorithm, a complete set of DNA complementary rules is employed in
the encryption and decryption process. The selection of DNA rules for
each block is made depending on the chaotic sequence. The initial
conditions and control parameters of the chaotic maps are made
depending on the 256-bits hash value which is generated from a plain

image to avoid chosen plaintext attacks.

Keywords: block encryption, image cryptography, DNA, chaos, SHA-256
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Terminology/Notation

Symbol Description

I Plain image

M Height of image |

N Width of image |

UACI Unified Average Change Intensity

NPCR Number of Pixel Change Rate

o Standard Deviation(Sigma)

a Probability level of uniform distribu-
tion (critical significance of random-
ness)

Uy Critical UACI score for a-level

Ny Critical NPCR score for a-level

H; Critical Block entropy score for a-
level

Z Summation

i,k Loop

L Range of intensity (0-255)

U Control parameter for 1-D logistic
map

C Cipher images

hex2dec Function to convert hax-values into

decimal

Vil
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Introduction

People these days like to keep track of all aspects of their lives. The
information generated is considered an asset and it people tend to want
to keep it safe from attacks of various types [1]. This means that only
those authorized should have access to the information. To keep
information safe, it must be hidden from unauthorized people.
Computers have become an essential part of information storage as well
as its transfer from one part of the world to other. Most of the
information transferred is through computer networks. Information
could consists of for example text, audio, image or videos. A basic
requirement of any information transfer is to keep it confidential and
integral [2]. Information can be hacked at any point of transfer between
the source and the destination. Computer networks face different types
of information thefts [2].

Currently, many different types of information are transmitted over
computer networks. It is not only text files, but also audio, digital
images and video etc. [3]. With the rapid development of mobile
phones, internet and other digital communication technologies, it has
become very important for information to reach its destination securely.
The technical way to secure this information is by cryptography [4] or
steganography [2]. Encryption provides the ways and means to
safeguard the data from unauthorized access [1]. Digital media is facing
multiple kinds of attacks, such as intercepting data and altering, change
or remove it from the source. The field of multimedia security has
recently developed to provide protection to digital media. In this
scenario, the security of multimedia digital [5] packets have become
important and cryptography is a way to secure digital multimedia
packets.

The size of an image file is larger than other digital data like text and
audio [5]. This means that encryption of digital images requires large
amounts of computation, hence the need to devise special algorithms to
handle this type of data. Some standards cryptographic algorithms are
used to provide secure transmission of digital images like DES, AES and
RSA. [5]. But chaotic maps and DNA technology are the two most
popular topics currently used in image encryption, combined or
separately. These two technologies have good security features can be
used in digital image security.
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1.1 Background and problem motivation

A proliferation of multimedia applications has recently emerged,
examples are digital TV broadcast, on-line video conferencing, and
distance education networks. Highly advanced multimedia processing
technologies and ubiquitous network access are the two most important
factors driving this trend. On one hand, new technologies facilitate the
creation, transmission, exchange, and storage of large volumes of
digitized multimedia data. On the other hand, the need of digital rights
protection becomes more urgent. In particular, the internet provides a
public network that allows illegal distribution of multimedia data much
more easily. Thus, multimedia data security, which is the core of Digital
Rights Management (DRM) systems, has gained a lot of attention in
academia as well as industry.

During transmission over the global network, digital images are subject
to security attacks. Therefore, information security of the digital image
has become a burning research issue. Image cryptography is usually
achieved by the user through traditional encryption algorithms [5]. In
theory, the traditional encryption techniques are good, but most
traditional encryption is developed for text data without considering
the unique characteristics of image data. Compared to the encryption
of traditional alphanumeric data files, the encryption of multimedia
data has encountered several new challenges due to their unique
characteristics. First, the size of the multimedia content is often
substantially larger than that of the text data. A total encryption
approach that encrypts the entire multimedia content demands a very
large amount of computation. This means that the above techniques are
not only inefficient but also less secure [6, 7].

There is a need to develop reliable encryption schemes to fulfil the ever
increasing security need of the increasing data of communication
system. The study of chaos proved a better encryption technology for
providing security to sensitive data that uses non-periodic signals
generated by chaotic system for encryption, which has features such as
randomness, extreme sensitivity to initial conditions. Thus, the use of
discrete chaotic maps not only helps to build a good encryption system
but also makes it a good candidate for efficiency. To ensure the security
of digital image information, the effective protective measure is image
encryption.
A new field quickly advancing in international research on cryptog-
raphy is using DNA to achieve better and more efficient image encryp-
tion [8]. Cryptography and molecular biology may seem incomplete, but
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it was discovered that these two disciplines can work together more
closely. Adleman [9] developed the field of DNA computing in 1994.
Information security can also be achieved via DNA cryptography and
information science

DNA storage is not only a quick process but also good for long-term
archival. In addition, working on DNA bases as storage medium, scien-
tist also researched the use of DNA pattern as an encrypt basis for the
digital data [10]. The DNA pattern in a single drop of blood encrypt
large amount of digital binary data or byte data. Scientists require a
well-equipped (expensive) lab to read the pattern of DNA bases for
cryptography [11]. Mathematicians however look at DNA bases as a
medium of transformation for data to be encrypted. According to stud-
ies there are only four bases forming the DNA of every living being.
They used DNA bases as medium for the encoding and decoding of
digital data.

1.2 Overall aim

The traditional cryptographic algorithms are built for textual data. The
purpose of these algorithms is to decrypt the data resulting in the same
plaintext that was decrypted while image data can be slightly modified
cannot be perceived visually. Another reason to develop algorithms for
digital images is that a single image has a large amount of data and high
redundancy something that usually not found in textual data. The aim
of this thesis is to develop an efficient and robust cryptographic
algorithm for digital images that can resist cryptographic attacks.

In addition this research aims is to develop a fast and efficient image
encryption algorithm without compromising the strength of the
encryption. A. Rehman et al [12] published a research article titled “A
modified (Dual) Fusion Technique for image encryption using SHA-256
hash and multiple chaotic maps” where an image encryption technique
based on DNA complementary Rules, chaotic maps and the SHA-256
hash function were purposed. The aim here is to modify this Dual
Fusion technique to improve the speed performance of the image
encryption algorithm.
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1.3 Scope

Mathematical operations such as multiplication, division and modulus
take more time and require more processing compared to addition and
subtraction operations [13]. For high efficiency, simple mathematical
operations such as DNA addition will be used in encryption process of
A.Rehman et al [12] who use XOR, MOD and multiplication in the
substitution phase. The substitution phase will be designed in such a
way that does not affect the quality of encryption. The use of DNA
complementary rules adds resistance to cryptanalytic attacks. The
deterministic chaotic maps are good pseudorandom number generators
and quickly be incorporated into efficiency of the algorithm to make it
usable in real time applications. To avoid the chosen plaintext attack,
hash function SHA-256 is used to calculate common seed and control
parameters for random functions, as in A. Rehman et al [12].

1.4 Concrete and verifiable goals

The purpose of this thesis is to improve the efficiency of the algorithm
presented by A. Rehman et al [12] while maintaining a high level of
robustness against cryptographic attacks. The following are the two
verifiable goals.

I. Efficiency

The time it takes for system to complete a task is called efficiency and in
computer science a set of instructions are written for any problem called
algorithm. These set of instructions or algorithm require computational
resources. An algorithm requiring less computational resources takes
less time and has high efficiency and vice versa.

The goal is to introduce such modifications that consume fewer re-
sources to enhance the efficiency of the Dual Modified Algorithm pro-
posed by A. Rehman et al [12]. This can be verified by recording the
time consumed by the proposed changes to the algorithm. To enhance
efficiency, time consuming mathematical operations such as Modulus
and Multiplication etc. will be replaced by addition which takes less
time.

II. Robustness

The robustness is the property that characterizes how effective the
proposed algorithm is against attacks such as cipher text only, known
plaintext, chosen cipher-text and chosen plaintext attacks. The adver-
sary, after accessing cipher-text, or plaintext - cipher text pairs on the
communication channel, can apply cryptographic attacks like differen-

4
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tial, statistical or brute-force. To prove security of the proposed cipher,
differential and statistical analyses have been applied using various
tools. For differential analysis, two proposed tests called Number of
Pixel Change Rate (NPCR) and Unified Average Cipher Intensity
(UACI) are applied. For statistical analysis, Key Space, Key sensitivity,
Histogram and correlations are measured for plain and encrypted
images. If the cipher passes these tests successfully then they are con-
sidered robust against cryptographic attacks.

1.5 Outline

The arrangement of this thesis is as follows: Chapter 1 discusses the
motivation, problem statement and aim to design a new cryptographic
algorithm; Chapter 2 presents the history, and basics of cryptography.
Chapter 3 discusses discrete chaotic functions, proposed method of
using DNA complementary rules and the design of the proposed image
cipher as well as its results in Chapter 4. The results are obtained by
applying standard Metrics and are compared to well-known ciphers in a
quantitative and qualitative way. Finally, conclusions are drawn based
on the results of the modified cipher.
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Theory

Cryptography is a set of techniques used to conceal information from
unauthorized access. It is key aspect of communication security.
Cryptography starts with the transferal of text messages from one place
to another by writing the message in a secret way [14].Previously, it was
known as the art of secret writing. It has now been developed as a
science. Development of cryptography runs parallel with the
development of cryptanalysis.

1900 B.C. [14] Egyptians started to alter symbols to hide message. Later
“Atbash” was developed to encode the Hebrew alphabet; it was the first
substitution cipher. In “Atbash”, the letters of a message were
substituted with others letter of the same alphabet. After this, Caesar
presented his cipher, in which every letter of the message is altered to
the third next letter of the alphabet [15-16]. This cipher all over the
world for information security for a long time. Modern cryptography
starts with the invention of a device called “Enigma”- the first
computer, which was designed for encryption in the 1920’s. Enigma
remained popular for a long time. It was also used in World War II. [17]

2.1 An insight to cryptography

Cryptology is a mathematical science, where cryptography and
cryptanalysis is studied. The opposite of cryptography is cryptanalysis.
In cryptanalysis, design weaknesses of cryptographic algorithms are
studied and analysed to cryptographic to recover the plaintext break
them [18-20]. Here plaintext has been recovered without knowing the
key. It is the study of principles and methods for transform of the cipher
text into plain text without the knowing the key. Basically, in
cryptographic terms, plain text is called the original message which can
be read by any one human or machine while the cipher text is the
original message after encryption. Cipher is called an algorithm and a
key is used to convert to plaintext to cipher text by using two basic
methods confusion and diffusion [18-20]. The key can be defined as the
critical information used in cipher and is only known by sender and
receiver to make the cipher unique.
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The main task of encryption is to hide secret information from un-
authorized people. Encryption turns the plaintext into cipher text in a
non-readable sequence of bits. The process of retrieving the original
plaintext form the cipher text is called decryption using the cipher and a
key.

2.2 Important breakthroughs in cryptographic history

Kirchhoff’s principle

Kirchhoff’s principle stated that everything about the cryptosystem is
public knowledge except for the key, which is why should be kept secret
[21]. This principle mainly stresses that a cryptosystem mainly depends
on the secrecy of the key, if key is safe the whole system is safe [21].

Shannon’s principle

An American mathematician and cryptographer introduce the two steps
that are still considered the foundation of the secure cipher ‘Confusion’
and ‘Diffusion” [22, 23]. These two steps are the building blocks of any

encryption cipher.
l. Confusion

Confusion is also called substitution. In confusion, the purpose is to
substitute the plain text symbols with cipher text symbols [18, 19]. The
task is to hide the relationship between the key and cipher text. Here the
statistic of cipher text and key have been hidden to make it difficult to

find the key.
Il. Diffusion

Diffusion is also called transposition. Diffusion hides the relationship
between cipher text and plaintext. Diffusion hides the statistical
properties of plaintext. Permutation is also used in diffusion [18, 19].
Both confusion and diffusion are necessary for a strong cryptographic
algorithm. No cipher is strong enough to resist a cryptanalytic attack, if
they have been built using confusion or diffusion.

2.3 Characteristics of a cryptographic algorithm

Important characteristics of a cryptographic algorithm are
I.  Level of security

Il. Performance

[1l. Ease of implementation
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The level of security can be defined as the work done to hinder the
cryptanalytic attack. It should also meet the different security steps to
secure the message. Performance is the measure of the effectiveness of
an algorithm in a specific method of procedure, such as rate of encryp-
tion per second etc. Ease of implementation means how easy the algo-
rithm is implement practically from a software and hardware point of
view.

2.4 Classification of cryptographic algorithms

There are many ways to categories the cryptographic algorithms. In
general the following 3 categories are used [1]

. Symmetric key cryptography

. Public key cryptography

) Hash function

Symmetric key cryptography

In cryptography, symmetric algorithms use the same secret key to
encode and decode plaintext. It is the oldest method of encryption and
the most widely used encryption method. Symmetric ciphers transform
plaintext to non-readable text using a shared secret key [24]. To obtain
plaintext from non-readable text, the same shared secret key is required
at the receiver side.

Public key cryptography

Private or asymmetric encryption uses two secret keys to encode and
decode; these are called “public key” and “private key” [24] and also
known as the public key cryptography algorithm. The public key used to
encode the plaintext input is known by all with whom it has to
communicate while the private key is used to decode the ciphered data
but is only known by the receiver. RSA [25] and Diffie-Hellman [26] are
the two most common algorithms which use the asymmetric
cryptography algorithm techniques.

Hash functions

A cryptographic algorithm system is a technique, which accepts variable
length input and produces fixed length hash value. No key is used in
this method. Examples of hash function cryptographic algorithms are
MD4 [27], MD5 [28], and SHA2 family [29].
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2.5 Block vs stream ciphers

The encoding and decoding mechanism of the stream and block cipher
are different. In block cipher, plaintext is divided into blocks of fixed
(typically 128 bits) size and each block is encoded separately. In
addition, the encoding of each of the blocks depends on the previous
encoded block of plaintext. Feistel is the core designing method for most
of the symmetric block cipher algorithms.In stream cipher, the
encryption is carried out bit by bit which requires an alteration the
secret key which is generated by pseudo random generators [30]. The
result of block cipher is entirely different statistically which is
something that depends on the size of the key. The secret key should be
large enough to provide a statistically different output [1, 2, 30].

2.6 Modes of operation for block ciphers

In practice, direct use of block cipher is not appropriate for short
messages; it is only used for long messages. There are different modes of
operation for block ciphers, from which the user can choose his required
mode according to application. The same mode is used for encryption
and decryption as well. Below, modes of operation are listed, together
with a description of each mode [1, 2, 31].

Electronic codebook mode (ECB)

In ECB mode, data is divided into blocks of equal sizes and each block is
encrypted individually using the same encryption key and process as
shown in Figure 2.1. It is not appropriate for the transmission files or
messages. This mode is the direct use of block cipher, and it provides no
semantic security [32].

Cipher block chaining mode (CBC)

In CBC mode, a random number known as Initialization Vector or IV is
used to XOR with the first block of input text. Next, a new random
number is generated with the help of previously ciphered text. This
process until there are no more blocks; each block is dependent upon
the previous cipher text block. The reverse is done in the decryption
process and the effect is cancelled. This process is shown in the below
Figure 2.2 [32].
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Plaintext Plaintext Plaintext
LIITTITTITTTT LIITTITTITTTT] LIITTTITTITTTT]
block cipher block cipher block cipher
Key encryption Key encryption Key encryption
LIITTITTITTTT LIITTTITTITTTIT] LIITTTITTITTTIT]
Ciphertext Ciphertext Ciphertext
Figure 2.1: ECB mode of operation
Plaintext Plaintext Plaintext
LIITTITTITTTT] LIITTITTITTTT LIITTITTITTTT]
Initialization Vector (IV)
CLITIrT il = - =
block cipher block cipher block cipher
Key encryption Key encryption Key encryption
LIITTTITTITTTIT] LIITTITTITTTT LIITTTITTITTTIT]
Ciphertext Ciphertext Ciphertext

Figure 2.2: CBC mode of operation

Cipher feedback mode (CFB)

CFB mode is more appropriate for general purpose stream transmission.
In this mode, IV (initialization Vector) is encrypted and then XORed
with the first block of plaintext. Then a new random number is
generated and the cipher text of previous block is XORed with the next
lock of plaintext and the output is a new cipher text block.

Initialization Vector (IV)

Key —=

Plaintext

|

block cipher
encryption

IIIIIIIIIIIIIIf

kKey —=

Plaintext

l

block cipher
encryption

IIIIIIIIIIIIII—rh-

Key —=

l

block cipher
encryption

Ciphertext

Ciphertext

Figure.2.3: CFB mode of operation
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Ciphertext
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2.6.4 Output feedback mode (OFB)
OFB mode is similar to CFB mode, the difference is that initially IV is
encrypted using an encryption algorithm; the rest of the procedure is
the same as described in the Cipher Block Chaining. The figure below
shows the OFB mode [31].
Initialization Vector (IV)
LIITTTITTITTTIT] l l
block cipher block cipher block cipher
Key encryption Key encryption Key encryption
Plaintext Plaintext Plaintext
LTI IIITIr]—- LTI IIITIr]—- LTI TIr]—-
LIITTTITTITTTIT] LIITTITTITTTT LLITTITTITITTTT1
Ciphertext Ciphertext Ciphertext
Figure 2.4: OFB block encryption
2.6.5 Counter (CTR) mode

CTR mode is similar to OFB mode. In CTR, IV is incremented and
encrypted to obtain successive blocks of the one-time pad. CTR mode is
used for general purpose block oriented transmission and high speed
encryption. CTR mode is ideal for random access applications. The
tigure below shows the CTR mode [31].

Monce Counter
c50bcf3s. (e e e TeTeTe el

Monce Counter
c50bcf3t. (elelelelelulen

Monce Counter
c509bcf3s. (&g eTelelelele]

Key —=

block cipher
encryption

Key —=

Plaintext ———

block cipher
encryption

Key —

Plaintext ————=

block cipher
encryption

Plaintext ———

LIIITTTITITTITT]
Ciphertext

LIITTTITITTITTITT]
Ciphertext

Figure 2.5: CTR mode of operation
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Ciphertext
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2.7 Symmetric block cipher encryption algorithms

Symmetric ciphers are the most popular encryption algorithms and in
use in many cryptographic systems. In symmetric algorithms, block
ciphers are common and popular. The most popular symmetric-block
ciphers are DES, IDEA and AES [34-36]. Block ciphers takes a block of
plain text and encrypt it, producing same size of cipher text. The reverse
process also works in the same way, but in opposite direction. Most of
the block ciphers utilize the Feistel structure, in which there are number
of similar rounds of processing [1, 2]. In each round, substitutions
performed on one half of data and then a permutation step interchanges
the two parts; a different key is used in each round. [1, 2]

DES (Data Encryption Standard)

DES is a widely used standard encryption scheme. DES was developed
by IBM and adopted as a standard in 1977 by American National
Institute of Standard and Technology (NIST) [29]. DES itself uses (Data
Encryption Algorithm) DEA, as well as a 64-bit block and 56-bit key.
DES is highly resistant to two particular cryptanalysis attacks: linear
cryptanalysis and differential cryptanalysis [35]. In the standard DES
encryption scheme, there are two inputs; plaintext and secret key, the
sizes of which are 64 bits and 56 bits, respectively. In decryption, only
the secret keys are used in reverse order while remainder of the
operation remains same and continues until plaintext is obtained. DES
was built based on product cipher and Feistel cipher. The Feistel
Structure is an inter-related block cipher that maps n bits of plaintext to
n-bits of cipher text by dividing the plaintext into half. The DES
encryption consists of 16 rounds of processing of plaintext and in each
round a different subkeys of size 48-bit is generated from a 56-bit key [1,
2]. The 64-bit input plaintext is divided into half is of the same size 32-
bits. The DES decryption process is the same as the encryption but with
the keys in reverse order [32].
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IDEA (International Data Encryption Algorithm)

IDEA was mainly developed to overcome the weaknesses of DES. The
International Data Encryption algorithm converts 64-bit block of
plaintext to cipher text using key 128-bit key [1, 2]. The IDEA encryption
process used three main mathematical operations, which are bitwise
XOR, Addition mode 2" and Multiplication mode 2. The decryption
process works in the same way as the encryption process, with a few
exception. IDEA is based on the Feistel structure with eight identical
rounds, each round using sub-keys of 16-bit size [1, 2]. The
transformation function uses 4 subkeys that are used to produce the
final cipher [34].

AES (Advanced Encryption Standard)

AES is a symmetric key block cipher which replaced the DES. There are
three different AES flavours, depending on the size of Secret Key and
number of rounds required to obtain the cipher text. The first one is
AES-128 which uses 128-bits key, second is AES-192 which uses 192-bits
Key and final is AES-256, which uses 256-bits Key [1, 2]. AES works in
an iterative way and in rounds. Numbers of rounds are dependent on
flavour, i.e. 128, 192 or 256. AES-128 has 10 rounds, AES-192 has 12
rounds and AES-256 consists of 14 rounds [1, 2]. Different operations
are performed on each block of data, and in each round to convert
plaintext into cipher text. Reverse rounds are used to obtain the
plaintext from cipher text. A short description of AES is given below for
the 128 bit block size. First, rounds are calculated with subkeys from
shared secret keys. These subkeys are XORed with the byte of state.
Then transformation functions like (shift rows, mix columns, sub bytes
and add round keys) are performed in each round. AES is very simple
and very resistant to different attacks. Different modified versions have
been in use after the first development in 2001 [35].
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2.8 Chaos

The term chaos has no standard definition but it can be defined by
observing, the phenomenon in nature. It is also said that chaos can
easily be “recognized when you see it” [38]. Chaos or randomness and
order are opposites and interrelated with order. Current chaos theory is
used to predict future behaviour. Its use in daily life is increasing. Chaos
theory is the study of complex, nonlinear and dynamic systems 38]. It is
a branch of mathematics that deals with systems that appear to be
orderly (deterministic) but, in fact, harbour chaotic behaviours. It also
deals with systems that appear to be chaotic, but in fact, have an
underlying order. Chaos theory studies the behaviour of dynamical
systems that are highly sensitive to initial conditions, an effect which is
popularly referred to as the butterfly effect.

Chaos is the science of surprises, of the nonlinear and the unpredictable.
It teaches us to expect the unexpected. Chaos theory deals with the
nonlinear things that are effectively impossible to predict or control,
such as turbulence, weather, the stock market, our brain states and so
on, while most traditional science deals with supposedly predictable
phenomena like gravity, electricity and chemical reactions. Many
natural objects exhibit fractal properties, including landscapes, clouds,
trees, organs and rivers. Many of the systems exhibit complex, chaotic
behaviour. Recognizing the chaotic, fractal nature of our world can give
us new insight, power and wisdom.

In other words, chaos theory studies the behaviour of dynamical
systems that are highly sensitive to initial conditions and a response
popularly referred to as the butterfly effect. Small differences in initial
conditions, result in widely different out-comes for such dynamical
systems, generally rendering long term prediction impossible. This
happens even though these systems are deterministic, meaning that
their future behaviour is fully determined by their initial conditions,
with no random elements involved. The deterministic nature of any
system does not make them predictable. This behaviour is known as
deterministic chaos or simply chaos. This theory was summarized by
Edward Lorenz [38].
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Properties of chaos

Chaos is non-linear behaviour found in nature; the following are the
most important properties of chaos [38]. The Butterfly Effect [39]: This
effect shows that a small change in the initial conditions lead to drastic
changes in the results. Unpredictability: Chaos theory shows
unpredictability due to sensitivity to initial conditions. Order/Disorder
[40]: Chaos theory is not disorder. It explores the transitions between
order and disorder, which may occur differently. Feedback: Chaos
theory shows feedback-response behaviour. The next value is calculated
using the last output as in the case of logistic equation

DNA and cryptography

DNA called as genes which store the information of our cells. It contains
instructions for the construction and working of cells. It is the key for
genetic inheritance. DNA is the source code to life. One cm® of DNA can
store 10 terabytes of data [11].

N
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Figure 2.6: DNA and cryptography

DNA and cryptography is a new field developed as a result of the
advancement in DNA computation. Recently, it was discovered that
DNA is able to store large amounts of data [41]. DNA cryptography is
an emerging technology. It is a new technique used to store data safely
in rest and in motion as well. It was invented by Leonard Max Adelman
in 1994 to solve complex problems like the Hamilton path problem [9].
DNA cryptography has shown new ways to secure data. DNA provides
data security with the help of its nucleotides. These nucleotides are
made up of four nitrogen bases, a carbon sugar and a phosphate group
which are adenine, cytosine, guanine and thymine; abbreviated as A, C,
G and T. These have a unique sequence structure, making them the
basis of DNA cryptography. As this DNA structure; make living things
unique, likewise, using its techniques in cryptography make encryption
algorithms unbreakable. According to a rough estimate, a gram of DNA
can contain 108 terabytes of data. So a few grams of DNA could contain
all the data in the world.
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Properties of DNA

The use of Deoxyribose Nucleic Acid is promising, and it has the follow-
ing important characteristics

1. Data storage capacity
DNA stores data at a density of about 1 bit per cubic nanometer where-
as old storage devices require 10" cubic nanometers to store 1 bit.

2. Data security

Data security is demanded by society. DNA provides this ability as its
unique structure makes data encryption algorithms unbreakable.

3. Power requirement

Less power requirement is required for DNA computing because the
chemical bonds of DNA work without any external power. As digital
data is under consistent threat, there is a need for new approaches to
secure data. Organizations need to be ahead of attackers to protect their
own data and customer information to meet future needs.

Hashing and cryptography

Hashing is used to validate the reliability of content by detecting all
alterations of the content via noticeable changes to the hash output [31].
Hashing usually turns a key or password into a fixed length string of
characters. A hash function maps digital data of arbitrary size to digital
data of a fixed size. The values a hash function returns are called hash
values, hash codes, hash sums or simply hashes. A hash function may
be a simple CRC32 or a full cryptographic function like MD5or
SHA1/2/256/512 [27, 28]. A hashing algorithm can always generate an 8
byte long string. It could be happen that two separate messages produce
the same hash sum. It is important to note that hashing algorithms can
require a key or not. If it does not require a secret key then called
keyless hashing algorithm.

Hashing is basically impossible to reverse because of its internal
working structure [31]. Hash functions works in an iterative mode over
the input values to produce the hash chunk. In any hashing algorithm,
the output of one stage is treated as the input of another stage. This
process repeat itself until the final chunk is produced. Like in MD5 [28],
this structure is repeated 64 times for each 512bit chunk of data.
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Methodology

The research on image encryption based on DNA is in its early stage
and faces many problems due to expensive biological labs where
encryption is performed; there is still a desperate need to find solutions.
The field of digital encryption using the advantage of DNA
complementary rules and chaos is popular in the field of digital image
encryption, which has many advantages such as vast parallelism,
extraordinary information density inherent in DNA molecules,
exceptional energy efficiency, periodicity, ergodicity and randomness.

Recently, the use of DNA nucleotides in encryption of digital images
have been studied. Based on the four nucleotides A, G, C and T, Watson
and Crick proposed complementary laws to use combination of these
bases. Only 8 rules can be used for digital cryptography out of 24 which
satisfies the Watson and Crick law [42] shown in Table 3.1. Each pixel of
a digital image can be represented by four DNA nucleotides; two bits
per DNA nucleotide. Simple binary operations like addition and
subtraction can be applied on the DNA bases shown in Table 3.2.
Several researchers have proposed DNA based digital image encryption
algorithms [43, 44], they all used the single DNA complementary rule to
transform image into the DNA domain and then back to the digital
domain with a single rule. This limits the usefulness of the whole set of
DNA complementary rules to the employ of the simple DNA diffusion
in cryptography. Pixels with same intensity get the same encoded DNA
sequence despite changing of secret key. The author in research article
A. Rehman et al [12] proposed a new of encoding/decoding each pixel
independently which overcomes the above said limitation. The work in
this dissertation uses the proposed A. Rehman et al [12] DNA
encoding/decoding model of each pixel, which is shown in Table 3.3.
This chapter will elaborate the basic concept of the methodology and the
cryptographic operations which are the same in both algorithms. The
remaining chapters discuss the contribution of the author and the
analysis of the results.
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The emphasis of the work in this dissertation is to create an algorithm
that is efficient and robust against cryptographic attacks. Hence, a
modification to the research published in the article in August 2015 [12]
is proposed. In the research in the article complex mathematical
operations such as multiplication and modulus operators are used.
These operations are complex and take more time than addition and
subtraction [63]. By employing simple operations, an efficient algorithm
can be developed.

Table 3.1: Eight types of DNA mapping rules

1 2 3 4 5 6 7 8
00-A 00-A 00-C 00-C 00-G 00-G 00-T 00-T
01-C 01-G 01-A 01-T 01-A 01-T 01-C 01-G
10-G 10-C 10-T 10-A 10-T 10-A 10-G 10-C
11-T 11-T 11-G 11-G 11-C 11-C 11-A 11-A
Table 3.2: Addition and subtraction operation for DNA sequence
+ A G C T - A G C T
A A G C A A T C G
G G C T A G G A T C
C C T A G C C G A T
T T A G C T T C G A

Table 3.3: Selection of DNA rules before and after diffusion operation [12]

Encoding Decoding
S# Chaos Sequence Interval
Group Group
0.01-0.05, 0.50-0.55, 0.60-0.65, 0.85- 0.90,
1 “AGCT” “GTAC”
0.95-0.99
0.051-0.10, 0.30-0.35, 0.45-0.50, 0.70-0.75,
2 “ACGT” “TGCA”
0.90-0.95
0.10-0.15, 0.20-0.25, 0.35 -0.40, 0.80-0.85,
3 “GATC” “CTAG”
0.55-0.60
0.15-0.20, 0.25-0.30, 0.40-0.45, 0.65-0.70,
4 “CATG” “TCGA”
0.75-0.80
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3.1 Introduction

In the digital world of today, multimedia data has become a necessary
part of daily life. The advancement in communication devices has
changed our way of life. In general people are interested in saving and
sharing parts of their lives, using communication devices. Much of our
communication with others consists of image data. Secure Transfer of
images from one communication device to another has become
necessity. This security is provided by different cryptographic
techniques. Image cryptography is currently an important topic in
computer science. This chapter will highlight the methods used to
construct ciphers for image cryptography, especially methods using 1-
dimensional and 2-dimensional chaotic maps, DNA rules and SHA-256
in ciphers.

3.2 Chaotic functions

Chaotic functions are popular in cryptography because of their
sensitivity to initial conditions. Chaotic functions extended trajectories
can be expanded on the whole interval which is a requirement of
Shannon’s confusion and diffusion process [22, 23]. Chaotic nonlinear
dynamical functions are used in two ways: 1 in hardware based chaotic
circuits [45], where plaintext is concealed in chaotic signals [46-48] for
practical execution and 2 second it also a theoretical use, see Chua et al
[47]. In this thesis, main focus is on classical logistic, PWLCM and 2-D
logistic maps.
The basic principal of encryption with chaos is based on the ability of
dynamic systems to produce a sequence of random numbers [31]. This
sequence is used to encrypt messages. For decryption, the sequence of
random numbers is highly dependent on the initial condition used for
the generation of this sequence. A very minute deviation in the initial
condition will result in completely different sequence. This sensitivity to
the initial condition makes the chaotic systems ideal for encryption.
Chaotic maps have attracted the attention of cryptographers as a result
of the following fundamental properties.

(1) Chaotic maps are deterministic, meaning that their behaviour

is predetermined by mathematical equations.
(i)  Chaotic maps are unpredictable and nonlinear because they
are sensitive to initial conditions. Even a very slight change in

starting point can lead to a significantly different outcome.
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(iii)  Chaotic maps appear to be random and disorderly but, in fact,
they are not; beneath the random behaviour there is order and

a pattern.

1-D logistic map

In chaos theory, logistic maps are used to learn the intricate chaotic
behaviour which can be obtained from a non-linear dynamical map. In
1976, the biologist Robert May first came up with the idea of a logistic
map [48]. Pierre Francois formed the demographic model of logistic
map, which can be written as,

t=ut(1-t)t 0 (0, 1) (3.1)

e e e
= o o

Population density

I
[¥}

g.s 3 3.5 4
Paramter

Figure. 3.1: Bifurcation diagram of logistic map

The above equation describes the chaos idea. A logistic map can be
defined as the chaotic system which is very sensitive to the initial
conditions t;, for the control parameter’s vales pu which is under 3.57 to 4
shown in Table 3.4.
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Bifurcation of a logistic map demonstrates non- linear performance
under control parameters from 3.57 to 4.0. The logistic system also
demonstrates period doubling behaviour under control parameters 0.1
to 3.49. The quadratic Equation (3.1) of the logistic map shows the
stretching and folding operation on the interval of (0, 1) [51] shows the
stretching and folding over sequence of iterations for the logistic map
and provides a 2-D phase diagram for the logistic map for y=4. While
period doubling behaviour exhibits, how starting points begin to
deviate, especially in the y areas which shows steeper area of plot,
which in turn is showing steady deviation for the sequence of iterations
as well as exponential deviation which can be proven by the intricacy
and irregularity of the logistic map? This behaviour shows that a small
error in initial condition of the system will result in a large error in the
end. Using the value u=3.57, the system shows chaotic performance but
for the different values of u, the system also shows non-chaotic
performance. The period doubling, behaviour of the logistic map can be
seen in Table 3.5.

Table 3.4: Period doubling behaviour of chaos under the different values of p of the logistic
map [34]

No. of Periods Value of y No. of Periods Value of u
2 3.0 4 3.449490
8 3.544090 16 3.564407
64 3.568750 128 3.56969
256 3.566989 512 3.569934
512 3.569943 1024 3.5699451
2048 3.5699945557 Chaos 3.569945672
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Chaotic behaviour varies as the value of u varies from 3.56995 to
approx. 3.82843. This behaviour is sometimes called the Pomeau-
Manneville scenario which can be called a periodic phase. These kinds
of scenarios are used in semiconductor devices [52]. Logistic map
behaviour also changes with the value of u. Table 3.5 depicts the
behavioural changes. Non-uniform distribution of logistic pseudo
random series with in time span [0-1] is shown in Figure 3.2 (a). A
scientist [53] gives an easy mathematical solution to the chaotic
behaviour, which is very much popular in image encryption [54-56].

Table 3.5: Logistic map behaviour under the different values of p

For u Period-Doubling Behaviour
O<u<1 - The value goes to zero
I<u<2 - (u-1)/ p
2<u< 3 - (u-1)/ p
3<u< 3.44949 2
3.44949 <u< 3.54409 4
3.569945<1< 3.44949 8,16,32,64,128...2048 | Oscillates between 8-2044
3.85724<1<3.82843 3,6,12.... Non-Chaotic Behaviour
4<u< 3.8574 Chaos Becomes Chaotic
t=2/m arcsine (\t;) (3.2)

3.2.2 Piecewise Linear Chaotic Map (PWLCM)

Piecewise linear chaotic map is popular in chaos because of its simplicity,
dynamic performance and the effectiveness of execution. PWLCM shows equal
density and its path move across all values of control parameters, i.e. it is more
appropriate for encryption of large size data, in minimum time.

u; / p, 0<u, <p,
ui-+—l = (ui - px)/(OS_ px) px < ui < 05 (33)
@-u) u,>0.5
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In above Equation (3.3) the starting values of x and p is set to 10™° [57]. The
two arrays generated from two different elements must have difference that
should always be greater than 0.76 as the precision value is set to 10 and 10™*
It becomes zero, when the key difference is 10"

2-D coupled logistic map
A 2-D logistic map shows more complicated chaotic behaviour than a

1-D logistic map. This logistic map has been mathematically described

in Equation (3.4)
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(a) Non-uniform distribution (b) Uniform distribution

Figure 3.2: Distribution of logistic sequence

a,.,=r@b, +Hu (1-a,)

b,., =r(3a, +1)v,(1-h,) (3.4)

In the above equation, r is the system parameter, the 2-D coupled
logistic map shows complicated dynamic behaviour with a change in
the value of r. Its behaviour is shown in Table 3.6. The 2D logistic
function is studied for its byzantine performances in relation to the
development of basins and attractors [63]. It has more composite chaotic
activities than a 1D logistic function. It has a complex dynamical system
which evolves from one type of dynamics to another according to the
system parameter r forro(—1,1.19) and become chaotic whenr > (1.19)
where (a,,b,) 0 (0,1) . Moreover, it has a larger Lyapunov exponent than

the 1D logistic map [61] as well as greater Lyapunov dimensions than a
typical 2D map such as the Henon map.
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Table 3.6: The chaotic behaviour of a 2-D logistic system [63]

re [-1,1] The 2D-chaotic map has one attractive node and two

saddle points, making both x and y axes unstable

manifolds.

r€[0,1] The attractive focus undergoes a Neimark Hop
Bifurcation

re [1,1.11] The attractive focus becomes repulsive and oscillation
occurs.

r€[1.11,1.19] Frequency locking, cyclic chaotic behaviour, contact

bifurcations with basin boundaries, and single chaotic

attractor

r>1.19 The 2-D system becomes unstable

2D logistic map
One more chaotic function is used which is shown in Equation (3.5)
where three quadratic coupling terms are introduced to strengthen the

complexity of the 2D logistic map. This system is chaotic where
2.75< 4, <3.4, 2.7 < 11, <3.45,0.15< 7, <0.21and 0.13 < y, <0.15to

generate chaotic sequences w, x in the interval (0, 1). The statistical
analysis of w and x sequences shows that they have poor balance,
autocorrelation and cross-correlation properties. The mean values of the
sequences are w=0.6534 and x=0.6554.

Wi = lulwl(l_ Wn) + 71X

) (3.5)
Xn+1 = IUZXn (1_ Xn) + 7/2 (Wn + Wan)

To improve the statistical properties of the sequences generated by the

2D logistic map, the following pre-processing is performed proposed by

[71].

w, =10°w, x floor(10°(w,))

X, =10°x, x floor(10°(x,))

(3.6)
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3.3 Method of secret key generation

In cryptography, discrete chaotic functions are also known as key
generators. Initial conditions and control factors work as the seed to
these key generators. The initial conditions usually start at (0, 1) in
floating point with precision from 10 to 10™" There are many ways to
process the initial conditions to generate seeds before use in different
chaotic maps of ciphers. Some of these methods are discussed below,

Direct use of external Input

In this method, initial numerical values and control factors are used as
given by the user. This external input normally starts at 0 to 1, with
fixed floating point precision, ranging from 10 to 10"

Pre-processing of inputs

A. Rehman et al [12] proposed a pre-processing mechanism of inputs to
make dependent on hash of plain-image which prevents it from chosen
plaintext attack. In this method, instead of using external inputs
directly, a hash of plaintext is calculated to modify the external inputs.

SHA-256

SHA-2 is a set of cryptographic hash functions designed by NSA (U.S.
National Security Agency).SHA stands for Secure Hash Algorithm and
it consists of mathematical operations run on digital data; By
comparing the computed “hash” (the execution of the algorithm) to the
known and expected hash value, one can evaluate the data’s integrity.
The SHA-2 family consists of six hash functions with hash chunks that
are 224,256,384 or 512 bits: SHA-224, SHA-256, SHA-384, SHA-512,
SHA-512/224 and SHA-512/256 [29]. SHA-256 and SHA-512 are best
hash functions working on 32-bit and 64-bit words respectively. They
use different shift amounts and additive constants, but their structures
are virtually identical, differing only in number of rounds. The best
results of SHA-256 and SHA-512 can be seen in 52 rounds and 57
rounds respectively. SHA-2 was published in 3001 by NIST (National
Institute of Standards) as U.S. Federal Standard (FIPS). SHA-2 hash
function is currently in use in many security applications and protocols
like TLS, SSL, PGP, SSH, S/MIME and IPsec.
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SHA-256 (Secure Hash Algorithm) is one of the best cryptographic hash
functions and it is a signature for a data or text files. SHA-256 produces
unique, fixed size output of 256-bits (32byte), called hash value. Hashing
is a one way function and irreversible [29]. This property makes it more
appropriate for password validation, hash authentication; anti-tamper,
digital signature etc.SHA-256 provides pre-image resistance and
collision resistance. Here SHA-256 hash function will be used to
generate seeds for chaotic maps.

Some modifications are proposed in the MDFT by A. Rehman et al [12]
to achieve a higher efficiency of algorithm efficiency without
compromising the cryptographic quality.

There are five major steps in the original algorithm key generation,
permutation, DNA encoding, DNA decoding and the substitution.
Substitution has been carried out using the concept of dual fusion. The
tirst three steps are kept same in the modified algorithm while the
substitution phase is replaced adding of adjacent columns and rows.

3.4 Key generation

The generation of secret keys are made dependent on hash of the plain
image as described in A. Rehman et al [12]. This hash function has a 256-
bit digest and can be articulated as a 64 hexadecimal digit; it generates
entirely different digests if there is only one bit difference in two inputs
[64]. At first, 256-bits digest of the plain image is divided into two slices;
diand d2which consist of 56 hexadecimal digits and 8 hexadecimal digits
respectively. Now, divide di into eight groups, each of seven
hexadecimal digits, i.e. hjlhjz...hjg, j=1,2,---,7. Now transform each

group into a real point decimal digit d;0(0,0.0156) by Eq. (3.7) [12].
di =hex2dec(h,;,h,,,...,h,g) /2% (3.7)

The second part d2 is divided into two groups; each consists of four
hexadecimal numbers is converted into floating point numbers

d;0(0,0.0156) as follows: [12]
df =hex2dec(h;,h,) / 2% (3.8)

The new initial values a,andb, for the two dimensional coupled logistic

map shown in Eq. (3.4) used for confusion can be calculated as follows:
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a, =a,+d;
7% 'mod 1 (3.9)
by =b, +d;

Assume the initial values of the PWLCM system shown in Eq. (3.3) are
U, and V, for each new grey image then fresh initial valuesu;and V,can be

generated by Eq. (3.10):

r_ 1
Uo=Up s 71 (3.10)
Vo =V, +d;

Similarly, suppose that the common original values for the second 2D
logistic map shown in Eq. (3.5) areW,, X,, y,and z,for each new grey

image. The new common valuesWy, X;, y,andZ;can be generated as

follows,
W, =W, +d;
r_ dl
o =% od 1 (3.11)
Yo=Yot d7
2) =12, +dg

The logistic map shown in Equation (3.1) is used to generate random
numbers which are translated into DNA bases. The new initial condition
t; andt) are calculated using the second part of the hash as follows,

t =t +d;

=0 ed 1 (3.12)
t, =t, +d;

By using above method for encryption, guarantee that new keys will

depend on the plain image which changes for every new input without
changing the shared keys [65].
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3.5 DNA complementary rules and operations

A DNA string comprises four nucleic bases; adenine, cytosine, guanine
and thymine and can be represented by A, C, G and T. In these bases, A
and T and C and G are the complementary pairs [40]. There can 24 kinds
of encoding schemed as 4! = 24, but only 8 of 24 can fulfil the
requirements of complementary rules [55] shown in Table 3.1. As there
are currently advancements in DNA computing researchers [66-68]
suggest algebraic operations such as XOR and addition for DNA bases
according to conventional manner as in binary. My proposed cipher is
using addition and subtraction for encryption and decryption
respectively as shown in Table 3.2. These eight complementary rules are
disseminated into two equal sets called enciphering and deciphering as
shown in Table 3.3. The selection of encoding and decoding rules for
each pixel depends on the pseudorandom number from PWLCM shown
in Eq. (3.3). For example, two DNA sequences [AGCT] and [CTGA] will
result in [CATT] after adding both of the above sequences. In the same
way, the original sequence [AGCT] can be obtained by subtracting the
sequence [CTGA] from [CATT].

In cryptography of digital images, the authors of [41] used Deoxyribose
Nucleic Acid rules for encryption/decryption to integrate the simple
diffusion prior to the actual phases of the algorithm. The most common
technique [41, 42] is to use single rule for encoding and another DNA
rule from remaining of the 7 rules for decoding for whole image. This
practice reduces the overall capabilities of DNA conversion for initial
diffusion progression. For example, using one DNA rule, the pixels with
same the intensities/grey levels were encoded into the same pattern of
DNA bases. This will not change the statistical information at pixel
level.
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For improved integration, DNA rules are separated into two sets to
incorporate simple DNA diffusion prior to the actual diffusion phase of
the algorithm. During encoding, each pixel of an image is encoded by
selecting one of the DNA rules based on chaotic intervals. [12] It
increases the probability of encoding pixels having the same grey level
intensities with different encoding rules to add the complexity. The
same procedure is utilized for decoding back into digital domain. To
understand the difference between conventional use of DNA
complementary rules and the new proposed system, images with all
pixels of zero intensity are used as an example. An image of size 256 x
256 is generated in Matlab where all pixels have zero intensity. The
visual result is shown in Fig 3.3 [12].

LiE

(a) Conventional use (b) Proposed method

Figure 3.3: Difference between conventional and proposed technique for DNA

complementary rule [12]

The image in Figure. 3.3(a) was taken from A. Rehman et al [12] to show
the common mechanism of DNA encoding using Rule 1 and DNA rule 5
for decoding for an image with zero intensity. The image in Figure
3.3(b) was obtained after applying the encoding and decoding according
to Table 3.7 using a chaotic sequence generated from PWLCM Egq. (3.3)
which has a noisy effect and entirely different from image of Figure
3.3(a) [12].
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The same method is applied to image taken from the USC-SIPI database
called gray21.512. Figure 3.4(a) is a plain image and 3.4(b) is obtained by
applying Rule 1 for encoding and rule 5 for decoding while for Figure
3.4(c), random selection of DNA rules are made according to Table 3.3
just like in [12] for the encoding and decoding phase. The correlation
and entropy are calculated as shown in Table 3.7. Although the
correlation is low for conventional use of DNA rules but after encoding
and decoding, the image retains some of the visual pattern as depicted
in Figure 3.4(b) and Figure 3.4(c) is filled with noise using the proposed
scheme [12].

(a) Plain image (b) Conventional (c) Proposed Method
Gray21.512 Method

Figure 3.4: Comparison of conventional and proposed DNA encoding/decoding scheme[12]

Table 3.7: Comparison of conventional and proposed scheme [12]

Correlation
Image Entropy
H Y D
Plain 0.9956 0.9978 0.9926 4.899659928713943

Conventional 0.9759 | 09785 | 0.9548 4.899659928713949

Proposed 0.1946 | 0.1473 | 0.1980 6.6441

3.6 Confusion using a 2D-logistic system
I use Eq. (34) to generate two sequencesA={a,a,,..,a,}and
B={b,b,,..,b }with the initial values ajandb;calculated by Eq. (3.9).

The value of r is described in section 3.4. In order to confuse the pixels of
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an image, sort A and B, where[+,¢]=sort(+)is the sequencing index

function, ax and bx are the new sequences, whereas al and bl are index
values of ax and bx respectively.
[al ax] =sort (A),

(3.13)
[bl bx] =sort (B),

Afterwards, select the combination of (al, bl)to scramble the pixels of

image I according to the following equation:

G, i) = 1[(a1®), (b1()] (3.14)

In the above equation, i=1,2,....,mand j=1,2,...,n;m and n are height and

width of an image respectively. The confusion process is kept the same
as in A. Rehman [12].

3.7 Encoding

After permutation, convert image |’'into binary form to get a M x 8N
matrix for encoding into DNA bases. The encoding process needs an
arrayU ={u,,u,,...,Uy, }of pseudo-random numbers of size MN which is
generated from PWLCM shown in Eq. (3.3) through new initial
conditions shown in Eq. (3.10). This array is used to select the DNA rule
for the encoding of each pixel of the image according to Table 3.3. After
encoding, image|”of size M x 4N obtained. The concept of the
encoding mechanism is taken from A.Rehman et al [12].

ulp, O0<u<p,

U, =4U-p,) p,<u <05 (3.15)
(1-u) u>05
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3.8 The steps of the encryption algorithm

The encryption steps are as follows.
Input: Plain image I, the common initial values a,, by, U,, V, W,, X,

and z,,, the control parameters 14, 1,, 7,, 7,, Yand u for three chaotic

systems respectively.
Output: The encrypted image C.

Step 1: Compute the SHA-256 hash of plain image I and then generate
new initial conditions as described in Section 4.1 as in A.Rehman

et al [12].
Step 2: Permute image I according to the sequences A and B using initial
conditions a; and b to get an image |" according to section 4.3 as

in A. Rehman et al [12].
Step 3: Convert |’ into binary, generate random sequence U through Eq.
(3.4) and encode |’ into matrix M x 4N according to Table 3.3.
Step 4: Will be discussed in chapter 4.
Step 5: Will be discussed in chapter 4
Step 6: Decode C using the DNA rule selected from the decoding group
according to Table 3.3 using chaotic sequence V from PWLCM to get
cipher image C of size MN

Encoding Using
Table 3.3

Decoding Using

—»  Column Addition Row Addition Table 3.3

Permuted Image |

// \\ T T, used as in T
—N\ Permute /I U Y z T, used as in Table 45 X
N Table 45 ‘ "\V_‘
2D Logistic 2D Coupled Logistic 1D Logistic 2D Coupled Logistic
System Eq. (3.4) PWLCM Eq. (3.3) System Eq. (3.5) System Eq. (3.1) System Eq. (3.5)
R A R R AR N S S S
a by’ Up' Puo’ Vo' Pu’ W' Xo' t' t' Yo' 7
0
I I B N | | I I I I
—Keyboard Inputs» Common Keys
——Plain Image—>| SHA-256 Hash

Figure. 3.4: Block diagram of proposed cipher
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4 My Contribution to the modified efficient encryption
algorithm

This chapter provides the detail of my contribution to the thesis which aimed
to achieve an efficient cryptographic algorithm.

4.1 Diffusion process

There is a total of 4MN DNA bases in the encoded image 1”so the size of the
chaotic sequence needs to perform column or row addition. I have used Eq.
(3.5) to generate four sequences W, X, Y, Z with new initial conditionsw;, X,
Yo and z,. These sequences are converted into a 2-D matrix of size 4MN where
the first two matrices W and X are used for row addition and the latter two Y
and Z are used for the column addition operation.

Wy Wan X . - Xy
W=9 . Wy, - : JX=9 o Xunn
Wy - Wy Xy -« X 4.1)
i . - Yan Z . : Y
Y=¢. - Ywp - : v L=y Tug
Ym - . - Yawn Zy - : -+ Zawn

4.1.1 Row addition
The above two-dimension matrix is of size 4MN, where the first two matrices
W and X are used for row addition and latter two, Y and Z for the column
addition operation. The addition operation of rows is as explained in the
following two steps:

I. Begin by sorting first row of W and X to get sorted values and
record their indexes,
[lw fw] =sort (W(i))

[Ix fx] =sort (X(i)) (#2)
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I. Apply DNA addition on the two adjacent rows of the image
encoded image I"according to the index values of W and X as
follows,

R (i) =[1(w) + 17, ()] (4.3)

In the above equation, |} and I, represent kth and next to kth row of 1”,lw and Ix

the index values of sorted rows of W and X can be found, while i=1,2,...,4N.
The pseudo code of addition operation of rows is as explained as follows:

fori=1to M-1

[Iw fw]=sort (W (i))

[Ix fX]=sort (X (1)) (4.4)
for j=1to 4N

R, () =L (w( i) +17, (1x(0))]
end

end

while k=1, 2,...M-1

To get the Mth row of the cipher image, iterate the one dimensional logistic
map shown in Equation (3.1) with the initial conditiont/to generate 4N
random numbers and translate it into DNA sequence according to Table 4.1.
Next, add the DNA bases to the last row of image|” in the same way as other
rows shown in steps I and II.

Column addition

In the similar fashion as in rows, the columns of R are added to get the
encrypted image. The procedure of the column addition can be explained as
follows,

L Sort the first column of Y and Z to get sorted values and record their
indexes,
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[ly fy] =sort(Y(i)) (45)
[lz fz] =sort(Z(i)) '

II. Apply DNA addition on two adjacent columns of image R according to
index values of Y and Z as follows,

c. @ =[r.(y@) +Rr...(1z(y)] (4.6)

In the above equation, Cx and Ci+1 represent kth and next to kth column of R, ly
and Iz are the index values of the sorted columns of Y and Z, while i=1,2,...,M.
The pseudo code of the addition operation of rows can be explained as
follows:

for i=1to 4N-1

[lyfy]=sort (¥ (i))

[1zfz]=sort (Z (1)) 4.7
for j=1to M
(i) =[R.(y() +R...(12(3))]
end

end

while k =1,2,...4N-1

To get the 4Nth column of the cipher image, iterate one dimensional logistic
map shown in Eq. (3.1) with the initial condition t/ to generate M random
numbers and translate it into DNA bases according to Table 4.1. Next, add
these DNA bases to last column of the image R to get Mth column of the C
ciphered image. There is no mathematical operation applied except addition to
substitute rows and the columns of the DNA encoded image. This would

enhance the efficiency of the proposed algorithm compared to A. Rehman et al
[12].

4.2 Decoding of the cipher image

To decode the encrypted image into digital format: an arrayV ={v,,V,,...,V,, } of

random numbers of size MN generated from PWLCM using the new initial
conditions is calculated in Eq. (3.10). Array V is used to select the DNA rules
according to Table 3.3 to decode of the ciphered image.
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Table 4.1: Translation of logistic sequence into DNA bases
S# Chaos Sequence Interval Encoding Group
1 0.01-0.05, 0.50-0.55, 0.60-0.65, 0.85- 0.90, 0.95-0.99 A
2 0.051-0.10, 0.30-0.35, 0.45-0.50, 0.70-0.75, 0.90-0.95 C
3 0.10-0.15, 0.20-0.25, 0.35 -0.40, 0.80-0.85, 0.55-0.60 G
4 0.15-0.20, 0.25-0.30, 0.40-0.45, 0.65-0.70, 0.75-0.80 T
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5 Results and analysis

In the proposed algorithm, initial conditions are generated from the SHA-256
hash value for chaotic maps and a DNA addition operation is applied to
achieve a diffusion effect. Here, the initial values for the chaotic maps are a,

=0.1234567890123456,b,=  0.2345678901234567,u,=  0.3456789012345678,
=0.4567890123456789, w,=  0.5678901234567890, X,= 0.6789012345678901, y,=
0.7890123456789012, z,= 0.8901234567890123, t, = 0.7890123456, t, =
0.8901234567.

5.1 Goal achievement

The primary goal was to achieve higher efficiency by removing complex and
time consuming mathematical operations from the original algorithm without
compromising the security and strength against attacks. The execution time of
each operation used in A. Rehman et al [12] is as follows,

Table 5.1: Execution time of different operations (ms)

Pseudorandom Image 1 Pseudorandom Image 2
Overations Multiplication, | Exclusive- | Multiplication, DNA Permutation
P Modulus OR Modulus Encoding
Single =5.45 <105 =4.97x10° =5.45 x10° =0.0021 | =3.89 x10+

The above execution times are measured on a personal computer with 3048MB
RAM and Intel(R) Pentium(R) i3 Core processor 2.13 GHz. The algorithm is
coded in Matlab R2012a and compiled by 7.14 on Windows 7 Home Premium.
There are two pseudo random images generated to achieve the dual diffusion
in the original article [12]. In the modified version, the substitution phase only
introduce the DNA addition operation; unnecessary operations for
pseudorandom images are excluded to gain efficiency. The time required by
the different operations are eliminated in the modified version which in turn
enhances the efficiency. The below table present the execution time of the
above mentioned unnecessary operations for different image sizes by the
proposed system [12] during encryption and decryption,
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Table 5.2: Execution time of each image operation (millisecond)
Pseudorandom Pseudorandom Image 2 Total
Image 1 (ms) (ms) Encryp- EITCI'Y' .
tion tion Time
Image X, XOR X, DNA | Permu- Time Timex2 | (sec)
size Mod Mod | Encode | tation (ms)
(ms)
64x64 0.223 | 0.20 | 0.223 8.60 1.6 10.85 21.7 =0.022
128x128 | 0.89 0.80 | 0.89 34.41 6.4 43.40 86.8 =0.090
256x256 | 3.57 3.25 | 3.57 | 137.62 25.5 173.51 347.02 | =0.35
512x512 | 14.29 | 13.02 | 14.29 | 550.50 | 101.98 694.1 1388.2 =14
x11002244 57.14 | 52.11 | 57.14 | 2202.0 407.9 2776.29 | 5552.58 | =5.6

The execution time in Table 5.2 above is calculated by multiplying the time
shown in Table 5.1 for each operation. The total encryption time is multiplied
by 2 for the decryption process in which same operations have been applied a
second time once again. The last column shows the approximate time in
seconds. The time complexity of the modified algorithm for
encryption/decryption is evaluated as shown in Table 5.3 for several different
image sizes. With the increase of an image size, the performance of the
algorithm increases; hence, the modified system is more efficient. As the size of
an image increases, the time difference is not as it should be due to extra
FUNCTIONS CALL in Matlab which is also time consuming.

Table 5.3: EDT of 8-bit gray images for different size (in seconds)

Image size (M x N) 64 x 64 | 128 x 128 | 256 x 256 512x512 1024 x 1024
A. Rehman ™ 0.08 0.43 1.48 4.81 15.73
Proposed system 0.06 0.19 1.01 3.22 9.56
Difference 0.02 0.24 0.47 1.59 6.17
Time excluded =0.022 =0.09 =0.35 =14 =5.6
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5.2 Key space

A good encryption scheme should be sensitive to cipher keys and key space
should be large  enough to make brute-force attack infeasible. The total key
space is comprised of keys used in the confusion and diffusion process.
Encoding and decoding are performed using PWLCM chaotic maps with
initial conditionsu;and vywith precision 10-'¢. Confusion is performed using a

coupled logistic map using the two initial conditionsa,andb;whereas in the

diffusion process, row and column addition is performed by iterating Equation
(3.4) with two different sets of initial conditionswj,and X, y;and z; with

precision 10'¢. A 1-dimensional logistic map is used to generate an extra row
and column of DNA bases with initial conditions, t1 and ¢: with precision 10-1°.
Hence, the total key space is & = S, Sh,Sw,SxSy,Sz,5t, St,Spna = 2.4 X 10116,
which is much larger than the required key space, which is 2'% required to
resist all kinds of brute-force attacks [73]. The initial conditions depend on the
SHA-256 hash which in turn is highly sensitive to change of one bit in an
image, meaning that an so the image cannot be recovered without the exact
key used for encryption. This makes the total key space 2.4x10.

5.3 Key sensitivity

In secure encryption schemes, extreme key sensitivity is essential. Chaotic
maps have high sensitivity to initial value and control parameters. All chaotic
maps like 1-D and 2-D are highly sensitive to initial conditions and control
parameters. An encrypted image of Lena is shown in Figure 5.1 (a) with
a0=0.1234567890123456 while Figure 5.1 (b) is the decrypted image with key
ay=a, —0.0000000000000001, which is only one bit different, which results in
failure. Only by using the same key, can the image be decrypted into the
original image as shown in Figure 5.1 (c). A swift change in the original image
results a significant change in the ciphered image. The high sensitivity of the
proposed algorithm demonstrates that it has sufficient ability to resist
exhaustive attacks.
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(a) Encrypted with (b)Encrypted with (c)Encrypted with

20=0.1234567890123456 20=0.1234567890123455 a0=0.1234567890123456
Fig. 5.1: Key sensitivity analysis

5.4 Statistical analysis

According to shanon [21], “It is possible to solve many kinds of ciphers by
statistical analysis”. He suggested two methods of diffusion and confusion to
prevent powerful statistical analysis. Next, it has been demonstrated that the
above described image encryption scheme has good confusion and diffusion
properties. This is shown by tests on the histogram and correlation analysis of
the cipher image.

Histogram analysis

Several 256 grey level images of size 512x512 are selected, all of which have
different contents, and their histograms calculated. The Lena image is a typical
example and it is used for the show histogram in Figure 5.2 (a). It is clear that
the histogram of the cipher image is fairly uniform and significantly different
from the original image’s histogram shown in Figure 5.2 (b).

Correlation analysis

The correlation coefficient can be calculated using the following formula:
|(Cov)|

= BxD(y)

Cov(xy) = %Z(xi —EM)(y, ~E(y))

E(x) = %in
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Figure 5.2: Histogram and autocorrelation analysis of the standard Lena image

For the correlation coefficient, 2,500 pairs of adjacent pixels in horizontal,
vertical and diagonal directions of the all plain images as well as of the
encrypted image are selected randomly and their correlations are calculated as
shown in Tables 5.2- 5.4. The auto-correlation among the randomly selected

adjacent pixels of the plain and encrypted Lena image is shown in Figure 5.2.

Table 5.2: Auto correlation coefficient for M=256, N=256

Plain image Encrypted image
H V D H V D
5.1.09 0.9014 0.9356 0.8717 0.0062 0.0007 -0.0008
5.1.10 0.9068 0.8493 0.7668 0.0062 -0.0068 -0.0042
5.1.11 0.9574 0.8765 0.8418 0.0076 0.0057 0.0007
5.1.12 0.9562 0.9727 0.9330 0.0001 0.0024 -0.0036
5.1.13 0.8710 0.8649 0.7613 0.0025 -0.0011 0.0089
5.1.14 0.9471 0.8881 0.8760 -0.0051 -0.0029 -0.0032
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Table 5.3: Auto correlation coefficient for M=512, N=512
Plain Encrypted
H V D H V D
4.2.03 0.8664 0.7485 0.7083 -0.0022 0.0030 0.0065
4.2.04 0.9715 0.9839 0.9682 0.0007 -0.0015 0.0058
4.2.05 0.9656 0.9604 0.9310 0.0058 -0.0054 -0.0062
4.2.06 0.9746 0.9704 0.9540 -0.0057 -0.0063 0.0034
4.2.07 0.9769 0.9768 0.9644 -0.0004 0.0041 -0.0011
5.2.08 0.9364 0.8782 0.8397 0.0005 0.0078 -0.0064
5.2.09 0.9017 0.8553 0.7932 -0.0037 -0.0056 0.0063
5.2.10 0.9409 0.9214 0.8938 -0.0028 -0.0062 0.0047
7.1.01 0.9621 0.9175 0.9000 0.0019 0.0035 0.0021
7.1.03 0.9454 0.9133 0.9364 -0.0056 0.0052 -0.0062
7.1.05 0.9424 0.9125 0.8870 0.0006 -0.0001 0.0016
7.1.07 0.8873 0.8766 0.8143 -0.0064 0.0023 0.0074
7.1.09 0.9655 0.9295 0.9194 -0.0006 0.0008 -0.0067
7.1.10 0.9637 0.9464 0.9280 0.0083 -0.0013 0.0065
Boat.512 0.9373 0.9708 0.9261 -0.0052 -0.0051 0.0028
Elaine.512 0.9756 0.9696 0.9673 -0.0047 0.0006 -0.0027
Gray21.512 0.9965 0.9988 0.9954 0.0010 0.0011 0.0037
Numbers.512 0.7358 0.7154 0.6602 0.0035 0.0050 -0.0014
Rulers.512 0.4516 0.4595 -0.0308 -0.0031 0.0056 -0.0016

The autocorrelation coefficient of an image is measured in all three directions:
horizontal, diagonal and vertical, using Equation (5.1) above. The results
clearly indicate that the encryption scheme has low correlation compared to
the original image. The same concept is graphically represented in Figure 5.3

for the plain image and encrypted in all three directions.
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Figure 5.3: Correlation analysis of plain and encrypted images in three directions

Table 5.4: Auto correlation coefficient for M=1024, N=1024

Plain Image Encrypted Image
H V D H V D
5.3.01 0.9766 0.9806 0.9649 -0.0031 -0.0001 0.0045
5.3.02 0.9105 0.9021 0.8613 -0.0062 0.043 -0.0079
7.2.01 0.9645 0.9461 0.9417 0.0020 -0.0050 -0.0054
Testpat.1K 0.7463 0.7987 0.6954 -0.0029 0.0017 0.0015
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5.5 Block information entropy analysis

The third standard test, which measures the degree of uncertainty of a
message, is the information entropy. It measures the distribution of the pixels
for each intensity level. The better the uniform distribution, the more capable
the cipher to resist statistical attacks will be. For grey images with intensity
0-255, the ideal value of truly random encrypted message is 8 or, in other
words, the greater the value, the higher the uniform distribution. Entropy
information of A block of message x is mathematically defined as,

H(X) = -3 P(xlog, Pr(x)
= (5.2)

Pr(X =x,) :é (5.3)

where x(i) is the ith grey value, Pr(x;) is the probability of grey level x(i).
Information entropy is a kind of quantitative measurement of how random a
signal source is. The proposed algorithm is very effective terms of the
satisfactory level of randomness as well as when it comes to resisting statistical
attacks as shown in Table 5.5 and 5.6 with a block entropy of 100 non-
overlapped randomly selected blocks of size MxN of cipher images proposed
by Dr. Yue Wu et al. [9]. These are calculated under three different significance
levels. For this purpose, images have been selected from the USC-SIPI
database under MISC volume. The whole process of calculation of block
information is repeated 33 times and each time 100 blocks of size 16 x 16 are
selected randomly for each significance level a. Only one image, 5.1.12, is
failed under a=0.05.

Table 5.5: Block entropy: £=256,Block size=16 x 16, K=100, M=512, N=512

Block Entropy
Theoretical Block Actual Ideal
Global
Image Block Entropy g X
Entropy
Entropy Hg o5 Hyoq
7.16634 7.16277 0.0524
4.2.04 7.999250 7.172816 Pass Pass 0.0508 Pass
4.2.05 7.99914 7.179319 Pass Pass 0.0512 Pass
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Block Entropy
Theoretical Block Actual Ideal
Global
Image Block Entropy g X
Entropy
Entropy Hy o5 Hyo
7.16634 7.16277 0.0524

4.2.06 7.99913 7.17905 Pass Pass 0.454 Pass
4.2.07 7.99930 7.170309 Pass Pass 0.0513 Pass
5.2.08 7.99919 7.186815 Pass Pass 0.0486 Pass
5.2.09 7.9994 7.174489 Pass Pass 0.0515 Pass
5.2.10 7.99930 7.177829 Pass Pass 0.0519 Pass
7.1.01 7.99939 7.180519 Pass Pass 0.0537 Pass
7.1.03 7.999413 7.176650 Pass Pass 0.0464 Pass
7.1.05 7.99919 7.177634 Pass Pass 0.0477 Pass
7.1.07 7.99934 7.176881 Pass Pass 0.0467 Pass
7.1.09 7.99930 7.163725 Fail Pass 0.0521 Pass
7.1.10 7.99926 7.183174 Pass Pass 0.0472 Pass
Boat 7.999325 7.176727 Pass Pass 0.0535 Pass
Elaine 7.999290 7.177226 Pass Pass 0.0425 Pass
Gray21 7.999226 7.176539 Pass Pass 0.0531 Pass
Numbers 7.999271 7.169303 Pass Pass 0.0507 Pass
Ruler 7.99798 7.176684 Pass Pass 0.0570 Pass

Table 5.6: Block entropy: £=256, Block size=16 x 16, K=100, M=1024, N=1024

Block Entropy
Global Theoretical Block Entropy Ideal
Image Block Actual
Entropy Hg o5 Hy 01 o
Entropy o
7.166341 7.162767 0.0524
5.3.01 7.99982 | 7.167774 Pass Pass 0.0534 Pass
5.3.02 7.99980 | 7.17970 Pass Pass 0.0511 Pass
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7.2.01 7.99980 | 7.172013 Pass Pass 0.0592 Pass

Testpat.1K | 7.99981 | 7.181047 Pass Pass 0.0465 Pass

5.6 Differential attack

Generally speaking, an opponent could make a slight change (e.g., a change of
one bit in a pixel) of the plain image to observe the change in the result. In this
way, it is possible to find the meaningful relationship between plain and
cipher images. This is known as a differential attack. However, if a minor
change in the plain image causes a significant change in the cipher image, with
respect to diffusion and confusion, then the differential attack becomes
inefficient and useless. To measure this change, Eli and Biham devised two
tests known as NPCR and UACI. The former calculates the number of different
pixels in the two ciphered images which should be close 100%, and latter
calculates the difference in grey levels which should be close to 33%.
Mathematically, the NPCR (WV;*,V;7) and UACI (Ug", Uy ) scores between
two ciphertext images C' and C?> whose plaintext images are slightly different
can be defined as shown in Equations (5.4) and (5.5). The results of these two
tests have been given in Tables 5.8 to 5.13 where M and N represent the height
and width while M, N denotes the number of pixels in the text image and L
denotes the largest intensity allowed in the image of any pixel, respectively.
The results show that the proposed cryptosystem offers NPCR over 99.60%
and UAI is over 33% which in turn proved to be highly sensitive to minor
changes in the plaintext [69].

The question is how close to 100% and 33% the values of NPCR and UACI
should be. The percentages reflect true randomness of a cipher text. The set
query is addressed by Y. Wu et al [68] who derived a qualitative score that can
be used to test the quality of a cipher as well as the resistance to differential
attacks. The critical NPCR score NV, *associated with a one-side hypothesis test
under thealevel of significance is shown in Equation (5.5) where ®*(.) is the
inverse of CDF of the standard normal distribution. If the actual NPCR score is
above NV, ™ then the difference between the cipher text images and the slightly
different plaintext images are random. In addition, the critical UACI scores
associated with the two-side hypothesis test under the alevel of significance
are shown in Equation (5.8), and the mean and variance of the UACI score are
shown in Equations (5.9) and (5.10), respectively. As a result, the UACI test is
passed if the actual UACI falls within the interval U(C?, C?).
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The qualitative results are quite satisfactory and the randomness test is passed
at a threshold of 5% as shown in Tables 5.8 to 5.10 for NPCR and UACI.
Further comparison to other well-known ciphers has been made, which failed
to pass the qualitative tests.

M N D(i,j
N(CLC2) = Z z @I 5 100 (5.4)
i=14=j=1 T
MM 1CH(GE ) = €23 )

ueten=Y" Y .

(c+c9) - » TXT x 100 (5.5)
j
. 0 if C'(,j)=C*())

D(i,j) = { . g .. 5.6
2 1 if Cr(i,j)#C?@,)) (5:6)
* L+1

U™ =uy —9 Y a/2)o
{ N Hy _1( /2)oy (5.8)
U™ = py =97 (a/2)oy
L+2
— 5.9
L+2)(L>+2L+3
oy = ( ) ) (5.10)
18(L + 1)%2 X LT
Table 5.8: Quantitative and qualitative NPCR score for M=256, N=256
Theoretical NPCR
Actual NPCR Ideal NPCR i} . Ideal ¢
Image (0/0) (0/0) NO.OS N0.01 Actual ¢
99.6094 99.5693 | 99.5527 0.0244

5.1.09 99.6080 Pass 98 99 0.0234 Pass

5.1.10 99.6078 Pass 99 100 0.0201 Pass

5.1.11 99.6091 Pass 99 100 0.0255 Pass

5.1.12 99.6100 Pass 99 100 0.0238 Pass

5.1.13 99.6103 Pass 95 98 0.0257 Pass

5.1.14 99.6111 Pass 92 99 0.0253 Fail
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Table 5.9: Quantitative and qualitative NPCR score for M=512, N=512
Theoretical NPCR (%0)
Actual
Image NPCR Ideal NPCR Noos No.o1 Actual ¢ [deal s
(%) =
99.6094 99.5893 99.5810 0.0122
4.2.02 99.6096 Pass 99 100 0.0106 Pass
4.2.03 99.6073 Pass 92 98 0.0131 Fail
4.2.04 99.6112 Pass 99 100 0.0109 Pass
4.2.05 99.6109 Pass 99 100 0.0107 Pass
4.2.06 99.6096 Pass 95 98 0.0114 Pass
4.2.07 99.6105 Pass 96 100 0.0133 Pass
5.2.08 99.6079 Pass 94 100 0.0123 Pass
5.2.09 99.6097 Pass 95 100 0.0115 Pass
5.2.10 99.6111 Pass 99 100 0.0113 Pass
7.1.01 99.60863 Pass 96 100 0.0124 Pass
7.1.03 99.6106 Pass 98 100 0.0112 Pass
7.1.05 99.6086 Pass 95 97 0.0128 Pass
7.1.07 99.6086 Pass 96 99 0.0127 Pass
7.1.09 99.6077 Pass 97 98 0.0103 Pass
7.1.10 99.6104 Pass 97 100 0.0110 Pass
Boat.512 99.6089 Pass 95 96 0.0135 Pass
Elaine.512 99.6087 Pass 95 100 0.0118 Pass
Gray21.512 99.6081 Pass 95 99 0.0122 Pass
Numbers.512 | 99.6083 Pass 97 98 0.0131 Pass
Ruler.512 99.6086 Pass 95 99 0.0116 Pass
Table 5.10: Quantitative and qualitative NPCR score for M=1024, N=1024
Theoretical NPCR
Ideal o
Image Actual NPCR (%) | Ideal NPCR (%) | Ngos | Mooy | Actuale
99.6094 99.5994 | 99.5952 0.0061
5.3.01 99.6100 Pass 96 100 0.0062 Pass
5.3.02 99.6092 Pass 96 100 0.0057 Pass
7.2.01 99.6104 Pass 98 100 0.0060 Pass
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Testpat.1K | 99.6097 | Pass | 96 | 100 | 0.0061 | Pass
Table 5.11: Quantitative and qualitative UACI for M=256, N=256
Theoretical UACI (%)
Ideal Ugos/ Ugor/ Ideal ¢
Actual
Image UACI (%) Uk Uy Actual ¢
UACI (%)
33.2824 / 33.2255/
33.4635
33.6447 33.7016 0.0924
5.1.09 33.4659 Pass 96 99 0.0919 Pass
5.1.10 33.4574 Pass 96 99 0.0973 Pass
5.1.11 33.4653 Pass 97 99 0.0913 Pass
5.1.12 33.4605 Pass 97 98 0.0905 Pass
5.1.13 33.4473 Pass 98 99 0.0869 Fail
5.1.14 33.4792 Pass 97 99 0.0918 Pass
Table 5.12: Quantitative and qualitative UACI score for M=512, N=512
Theoretical UACI (%)
Ideal UACI Ugos/ Upor/
Actual . " Ideal 6
Image (%) Ugos Uy Actual o
UACI (%)
33.3730/ 33.3445/
33.4635
33.5541 33.5826 0.0462
4.2.02 33.4603 Pass 95 100 0.0452 Pass
4.2.03 33.4764 Pass 95 99 0.0498 Pass
4.2.04 33.4619 Pass 96 99 0.0466 Pass
4.2.05 33.4629 Pass 97 99 0.0441 Pass
4.2.06 33.4646 Pass 95 98 0.0480 Pass
4.2.07 33.4581 Pass 95 100 0.0457 Pass
5.2.08 33.4638 Pass 95 99 0.0446 Pass
5.2.09 33.4590 Pass 91 99 0.0515 Fail
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Theoretical UACI (%)
Ideal UACI Uoos/ Upor/
Actual o " Ideal o
Image (%) Ugos Up o1 Actual ¢
UACI (%)
33.3730/ 33.3445/
33.4635
33.5541 33.5826 0.0462
5.2.10 33.4666 Pass 93 99 0.0483 Pass
7.1.01 33.4635 Pass 98 100 0.0397 Pass
7.1.03 33.4678 Pass 98 100 0.0405 Pass
7.1.05 33.4682 Pass 95 100 0.0436 Pass
7.1.07 33.4632 Pass 95 99 0.0457 Pass
7.1.09 33.4658 Pass 95 99 0.0467 Pass
7.1.10 33.4689 Pass 95 98 0.0485 Pass
Boat.512 33.4668 Pass 98 100 0.0431 Pass
Flaine.512 33.4594 Pass 96 100 0.0425 Pass
Gray21.512 33.4630 Pass 95 100 0.0481 Pass
Numbers.512 33.4675 Pass 97 99 0.0425 Pass
Ruler.512 33.4710 Pass 95 99 0.0481 Fail
Table5.13: Average qualitative results of NPCR
Image Dimension NPCR score (%) Noos Noo1 N0.001 c
256 x 256 99.6094 97.50 99.50 100 0.0239
512 x 512 99.6092 96.05 99.15 100 0.0119
1024 x 1024 99.6098 96.5 100 100 0.0060
Table 5.14: Quantitative and qualitative UACI score for M=1024, N=1024
Theoretical UACI
Actual Ideal UACI (%) Upos / Ugor/ Actual
Image Ideal o
33.4635 33.4183% | 33.4040%
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33.5088% | 33.5231% 0.0231
5.3.01 33.4631 Pass 95 99 0.0228 | Pass
5.3.02 33.4634 Pass 98 99 0.0201 | Pass
7.2.01 33.4611 Pass 96 100 0.0229 | Pass
Testpat.1K 33.4629 Pass 96 99 0.0237 | Pass
Table 5.15: Average qualitative results of the UACI score
) ) UACI score | Ugos/ Upor! Uooo1 !
Image Dimension c
(%) Ugos Ugloy Ugooy
256 x 256 33.4626 96.83 98.83 100 0.0916
512 x 512 33.4649 95.45 99.3 100 0.0456
1024 x 1024 33.4626 96.25 99 100 0.0223

In Figure 5.4, two dashed dotted black lines are drawn to show the upper and

lower qualitative scores for a=0.01 and similarly two blue lines for upper and

lower qualitative scores under a=0.05. The figure shows that the NPCR and

UACIT scores of each individual encrypted image did not pass the qualitative

test.
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Figure 5.5: Qualitative analysis of the NPCR scores of 4.2.04

5.7 Comparison

In this section, a comparison to the original algorithm proposed in A.Rehman
et al [12] will be studied from possible angles, e.g. key space, correlation,
entropy, quantitative and qualitative NPCR and UACL
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First of all, the key space of the proposed algorithm is slightly less than the
original algorithm but still large considering the requirement of 2! [73] to
resist brute force attacks as shown in Table 5.17.

Table 5.17: Comparison of key space to existing ciphers

Algorithm Key Space
Proposed 2.4x10116
A. Rehman et al[12] 2.4x10136

In Table 5.18, 100 encrypted images are generated using the proposed system
on Lena image then the average of NPCR, UACI and correlation are measured
and compared to the original algorithm. The results of both algorithms have
equal strength against differential and statistical attacks.

Table 5.18: Comparison of mean and standard deviation of 100 encrypted images 256 x 256

A. Rehman [12] Proposed system
Tests
Mean o mean o
Corr. Coeff. -0.0002 0.0015 -0.0004 0.0020
NPCR 99.61 0.01 99.61 0.01
UACI 33.46 0.04 33.47 0.04

Table 5.19: Quantitative and qualitative analysis of NPCR

Quantlta.tlve Ideal values Qualitative analysis
M x N Method analysis Ny
Mean o Mean | o 0.05 0.01 0.001
P d
sex | o PO%% [ 9960938 [ 0.023967 | Pass |Pass| 97 9933 | 100
System
256
A.Rehman | 99 60929 | 0.024087 | Pass | Pass | 99.6092% | 94.83333 | 99

Table 5.20: Quantitative and qualitative analysis of UACI

Quantlta.tlve Ideal values Quahtatlv*e_ analysis
M xN Method analysis Uy
Mean o Mean | o 0.05 | 0.01 | 0.001
P
roposed |+ 1696 | 00916 | Pass | Pass | 9683 | 96583 | 100%
system
256 x 256
A. Rehman
etal[12] | 334625 | 0.0920 [ Pass | Pass 1334625 | 9433 | 97.83
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Table 5.21: Comparison of EDT of 8-bit grey level images for different image sizes (in seconds)

Image size (M x N) A. Rehman [12] Proposed system
64 x 64 0.08 0.06
128 x 128 0.43 0.19
256 x 256 1.48 1.01
512 x 512 4.81 3.22
1024 x 1024 15.73 9.56
Table 5.22: Differences and similarities in proposed and A. Rehman [12]
# Steps Proposed A. Rehman [12] Status
1 | Key Generation SHA-256 SHA-256 Same
2 | Permutation Shuffling Shuffling Same
of rows of rows
and and
columns columns
3 | DNA 04 rules for encoding key Slightly
encoding 4 rules used image. different
randomly 04 rules for encoding for
plain image.
4 | Substitution Addition XOR, addition, different
operations MOD
5 | DNA 4 rules used Conventional Completely
decoding randomly method changed
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Conclusions and future work

There is demand to secure digital data from society and the industry as well as
the industry. A way to secure the digital data is by using encryption. In this
thesis, a new method of image encryption is proposed. In the algorithm
proposed for this new method, chaos theory, SHA-256 and DNA
complementary rules are used. The three components are the latest tools to
build image encryption algorithm and have comparable results with current
encryption algorithms. DNA complementary rules have been used in two
groups, one for encoding and another for decoding. Different chaotic maps
and SHA-256 use improves the resistance of the cipher against different kinds
of security threats. The proposed algorithm is simulated in Matlab 7.14. In
addition different tests and their results have been observed to verify the
algorithm efficiency and speed. By studying different results, it can be
concluded that modified algorithm is robust against different types of security
attacks.

6.1 Future work

There is always a room for improvement. This effort is not the first or last
effort. In all work, there are some limitations. The limitations of the proposed
algorithm are that this algorithm is designed and tested for grey images.
Different 1-dimensional chaotic maps have short periods, so in future i will
attempt to introduce this mechanism with some higher dimension chaotic
maps for encrypting colour images.
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Appendix A: The encryption of the
proposed system

FUNC_VOID_MAIN ( ) %% Encryption Function

tic

clear all

o

IC3=0.3456789012345679;
IC4=0.4567890123456780;
IC7=0.7890123456789012;

IC10=0.8749012345;
global MAT DNA RULES;
MAT DNA RULES=load (

oo
3]

% Size of the
Var Size=256;

Image

% path to the image

5 Common Initial Conditions
IC1=0.1234567890123456;

IC2=0.2345678901234567;

IC5=0.56789012345678;

IC8=0.8749012345678901;
% MATFILES to map DNA bases

'DNA.mat');

IC6=0.6789012345678901;
IC9=0.7890123456;

IMG=imread ('G:\study\Test images\4.2.04.tiff"');

[

IMG=rgbZgray (IMG) ;
% Image Resize
IMG=imresize (IMG,

[

Opt.Format="HEX';
Opt.Method="'SHA-256";

Hash

3 Conversion to gray color

[Var SizeVar Size]);

3 Hash generation of the input Image

% Generation of secret keys from Hash

DataHash (IMG, Opt);

hl=(hex2dec (Hash (1 )y)/2734; h2=(hex2dec (Hash(8:14)))/2"34;
h3=(hex2dec(Hash(15 21) )y /2734; hd=(hex2dec (Hash(22:28)))/2"34;
h5=(hex2dec (Hash (29: 35)))/2A34;h6:(hex2dec(Hash(36:42 ))/2 34;
h7=(hex2dec (Hash (43:49))) /2734;h8=(hex2dec (Hash(50:56)))/2"34;
h9= (hex2dec (Hash (57:60))) /2722;h10=(hex2dec (Hash(61:64)))/2"22;
[IMG RowsIMG Cols]=size (IMG);

RND RowsRND_ Col]
IMGipermutedl

o — — o°

o

1st Step of Encryption is Permutation
=FUNC_CPLD_LOGISTIC (h1+IC1,h2+IC2,IMG Rows);
=FUNC PERMUTE(IMG RND Rows,RND Col, IMG Rows) ;
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%$DNA encoding of Permuted Image

[RND Str DNAEec]= FUNC_PWLCM( (IC3+h3),Var Size);
[IMG_Encoded]=FUNC_DNA_ENCODE((reshape(RND_Str_DNAEec,Var_Size,Var_Si
ze)),IMG_permuted,MAT_DNA_RULES,Var_Size);

%Column Addition of the Encoded Image
[RND Str Coll

RND Str Col2]=FUNC_LOGISTIC_4INPUTS (h5+IC5,h6+IC6,IMG_Rows) ;

[IMG_Col Added]=FUNC_COL_ADD (IMG Encoded,RND Str Coll,RND Str Col2,IC
9+h9, IMG Rows) ;

$ROW Addition

[RND Str Rowsl
RND_§tr_§owsZ]=FUNC_LOGISTIC_4INPUTS(h7+IC7,h8+IC8,IMG_Rows);
[IMG_ROW_Added]=FUNC_BOW_ADD(IMG_Col_Added,RND_Str_Rowsl,RND_Str_Rows
2,IC10+h10, IMG Cols);

%% Decoding of encrypted image

[RND Str DNADec]= FUNC_PWLCM((IC4+h4),Var_Size);
IMG_Encry=FUNC_DNA_DECODE((reshape(RND_Str_DNADec,Var_Size,Var_Size))
, IMG_Row Added,MAT DNA RULES,Var Size);

Toc

FUNC CPLD LOGISTIC

function-Tk Y]=FUNEijLD_LOGISTIC(icl,ic2,Var_Size)
formatlong

X=zeros (1,Var Size+300);
Y=zeros (1,Var Size+300);
X(l)=icl; Y(1l)=ic2;

fori=l:Var Size+299

X (i41)=1.1904% (3*Y (i) +1)*X (i) * (1-X (1)) ;

Y (i41)=1.1904% (3*X (i+1)+1)*Y (i)* (1-Y (i));
end

X=X (301:end) ;

Y=Y (301l:end);

FUNC PERMUTE

function [pImage]=FUNC_ PERMUTE (Image, xx,yy,Var Size)
pImage=zeros (Var_ Size,Var_ Size);

[1xfx]=sort (xx);

[lyfyl=sort(yy);

for k=1:Var Size

for j=1:Var Size

pImage (k,j)=Image ((fx(k)), (fy(3)));
end

end
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FUNC PWLCM

function[Rnd]=FUNC_ PWLCM(ic,Var Size)

limsize=Var Size*Var Size+1000;
Rnd=zeros (Var_ Size*Var Size,1l);

formatlong, double (Rnd) ;
Rnd(1l)=ic;

fori=2: limsize

1ifRnd (i-1)>=0 &&Rnd(i-1)<0.48

Rnd (1)=Rnd (i-1)/0.48;
elseifRnd(i-1)>=0.48 &&Rnd(i-1)<0.5
Rnd(i)=((Rnd(i-1)-0.48)/(0.5-0.48)) ;
elseifRnd(i-1)>0.5

Rnd(i)=1-Rnd (i-1);

end

end

Rnd=Rnd (1001:end) ;

FUNC_DNA ENCODE

function [DNA_IMG] =FUNC_DNA_ENCODE (RND_Str, IMG, s, Var_Size)
DNA IMG=blanks (Var Size*Var Size*4);
DNA IMG=reshape (DNA IMG,Var Size, Var Size*4);

forRow_Idx=1:Var Size
K=1;
forCol Idx=1:Var Size

if | ((RND_Str (Row_ Idx,Col Idx)>=0.00000000000000
&&RND Str (Row Idx,Col Idx)<=0.050000000000000))...

| ((RND_Str(Row_ Idx,Col Idx)>=0.50000000000001
&&RND_ Str (Row Idx,Col Idx)<=0.55000000000000))...

| ((RND_Str(Row Idx,Col Idx)>=0.95000000000001
&&RND Str (Row Idx,Col Idx)<=0.99999999999999))...

|| ((RND_Str(Row Idx,Col Idx)>=0.40000000000001
&&RND Str (Row Idx,Col Idx)<=0.45000000000000))...

| ((RND_Str(Row_ Idx,Col Idx)>=0.20000000000001
&&RND_ Str (Row Idx,Col Idx)<=0.25000000000000)))
DNA IMG (Row Idx,K:K+3)=s.DNAL (((IMG(Row Idx,Col Idx))+1),:);

K=K+4;
elseif ( ((RND_Str (Row Idx,Col Idx)>=0.050000000000001
&&RND_ Str (Row_ Idx,Col Idx)<=0.10000000000000))...

| ((RND_Str(Row_ Idx,Col Idx)>=0.30000000000001
&&RND Str (Row Idx,Col Idx)<=0.35000000000000))...

[l ((RND_Str (Row_Idx,Col Idx)>=0.70000000000001
&&RND Str (Row Idx,Col Idx)<=0.75000000000000))...
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|1 ((RND_Str (Row_Idx,Col Idx)>=0.60000000000001
&&RND_Str (Row Idx,Col Idx)<=0.65000000000000))...

| ((RND_Str (Row Idx,Col Idx)>=0.85000000000001
&&RND Str (Row Idx,Col Idx)<=0.90000000000000)))

DNA IMG (Row_ Idx,K:K+3)=s.DNAZ(((IMG(Row Idx,Col Idx))+1),:);

K=K+4;
elseif ( ((RND_Str (Row Idx,Col Idx)>=0.10000000000001
&&RND_ Str (Row Idx,Col Idx)<=0.15000000000000))...

I ((RND_Str(Row Idx,Col Idx)>=0.35000000000001
&&RND_Str (Row_Idx,Col Idx)<=0.40000000000000))...

| ((RND_Str(Row_ Idx,Col Idx)>=0.55000000000001
&&RND_ Str (Row Idx,Col Idx)<=0.60000000000000))...

| | ((RND_Str (Row Idx,Col Idx)>=0.65000000000001
&&RND_ Str (Row_ Idx,Col Idx)<=0.70000000000000))...

| ((RND_Str(Row_ Idx,Col Idx)>=0.80000000000001
&&RND Str (Row_ Idx,Col Idx)<=0.85000000000000)))
DNA_IMG(ROW_IdX,K:K+3)=s.DNA3(((IMG(ROW_IdX,COl_IdX))+l),:);

K=K+4;
elseif ( ((RND_Str (Row_ Idx,Col Idx)>=0.15000000000001
&&RND_ Str (Row_Idx,Col Idx)<=0.20000000000000))...

| ((RND_Str(Row_ Idx,Col Idx)>=0.25000000000001
&&RND_Str (Row_ Idx,Col Idx)<=0.30000000000000))...

| | ((RND_Str (Row_ Idx,Col Idx)>=0.75000000000001
&&RND_ Str (Row Idx,Col Idx)<=0.80000000000000))...

| ((RND_Str(Row_ Idx,Col Idx)>=0.90000000000001
&&RND_ Str (Row_Idx,Col Idx)<=0.95000000000000))...

|| ((RND_Str (Row Idx,Col Idx)>=0.45000000000001
&&RND_ Str (Row_ Idx,Col Idx)<=0.50000000000000)))
DNA_IMG(ROW_IdX,K:K+3) =s.DNA4 ( ( (IMG(ROW_IdX, Col_IdX) y+1),:);

K=K+4;
end
end
end

FUNC_LOGISTIC 4INPUTS

function [X Y]=FUNC LOGISTIC 4INPUTS(icl,ic2,Var Size)
x=zeros (1,Var Size*Var Size*4);

y=zeros (l,Var Size*Var Size*4);

x(1l)=icl; y(l)=ic2;

loop=Var Size*Var Size*4+2999;

fori=1l:1lo0p

X (i+1)=3.12*x (1) *(1-x(1))+0.19*y (1),

y(i+1)=3.12%y (i) * (1-y (1)) +0.14% ((x (i) *2) +x (i) * (y (1) "2));
end

Xseq = (10"6*(x))-floor(l1076*(x));

Yseq = (10"6*(y))-floor(l1076*(y));

X=Xseq(3001l:end);
Y=Yseq(3001l:end);

X=reshape (X, Var Size,Var Size*4);
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Y=reshape (Y, Var_ Size,Var Size*4);
formatlong, double (X);
formatlong, double (Y);

FUNC_COL_ADD

function [Col ADDED]=FUNC COL ADD (Image,X,Y,ic,sCOL)
nCOL=sCOL*4;
for j=1:nCOL-1

Col ADDED(:,J)=FUNC_DNA ADDITION (Image(:,3J),X(:,3),Y¥(:,]),Image(:,]+1
) , sCOL) ;

end

[dna]= logistic(ic,sCOL);

dna=dna’';

Col ADDED (:,nCOL)=FUNC DNA ADDITION (Image (:,nCOL),X(:,nCOL),Y (:,nCOL)
,dna, sCOL) ;

FUNC_ROW_ADD

function [Row Added]=FUNC_ROW ADD(C_ADD IMAGE,R1,R2,ic,nROW)
Row_ Added=blanks (nROW*4) ;

for K=1:nROW-1

Row_Added (K, :) =FUNC_DNA ADDITION(C ADD IMAGE(K,:),R1(X,:),R2(K,:),C A
DD IMAGE (K+1, :),nROW*4) ;

end

[Pseudo DNA]= logistic(ic, nROW*4);

Row Added (nROW, : ) =FUNC_DNA ADDITION (C_ADD IMAGE (nROW, :),R1 (nROW, :),R2
(nROW, :) , Pseudo_DNA, nROW*4) ;

FUNC_DNA DECODE

function [IMG Encrypted]=FUNC DNA DECODE (RND Str Dec, IMG,Sl,Var Size)
%Create Matrix of Zeros to store DECODED Image
IMG Encrypted=zeros (Var_ Size);

forRow Idx=1:Var Size

Idx=1;
forCol Idx=l:Var Size
if ( ((RND_Str Dec(Row_Idx,Col Idx)>=0.00000000000000

&&RND Str Dec (Row Idx,Col Idx)<=0.050000000000000))...
| | ((RND_Str Dec (Row Idx,Col Idx)>=0.50000000000001
&&RND Str Dec(Row Idx,Col Idx)<=0.55000000000000))...
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|| ((RND_Str Dec(Row_Idx,Col Idx)>=0.95000000000001
&&RND Str Dec (Row Idx,Col Idx)<=0.99999999999999))...

|| ((RND_Str Dec(Row Idx,Col Idx)>=0.40000000000001
&&RND Str Dec(Row Idx,Col Idx)<=0.45000000000000))...

| | ((RND_Str Dec(Row Idx,Col Idx)>=0.20000000000001
&&RND_ Str Dec (Row Idx,Col Idx)<=0.25000000000000)))

PIX STRG=IMG (Row_ Idx, Idx:Idx+3);

PIXEL=find(Sl.DNA5(:,l)==PIX_STRG(l) &
Sl.DNAS(:,2)==PIX_STRG(2) & Sl.DNA5(:,3)==PIX_STRG(3) &
Sl.DNAS(:,4)==PIX_STRG(4));

IMG Encrypted(Row Idx,Col Idx)=PIXEL-1;

Idx=Idx+4;

elseif ( ((RND_Str Dec(Row_Idx,Col Idx)>=0.050000000000001
&&RND Str Dec(Row Idx,Col Idx)<=0.10000000000000))...

|| ((RND_Str Dec(Row_ Idx,Col Idx)>=0.30000000000001
&&RND_ Str Dec (Row Idx,Col Idx)<=0.35000000000000))...

|| ((RND_Str Dec(Row_ Idx,Col Idx)>=0.70000000000001
&&RND Str Dec(Row Idx,Col Idx)<=0.75000000000000))...

|| ((RND_Str Dec(Row_ Idx,Col Idx)>=0.60000000000001
&&RND Str Dec (Row Idx,Col Idx)<=0.65000000000000))...

|| ((RND_Str Dec(Row_ Idx,Col Idx)>=0.85000000000001
&&RND Str Dec(Row_ Idx,Col Idx)<=0.380000000000000)))

PIX STRG=IMG (Row_ Idx, Idx:Idx+3);

PIXEL=find(Sl.DNA6(:,l)==PIX_STRG(l) &

S1.DNAG6 (:,2)==PIX STRG(2) & S1.DNAG6(:,3)==PIX STRG(3) &
Sl.DNAG(:,4)==PIX_STRG(4));

IMG Encrypted(Row Idx,Col Idx)=PIXEL-1;

Idx=Idx+4;

elseif ( ((RND_Str Dec(Row_Idx,Col Idx)>=0.10000000000001
&&RND Str Dec (Row Idx,Col Idx)<=0.15000000000000))...

|| ((RND_Str Dec(Row Idx,Col Idx)>=0.35000000000001
&&RND Str Dec(Row Idx,Col Idx)<=0.40000000000000))...

|1 ((RND_Str Dec(Row Idx,Col Idx)>=0.55000000000001
&&RND Str Dec(Row Idx,Col Idx)<=0.60000000000000))...

|| ((RND_Str Dec(Row Idx,Col Idx)>=0.65000000000001
&&RND Str Dec (Row Idx,Col Idx)<=0.70000000000000))...

|1 ((RND_Str Dec(Row Idx,Col Idx)>=0.80000000000001
&&RND Str Dec(Row Idx,Col Idx)<=0.85000000000000)))

PIX STRG=IMG (Row Idx, Idx:Idx+3);

PIXEL:find(Sl.DNA7(:,1)::PIX_STRG(1) &
Sl.DNA7(:,2)::PIX_STRG(2) & Sl.DNA7(:,3)::PIX_STRG(3) &
Sl.DNA7(:,4)==PIX_STRG(4));

IMG Encrypted(Row_ Idx,Col Idx)=PIXEL-1;

Idx=Idx+4;

elseif ( ((RND_Str Dec(Row_Idx,Col Idx)>=0.15000000000001
&&RND_ Str Dec (Row Idx,Col Idx)<=0.20000000000000))...

|1 ((RND_Str Dec(Row Idx,Col Idx)>=0.25000000000001
&&RND Str Dec(Row Idx,Col Idx)<=0.30000000000000))...

|1 ((RND_Str Dec(Row Idx,Col Idx)>=0.75000000000001
&&RND_ Str Dec (Row Idx,Col Idx)<=0.80000000000000))...

|| ((RND_Str Dec(Row_ Idx,Col Idx)>=0.90000000000001
&&RND Str Dec(Row Idx,Col Idx)<=0.95000000000000))...

|l ((RND_Str Dec(Row_ Idx,Col Idx)>=0.45000000000001
&&RND Str Dec (Row Idx,Col Idx)<=0.50000000000000)))
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PIX STRG=IMG (Row_ Idx, Idx:Idx+3);
PIXEL=find (S1.DNA8 (:,1)==PIX STRG(1l) &

S1.DNA8 (:,2)==PIX STRG(2) & S1.DNA8(:,3)==PIX STRG(3) &

S1.DNA8 (:,4)==PIX STRG(4)):;

IMG Encrypted(Row_ Idx,Col Idx)=PIXEL-1;

Idx=Idx+4;

end

end

end
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