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Abstract
A multi-hop ad hoc network requires no infrastructure,  like base stations  or
routers  to  function.  This means  that  it  can  quickly  be  deployed  and  in
movement,  making it  ideal  for  scenarios  like  natural  disasters  or  battlefield
communication. A single-frequency network (SFN) is the idea that transmitters
can cooperate to send the same signals simultaneously over the same frequency
channel,  such that the signals are amplified.  It was previously proposed that
SFNs could be created in multi-hop ad hoc networks. According to simulations,
this  could  improve  the  energy  consumption,  signal  reachability,  and  data
transfer rate. As this has only been simulated, the purpose of this project is  to
experimentally verify that SFN is attainable in a multi-hop ad hoc network, and
to assess  what  the difficulties  are  of  an  actual  implementation.  The method
involved synchronizing  the transmission  of  two devices  operating  under  the
802.11a  standard.  A multi-hop ad hoc network was created by changing the
settings of the network interface cards. The devices used were mainly laptops
and transmissions were monitored in Wireshark.  The laptops were forced to
send on one frequency channel  to  make interference  possible,  and identical
packets were sent. Experiments were made to assess whether SFN was attained.
The packet loss rate and distance were used to evaluate the results. The results
suggest that a synchronized transmission off by less than 2  µs was attained.
However,  the  error  of  these  measurements  were  neither  known  nor
approximable. This meant it was hard to know when  a SFN was formed. The
results  indicate  that  SFN  was  attained,  as  the  packet  loss  rate  decreased
significantly  when  employed.  The  effectiveness  of  SFN was  hard  to  assess
because  the  results  were  not  comparable  with  the  simulation  values.  The
difficulty of an actual implementation is deemed to be the synchronization of
transmissions.

Keywords: SFN, DSFN, OFDM, 802.11a, Wireless multi-hop ad hoc network.

iii



An experimental verification of single-frequency networks in multi-hop ad hoc networks
Rafid Mahdi and Pontus Tobiasson 2016-06-15

Acknowledgments
We would like to thank Magnus Eriksson for his guidance, Mikael Hasselmalm
for his input, and Abel Dejene for his moral support. 

iv



An experimental verification of single-frequency networks in multi-hop ad hoc networks
Rafid Mahdi and Pontus Tobiasson 2016-06-15

Table of Contents
Abstract..............................................................................................................iii

Acknowledgments..............................................................................................iv

Terminology......................................................................................................vii

1 Introduction...............................................................................................1
1.1 Background and problem motivation.....................................................1
1.2 Overall aim.............................................................................................3
1.3 Scope......................................................................................................3
1.4 Concrete and verifiable goals.................................................................4
1.5 Outline....................................................................................................4
1.6 Contributions..........................................................................................4

2 Theory........................................................................................................5
2.1 Key concepts..........................................................................................5
2.1.1 Wireshark...........................................................................................5
2.1.2 Diversity gain....................................................................................5
2.1.3 Multi-hop routing..............................................................................5
2.1.4 The 802.11a IEEE standard...............................................................5
2.1.5 Electromagnetic waves and interference...........................................6
2.1.6 Single-frequency network (SFN)......................................................6
2.1.7 Orthogonal frequency-divison multiplexing (OFDM)......................6
2.1.8 Macro-diversity.................................................................................7
2.2 Implementing SFN in a network............................................................7
2.2.1 Example of SFN using four nodes.....................................................8
2.3 Simulation results...................................................................................9

3 Methodology............................................................................................10
3.1 The method in specifics........................................................................10
3.1.1 Tools and hardware..........................................................................11
3.1.2 Synchronizing the transmission of packets.....................................12
3.1.3 Sending identical packets from different devices............................13
3.1.4 Creating a multi-hop ad hoc network..............................................14
3.1.5 Sending packets on the same channel frequency............................14
3.1.6 Verifying SFN through experimentation.........................................14
3.1.7 Constraints and simplifications of this thesis..................................18
3.1.8 The method of evaluation................................................................19
3.1.9 Why 802.11a?..................................................................................20

4 Results......................................................................................................21
4.1 Synchronizing the transmission of packets..........................................21
4.2 Comparing packet loss of synchronized transmission.........................22
4.3 Results from single transmission..........................................................26

5 Discussion.................................................................................................27
5.1 The results of the experiments.............................................................27

v



An experimental verification of single-frequency networks in multi-hop ad hoc networks
Rafid Mahdi and Pontus Tobiasson 2016-06-15

5.2 The methodology..................................................................................28
5.3 Conclusions..........................................................................................29
5.4 The future of SFN in multi-hop ad hoc networks................................29
5.4.1 Future testing...................................................................................29
5.4.2 Ideas on an actual implementation..................................................30
5.4.3 Ethical aspects.................................................................................30

References.........................................................................................................32

vi



An experimental verification of single-frequency networks in multi-hop ad hoc networks
Rafid Mahdi and Pontus Tobiasson 2016-06-15

Terminology
Abbreviations

ACK Acknowledge. Verification of a correctly transferred
packet. 

BER Bit error rate. The rate of which bit errors are esti-

mated to occur.

CTS Clear-To-Send.  Packet  sent  by  an  access  point  in

CSMA/CA, giving permission to sender to transmit.

CRC Cyclic redundancy check. Function used to produce a

check-sum in order to detect errors in transmissions.

CSMA/CA Carrier  sense  multiple  access  with  collision  avoid-

ance. Network multiple access method where nodes

attempt to avoid collisions by only transmitting when

it senses that the channel is unused.

DSSS Direct Sequence Spread Spectrum. A spread spectrum

technique which improves resistance to interference.

PER Packet error rate. The rate of which packet errors are

estimated to occur.

RTS Request  to  send.  A  sender  transmits  this  in

CSMA/CA and awaits a CTS before proceeding.

TCP Transmission Control Protocol. Reliable transmission

with error checking and resending.

UDP User Datagram Protocol. Connectionless 

transmission of packets.

NIC Network interface card.

SFN Single-frequency network.
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1 Introduction
With the current rate of advances in wireless technology and the high accessi-
bility of intelligent devices, it is apparent that being digitally connected is be-
coming a normal part of our lives – much like public transport or media. 

There is a type of wireless network, different from what is used in a typical
household or the local café. It requires no infrastructure, and it may become an
important part of networking in the future.

This thesis complements the research on Dynamic Single Frequency Networks
in  Wireless  Multi-hop Networks [1].  Dynamic  Single  Frequency  Networks
(DSFN) is a technique that, according to simulations, appears to improve the
energy consumption, data rate transfer and node reachability of multi-hop ad
hoc networks by having several nodes form a single-frequency network (SFN).

1.1 Background and problem motivation
The typical household network could look like figure 1, where a collection of
devices communicate through one router.

 
Figure 1: An infrastructure network. The devices communicate through an ac-
cess points.  

A multi-hop ad hoc network is different in that it requires no infrastructure, like
base stations or routers to function [2]. Instead, devices within the network con-
nect and communicate to each other directly [2], see figure 2.
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Figure 2: An ad hoc network. The devices connect to each other.

Multi-hop means that devices also can communicate through each other, more
specifically, the devices  are capable of relaying the data to otherwise uncon-
nected devices.  In figure 3, the device A cannot directly communicate to D, but
it can through the devices B and C.

 

Figure 3: A multi-hop ad hoc network. Data sent from A to D, is relayed by B

and C.
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The network’s lack of infrastructure means that it is quick to deploy and that the
nodes are capable of being in movement [2]. This makes it ideal for scenarios
like emergency first  response,  natural  disasters or  battlefield communication
where devices may move in and out of range, and where a permanent network
is not required [2].

A single-frequency network (SFN) is based on the idea that, because signals sent
by devices are electromagnetic waves, they can interfere constructively or de-
structively, depending on the  phase difference  [3]. A concept named  dynamic
single-frequency network proposes that  single-frequency networks  can be used
with multi-hop ad hoc networks, with the purpose of improving networking as-
pects like coverage area and energy usage [4]. The SFN can be formed by hav-
ing multiple  devices  cooperate  by transmitting data  simultaneously over  the
same frequency channel [4].

This idea of using  SFN in  multi-hop ad hoc networks, was later simulated in
DSFN in Wireless Multi-hop Networks [1], with interesting results. It suggests
that some of the algorithms proposed in  Dynamic Single Frequency Networks
[4], when incorporated into  multi-hop ad hoc networks, improve energy con-
sumption, node reachability and data transfer rate, when compared to the tradi-
tional shortest-path multi-hop algorithm.

If the simulation values can be confirmed in the future, then this network would
be tremendously more efficient, cost effective, and robust compared to a regular
multi-hop ad hoc network.  

As this has only been simulated, the purpose of this project is this:
• to experimentally verify that SFN can be attained in a multi-hop ad hoc

network.
• to assess the difficulties of implementing such a network.

This would strengthen the results of the simulation, and create groundwork for
future testing and an actual implementation of  SFN  in multi-hop ad hoc net-
works.

1.2 Overall aim

The overall aim of this thesis is to take the research on  Dynamic Single Fre-
quency Networks in Wireless Multi-hop Networks [1] from simulation to an ex-
perimental verification and to evaluate the results of the simulations.

1.3 Scope
This thesis aims to experimentally verify SFN, not create an actual implementa-
tion. That is, the created network will not be usable for any practical purposes
other than testing, at least not in a convenient or reliable way. 
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1.4 Concrete and verifiable goals

1. Synchronize the transmission of packets.

2. Send identical packets from different devices.

3. Create a multi-hop ad hoc network.

4. Send packets on the same channel frequency.

5. Test and verify that SFN has been attained.

6. Attain results comparable to the simulation values.

1.5 Outline
Chapter 2 contains theory and background information necessary to understand
this thesis. Chapter 3 explains the method used to achieve the concrete and veri-
fiable goals. Chapter 4 presents the results from all the tests made. In chapter 5
the  results  are  discussed  and  suggestions  for  future  testing  are  made.

1.6 Contributions
Rafid Mahdi focused on the theoretical parts of this thesis, and Pontus Tobias-
son on the practical parts. Pontus Tobiasson was more involved in implement-
ing the software, while Rafid Mahdi focused on designing the experiments. A
lot of our work overlapped.
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2 Theory
Chapter two provides background information necessary to understand this the-
sis. First, key concepts central or related to this thesis will be explained. Then,
an explanation of how a SFN can be formed in a network of four nodes is pre-
sented – this is mainly that which this thesis aims to implement. Following that,
the simulation results from  Dynamic Single Frequency Networks in Wireless
multi-hop Networks [1] will be summarized.

2.1 Key concepts

2.1.1 Wireshark

Wireshark is a free open source packet analyzer [5]. It is often used to analyze
and troubleshoot networks. In Wireshark, specific interfaces can be chosen to
monitor, allowing the user to see information about the packets received and
sent, to and from that interface.

2.1.2 Diversity gain

A diversity gain means that, when transmitting data, a gain has been made such
that the same bit error rate can be achieved with a decreased signal-to-noise ra-
tio. Some researchers refer to this as  diversity gain, but there are few sources
that actually use this term, hence this clarification.

2.1.3 Multi-hop routing

The following explanation comes from [6]. Routing is the process of deciding
where signals in a network should be sent.  Multi-hop routing is a technique
where signals are forwarded by intermediate nodes within the network, instead
of being sent through one long path. Compared to networks with single wireless
links, this has several advantages: it can extend the coverage of the network and
improve connectivity, also, transmission over several short links may require
less transmission power and energy contrary to long links. It also enables higher
data rates, which results in higher throughput. In dense multi-hop wireless net-
works, alternative paths of transmissions may be available, making the network
robust.

2.1.4 The 802.11a IEEE standard

While operating under this standard,  OFDM is the used modulation technique
by default [7]. This standard supports a bandwidth up to 54 Mbps, and signals
in  a  regulated  frequency spectrum of  around  5  GHz [8].  The  frequency of
802.11a is higher than that of the common 802.11b standard, which implies that
the 802.11a has a relatively shorter range. The higher frequency also makes the
802.11a more inept at penetrating obstructions like walls [8].
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2.1.5 Electromagnetic waves and interference

Wireless signals are electromagnetic waves. These waves can  interfere either
constructively or destructively, much like mechanical waves like sound or the
waves of the ocean. When two waves are “in-phase”, it means that there is no
difference in phase between the waves, see the upper image of figure 4. If sev-
eral waves with the same frequency overlap and are “in-phase”, then the net
amplitude of the waves increases. If the waves have the same amplitude but are
phase shifted precisely by half a wavelength, they interfere destructively and
the net amplitude becomes zero. The source for this paragraph is [3].

Figure 4: Constructive and destructive interference of waves [9].

2.1.6 Single-frequency network (SFN)

In a  SFN, several transmitters send signals at the same time on the same fre-
quency  channel.  The  advantages  of  this  technique  is  an  increase  in  signal
strength, because of  the constructively interfering signals.

The limiting factor of SFN is the potential for signals to self-interfere by multi-
path propagation,  intersymbol interference (ISI)  or severe attenuation.  How-
ever, this can be dealt with by using a modulation technique like  orthogonal
frequency-divison multiplexing (OFDM) [10].

2.1.7 Orthogonal frequency-divison multiplexing (OFDM)

OFDM is a modulation technique that converts a frequency selective channel
into a set of sub-channels that are frequency flat [11]. The sub-carriers have a
certain frequency spacing, such that orthogonality among these sub-carriers is
maintained [11]. A cyclic prefix, also known as guard interval, is added to each
OFDM symbol [7]. This added information to each symbol is basically the end
of that specific sinusoidal, added to the beginning [7], see figure 5. Practically,
this means that there is a larger window for choosing a period, thus there is
room for interference to occur without the sinusoidal being corrupted – as long
as that guard interval is not exceeded.
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Figure 5: a cyclic extension added to a sinusoidal [12].

The following is according to table 79 in the 802.11a specifications on OFDM
[7]. The bandwidth of 20 MHz is split into 64 sub-carriers. Out of these 64 sub-
carriers, 52 are used, each of which having a sub-carrier frequency spacing of
312.5 kHz. The guard interval is 0.8 µs and the symbol duration for each sinu-
soidal is 3.2 µs. 

To  attain  synchronization  with  OFDM,  the  time  difference  in  transmission
should at least be less than the guard interval.

2.1.8 Macro-diversity

Macro-diversity is a broad concept which briefly translates to having several
nodes in a wireless network cooperate in one way or another [13].

2.2 Implementing SFN in a network
In a multi-hop ad hoc network that uses  SFN, several nodes can cooperate as
transmitters and send the same data simultaneously through the same frequency
channel. Assuming these nodes are synchronized enough, they form a SFN. Ac-
cording to the simulations [1], if this happens under the right circumstances, the
benefits are significant – the constructive interference of these signals increase
the net amplitude or signal strength of the transmission, which implies that the
signals coverage area is enhanced, and that a diversity gain has been attained.
Thus in a dense network, the number of hops can be reduced and as a conse-
quence, the energy usage too. Nodes that are unreachable by a single hop may
be within the reach of a SFN. Even if two nodes forming a SFN are incapable of
reaching a target node, multiple nodes can cooperate and cover an even greater
area – this increases the overall robustness of the network, because the loss of
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several nodes is not necessarily detrimental. The increase in possible hop candi-
dates means that the transmitter has more options when calculating the most ef-
ficient path to the receiver. And because of the diversity gain, less transmission
power is required to attain a particular bit error rate, according to the Shannon-
Hartley theorem, the rate of transmission can therefore be increased.

A dynamic single-frequency network (DSFN) is a SFN based network, such as
the one described above. The reason it is dynamic is because it has a scheduling
algorithm that determines how and when  SFN's are formed from time-slot to
time-slot. This could depend on traffic and channel conditions or constraints
such as limited energy usage,  but  in  whichever  case,  the aim is  to  increase
throughput and efficiency. The following source was used for this paragraph
[4].

2.2.1 Example of SFN using four nodes

A network containing four nodes is shown in figure 6. Assume that this is a tra-
ditional multi-hop ad hoc network that does not form  SFNs.  The distance is
such that node A can send a signal to node B and C, but such that it cannot
reach node D. Neither node B nor node C have a good signal to node D individ-
ually, meaning there is a possibility that the packet will never arrive if it is re-
layed to D.

Figure 6: multi-hop ad hoc network that does not form a SFN. Individually, nei-
ther device B nor C has a good signal for transmission to D.

This can be generalized to any scenario in a multi-hop ad hoc network where
some nodes are out of reach; the transmission power may be preset because of
energy constraints or the transmitter capacity may not deliver the signal strength
necessary – the nodes may, in whichever case, move out of reasonable range for
communication to be possible.

Under similar circumstances, but using SFN-based transmission, node A can tell
node B and C to synchronize their transmissions. Node B and C would then
form a SFN, such that the messages sent to D interfere constructively and a di-
versity gain is attained, in other words, the range of reach is increased – see fig-
ure 7. The gain in signal strength may be enough to reach node D.
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Figure 7: Multi-hop ad hoc network that forms a SFN.

This of, course, can be extended to multiple nodes cooperating to send the data
simultaneously, and an ever greater  diversity gain is attained. This, as previ-
ously mentioned, makes the network robust because even if some nodes are
lost, more nodes can cooperate to compensate for this. See figure 8.

Figure 8: multiple nodes can cooperate to attain a greater diversity gain.

2.3 Simulation results
The simulation [1] indicated that the energy consumption could be reduced by
up to 42 % for the same reachability. The reachability could be improved by up
to 37 %. A 3.8 dB diversity gain was observed for an algorithm, which allowed
a 54 % higher data rate for the same bit error rate.
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3 Methodology 

The general method was the following phases:

1. Research

2. Planning

3. Testing

4. Evaluation

These phases were repeated until  desirable results  were attained.  Know that
these phases  were not  systematically performed,  and only serve  to  give the
reader a general idea of the working approach used in this project. For instance,
the phases did not always take place in the mentioned order. 

The research phase was about gathering information about the thesis and related
subjects. The planning phase was about creating software aimed to achieve the
concrete  and verifiable  goals.  The  testing  phase  was about  attaining  results
through experimentation of the developed software. The evaluation phase was
about  concluding  whether  the  results  were  reasonable  and not  erroneous  or
lacking substantial evidence. Evaluation is also about judging whether the con-
crete and verifiable goals were achieved.

3.1 The method in specifics

As stated in the  concrete and verifiable goals,  the problems to solve in this
project are the following:

1. Synchronize the transmission of packets.

2. Send identical packets from different devices.

3. Create a multi-hop ad hoc network.

4. Send packets on the same channel frequency.

5. Test and verify that SFN has been attained.

6. Attain results comparable to the simulation values.

Research was made into previous theories and simulations related to this thesis,
such as [1][4][14], but also into the subjects: interference of electromagnetic
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waves, the  802.11a IEEE standard, documentations on  OFDM, synchronized
transmission and creating modified packets. The research is summarized in the
theory chapter. Note that, while the theory chapter does provide the reader with
enough knowledge to understand this thesis, it is not sufficiently in depth to be
used as groundwork for related projects.

3.1.1 Tools and hardware

Synchronizing the transmission of packets and sending identical packets from
different devices had a common problem; they both lacked transparency be-
cause you could not see what was being sent, and when it was being sent, with-
out special equipment. That is why Wireshark was a useful tool during the test-
ing and debugging process. However, while it did provide a  precise time ap-
proximation of the arrival of packets (up to nanoseconds), there were issues in-
volving accuracy, which will be discussed in the sub-chapter about constraints
and simplifications. 

Laptops were used to represent nodes in the experiments. Raspberry Pis were
an available resource but they were dismissed for reasons explained in the next
paragraphs. Using two of the same HP EliteBooks as the transmitters in a SFN
is assumed to yield better synchronization values.

The choice of operating system was Ubuntu 16.04. The reason for this is partly
that  the  authors  were  experienced  with  the  Bash  shell  and  raw  sockets in
Ubuntu,  but also because of the easy use of the downloadable resource  air-
crack-ng described in the next paragraph. The specific distribution and version
was chosen arbitrarily. 

Aircrack-ng  [15]  is  a  set  of tools  primarily used for WiFi  network security,
though it was used for the measurements of signal strength in the tests. Specifi-
cally, the tools that were used are  Airmon-ng and  Airodump-ng.  Airmon-ng to
set the network card on monitor mode (allowing nearby access points to be
monitored), and  airodump-ng to display the information captured in monitor
mode. There are reasons why these tools were used over the standard tools sup-
plied through the bash terminal on the Ubuntu OS. The main reason is that cap-
turing on monitor mode while connected to the ad hoc network did not work;
the data could neither be displayed with iwlist [16] nor even with wash from the
packet  Reaver [17], which typically even detects additional information about
access points.

Using the Raspberry Pi was considered,  partly because its  portability would
make testing convenient, but also because it would emulate devices with less
processing power. This could make it easier to assess the difficulties of imple-
menting the  multi-hop ad hoc SFN (one of the purposes of this thesis), as the
devices  likely to  comprise such a  network,  are  smaller  mobile  devices  with
weaker processing power.   However, this idea was dismissed because of the
Raspberry Pis inability to behave predictably in time critical tests. This is dis-
cussed further in chapter 5.
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3.1.2 Synchronizing the transmission of packets

As previously stated in the theory chapter, OFDM operating under the 802.11a
standard provides a guard interval of 0.8 µs [7]. It is assumed that for synchro-
nization to take place, it has to be even less than the guard interval. Synchroniz-
ing the transmission of packets to an accuracy of microseconds is difficult with-
out special tools like GPS receivers or atomic clocks.

Synchronization was achieved by using three devices in a network, one receiver
R and two senders,  S1 and S2. R broadcasts a  UDP signal to both senders  S1
and S2. When the devices S1 and S2 receive the signal, they send their modified
packets immediately to R, see figure 9.

Figure 9: R broadcasts a UDP signal to S1 and S2. Upon receiving the signal,
S1 and S2 send a packet immediately.

As explained in the theory chapter, the 802.11a standard operates with the ac-
cess  method  carrier  sense  multiple  access  with  collision  avoidance
(CSMA/CA). This means that when  S1 and  S2  receive the UDP signal, before
sending their packets, they are forced to send a Request-to-send (RTS) to R, and
then await a Clear-To-Send (CTS) response. This flow of control exists to pre-
vent  multiple  nodes  from communicating  with the  access  point  at  the same
time, and it would effectively prevent interference between the senders. How-
ever, it is assumed that this does not apply to broadcasting. Meaning that S1 and
S2 will be able to send packets that interfere, so long as they are broadcasted.
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Understand that this is only done for testing purposes, broadcasting to every
node in the network to achieve interference is not a good idea. 

To assess the synchronization between two transmitting devices, 2000 synchro-
nization attempts will  be made. The values,  according to Wireshark,  will  be
documented and the distributions plotted on a graph. 

3.1.3 Sending identical packets from different devices

For constructive interference to be more probable during synchronized trans-
missions, such that a diversity gain is attained, it is assumed that the  OFDM
modulated signals should be similar. This means identical packets should be
sent. One problem is that in most protocols, the source address is present in the
headers of transmitted packets, making them nonidentical. One easy solution to
this problem would be changing the MAC-address of e.g.  S1  to  S2, such that
they have identical MAC-addresses. Then the packets sent would be identical
(depending on the protocol). However, this is likely not going to be the way this
problem is solved in future practical applications. Another solution is allowing
the devices to send  spoofed packets. This means that one packet could send
modified packets such that the source address refers to someone other than the
actual sender of the packet. No tampering with the devices’ actual MAC-ad-
dresses would be required. 

The spoofing method was preferred because it meant that the packets would
have to be created from scratch, allowing for more transparency as to what is
being sent and the freedom to remove or add error-detecting code. This was
done in the programming language C, and the constructed packet was an Ether-
net  frame containing source and destination MAC-address,  EtherType and a
payload. Since Ethernet II was used, a frame check sequence is automatically
added in the form of a 32-byte  cyclic redundancy check (CRC)  to the frame
[18], which is an error detecting code that is appended to the trailer of the Eth-
ernet packet. Ideally, this feature would be turned off because it prevents the
measurement of bit error rate in corrupt packets. This is because packets with
an incorrect CRC are deemed to be corrupt and dropped by the network inter-
face card before they reach the operating system. Ethernet CRC will be dis-
cussed further in the sub-chapter about constraints and simplifications because
it complicated the methods of experimentation and consequently affected the
results.

Raw sockets were used for the transmissions and receptions of these modified
packets, because they allow sending and receiving packets without a transport
layer protocol being specified [19]. It should be noted that, depending on the
modified packets that are constructed, they may appear as malformed packets in
packet sniffing software like Wireshark or Tcpdump. This is likely because the
packets are shorter than what they are expected to be. 
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3.1.4 Creating a multi-hop ad hoc network

This was done by using the bash command iwconfig [20] to change the modes
of the receiver  NIC to  ad hoc mode. The receiver could then act as an access
point, where both the senders  S1 and  S2 could  connect to it. This ad hoc net-
work is multi-hop by default, because having the access point connected to the
Internet gives all nodes connected to that access point also access to the Inter-
net. This implies that nodes in ad hoc mode are able to relay data. 

3.1.5 Sending packets on the same channel frequency

Iwconfig also made it possible to set the transmission standard to 802.11a, and
specify the use of only one channel frequency on the ad hoc network. As has
been  mentioned  previously,  this  is  required  for  interference  to  be  possible.
However, for some reason, the channel frequency was not adjustable. It is un-
known to the authors why this is. This meant that creating multiple ad hoc net-
works was a bad idea, because they would end up interfering.

3.1.6 Verifying SFN through experimentation

Software were created that combine the method of synchronization and trans-
mission of  modified packets,  such that  experiments  could take  place.  Three
types of experiments were done and repeated. The first experiment involved
having two senders, S1 and S2, one receiver R, and one access point M. 

As previously explained, when the two senders receive a broadcasted UDP sig-
nal from R, they will synchronously send the modified packets of size 18 bytes,
which are indistinguishable, to R. There are issues involving the accuracy pro-
vided by Wireshark. This is discussed in depth in the next sub-chapter. In short,
the arrival time of packets used to assess the synchronization cannot not be
measured  accurately,  because  the  true  error  of  these  time-stamps,  is  neither
known nor approximable. 

Also, it would frequently happen that, when both senders sent their messages,
only one packet would arrive. It is unclear whether this is because the packets
are too synchronized to be distinguishable for the NIC, or if the CPU is not
working fast enough. It could be that the packets are dropped, however that is
questionable because the  NIC keeps  statistics  on dropped packets  –  perhaps
they are simply lost. This would not be a problem if the bit error rate was mea-
surable, because then it would be clear from the corrupt packets whether SFN
was actually occurring. As previously mentioned, the Ethernet  CRC makes it
only possible to measure the packet loss rate. This fact, together with the fact
that Wireshark is inaccurate, likely makes it difficult to ascertain when SFN is
actually attained. Hence the following choice of method described in the next
paragraph.

While monitoring incoming packets with Wireshark from R, there are three pos-
sible outcomes after a UDP signal has been sent to S1 and S2. Either both pack-
ets arrive, only one packet arrive, or none of them arrive. In whichever case, it
is important to ascertain whether both  S1  and  S2  actually sent their packets.

14



An experimental verification of single-frequency networks in multi-hop ad hoc networks
Rafid Mahdi and Pontus Tobiasson 2016-06-15

Therefore, when S1 and S2 send their messages, R needs confirmation that both
sent their packets before examining the data. A case where only S1 sent its mod-
ified packet, because  S2  did not receive the  UDP signal, is not an interesting
outcome. 

To ensure that only interesting data was captured,  R asked  S1  and  S2 for  ac-
knowledgments (ACKS)  before  evaluating the received modified  packets.  To
mitigate the likelihood of  ACKS themselves being lost,  R and both  S1 and S2
were connected through a  TCP connection.  The  TCP connection was estab-
lished on a different network, meaning R and both S1 and S2 needed one more
network adapter. As previously mentioned, creating multiple ad hoc networks
were avoided because they would end up transmitting on the same frequency
channel, because the frequency channel was not adjustable. Thus, the point of
having the  TCP connection on a different network was to prevent any unin-
tended interference. That is why the access point M was used; to allow the sec-
ondary network adapters of R, S1 and S2 a TCP connection that did not disturb
the ad hoc network.

With illustrations, this is how the first experiment works. R is stationed 10 me-
ters away from S1 and S2. The access point M is somewhere in the vicinity of
the senders. When the measurements have been made, R moves away 10 meters
from S1 and S2, and the measurements are repeated until R is 50 meters away,
see figure 10.

Figure 10: Setup of the experiment. R will start 10 meters from S1 and S2, then
move further away in increments of 10 meters until R is 50 meters from the
senders. 
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At the start of the experiment, as previously mentioned, R will broadcast a UDP
signal to S1 and S2. Upon receiving the UDP signals, they transmit their modi-
fied packets immediately, see figure 11.

Figure 11: R broadcasts a UDP signal to S1 and S2. Upon receiving the UDP
signal, S1 and S2 send the modified packet.

After  R  receives the synchronously sent packets, it asks  S1 and S2,  one at a
time, to confirm if they actually sent their packets. See figure 12 and 13.
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Figure 12: R asks S1 to confirm that it actually sent its packets.

Figure 13: R asks S2 to confirm that it actually sent its packets.
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If one or both of the senders does not respond with an ACK, then the data is dis-
carded. These results are not interesting, because it means one of them did not
receive the  UDP signal.  R broadcasts another  UDP until both  S1 and S2  ac-
knowledges that they have sent their packets.

If one or two packets are received, this is considered to not be a packet loss. If
both packets disappear, then this is considered to be a packet loss. This is be-
cause of the aforementioned problem that, for some reason, the NIC or the OS
is sometimes incapable of distinguishing two synchronized packets. Again, be-
cause it is unknown whether SFN is occurring or not when one packet arrives, it
is ill-advised to consider it a packet loss without knowing for certain that SFN is
not occurring, unless of course the NIC records it as a dropped packet. As men-
tioned, the NIC rarely records a dropped packet when a single transmission is
captured. This choice of method, of course, makes the results incomparable to
clean values like that of the simulations. However, without this,  SFN may not
even be verifiable. 

So  when  two  acknowledged  transmissions  are  lost,  that  is  considered  two
packet losses. This is repeated 2500 times, of course automated by software,
meaning both S1 and S2 send a total of 5000 packets. Note that if one or both of
the senders fail to acknowledge their transmissions, this is not counted. The sig-
nal strength and packet loss are documented afterward. After these measure-
ments have been made, R backs up such that it is 20 meters away from S1 and
S2 and the experiment is repeated. This goes on until R is 50 meters away from
S1 and S2.

That concludes the first experiment. The second experiment is like the first ex-
periment, but different in one way:  S1 and S2 will send modified packets that
are not identical. The source address of the packets will not be spoofed and the
payload will be different. It is assumed that these transmissions interfere more
destructively, while the previous transmissions have the possibility of interfer-
ing more constructively. The idea is that the transmissions with identical pack-
ets, if SFN is attained, should report less packet loss.

The third experiment is not intended to result in values that are comparable with
the two other experiments. As has been explained, the values attained in the
previous experiments will be incomparable to regular transmission or simula-
tion values. The third experiment is one sender S sending 5000 packets to a re-
ceiver  R.  The packet loss is measured and this is, like in the previous experi-
ments, repeated five times from 10 meters to 50 meters. The hypothesis of what
will happen in this test is that it will yield less packet loss, because it will not be
subject to any interference. At least, this test could suggest that interference was
attained in the previous experiments, if SFN itself cannot be verified. 

3.1.7 Constraints and simplifications of this thesis

This thesis is subject to a set of simplifications and constraints that affect the
choice of method, and thus the results. This is due to lack of resources, both in
equipment and time – though it mainly concerns the fact that the arrival time of
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packets used to assess the synchronization cannot be measured accurately, be-
cause the true error is neither known nor approximable to the knowledge of the
authors. This is because Wireshark does not time-stamp the packets itself,  it
gets it from the packet  Libpcap – and Libpcap gets it from the operating sys-
tem’s time-stamping mechanism [21]. As discussed in the source, there are un-
certainties revolving transmission and arrival times of packets. This affects the
method of testing greatly because to a certain degree, the actual timing is un-
known. Several attempts were made to assess the error in approximation, be-
cause the actual time of transmission is not important. What is important is the
difference in time between two transmissions (synchronization), because even if
the packets are off by some value – identical packets are sent and approximated
in the same way. However, no confident assessments of the time error could be
made, mostly due to lack of time.

The bit error rate (BER) cannot be measured precisely, only estimated to be a
value within an interval based on the packet loss rate. The reason for this is the
Ethernet frame check sequence (error-detecting code) automatically added to
the trailer of transmitting packets by the operating system. This is normally in
the form of a cyclic redundancy check (CRC) and if it indicates that the packet
is corrupt, the receiver of the packet will not see it because it is dropped by the
network adapter before it reaches the operating system. Some drivers of net-
work adapters allow the option of capturing corrupt packets, the ones used in
this thesis do not. Using special equipment that can measure the BER would
make it tremendously easier to attain convincing results of  SFN. The topic of
better alternative tests is discussed in chapter 6.

The experiments will not take place in a controlled environment. They are per-
formed outdoors on the same spots, over the course of several hours. While the
environment is devoid of any clearly disturbing equipment, the tests are ulti-
mately done in public where noise likely varies. The signal strength is measured
for spoofing, non-spoofing and single transmission, for every landmark (10 to
50 meters in increments of 10) to monitor any inconsistent values. While the
variance of noise makes accurate measurements harder to attain, it at least simu-
lates a real environment this network could be used in, contrary to simulation.

3.1.8 The method of evaluation

There are two outcomes of the first and second experiment. The first is that the
results of the first and second experiment suggest that sending identical packets
hardly makes a difference on packet loss rate. The second is that the results sug-
gest that sending identical packets do make a difference.

If sending identical packets does not make a difference, then constructive inter-
ference was likely not attained, and it means there probably was an error in the
method. This could be anything from a setup error, lack of synchronization or
some other unconsidered variable. In short, SFN would not be verifiable. 

If sending identical packets does yield a better packet loss rate in a sufficiently
convincing way, then that means there likely was a diversity gain, which would
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be a case for SFN. The results may perhaps not be conclusive, but they will be
repeated until the results are convincing enough.

3.1.9 Why 802.11a?

Upon inspection of the 802.11b/g, it appears  direct-sequence spread spectrum
modulation (DSSS) is used [22]. Using one of these standards could potentially
invalidate  the  results  of  this  thesis,  because  DSSS phase-shifts  sine  waves
pseudo-randomly, making them more resistant to interference [22].
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4 Results
4.1 Synchronizing the transmission of packets

The time differences in transmission between two devices is shown in figure 14.
This was done for a total of 2000 synchronization attempts.

Figure 14: Shows the time difference in transmission between two devices. 2000
packets were sent in total.
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4.2 Comparing packet loss of synchronized transmission

The signal strength was measured from the receiver  R to both senders  S1 and
S2, and was roughly the same in all tests. The results are presented in table 1.
The signal strength is expressed in dBm, which is the measured power refer-
enced to 1 milliwatt.

Table 1 – Signal strength to distance.

Signal strength (dBm) Distance (m)

-62 (± 5) 10

-63 (± 3) 20

-66 (± 3) 30

-74 (± 5) 40

-83 (± 6) 50

The following graphs are the results of the experiments, where both senders S1
and S2 synchronously send identical and nonidentical packets in one graph. As
explained in the method, S1 and S2 send 2500 packets individually. This is re-
peated five times for different distances. The distance was measured with me-
ters accuracy, the error is likely less than ± 1 m, which is a safe assumption.
The entire test was repeated three times, see figures 15-20.
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Figure 15: Packet loss rate to distance of two devices synchronously sending
identical and nonidentical packets.

Figure 16: Packet loss to signal strength of two devices synchronously sending
identical and nonidentical packets.
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Figure 17.  Packet loss rate to distance of two devices synchronously sending
identical and nonidentical packets.

Figure 18. Packet loss to signal strength of two devices synchronously sending
identical and nonidentical packets.
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Figure 19.  Packet loss rate to distance of two devices synchronously sending
identical and nonidentical packets.

Figure 20. Packet loss to signal strength of two devices synchronously sending
identical and nonidentical packets.
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4.3 Results from single transmission

The third experiment involved only a receiver R and sender S. The packet loss
of 5000 single transmissions over the distances 10-50 meters was repeated three
times, like in the previous experiments.

During the three repetitions of the experiment, one single packet was lost at the
distance 40 meters.
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5 Discussion
In 5.1, the results are interpreted. In 5.2, aspects of the methodology are dis-
cussed. In 5.3, conclusions are drawn relating the purpose of this thesis and the
concrete and verifiable goals. In 5.4, the future of SFN in multi-hop ad hoc net-
works is discussed, specifically, future testing methods, ideas on an actual im-
plementation, and ethical aspects. 

5.1 The results of the experiments

In all  three repetitions  of the synchronization experiments,  sending identical
packets gave better results, which is a case for SFN having been attained. It ap-
pears that sending synchronously, identical packets or not, results in many lost
packets compared to single transmission. This suggests two things: there was a
lot of interference, and it was likely more destructive than constructive. In other
words, more often than not, a diversity gain was not achieved because there was
too much fading. The single transmission experiment supports  this  idea,  be-
cause only 1 single packet was lost when no deliberate interference was at play.
The results are, however, convincing; sending identical packets appears to in-
crease the diversity gain, compared to sending different packets.

The signal strength was measured, but the values fluctuated greatly. This is pos-
sibly caused by noise, because in isolated areas, the values were more stable.
For example, in one isolated area, the signal strength only varied around ± 3.
Even then, the measured values would be too uncertain to be comparable to
simulation values, because the simulation values suggest a diversity gain of 3.8
dBm. More on this in sub-chapter 5.2 and 5.4.1.

Measurements were made to assess the spread of 2000 synchronization values
of two devices, as seen in table 1. From this, it appears that they mostly fall
within the interval 0 < t ≤ 10 µs, where t is the time difference in transmission.
A sizable portion of these were less than 2 µs, and likely contain the synchro-
nization values that allowed SFN to be attained. Again however, this is only ac-
cording to the approximations of the operating system’s time-stamping mecha-
nism. Meaning the distribution shown in table 1 may not accurately depict the
true values. And even though the tests were repeated three times, it is improba-
ble that they had the same distribution of synchronization values. Intuitively,
however, it seems possible that these values are accurate. After all, what is mea-
sured is not the time compared to an atomic clock in space, but the time be-
tween two closely sent identical packets  – whose arrival are approximated in
the same way. Of course, this is not enough to base a conclusion on, that is why
the method was chosen in such a way that the uncertainty in time would not af-
fect the results to begin with.
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5.2 The methodology

The difficult part about experimentally verifying SFN in a multi-hop ad hoc net-
work,  was synchronizing the devices  to  send simultaneously.  When you are
working with microseconds, the method by which synchronization is achieved
has to be evaluated thoroughly. If the network is operating under the 802.11a
standard, the guard interval is 0.8 µs, meaning there is little room for uncertain-
ties.  There  is  probably a  fine  line between amplifying  the  transmitted sinu-
soidals such that a diversity gain is attained, and simply being disruptive. As in-
dicated by the table 1, the method of synchronization used in this thesis is not
reliable, as the variance of synchronization values were too great. This will be
discussed further in the next sub-chapter.

Iwlist  is  one of the standard tools supplied through the bash terminal in the
Ubuntu OS, which displays additional information about the network interface
that is not displayed by iwconfig [16]. Wash is from the packet Reaver and dis-
plays even more information. When capturing data with a NIC on monitor mode
while connected to the ad hoc network, the data could be displayed by neither
of these tools. It is not clear why this was; perhaps it was a setup error or a tem-
porary problem – in whichever case, the aircrack-ng tools were effective and no
further attempts were made to use any other tools.

The noise of the testing environment probably varied because it was outdoor. It
is unknown whether there were any disrupting devices at the time of the experi-
ments. However, the experiments were done the same day on one long session,
meaning that the devices were probably subject to a similar amounts of distur-
bance – this is not deemed to be detrimental to the results. 

As mentioned in the previous sub-chapter, noise was probably the cause of the
fluctuating signal strength, and that in some environments, it was more stable.
Then why not perform the experiment in an isolated area? As explained earlier,
while it would decrease the fluctuation, the uncertainty would still be too great
to be comparable. Also, as time was a limited resource, the implications of us-
ing an isolated environment were not considered enough – such as how the sig-
nals would bounce and self-interfere.

It was mentioned in the method that Raspberry Pis were an available resource,
but that it was dismissed because of its inability to behave predictably in time
critical tests. Whether this was due to a difference in processing power among
the Raspberry Pis or some other hardware or software difference, is unknown.
Using a more powerful device was a compelling option because it solved many
problems during the testing phase. Note that this is not an advocacy against the
use of Raspberry Pi, as these arguments are not the result of extensive analysis.
The Raspberry Pis that were used during the tests could have been defect or old
and degraded, such things remain unknown – while figuring out whether the
Raspberry Pi is compatible with our tests is an interesting line of work, it is out-
side the scope of this thesis. To clarify, the choice to dismiss the Raspberry Pi
was pragmatic rather than the result of careful evaluation – using laptops solved
the problems of this thesis, Raspberry Pis did not.
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The Network Time Protocol (NTP) was tested by having two devices connected
to the lowest available stratum server. One device was able to maintain an accu-
racy of less than 100 µs relative to another for a short period of time – which is
still off by a factor of  102. Using this protocol was dismissed quickly without
further evaluation. A Precision Time Protocol (PTP) is likely a better idea, more
on this in 5.4.2.

5.3 Conclusions

The concrete and verifiable goals were:

1. Synchronize the transmission of packets.

2. Send identical packets from different devices.

3. Create a multi-hop ad hoc network.

4. Send packets on the same channel frequency.

5. Test and verify that SFN has been attained.

6. Attain results comparable to the simulation values.

All the goals, except the last one, were reached. The last goal was to attain re-
sults comparable to simulation values. As explained in the method, because of
several reasons, the choice of method was made such that  SFN could be veri-
fied. The main problem was that, without the ability to measure time accurately
or the bit error rate, it could not be ascertained when  SFN had occurred. The
side effect of this was that the results were not comparable with the simulation
values in chapter 2.3.

The purpose of this thesis has been achieved, as SFN in an ad hoc network has
been verified. The difficult part about implementing this technique, is likely go-
ing to be attaining consistent synchronization between devices.

5.4 The future of SFN in multi-hop ad hoc networks

5.4.1 Future testing

Ascertaining when  SFN is attained is easier if you can measure the  bit error
rate,  and/or measure the time accurately. Using special tools, it is possible to
measure the bit error rate. For instance, some NIC drivers have advanced op-
tions that allow the capture of corrupt packets. With this, sending 1500 bytes
Ethernet packets should give interesting bit error rates when synchronizing the
transmission of identical and nonidentical packets. If these packets are sent as a
SFN, and there is a diversity gain, it should be easily observable through the bit
error rates. 
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The signal strength can be measured more accurately in an isolated environment
where noise can be completely controlled, and where there are special equip-
ment that allow for greater precision of measuring the signal strength. How to
go about finding such an environment, or what special equipments are required,
the authors do not know. If no such things are available, then perhaps looking
into an environment that is reasonably isolated is a better idea than doing it out-
side. As explained earlier, there was not much time to consider this. 

The synchronization problem is probably going to be the challenging part of fu-
ture experiments. While special equipment like  GPS receivers  are fairly inex-
pensive, there should be a better solution that is not hardware dependent. One
synchronization solution is the use of Precision Time Protocol (PTP), where the
device with the best clock in a wireless local area network becomes the grand
master clock. The remaining devices will become slaves to the grand master
clock, and reference the time of day and clock frequency from the same source.

Another interesting idea is the increase of the guard interval in OFDM modula-
tion, preventing more errors caused by bad synchronization. However, there is
of course a flip side to adding more redundant data to all  OFDM sinusoidals,
which is the decrease of data transfer rate. Depending on how synchronized the
devices can be, there should be a sweet spot for the length of the guard interval.
Also, the  OFDM guard interval depends on the network standard being used.
While some standards allow changing it, they may still not be compatible with
SFN because of e.g. DSSS.

The software that were used for the experiments  will be documented and avail-
able on: https://github.com/Rifflan/multi-hop_adhoc_SFN

5.4.2 Ideas on an actual implementation

The software developed for the experiment, as mentioned in section 1.3 Scope,
was not meant to be an implementation. That is, it cannot be used for any prac-
tical purposes, at least not in a convenient and reliable way. To make this an im-
plementation, a routing protocol is necessary. How exactly that should be done,
the  authors  have  not  worked out.  As mentioned before,  the  synchronization
method is important. Using GPS receivers, while not being an optimal solution,
should do the job.

5.4.3 Ethical aspects

There are some ethical aspects of using  SFN multi-hop ad hoc networks. The
obvious one, which concerns multi-hop ad hoc networks in general, is that the
data has to be relayed by other devices,  meaning eavesdropping is  possible.
This could be counteracted by data encryption, assuming the true identity of
nodes can be ascertained. In a mobile ad hoc network (MANET), for example,
nodes can spoof their addresses to impersonate other nodes [23].
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It is also possible for a few selective nodes to become overloaded by constantly
having to create SFN. They could be the only connections to some nodes in the
network, or they could simply be the target of malicious nodes abusing the for-
warding mechanic. This would become apparent through the increased energy
consumption of these particular nodes. As these nodes likely are going to be
mobile, energy consumption might be important.

There are many possibilities for nodes in a  MANET to act maliciously to the
whole network, or to specific nodes. Some of the common ones are described in
[23]. These should be taken into consideration when a routing protocol is de-
signed, though many of these are probably unavoidable. If a person is unaware
of the possible consequences of using this kind of network, then that person
may feel deceived or exploited if something unfortunate happens.
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	Abstract
	A multi-hop ad hoc network requires no infrastructure, like base stations or routers to function. This means that it can quickly be deployed and in movement, making it ideal for scenarios like natural disasters or battlefield communication. A single-frequency network (SFN) is the idea that transmitters can cooperate to send the same signals simultaneously over the same frequency channel, such that the signals are amplified. It was previously proposed that SFNs could be created in multi-hop ad hoc networks. According to simulations, this could improve the energy consumption, signal reachability, and data transfer rate. As this has only been simulated, the purpose of this project is to experimentally verify that SFN is attainable in a multi-hop ad hoc network, and to assess what the difficulties are of an actual implementation. The method involved synchronizing the transmission of two devices operating under the 802.11a standard. A multi-hop ad hoc network was created by changing the settings of the network interface cards. The devices used were mainly laptops and transmissions were monitored in Wireshark. The laptops were forced to send on one frequency channel to make interference possible, and identical packets were sent. Experiments were made to assess whether SFN was attained. The packet loss rate and distance were used to evaluate the results. The results suggest that a synchronized transmission off by less than 2 µs was attained. However, the error of these measurements were neither known nor approximable. This meant it was hard to know when a SFN was formed. The results indicate that SFN was attained, as the packet loss rate decreased significantly when employed. The effectiveness of SFN was hard to assess because the results were not comparable with the simulation values. The difficulty of an actual implementation is deemed to be the synchronization of transmissions.
	Keywords: SFN, DSFN, OFDM, 802.11a, Wireless multi-hop ad hoc network.
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