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Abstract
The growing number and integration of sensors and smart objects to the Internet 
is pushing the development of the Internet of Things (IoT) and with it the need 
for standardized applications protocols for the Web that is also suited to the 
constrained devices  joining it.  The IETF Constrained RESTful  Environment 
(CoRE)  working  group  has  been  working  on  the  Constrained  Application 
Protocol (CoAP) an application protocol that is aimed at  machine-to-machine 
(M2M) communication.  The main objective of this  thesis  is to evaluate this 
protocol  solution  for  constrained  nodes,  observing  its  key  features  and 
functionalities and the way that those can improve the performance of nodes in 
IoT environments. The CoAP protocol will also be compared and analysed to 
other existing web protocols operating in similar conditions.

Keywords: IoT, CoAP, M2M, CoRE, REST.
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Sammanfattning
Det  ökande  antalet   sensorer  och  integrationen  av  dessa  samt  andra  smarta 
objekt i Internet driver på utvecklingen av Internet of Things (IoT). Med detta 
har även behovet av standardiserade programprotokoll för webben, som också 
är anpassade till de begränsade enheter som kan ansluta sig till Internet ökat. 
IETF Constrained RESTful Environment (CoRE) arbetsgrupp har arbetat med 
Constrained Application Protocol (CoAP), ett applikationsprotokoll som är till 
för maskin-till-maskin (M2M) kommunikation. Projektets övergripande syfte är 
att utvärdera detta protokolls lösning för begränsade noder samt fokusera på 
dess viktigaste engenskaper och de funktioner som bäst kan förbättra nodernas 
prestationsförmåga i IoT miljöer. CoAP protokollet kommer också att jämföras 
med andra existerande webbprotokoll som används i liknande sammanhang.

Nyckelord: IoT, CoAP, M2M, CoRE, REST.
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1 Introduction
There has been a great amount of concepts and ideas of what the future will 
look like; in what way technology will be integrated in every part of our lives, 
how it will change us and the environment around us. The Internet of Things 
(IoT) is one of these concepts. The idea of machines being able to ‘talk’ to one 
another, implementing smart devices that will eventually lead to smart cities. 
This  is  the idea behind the Internet  of Things.  These smart  devices will  be 
around our environment gathering data and informing us what is happening in 
our surroundings. The use of this data will in turn change the way we interact 
and live our day, it will breed new needs and expand technology in a way that 
we have never seen before. 

In general,  the most vital  concept  of the Internet of Things  is  the ability to 
provide communication between various devices that will  be interconnected. 
The Internet of Things can also be viewed as an ubiquitous network; where 
anything can be connected at any place and at any time.

1.1 Background and problem motivation

One of the “things” in particular  in the Internet  of Things is  small  devices, 
sensors, that will play a big part in connecting the world together. They have 
quite restricted power, processing, memories and range and whenever one is 
working  with  such  constrained  devices  it  is  needed  a  simple  but  efficient 
protocol.  This  is  what  this  study aim to  focus  on,  Constrained  Application 
Protocol (CoAP), one of the protocols that it is used on simple devices. 

CoAP is  a  web  transfer  application-level  protocol  that  provides  constrained 
nodes  and  constrained  networks  with  means  of  communication  over  the 
Internet. The CoAP protocol focus on providing a generic web protocol that can 
be used in networks with special requirements and restriction, such as small 
devices mentioned above, while it can easily integrate with the existing Web. 

1.2 Overall Aim

To  achieve  a  level  of  connectivity  where  any  device  at  any  geographical 
position is able to communicate at any given time, these devices need to be 
incorporated to one of the existing network infrastructure; in this case the most 
prevalent network infrastructure is the Internet. This project’s main focus are on 
constrained and embedded nodes that is interconnected to the Internet. Because 
those devices may have some, most, or all, of the following restrictions:  limited 
processing  power,  power  supply,  availability  and  accessibility.  Also small 
amounts of memory, high error rates and low throughput. There is a need for a 
protocol that can integrate those devices to the network and thus allowing them 
to function as any other node on the Internet but still taking into consideration 
their special requirements. Therefore this project’s overall aim is to investigate 
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and discuss the pros and cons of the Constrained Application Protocol for small 
devices.

1.3 Scope

This paper summarizes Internet of Things. Then it takes a closer look on small 
devices that operates within the Internet of Things, focusing on their restricted 
operation capability and constrains for resources. Followed by introducing the 
Constrained  Application  Protocol;  analyzing  its  features,  capabilities  and 
checking how this protocol can benefit small devices.

1.4 Concrete and Verifiable Goals

This project has an objective to answer the following questions:

• What is the Internet of Things?

• How does small devices operate within the Internet of Things?

◦ What are those small devices restrictions?

◦ What are lightweight protocols? 

• What is Constrained Application Protocol?

◦ What are the advantages / disadvantages  of Constrained Application 
Protocol?

◦ Is Constrained Application Protocol the best solution to small device 
in the Internet of Things? Are there any others?

1.5 Outline

Chapter  2  describes  relevant  aspects  about  Internet  of  Things  addressing  a 
specific lightweight protocol; the Constrained Application Protocol. Chapter 3 
describes the procedure that  is  used during the work and explains  the logic 
behind the analysis  of the information and the conclusion drawn. Chapter  4 
presents conspicuous features of  Constrained Application Protocol and also 
suggests  alternative  protocols  that  might  benefit  small  devices  trying  to 
communicate  inside  the  Internet  of  Things  and  also  drawing  comparisons 
between CoAP and existing web protocols.

1.6 Contributions

The main contribution of this project is to evaluate the main issues of small 
constrained  devices  that  are  going  to  compose  the  IoT  and  to  evaluate 
Constrained  Application  Protocol  solutions  for  those  devices;  focusing  on 
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gaining  a  in-depth  understanding  of  the  protocol,  highlighting  its  features, 
advantages and disadvantages.
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2 Theory
This chapter is going to cover all the theory and background information 
needed to convey a better understanding of the problem motivation. The first 
part will cover, in more details, the Internet of Things. The next section will 
present the Web of Things (WoT) and its significance in the IoT. The third 
section gives an overview of a common software architecture style in which the 
Constrained Application Protocol was based after. The final three sections 
presents an in-depth description of the CoAP protocol features and 
functionalities.

2.1 Internet of Things

The  Internet  of  Things  (IoT)  can  be  viewed  as  a  broad  concept  that 
incorporates, influences and affects both technological and societal structures. A 
more general definition of IoT could describe this concept as an interconnection 
of  “things”.  These  things  are  devices  or  objects  of  the  physical  and virtual 
worlds that are able to interact with one another, establishing a interoperable 
communication  network  that  can  provide  advance  services  to  various 
application by the sharing of information. The data exchanged by devices can 
be  environmental  information gathered by sensors  or  just  information about 
another devices status. That information is captured, stored and processed from 
devices  and  can  then  be  used  by  application  and/or  other  devices  on  the 
network. IoT applications can be from many different areas and sectors  for 
example:  smart  home,  e-health,  smart  energy  (smart  grid,  smart  meter),  e-
governance,  intelligent  transportation  systems,  smart  cities  and  many  other 
possibilities [1]. Figure 1 demonstrates neatly the scale of IoT. 

Figure 1: Internet of Things day-to-day overview [2].
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The  term  gained  its  popularity  in  1999  at  the  Auto-ID  Center  at  the 
Massachusetts Institute of Technology (MIT). Which, at the time, was being 
sponsored for researching into networked radio-frequency identification (RFID) 
and sensing technologies. David Brock, Snajay Sarma and Kevin Ashton shared 
their vision of using low-cost RFID tag to track products. By using microchips 
in its tags, the products could be tracked by their serial number, which would be 
available on the Internet. Their proposal and vision was to enable automated 
processes where physical objects gathers information and server as a node to 
our connected world [3] [4] [5].

Figure 2: Internet of Things fields of research: virtual world meets physical world [6].

A big part of the technology that is driving in the IoT is key components of the 
Machine-to-Machine (M2M) system, Wireless Sensor Networks (WSNs) and 
smart objects. All the fields of research, the means of communication used in 
them and devices can be summarized in Figure 2.

• M2M:  describes  any technology  that  enables  networking  devices  to 
communicate with one another without any human assistance. Some of 
the  machines  in  M2M  are  sensors,  RFID,  Wi-Fi  or  cellular 
communications and autonomic computing software (interprets the data 
allowing the devices to make decisions) [7]. 

• WSN: defines a network environment of low-power devices, such as 
sensors and actuators, which are used to collect data from the physical 
world [8]. 

• Smart Object: is an enhancement of Marc Weiser’s view of ubiquitous 
computing.  This  means  daily  objects,  such  as  mobile  phones, 
televisions, etc, that has computing capabilities and is able to provides 
us with informations and interact with human and machine alike [8] [9].
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Figure 3: Growth of connected devices [10].

Those edge technologies, mentioned above, together with the Internet Protocol 
version 6 (IPv6) are instrumental to the future of IoT. The requirements of  IoT 
is that everything of fundamental importance and that gives information about 
our surroundings should be connected to the Internet [11]. Consequently all the 
nodes on a network needs to have means to communicate and this is achieved 
using Internet Protocol (IP). Instead of resorting to a special protocol the use of 
an existing and fairly common protocol, such as IP, facilities the nodes in IoT to 
be and act just like any other node in the network, each with an IP address that 
can identify and locate the node. Furthermore, nodes in IoT can make use of 
existing  Internet  services  and  application  layer  protocols  [3].  According  to 
Cisco Internet Business Solution Group there will be around 50 billion devices 
connected to the Internet in 2020. Not to mention that around the year 2007 the 
number of devices connected surpassed the world population, as seen in Figure 
3 [10]. That is where IPv6 is important, the Internet Protocol version 4 (IPv4) is 
scarce of addresses,  allowing only 232 (approximately 4 billion) address, is 
not enough to tackle the need in IoT, while IPv6 allows 2128 (approximately 
340 trillion), which can provide address space for every square meter of the 
Earth’s surface [11] [12].

The increase of constrained devices and its integration to the web using the IP 
protocol lead to the standardization of IPv6 over Low power Wireless Personal 
Area Networks (6LoWPAN), a protocol that enable the use of IPv6 protocol on 
Low power Wireless Personal Area Networks (LoWPAN) and Low-Power and 
Lossy  Networks  (LLNs).  6LoWPAN  is  a  Internet  Engineering  Task  Force 
(IETF)  working  group  that  defines  adaptation  of  IPv6  protocol  over  IEEE 
802.15.4.  IEEE 802.15.4 is  a  standard defined by Institute of Electrical  and 
Electronics Engineer (IEEE) specifying physical layer and media access control 
communications for Low Rate Wireless Personal Area Network (LR-WPAN). 
Both network classes, LLN and LoWPAN, are composed by constrained nodes 
that operates with low data rate in unreliable environment susceptible to high 
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rate  loss.  The  main  difference  between  them is  that  LLN does  not  operate 
strictly over IEEE 802.15.4, whereas that is the case for LoWPAN [8].

“With  a  trillion  sensors  embedded  in  the  environment  –  all  connected  by 
computing  systems,  software  and  services  –  it  will  be  possible  to  hear  the 
heartbeat of the Earth, impacting human interaction with the globe as profoundly 
as  the  Internet  has  revolutionized  communications.”  -  Peter  Hartwell,  senior 
researcher, HP Labs [10].

This means that sensors would be one of the driving force in IoT and that would 
be present on all of our surroundings, small devices that harvest and processes 
data.  Just  to  illustrate  that  there  are  plenty  of  sensors  today,  we  have  for 
example  our  smartphones  which  contains  sensors  for  position,  touchscreen, 
orientation,  proximity,  light,  fingerprints,  temperature,  heartbeat  and  many 
others. 

Constrained nodes are better defined as small devices that makes part of the 
Internet and holds characteristics that are overlooked by other Internet nodes. 
Small  devices  that  have  limited  memory  (ROM/Flash),  buffers  (RAM), 
operational  power and central  processing  unit  (CPU) can be  defined by the 
IETF as constrained devices – sensor, actuators, smart object or smart devices 
falls under those definition – and they can be part of a constrained network, 
which  have  low  achievable  bit-rate/throughput,  a  high  packet  loss,  limit 
reachability and lack of advance services [13]. 

Table 1: Classes of Constrained devices (KiB = 1024 bytes) [13].

Name Data Size (e.g. RAM) Code Size (e.g. Flash)

Class 0, C0 << 10 KiB << 100 KiB

Class 1, C1 ~ 10 KiB ~ 100 KiB

Class 2, C2 ~ 50 KiB ~ 250 KiB

Constrained nodes are classified in Table 1, that illustrates a rough indication of 
device capabilities.

• Class  0:  devices  are  highly  constrained,  thus  hindering  direct 
communication in Internet in a secure manner. Their participation on the 
Internet derives from servers, proxies or gateway.

• Class  1:  devices  are  still  fairly  constrained  in  code  and  processing 
capabilities. However  those  devices  can  use  CoAP  over  UDP  to 
participate in communications in the Internet without a gateway. They 
can be integrated in the IP network but wary of their own limitations.

• Class 2:  devices are less constrained and more capable to participate 
using  common  Internet  protocol  stack.  However  these  devices  can 
highly benefit from using a lightweight and energy-efficient protocol.  

7
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Moreover a big part of devices that will be connected to IoT is going to be 
resource constrained devices that will require a lightweight and energy efficient 
protocols [11]. A lightweight protocol is a term used to refer to any protocol that 
offers a small amount of overhead and/or payload whenever transmitting data 
over a network connection. Lightweight protocols also tends to be simple, faster 
and  easy  to  manage  [14].  To  better  comprehend  the  development  of  small 
devices one pays a closer look to the Moore’s law (1965) that predicts that the 
number of transistors on a chip at minimal cost doubles every two years; This 
technological advancement not only made possible to get a powerful processor 
within a same sized chip, but it also allows us to reduce the size of the chip 
significantly and with it its power consumption, hence giving space to resource 
constrained devices to flourish [6]. IoT bear key challenges and requirements if 
it wants to succeed to integrate many heterogeneous device and still maintain 
certain  level  of  reliability  and  scalability  in  the  network  especially  with  its 
increase in numbers within the next decade.

2.2 Web of Things

The IoT focus on the network layer, trying to connect things together, on the 
other hand the Web of Things (WoT) is a concept build on top of IoT with the 
objective to converge and incorporate the data from devices to the World Wide 
Web.  WoT works  on the  application  layer  providing web services,  via  Web 
Application  Programming  Interfaces  (APIs),  allowing  IoT  nodes  to 
communicate using web standards [3] [11]. Figure 4 illustrates key points that 
needs  to  be  taken  into  consideration  to  successfully  integrate  and 
interconnection heterogeneous devices to  the Internet.  It  also shows how all 
pieces fits together.

Figure 4: Internet of Things [11].

Application  layer  refers  to  an  abstract  layer,  from either  the  Open Systems 
Interconnection  (OSI)  model  or  TCP/IP  stack,  that  defines  the  means  of 
communication  and  transportation  for  end-users  processes.  The  Internet 
standard protocol  for the web is  the HyperText  Transfer  Protocol  (HTTP) a 
simple  but  yet  powerful  protocol.  HTTP is  based  on a  client-server  model, 
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where  the  client  sends  a  request  to  the  server  and  the  latter  responds 
accordingly to the client’s request. This process is connectionless as the client 
does not maintain the connection, the server re-establish the connection once it 
got a response for the client. This also means that the client and server are only 
aware of one another once a request is sent, making it a stateless protocol [15] 
[16].

Figure 5: Client-Server overview.

The client/server processes is simplified in Figure 5. For the server to be able to 
respond to the client it requires some information that is given in the message 
sent  upon  the  client’s  request.  That  message  is  composed  with  a  request 
method,  a  Uniform  Resource  Identifiers  (URIs),  or  its  subset,  Uniform 
Resource Locator (URL) that identifies, names or locates the resource wanted, 
header metadata and a message body, if any. The HTTP methods or verbs are 
case sensitive and in uppercase and instructs the server how to respond. The 
most  common HTTP methods  are:  GET,  PUT,  POST and  DELETE,  which 
correspondingly enables one to retrieve, update, send and remove data from a 
given resource [16].

Furthermore  HTTP  works  over  Transmission  Control  Protocol  (TCP).   A 
reliable transfer protocol that establish a connection between the two working 
party, client-server, and guarantees the delivery of data. As seen in Figure  6, 
TCP protocol  uses  the  three-way handshake  to  establish  a  connection.  The 
client sends a synchronize (SYN) request to the server, which in turns responds 
with  a  acknowledgement  (SYN-ACK) that  it  got  the  request  and the  client 
acknowledge that it got the serve response. In other words a HTTP request can 
take quite a lot of round-trips to the server before establishing a connection 
[15].

Figure 6: HTTP request [17].
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As mentioned before, one of the main focus within IoT is to enable constrained 
devices to function just as another node on the Internet. Hence the development 
of lightweight protocol,  IoT presents different needs to be met and some of 
those protocols are alternative version of existing protocol or are built to run as 
equivalent  to  existing  protocols.  In  that  way  these  protocols  are  able  to 
accommodate the new devices requirements, alone or with the help of other 
protocols, managing to comply and translate to the Internet standards.

2.3 RESTful Services 

WoT integrates IoT to the IP network which allows IoT devices to make use of 
web  services  (web  APIs)  architectures.  Many  applications  opts  for  the 
Representation  State  Transfer  (REST)  architecture.  REST,  also  known  as 
RESTful or REST-style, is a software architecture first defined by Roy Fielding 
in 2000. This hybrid style architecture implements set of constrains  for creating 
a distributed network application. REST is a resource-based system that has the 
following architectural constrains:  [18] [19]. 

• Client-server: its first constrain adds a client-server architectural style. 
REST’s  simple  and  decoupled  architecture  provides  an  autonomous 
environment that is able to evolve independently of one another without 
affecting client and server interaction [18] [19].  

• Stateless: with this constrain a request should be self-descriptive and 
self-sufficient.  A client’s  request  should  hold  enough information  to 
understand the type of request. A server is able to respond to the request 
without  having  to  record  each  request  states,  hence  freeing  server’s 
resources  [18] [19].

• Cacheable: this constrain is added to improve network efficiency. By 
implicitly or explicitly, responses need to identify themselves as either 
cacheable or not. By doing so it allows responses that are cacheabled, 
to be reused for corresponding requests. This can help reduce response 
latency and improve overall performance for the user. The drawback is 
that it diminish data reliability, if not frequently update to match the data 
on the server storing the information [18] [19].  

• Layered System: it subjugates components to the immediate layer they 
interact with, thus confining  knowledge of the system. This constrain 
can add complexity and reduces performances, as it adds overhead and 
latency. A benefit of this system is that it can integrate legacy services 
without disturbing new services [18] [19].

• Uniform Interface: a very important factor in the RESTful architecture 
is the uniform interface that simplifies and limits the knowledge that the 
client or server has of one another, focusing on the shared interface and 
data.  The  uniform  interface  of  REST requires  to  be  resource-based 
where resources are identified by URIs and separated representations, 
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thus  the  resource  can  be  represented  by  any  given  form,  such  as 
Resource  representations  extensible  Markup  Language  (XML), 
JavaScript  Object  Notation  (JSON),  HyperText  Mark-up  Language 
(HTML) or any other format that is necessary within the needs of the 
application. Moreover clients should be able to apply modification on 
the resources through its representation. Other fundamental requirement 
is that the messages should be included enough information to process a 
request or response [3] [6] [11] [19] [20].

• Code on Demand (optional): this last constrain opens the possibility to 
customization  and extension  of  client’s  functionalities.  It  reduces  the 
number of features that needs to be pre-install,  but it  still  allows for 
functionality to be added after deployment without any bigger impact on 
the  overall  system.  Although  that  it  can  render  monitoring  and 
interactions on the system reducing visibility [18].

One of the main improvements is that, overall, most of the constrains impose by 
a  REST architecture  allows  the  system  to  support  a  growth,  expansion  of 
devices and still provide services. Table 2 shows an overview of the constrains 
imposed in the REST architecture highlighting the improvements and the set-
backs that is caused by such requirements.

Table 2: REST constrains overview [18]. 

Constrains Improvement Detriment

Client-Server Portability, scalability -

Stateless Visibility, reliability, scalability Network performance

Cacheable Efficiency, scalability, user-perceived performance Reliability

Layered System System complexity, independence, scalability Overhead, latency

Uniform Interface Simplicity, visibility, evolvability Efficiency

Code on Demand System extensibility Visibility

Nowadays most applications that uses the REST architectures is implemented 
on top of  HTTP, however REST is not bound to HTTP rather it can be used by 
any application protocol that uses the client-server request-response. There are a 
lot of factors in the REST service that make it feasible to its adoption in WoT, 
many  of  the  advantages  of  REST  is  independence  of  platforms  and 
programming language, it can be used on top of many existing standards and 
has no issue with firewalls. However there are a few key problems areas while 
implementing REST/HTTP principle to smart objects. One of the big key issues 
is  due to HTTP verbosity,  especially when battery life  time and latency are 
critical, it can worsen performance. Another big aspect is that HTTP failed to be 
self-descriptive because of its use of TCP, devices in constrained devices tends 
to lean towards short  but descriptive URIs. Therefore HTTP does not suit IoT 
devices and adds a tow on the already constrained devices. For this reason there 
is still a need for a better REST architecture for small short-lived devices from 
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IoT  [21] [22]. Constrained  RESTful  Environments  (CoRE)  is  a  framework 
design for such cases, where the network architecture serves constrains devices. 
CoRE applies the REST architecture in a more optimized form, which is more 
suitable for constrained nodes [23] [24].

2.4 Constrained Application Protocol

Constrained Application Protocol (CoAP) is a fairly new web transfer protocol 
that was designed to be used for constrained devices  (e.g.  simple  electronic 
devices  with  limited  capabilities)  and  constrained  networks  (e.g.  LLNs, 
6LoWPAN)  [25].  In  2010,  the  IETF  CoRE  working  group  start  on  the 
development of CoAP that focus on environments of low power IP network 
enabling interoperability between constrained devices and the general device 
communication over the Internet [23] [24].

2.4.1 Features

CoAP is a web protocol that offers simplicity but moreover it is designed as a 
mean to  optimize the HTTP protocol for M2M application and it can be easily 
translated  to   HTTP so  that  such  applications  can  be  integrated  within  the 
existing  web.  Below one can  see  the  overview of  the  main  features  that  is 
provided from CoAP protocol (from [25]):

• Web protocol fulfilling M2M requirements in constrained environments.

• User  Datagram Protocol  (UDP)  binding  with  the  optional  reliability 
supporting unicast and multicast requests.

• Asynchronous message exchanges.

• Low header overhead and parsing complexity.

• URI and Content-type support.

• Simple proxy and caching capabilities.

• A stateless  HTTP mapping,  allowing  proxies  to  be  built  providing 
access to  CoAP resources  via  HTTP in a  uniform way or  for HTTP 
simple interface to be realized alternatively over CoAP.

• Security binding to Datagram Transport Layer Security (DTLS).

2.4.2 Structure Model

CoAP interactive model, functions just like HTTP client/server model, except 
that  in  M2M interactions  the roles  of  client  and server  are  interchangeable. 
Moreover a device acting like a HTTP client,  sends a CoAP request with a 
Method Code and a URI that can identified the resource on the server.  The 
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server, in turn, sends back a Response Code and, if any, resource representation 
[25].

Figure 7: Abstract Layering of CoAP [25].

CoAP protocol  is  composed of request/response and messages,  however  the 
abstraction layering, illustrated in Figure 7, can be used to represent a two layer 
structure in CoAP. The first, request/response layer, handles the methods and 
codes,  while  the  other,  message  layer,  handles  the  UDP and  asynchronous 
interactions [25]. 

2.4.3 Message Layer Model

The  message  layer  model  works  over  UDP,  a  simple  and  connectionless 
protocol  that  offers  message  transferences  with  minimum  of  protocol 
mechanism [26]. One of the advantage of UDP is low overhead, and that can 
also mean that UDP manages to accommodate the whole payload on the data, 
thus  avoiding undesirable  packet  fragmentation.  CoAP  messages  should  be 
within the IP packet size for better implementation in constrained nodes.  

CoAP  defines  four  messages  types:  Confirmable  (CON),  Non-confirmable 
(NON),  Acknowledgement  (ACK)  and  Reset  (RST).  The  message  type  is 
indicated by a 2 bit integer in the header, Table 3 shows the numbers in relation 
to their correspondent type of message [25].

Table 3: CoAP messages Type. 

Type Name

0 CONfirmable

1 NON-confirmable

2 ACKnowledgement

3 Reset (RST)

To ensure reliability that lacks in UDP protocol, CoAP defines a lightweight 
reliability mechanism for message transmission, not defined in UDP [26]. These 
features are [25]:

• Stop-and-wait  retransmission with  exponential  back-off  for 
confirmable messages.
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• Duplication detection for confirmable and non-confirmable messages.

A reliable message is sent as a CON message. This message is retransmitted, 
using  a  default  time-out  and  exponential  back-off,  until  a  ACK is  received 
containing message ID, as seen in Figure 8(a). 

Figure 8: Message Transmission [25].  

On the other hand, not all messages requires a reliable transmission, therefore 
those messages can be sent as NON messages, as seen in Figure 8(b). There is 
no validation that the message is received, however the message still contains a 
message ID for duplicate protection. In both cases, CON and NON messages, if 
the recipient is not able to process them it responds with a RST message [25].

One of the features in CoAP protocol is that it must support unicast, one-to-one 
communication  and  multicast  requests,  one-to-a  selected  many.  A multicast 
request is made to an IP multicast address and must be a NON type of message. 
The reason for that lies in avoiding overloading error responses to be sent, thus 
whenever a multicast address is detected RST messages should not be sent out. 

2.4.4 Request/Response Layer Model

The request/response model in CoAP does not differ from HTTP, where a client 
sends a request to a server, which returns a response. However, as mentioned 
before, one of the CoAP endpoints takes the role of the “client”, while the other, 
that received the request, acts as the “server”. The main difference yet is that 
CoAP  messages  are  transferred  asynchronously  without  any  connection 
between client and server [25]. 

Figure 9: Messages exchange types: Asynchronous and Synchronous [27].
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Figure  9 delineate  the  main  difference  between  an  asynchronous  and 
synchronous  message  exchange.  In  the  former  type  of  operation  the  server 
receives messages without any notice, the message must also contain all the 
necessary information  to  grant  a  response  from the  sever,  hence  it  must  be 
descriptive.  Contrary  to  asynchronous  operation,  a  synchronous  operation 
establishes  some form of  connection,  and all  the  request  and  responses  are 
exchanged during the operation and finalized once the client is done. 

A CoAP request can be either in the format of a CON or NON message. The 
CoAP request  consists  of  a  Method  Code,  such  as  GET,  PUT,  POST and 
DELETE, that indicates the action to be performed on the resource, a resource 
identification, payload, media type to be used and any other optional metadata. 
After a CoAP request is sent, the endpoint acting as the “server” must interpret 
and send an appropriate CoAP response. The server identifies the request by the 
token generated by the client. The token, different from the message ID, is used 
to pinpoint responses to its correspondent requests. 

Table 4: CoAP Response Code classes. 

Class

2.xx Success

4.xx Client Error

5.xx Server Error

The  server  has  3  different  classes  of  Response  Code  to  choose  from after 
interpreting  a  request:  Success,  Client  Error  or  Server  Error.  Those  are  the 
possible response attempts to answer to a request, the Success class, a client 
sends a valid request in which the server can fulfill. In the Client error class, the 
server has an invalid request from the client, and in the last one the server fails 
to respond to a valid request. Table 4, shows the classes, in which each of the 
Response Code belongs to [25].
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Figure 10: CoAP Requests and Responses messages examples [25].  

Furthermore,  the  server  response  time  can  differ  depending  on  the  type  of 
response.  Figure  10 above illustrates  three  possible  responses:  Piggybacked, 
Separated and Non-confirmable. A Piggybacked Response is when a request is 
sent using CON type of message and gets a direct response from the server 
carried in the ACK message, independently of success or failure of the request, 
as seen in Figure 10(a) above. A separated response, however, is when a request 
using  CON message  cannot  piggyback  the  response,  the  server  transmits  a 
empty ACK message to halt any possible retransmission of the request by the 
client and later, once the server manage to interpret the request it can send a 
response, with a new message ID, but using the same token, in which the client 
acknowledges with the new message ID, as illustrated in Figure 10(b). The last 
type of response, as seen in Figure 10(c), is a non-confirmable response, where 
a  request  transmitted in  a  NON message gets  a  NON message carrying the 
response [25]. 

2.4.5 Message Format

The CoAP message format, as shown in Figure 11, consists of a 4-byte header, 
options field and payload, if any. 

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

Ver T TKL Code Message ID

Token (if any, TKL bytes) ...

Options (if any) ...

1 1 1 1 1 1 1 1                        Payload (if any) ...

Figure 11: CoAP message format [25].  

The header fields are as follows:  

16

Client Server
CON [0x7a10] 

GET/temperature 
(Token 0x73)

NON [0xbc91]    
2.05 Content 
(Token 0x74) 

”22.5C”

NON [0x7a11] 
GET/temperature 

(Token 0x74)

(b) A GET Request with a 
separated Response.

(c) A Request and a Response 
carried in non-confirmable 

messages.

Client

CON [0x23bb] 
2.05 Content 
(Token 0x73) 

”22.5 C”

ACK [0x23bb]  

…        Time passes      ...

ACK [0x7a10]  

Server



Internet of Things – Pros and cons of CoAP protocol solution for small devices
Ludmilla Lucio Silva 2016-02-15

• Version (Ver) a 2-bit integer that shows the CoAP version used. 

• Type (T) another 2-bit integer that describes the type of message, as 
seen already in Table 3.

• Token Length (TKL) is a 4-bit integer that determines the size of the 
Token field.

• Code is an 8-bit integer that is seen as a decimal number “c.dd”, such 
that ‘c’ ranges from 0 to 7 and indicates the code class and  ‘dd’ ranges 
from 00 to 31 and defines the subfield.

• Message ID a 16-bit  integer used for reliable transmission,  duplicate 
detection  and  to  match  ACK/RST  to  corresponding  CON/NON 
messages. 

After the header comes the Token field, that vary from 0 to 8 bytes, depending 
on the value given in TKL, and as used to match request to response messages. 
Following the Token is the Optional payload. In the option field, if any, it must 
contain the option number, option value length and the value itself. The option 
number is not declared specifically, rather is calculated by the equation: option 
number = option delta + previous option number. 

0 1 2 3 4 5 6 7

Option Delta Option Length 1 byte

Option Delta (extended) 0-2 bytes

Option Length (extended) 0-2 bytes

Option value 0 or more bytes

Figure 12: CoAP option format [25].

Figure  12,  illustrates  the  option  field  format  that  consists  of  the  following 
options fields: delta, length and value.

• Option delta is used to establish the difference between current option 
number from its previous one. 

• Option length simply indicate the size of the option value. 

• Option value is a sequence of ‘L’ length, define by the length field and 
can contain the following formats: empty (zero), opaque, uint (option 
length) or string(UTF-8). 
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The option field has two different classes that defines the way unrecognized 
options  are  to  be  handled  by endpoints.  Those  classes  are  either  critical  or 
elective.

• Elective: any unrecognized option is silently ignored.

• Critical: an unrecognized option in using confirmable messages, returns 
a  bad  option  if  it  is  a  request,  otherwise  is  rejected  if  it  is  a  CON 
response, an ACK, piggybacked or a non-confirmable message.

Further options classification is based on the way a proxy should refer to any 
option in case it is not recognized. Thus options can be marked as either safe-to- 
or unsafe-to-forward.

CoAP defines several options used on both request and responses:

• Content-Format: determines the representation format of the message 
payload.

• ETag: or  entity-tag  defines  a  resource-local  identifier  that  can 
distinguish  between  similar  representation  of  the  same  resource  that 
vary over time.

• Location-Path and Location-Query: defines an absolute path, a query 
string or both that specifies the new location and/or query argument of a 
resource created with a POST request.

• Max-Age: indicates a maximum time in which the response cached can 
be considered  fresh. 

• Proxy-Uri: it refers a request to a forward-proxy. The forward-proxy is 
requested to forward the request or service it from a valid cache and 
return the response.

• Proxy-Scheme: it  is  used  to  assemble  an  absolute-URI  in  a  proxy 
request. The absolute-URI is constructed from Uri-Host, Uri-Port, Uri-
Path, Uri-Query options. 

• Uri-Host: determines the Internet host of the resource being requested.

• Uri-Path: determines one segment of the absolute path to the resource.

• Uri-Port: defines transport-layer port number of the resource.

• Uri-Query: specifies one argument to describe the resource.
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• Accept: clients can use this option to indicate the acceptable content-
format to get from a response.

• If-Match: it may be used to make a request conditional on the current 
existence or value of an ETag for one or more representations of the 
target resource.

• If-None-Match: opposite to If-Match, If-None-Match may be used to 
make  a  request  conditional  on  the  non-existing  target  resource. 
Auxiliary to PUT request to avoid any accidental  resource overwrite, 
especially if the same resource is being used by multiple clients. 

• Size1: mainly used in  block-wise transfer,  it  determines  the resource 
representation size in a request.

Table 5 summarizes options and their properties: their default value, in absence 
of  any,  type,  lengths,  number,  if  it  is  critical  or  elective,  safe  or  unsafe, 
repeatable – a option that can be included multiple times – and if makes part of 
cache key operation. 

Table 5: CoAP options summary [25]. 

No. C U N R Name Format Length Default

1 x x If-Match opaque 0 to 8 (none)

3 x x - Uri-Host string 1 to255 -

4 x ETag opaque 1 to 8 (none)

5 x If-None-Match empty 0 (none)

7 x x - Uri-Port uint 0 to 2 -

8 x Location-Path string 0 to 255 (none)

11 x x - x Uri-Path string 0 to 255 (none)

12 Content-Format uint 0 to 2 (none)

14 x - Max-Age uint 0 to 4 60

15 x x - x Uri-Query string 0 to 255 (none)

17 x Accept uint 0 to 2 (none)

20 x Location-Query string 0 to 255 (none)

35 x x - Proxy-Uri string 1 to 1034 (none)

39 x x - Proxy-Scheme string 1 to 255 (none)

60 x Size1 uint 0 to 4 (none)

C = Critical, U = Unsafe, N = NoCacheKey, R = Repeatable

Last on the message is the payload. The payload has a set of one byte that is 
called the Payload Maker,  which marks the start  of the payload data.  If  the 
Payload Maker has a value of all ones (0xFF16), there is data present, otherwise 
the payload is empty.
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2.4.6 CoAP Codes and Registration

The  Internet  Assigned  Numbers  Authorities  (IANA)  registry  for  CoRE 
parameters defines a few sub-registries for fields in the CoAP header.

Table 6: CoAP codes and registries [28]. 

Code Description

0.00 Indicates an Empty message.

0.01-0.31 Indicates a request; CoAP Method Codes.

1.00-1.31 Reserved.

2.00-5.31 Indicates a response: CoAP Response Codes.

6.00-7.31 Reserve.

Table  6 corresponds to the numbers defined for the CoAP header code field. 
The first is used in empty messages where code and TKL must be set to a 0 
value, also the token field should not contain any data. Some of the codes are 
reserved, hence they can be used in special cases and are not assigned [29]. This 
leaves us with two sub-registries definition for the Code field: CoAP Method 
code and CoAP Response code. On the Method code sub-registry the method 
only 0.01 to 0.04 are defined. Any method defined should specify a respective 
response code to be returned and type of method idempotent, safe or both. An 
idempotent method allows the “client” to send identical multiple requests that 
all results with the same response, while a safe method refers to retrieval of data 
without changing any state. Table  7 outlines the defined methods codes their 
types and behavior. 

Table 7: CoAP Method Codes [25]. 

0.xx Method 
Code

S I Description

.01 GET x x Retrieves data of the desired resource identified by the request URI. 

.02 POST Request for the processing of enclosed representation to be created or 
updated. The origin server handles the requests.

.03 PUT x Requests for resource at the specified URI to be created or updated. If 
there  exists  a  resource,  this  is  changed,  otherwise  the  server  may 
create a new resource with the given URI.

.04 DELETE x Deletes the resource identified by the requested URI.

S = Safe, I = Idempotent

On the other hand, not all Response codes are defined, there are some definition 
on classes 2,  4 and 5 (Table 4), codes of class 3 are reserved for the future and 
any other numbers not mentioned are not yet defined. Table  8 has an overall 
definition  of  response  codes  and  their  properties.  Response  codes  should 
specify the method codes can be applied to and specifications on payload, if 
necessary to have, definition of its representation and format.
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Table 8: CoAP Responses Codes [25] [30]. 

2.xx Success Description

.01 Created Response to PUT and POST requests. It can return a payload, if any, 
with a representation of the action result. 

.02 Deleted Response to DELETE and sometimes POST requests. It can return a 
payload, if any, with a representation of the action result.

.03 Valid Indicates a valid entity-tag identified by the ETag option.

.04 Changed Response to PUT and POST requests. It can return a payload, if any, 
with a representation of the action result.

.05 Content Response to GET requests. The payload returned is a representation 
of the action result.

4.xx Client Error

.00 Bad Request Server could not understand the request due to inadequate syntax.

.01 Unauthorized Client lacks authorization to perform such request.

.02 Bad Option Server  could  not  understand  request  due  to  unrecognized  or 
inadequate options.

.03 Forbidden Servers understand the request but it will not fulfill it. The server can 
either explain  the reason for refusal or respond with a Not Found.

.04 Not Found Server cannot find anything that  matches the requested URI. This 
response code is used to conceal reason of refusal or when no other 
response is applicable.

.05 Method Not 
Allowed

Response  to  when  a  method  is  not  allowed  to  be  used  for  the 
requested resource.

.06 Not Acceptable Resource identified in the request is of a not acceptable format to 
which can be generated. 

.12 Precondition 
Failed

Preconditions set in the request-header fails server test.

.13 Request Entity 
Too Large

Server refuses the request in which the request size is longer than the 
server  is  able  to  process.  If  possible,  the  server  response  should 
include the Size1 option indicating the maximum size for the request.

.15 Unsupported 
Content-Format

Server refuses request due to not supporting the content-format used.

5.xx Server Error

.00 Internal Server 
Error

Server anomalous condition that prevents execution of request.

.01 Not Implemented Server does not support necessary functionality to execute request. 

.02 Bad Gateway Server acting as a proxy or gateway gets an invalid response while 
trying to execute request.

.03 Service 
Unavailable

Server is temporary unavailable to fulfill requests. Max-Age option 
field is used to indicate retry period.

.04 Gateway Timeout Server acting as a proxy or gateway failed to receive timely response 
from upstream/auxiliary  server  specified  by the  URI  to  complete 
request. 

.05 Proxying Not 
Supported

Server is  unable or unwilling to serve as a forward-proxy for the 
URI. 
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2.4.7 Caching

The goal of caching is to be able to reuse a prior response messages to answer 
to  a new request.  Consequently,  it  can reduce response time and bandwidth 
consumption. Other cached responses that does not need need network requests 
to reuse them can further benefit by reducing latency and network round-trips. 
CoAP cacheability depends on the Response Codes and their specifications. For 
an endpoint to reuse a stored response it must fall in the following definitions; 
the new request method and the one used to cache the response are equivalent 
to one another. Subsequently, the same goes for the options used on the present 
and prior request, from the stored response, must match. Last but not least, a 
cached response needs to be fresh and validated.

A “fresh” stored response is determined by the Max-Age option provided by the 
server in which the resource resides, or known as origin server. Origin serves 
can also prevent a responses to be cached by setting the Max-Age option to 
hold a value of zero seconds.

The validation or revalidation process of a stored response is achieved by the 
use of the ETag option. An endpoint that has several cached responses for GET 
requests,  but  is  unable to use them, can use the ETag requesting the origin 
server  the response that  should  be used and resultantly update  the response 
freshness.

2.4.8 Proxying

A proxy serves  as  an  intermediary  that  relays  and/or  forwards  information 
between  endpoints.  Proxy  is  quite  essential,  especially  in  a  constrained 
environment,  by  tasking  another  CoAP  node  to  act  in  their  behalf  and 
performing either their request or their response it can consequently improve 
network  performance,  grant  access  to  sleeping  devices  and  limits  energy 
consumption, bandwidth and network traffic. 

There are two types of proxies on a CoRE structure: forward-proxy, selected by 
a client, and  reverse-proxy, selected by origin server. In a similar note, proxies 
can be also used to map a CoAP request to a CoAP request (a CoAP-to-CoAP 
Proxy) or to translate between different protocols (a cross-protocol proxy), e.g. 
CoAP-to-HTTP proxy or HTTP-to-CoAP proxy.

2.4.9 CoAP - HTTP Mapping

The application protocol for constrained devices, CoAP, not only was designed 
to  work  on  REST architecture,  but  it  also  implements  some  functionalities 
found  in  the  HTTP protocol.  Consequently,  this  facilitates  CoAP to  easily 
interoperate  with  HTTP and  mapping  between  the  two  protocols  are  quite 
straightforward. Figure 13 illustrates a CoRE network environment [25] [31]. 
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Figure 13: Possible network environment with cross-protocol proxy [17]. 

HC proxy, or HTTP-CoAP mapping, performs the cross-protocol mapping for 
both  protocols.  This  particular  mapping  is  beneficial  to  legacy devices  that 
cannot operate/understand CoAP, allows sensor to share its information with the 
web or even smart devices to interact with such sensors.

Figure 14: Example of homogeneous and embedded mapping of CoAP URI to HTTP URI.

In theory, it should have been possible for a HTTP user agent to use a CoAP 
URI, however there is no available tools to allow the use of “coap” or “coaps” 
schemes  by  HTTP.  Therefore  it  is  still  required  that  to  map  the  resource 
identifier  from CoAP to  HTPP and  vice  versa.  The  mapping  can  be  either 
dynamic,  done  by  discovery  and  susceptible  to  change  over  time,  or  its 
opposite, static. For the latter, there are two simple solutions: homogeneous or 
embedded. The first static mapping the only thing that changes is the scheme 
used the rest of the URI remains the same. The other type, on the other hand, 
the scheme also changes, however the CoAP URI authority and path is inserted 
in the HTTP URI as a part of its path [32]. Figure 14 illustrates both types of 
static  mapping.  The  same  applies  for  security,  if  any,  a  URI  using  “https” 
scheme should be translated to a “coaps” or an unsecured “coap”.
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Table 9: Media type generalization [32]. 

Internet media type Generalized media type

application/*+xml application/xml

application/*+json application/json

text/xml application/xml

text/* text/plain

*/* application/octet-stream

An HC proxy, also needs to translates payloads and/or media type used, if any, 
to  the closest  format  as possible.  An HTTP request with a  content-type and 
content-encoding  that  cannot  be  matched  to  a  proper  content-format,  from 
CoAP, has to evoke an Unsupported Media Type response. Is more likely that a 
CoAP to HTTP media type mapping goes well rather the the other way around, 
as HTTP supports more media types than a constrained protocol. HC proxies 
can then enforce either a tight or loose media type policies. The first, employs a 
strict mapping for contents that is known to be supported and enforcing them, if 
too strict, a counter measurement is the loose mapping that reclaim flexibility 
using generic media type, aliasing the media to a super-class that, if possible 
can than be mapped. 

There  is  a  clear  mapping to  translate  CoAP basic  Methods  codes  to  HTTP 
Method codes and CoAP Responses Codes to HTTP Status codes, since CoAP 
implements a limited subset functionalities from HTTP. Table 12 (see Appendix 
A) draws association between methods and response/status  codes  from both 
protocols.  Some of the CoAP codes can be linked to multiple  HTTP status, 
hence there can be more than one equivalent status to be translated to CoAP and 
their use depends on the request [25] [31]. 

2.4.10 Security

Security in CoAP specifications defines binding to DTLS. Figure 15 illustrates 
the  abstract  representation  of  transport  layer  security implemented  in  CoAP 
over UDP. Furthermore, a constrained environment brings a few challenges and 
implementations that need to be taken into consideration due to the unreliable 
transport protocol and devices limitations. Consequently, not all cipher suites is 
suitable for some nodes, adding complexity and initial handshake overhead, that 
can take 4 to 6 messages exchange before establishing connection (see Figure 
22 and 23 in Appendix B). 
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Figure 15: Abstract Layering of DTLS-Secured CoAP [25].

Devices using DTLS needs to have knowledge to access control lists and key 
materials,  which  are  provided  in  the  provisioning  phase.  After  provisioning 
devices can be in four different security modes: NoSec, Pre-shared keys, Raw 
public key, Certificates. 

• NoSec: provides no transport layer security, and is the only mode where 
DTLS is disabled, leaving security, if any needed, at lower level layer. 

• Pre-shared keys (PSKs):  are a set of keys that has being previously 
agreed upon and that allows nodes to know other reliable devices to 
communicate with. 

• Raw Public Key: is an asymmetric key pair without a certificate. This 
type of key vary with the type of cipher used can be used to determine 
the devices identity as well as which devices it can communicate. 

• Certificates: different  from the previous mode,  the certificate  modes 
adds  an X.509 certificates to the asymmetric key pair and uses trusted 
third party to validate the nodes’ authenticity.

It is also important that during a client and server interaction using DTLS a 
client  request,  of  any  type,  should  have  matching  session,  timestamp  and 
Message ID, and the same goes for the response to the request. 

2.5 CoAP Protocol’s Discovery

CoRE provides a REST architecture for constrained devices and network and it 
also provides means of service and resource discovery mechanisms through the 
use of URIs. 

2.5.1 Service Discovery

Service discovery allows endpoints  to learn about devices in the network,  a 
client  is  able  to  find  a  server  by  knowing  or  learning  the  URI  or  using  a 
multicast request at the “All CoAP Nodes” multicast address. A server can be 
reachable by the default pre-configured port 5683, unless stated otherwise on 
the URI [25] [33]. 

25

Application

DTLS

UDP

CoAP
Message

Request/Response



Internet of Things – Pros and cons of CoAP protocol solution for small devices
Ludmilla Lucio Silva 2016-02-15

2.5.2 Resource discovery 

Resource discovery is a vital, particularly, in machine-to-machine interactions 
and it is supported by CoAP endpoints through CoRE link format. It allows 
CoAP clients to query servers for a list of links about hosted resources and other 
link  relations.  A client  discover  other  resources  by sending  a  request,  most 
common known resources can be  located with the URI: “/.well-known/core”, 
others CoAP resource discovery interface may allow filtering that uses queries, 
such as “GET /.well-known/core?rt=temperature-c”, requesting for all resources 
with the specific temperature [34].

2.6 CoAP Protocol’s Extensions

Constrained devices in IoT will  be operating in different  environments with 
distinct limitation and therefore there are the following CoAP extensions that 
can enhance protocol performance and capabilities to better suite the network 
and/or device requirements. Some extensions are:

• Observer option

• Multicast group communications

• Block-wise transfers

• Alternative Transport Protocols

2.6.1 Observer Option

Observer is a simple set of rules that allows a CoAP client to observe resources. 
A CoAP client  is  able  to  register,  through the observer  option,  to  act  as an 
observer for a certain resource.  Whenever a change occurs from the wanted 
resource the client receives the proper notifications from the subject, for as long 
as the client maintains its interest on the resource [35].

Figure 16: Observing resources [6].
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The  figure  16 above  illustrates  the  observer  process.  It  starts  with  a  client 
registering  itself  to  a  resource  through  a  GET  request.  The  server  pushes 
notifications  to  the client  upon a state  change.  The observe request  can use 
either confirmable and non-confirmable type of messages. The CON messages 
results in retransmission of messages, which in not the case for NON messages. 
Generally  those  notifications  are  sent  before  the  expiration  of  Max-Age. 
Whenever the Max-Age expires a client will use the same TOKEN value and 
re-register.

The Observe extension acts similarly to a publish/subscriber model but instead 
of pushing every notification to all registered clients, this options guarantees 
current resource representation to all register clients, although notifications does 
not necessarily need to be sent whenever a change occurs, especially in case of 
frequent  updates  to  minimize  message  propagation  on  constrained  network. 
More importantly, it maintains the REST properties.

2.6.2 Multicast Group Communications

CoAP multicast group communications  is a one-to-many relationship between 
endpoints.  Constrained  devices  can  be  related  either  by  their  position  or 
purpose, and those relations can also be pre-configured or configured during 
operations  (e.g. a group of CoAP  light switches where a simple CoAP group 
communication command could turn on or off all lights from a specific floor 
from a building). The underlying structure for CoAP group communication are 
requests are sent via UDP with IP multicast and responses uses UDP with IP 
unicast. CoAP group communication is to yet define a security measure for IP 
multicast, since DTLS does not support multicast communication, hence CoAP 
operates in NoSec mode [33].

2.6.3 Block-Wise Transfers 

The  majority of CoAP messages are expected to have small payloads that is 
suited to UDP datagrams, however from time to time CoAP devices might need 
to  transfer  representations  bigger  than  the  allowed  CoAP payload,  thus  the 
Block  Options  indicates  a  block-wise  transfer  method  to  those  kind  of 
representations. A block option consists of block size (SZX), more flag (M), 
indicates whether or not there are more block to be expected and indicates the 
last  block to  be  transmitted  and block number  (NUM),  which  indicates  the 
number of the block that is being requested or provided. Moreover, some of the 
benefits in using this options is that it offers a way to transfer large amount of 
data in smaller blocks that are not hard to manage and allows for retransmission 
of individual block, if needed [36].

2.6.4 Alternative Transport Protocols

Apart from the specified transport protocol, UDP, CoAP does have IETF drafts 
and proposal that suggests alternatives. A current IETF draft recommends the 
use of Short Message Service (SMS) for CoAP nodes that are in environments 
that does not have Internet connectivity but it does have and support a cellular 
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network connection instead. The message size varies depending on the type of 
encoding used.  Since  a  7 bit  encoding is  supported  by all  Mobile  Stations, 
however, CoAP messages over SMS have a maximum length of 140 bytes. Any 
bigger message can be transferred through means of concatenation or by using 
CoAP block-wise transfer, although is not recommended over SMS. In terms of 
reliability, SMS does provides its own reliable delivery system.  Still SMS does 
not support multicast communication [37].

From all the similarities shared between CoAP and HTTP the adoption of TCP 
and  TLS  was  not  one  of  them,  as  UDP  functions  better  for  constrained 
networks,  however  CoAP  devices  might  need  to  integrate  with  existing 
infrastructures, where UDP protocol is not really wanted. Consequently, TCP 
can facilitate in the communication between client and server that have been 
separated by Network Address Translations (NATs) and/or firewalls. CoAP over 
TCP is fundamentally similar to CoAP over UDP, however it does not need to 
implement some redundant features at application level, such as fragmentation 
and  reassembly,  reliable  delivery,  and  congestion  control.  CoAP over  TCP 
implements  security  with  TLS,  does  not  support  multicast   communication, 
albeit  it  does  have  a  anycast,  where  it  can  send  messages  to  an  address 
belonging to many nodes [38] [39].

For networks that does not support the transportation of CoAP messages over 
UDP,  it  is  proposed to  use  the  Websocket  protocol.  This  standard  does  not 
present many different from CoAP over UDP, but it does require an opening 
handshake  to  establish  a  connection.  WebSocket  Protocol  does  provide 
retransmission, duplication void, ordered transmission and reliability measure. 
All  these  extra  functionalities  from  CoAP can  be  dropped  and  security  is 
provided over  TLS-secure  Websocket,  without  any additional  issues  already 
mentioned in CoAP specification [40].

There is also a proposed standard that defines the way in which CoAP can use a 
peer-to-peer (P2P) overlay network called REsource LOcation And Discovery 
(RELOAD). This implementation is aimed to be used at interconnected devices 
from multiple WSNs, both long and short  ranges. RELOAD provides CoAP 
with forwarding, storage and look-up service in a decentralized environment. 
CoAP nodes  can  register  its  resources  in  a  RELOAD  Proxy  Node  by  the 
computation of hash value generated from CoAP URI. The resource is  then 
stored with the Proxy Node’s ID, consequently retrieval of any representation 
require the computation of a hash key that allows the connection to the CoAP 
server through its Proxy Node [41]. 

All of the proposed protocols above are continued to be addressable through 
URIs  and so  it  can  conform to  the  required  design  considerations  the  URI 
format for alternative transport protocols are going to be stated on the scheme, 
giving  form  to  following  URI  schemes:  “coap+<transport  name>”  or 
“coaps+<transport  name>”.  An  example  of  CoAP  over  SMS  would  be 
“coap+sms://[2001:db8::1]:5683sensors/temperature”,  making  it  easy  to 
distinguish transport types [38].
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3 Methodology
This section aims to describe the process in which research was done in order to 
properly answer the question proposed in Chapter 1. Thereupon one can grasp 
the route taken to the later conclusion concerning CoAP protocol performance 
on small devices.

3.1 Research Process

To be able to answer any of the questions, first of all, one needs to have the 
proper knowledge and right information. Therefore, this report uses as reference 
the search process as seen in Figure 17 below [42].

Figure 17: information searching process [42].

The  first  step  in  the  search  process  is  to  identify our  task  in  hand  and  its 
problem statement. As soon as the problem has been delineated, the questions 
that arises within the problem is used to help specify and better establish the 
relevance of the information procured. The next step is the strategy and system 
used  to  find  the  required  data.  This  step  focuses  on  the  amount  of  data 
necessary and the keywords, its synonyms and description, that can be used to 
search  for  the  data,  focusing  the  search  on  relevant  books  and  databases, 
reading from the available description or indexes to find the connection to the 
keywords. The third step is to get the reference found from before and use it to 
be able to locate and access the document needed. Consequently, the next step 
is  to assemble all  the information that it  was found relevant and from each 
source retrieve the most important parts. After that is time to evaluate the data 
gathered and that is easily done by comparing the data from different sources, 
checking  for  any  discrepancy  or  resemblance,  that  can  assist  to  formulate 
conclusions  taken  on  the  subject.  Last  is  to  assess  the  results  of  the  data 
retrieval  process  and  repeat  any  of  the  steps  above  if  needed  for  a  more 
effective search process [42].
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3.2 Literature Study

As mentioned  above  on  the  search  process,  the  literature  study is  done by 
searching  the  information  wanted  on  relevant  databases,  books  and  others 
works that are similar. Most of the information was found with the help of the 
following search tools: Google [43], Google Scholar  [44], Research Gate [45] 
and DiVA [46].

Each of the task that arose and questions that needed answering were used as 
keyword for the search process and through the search engines. Most of the 
terms used to be search were: Internet of Things, Web of Things, Constrained 
Application  Protocol,  Application  protocol  for  the  Internet  of  Things, 
Constrained devices on the Internet of Things.

3.3 Authenticity

To ensure that all the data gathered is authentic and reliable one needs to ensure 
that the data is taken from serious sources. So, companies and universities are 
the best bet to find any research needed on the wanted field. Another way is to 
assemble  several  works  and  research,  that  share  similarity  in  its  field  of 
investigation, and compare their results with one another. If they have come to 
draw same conclusion that can support and reinforce the statement.

3.4 Validity

The overall data evaluation can be determined by sources of criticism and if the 
data is up to date. By analysing the source content, comparing them with others, 
checking that  any given information  is  recent,  checking where they got  the 
information.  A good way to evaluate that the data is valid is if they present 
IETF recommendations for the protocols and standards. 

3.5 Analysis

The findings of this literature study was analysed in the following manner. The 
main problem of  this  project  is  to be able  to determine the advantages and 
disadvantage of CoAP protocol. The analysis consists of the investigation of 
important factors that can be influential on the overall operation of any protocol 
on the IoT, such as:

• Network environment: the network type and the type of nodes that 
constitutes the network can greatly influence on the success or failure of 
a  protocol.  Whenever one is  setting up a  network choosing the right 
protocol that can serve the needs of the devices in it makes a relevant 
difference in the environment.

• Performance:  CoAP  effectiveness  and  methods  used  to  handle 
situations  on  the  network  and  devices  can  determine  the  speed  and 
response time capability of the protocol.
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• Cost:  affordable  prices  for  deployment  is  effective  to  determine 
protocol adoption. 

Other factors that are going to be take into consideration are related to functions 
and features that a protocol should have in order to better support IoT devices. 
Those features are: 

• Energy  efficiency:  the  focus  of  this  project  are  on  small  devices 
operating  on  the  IoT.  One  of  occurring  constrained  present  in  such 
devices is short longevity of power supply. Therefore it is critical that 
the protocol  deployed to  work  on  constrained  nodes  avoids rapidly 
depletion of battery life and provides means to work on sleep devices.

• Interoperability: as  networks  are  composed  of  many heterogeneous 
devices  and  standards,  the  ability  to  be  able  to  communicate 
inconsequentially of their differences are essential for the IoT. Therefore 
it  is  crucial  that  devices  and  protocols  that  are  part  of  the  Internet 
infrastructure are able to interpret the message exchange accurately. The 
lack of interoperability in a system can add both complexity and cost.

• Scalability: as predicted above in Figure 3, the number of devices has 
surpassed the world population and continues to grow. Therefore it is 
imperative that protocols that are going to participate in IoT are able to 
handle a significant growth of the network. 

• Reliability: the big data gathering of IoT system has the main purpose 
to  perceive  a  real  situation  with  accurate  information.  Therefore 
reliability of  the data  exchange between sensors  are  required if  ones 
wishes to improve the use of applications. 

• Security: some  data  exchange  by  devices  from  IoT  might  contain 
sensitive  information  that  should  not  be  easily  accessed,  e.g.  web 
cameras that allows a house owner to remotely monitor their house from 
their smartphone or a sensor that functions as keys to gain access to 
your home or car should only grant access to the owner. The increased 
number of appliances, wearable and sensors that are integrated in the 
Internet  is  relatively  new  therefore  to  avoid  unsecured  devices  and 
unwanted attacks there is an increased demand in security alternatives. 

CoAP is clearly not the only application-level protocol solution for IoT. There 
are many existing and success application protocols on the Internet. CoAP is 
compared to the main de facto Internet protocol HTTP and others protocols that 
have similar functionalities or operates as web application-level protocol. Those 
comparison are going to be drawn and evaluated to assess the following point: 
if CoAP is the best solution for small devices.
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4 CoAP Protocol Analysis
There are many factors to be considered when evaluating the pros and cons of a 
protocol. Some of them, that are going to be discussed here, are: 

• Network Environment

• Performance

• Energy Consumption

• Cost Efficiency

• Interoperability

• Scalability

• Reliability

• Security

• Alternative Application Protocols

4.1 Network Environment

The suitability of a protocol is highly dependable on the network environments 
and nodes present in said network. Logically, analysing the type of network, its 
conditions,  limitation and  requirements to be reached, can influence on the 
overall performance of the protocol, especially, if all or most needs are correctly 
met. CoAP, as mentioned above, is a standard that thrives in low-power, lossy 
networks types, where devices are 8-bit microcontrollers with minimum ROM 
and RAM, with high packet rate loss and throughput of 10 Kbit/s. Thus, CoAP 
is suitable for both  6LoWPAN , LLN and appears to be appropriate to be used 
on short distance (less than a mile) networks.

The concretion of IoT is turning into reality thanks to the standardization of 
6LoWPAN;  enabling  recognition  between  heterogeneous  low-cost  devices 
through common Internet standards. However most application-level protocol 
solutions  aimed  at  WoT  requires  a  application-level  gateway  to  assimilate 
resource-constrained  devices  in  the  network.  In  general,  application-level 
gateways are complex, as they are aware of application logic. Application-level 
gateway are used  to translate from a low-power nodes to the Internet, but it 
does not deal with any of the challenges or limitations concerning the resource-
constrained devices.  Consequently,  introducing new devices  or  even making 
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changes  to  the  application  would  require  an  update  to  the  gateway,  thus 
invalidating the end-to-end Internet principle, where it decouples the network 
so that protocols can evolve independently hence reducing network complexity, 
as the only endpoints is aware of application logic [6] [21]. Because CoAP is 
based on REST architecture and share method and response codes, integration 
to the existing Web infrastructure is much simpler with CoAP. Because both 
HTTP based applications and CoAP based applications are REST based, IoT 
and  Internet  devices  can  simply  use  cross-proxy  that  easily  maps  the 
request/response model  from one standard  to  another  and thus  avoiding the 
complexity from application gateway implementations. 

Also,  in  case  of  resource  representation  mismatched  by  any  of  the 
communicating  devices,  CoAP employs  a  content-type  support  allowing  for 
content negotiation. A client and server can agree upon a data type before data 
exchange,  facilitating  the  integration  of  CoAP  enabled  devices  in  an  IoT 
environment. 

Another  important  feature  supported  by  CoAP  is  service  and  resource 
discovery. This mechanism facilitates for a easy device deployment, integration 
and maintenance on the network.  Current  and new devices  can gain instant 
access to servers and resources without human intervention making it easy to 
add and replace nodes as needed, thus enabling a real “plug-and-play” service.

Because of CoAP is a native to UDP transport  protocol and exchanges data 
through  asynchronous  interaction,  this  connectionless  datagram transmission 
system is ideal to provide faster transmission cycles with less overhead. The 
lack of connection from UDP, allows devices to wake-up, make requests and to 
go back to sleep mode. 

Although  CoAP optimizes  RESTful  architecture  for  M2M  applications  and 
supports and adjusts some HTTP features for constrained devices, this protocol 
lacks in maturity. CoAP is not fully yet mature as a standard and the protocol is 
still  relatively new which means that other  protocols,  more well-known and 
widely deployed in the Internet, might take precedence over CoAP. However, 
for a relatively new protocol, CoAP is gaining rapid visibility, with companies, 
with success interoperability tests  and important add-ons ratifications,  CoAP 
seems to have a future as a key protocol in the development of IoT. 

4.2 Performance 

Traditional  request/response  model,  that  is  implemented  by both  CoAP and 
HTTP, is based on regular resource polling, where clients request resources and 
the server responds to those requests [47]. However, polling can be detrimental 
to  constrained  network  if  a  client  demands,  periodically,  to  have  current 
resource representation. In HTTP this is solved with repeated polling, or long 
polling, the clients sends periodically request messages to the server in order to 
receive  an  updated  resource.  The  server,  in  turn,  only  responds  when  the 
updated version is  available  [35]. This mechanism does solve a few latency 
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issues and optimizes processing and network resources for long-lived devices. 
For  constrained  devices,  however, this is  not  the  most  optimal  solution  as 
devices have limited construct.  This can be an issue, especially for CoAP proxy 
that communicates with CoAP devices and Web applications. CoAP proxy may 
support HTTP long polling, although with multiple Web application trying to 
get  data from the constrained network can cause an increases in  overhead, 
latency and increase in network traffic. Overall the extra complexity and added 
overhead can slightly decrease performance.  There is  a protocol that can be 
implemented by CoAP as a similar approach: the Observe protocol (see Section 
2.6). This protocol, instead, produces the same result as long polling and it only 
requires a client to sent a GET with a observer option to register. If the server 
supports this option, the client will receive  notifications as responses. 

Just  like  any  other  web  protocol,  CoAP  adheres  to  congestion  control 
mechanism to maintain the network stable and regulate the amount of messages 
flowing on network and nodes. Despite this, CoAP congestion control definition 
is  quite  simple  and  only  takes  into  consideration  confirmable  messages. 
Consequently non-confirmable messages transmission can overrun the network. 
This protocol drawback is yet to be adjust with future consideration, such as 
drafts for Advance congestion control, that aims to optimize mechanisms that 
will have a higher performance.

4.3 Energy Consumption

As  many  of  the  devices  that  composes  IoT  environments  are  deprived  of 
constant  sources  of  energy  and  relies  on  battery  or  some  kind  of  energy 
harvesting, one of the many challenges faced by IoT devices is to provide an 
efficient system of protocols that minimizes power consumption while keeping 
the same level of performance and capabilities as any other Internet node.

On a constrained node network the availability of power or energy of a device 
varies.  Nodes  on  constrained  environments  will  have  at  least  one  of  the 
following energy limitation type: 

• Event energy-limited: delimits an amount of power that is solely used 
for a determined event, such as a button being pressed.

• Period energy-limited: have either accessibility to maintenance, where 
their main battery is replaced, or have means to harvest energy. 

• Lifetime  energy-limited:  have  a  certain  amount  of  power  available 
along its lifetime, as there is no other way to recharge or change its main 
battery. 

There are different strategies that can be used to tackle energy consumption in a 
device,  for instance,  a battery powered device goal is  to  preserve energy to 
prolong  its  lifetime  while  still  being  able  to  perform  its  tasks.  Although, 
Koomey’s law states that the energy needed to perform computations halves 
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every  1½  years,  which  means  that  there  is  a  rapid  decrease  in  energy 
consumption that leads to more efficient battery usage. The implications of this 
law also mean that in a near future devices will need minimal energy and most 
likely harvest  the needed energy from its  environment  (e.g.  solar,  vibration, 
radio waves)  [48].  Furthermore,  devices harvesting energy will  also need to 
preserve is energy for communication purpose.

Typically constrained devices can opt for the following energy saving modes 
normally-off or low-power.  In the first  strategy, the device is in a sleep and 
wake-up mechanisms; the nodes temporarily halt  the protocols operation for 
long periods at a time, hence entering in a sleep mode to conserve energy, and 
once  they  wake-up  it  can  then  re-attach  itself  to  the  network.  The  main 
challenge  in  this  mode is  to  make re-attaching to  the network  as  simple as 
possible. In the second strategy, devices operates in a low-power state and it 
does not de-attach itself completely of the network, even if the device enters a 
sleep mode. Frequent  transmission with those nodes are  possible  but with a 
high latency and on low energy use [13]. 

Power management, generally, is more of a issue on Physical and MAC layers 
rather than the Network, Transport and Application layer. The increase of smart 
objects in the Internet made that some changes were needed to better reduce 
energy consumption. CoAP, for instance, does take into account the lack of an 
unlimited source of energy supply by constrained devices. In that matter, CoAP, 
provides  a  few  implementations  that  can  help  reduce  energy  used  in  both 
transmission and processing of data showing good results  in comparisons to 
HTTP, which will be discussed in more detail in Section 4.9. The use of proxies 
and  caching  can  be  used  to  both  reduce  the  response  time  and  energy 
consumption.  Moreover  the simplicity of UDP and the descriptive but  short 
URIs lower the processing time, thus also diminish the energy usage.

Other  practices that  can aid on the power saving,  but it  might  need careful 
considerations, is the possible simplification of security protocol, and this might 
reducing the processing and messages exchange but it also reduces the security 
level and quality. Consequently it can leave the device open to an attack such as 
spoofing, where a node can be overloaded with complex messages in which 
depletes the battery of the device.

4.4 Cost Efficiency

Overall,  computation  power  increases,  energy  consumption  for  those 
computations halves and devices are getting smaller. This means that devices 
are more affordable which is the driving source of constrained devices and IoT. 

One  of  the  main  advantages  to  reduce  cost  on  a  network  is  to  deploy 
standardized protocol solution, just like CoAP, as a non-standardized solution 
would breach the  end-to-end Internet  principle.  Taking away the end-to-end 
principle  would  result  in  the  need  to  translate  from  standardized  Internet 
protocol  to  proprietary  protocol  on  the  last  few  meters.  Thus  introducing 
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application gateways, which not only adds to the complexity of the network but 
is time consuming and costly to maintain, install and operate. 

Another advantage is that CoAP makes use of the CoRE link service/resource 
discovery. This is beneficial as it facilitates the incorporation of new devices on 
the network, replacements and expansion at a minimum cost as devices can use 
the resource and service discovery to find all the needed information to attach 
itself to the network, which means maintenance of devices is cheaper as there is 
no need to installation and manual configuration.  

4.5 Interoperability

The standardization of Internet protocols is still an ongoing process, especially 
for  IoT devices.  IETF CoRE working group has  done and still  does  major 
efforts to standardize CoAP. The standardization process of Internet protocols 
plays a critical role in IoT ecosystems, enabling interoperability between many 
heterogeneous IoT devices, applications and networks. Interoperability is a vital 
functionality to secure survival of a protocol on the WoT.

CoAP is  an  open-source  web  protocol,  therefore  its  source  code  is  made 
available to anyone to copy, modify and redistribute the protocol.  The main 
advantage of making CoAP open-source is that it can solve its maturity issue 
(see  Section  4.1)  as  it  encourages  both  IoT  developers  and  industry  to 
experiment with the protocol, thus leading to its adoption. However, a possible 
downside  to  the  open-source  is  that  it  can  root  to  many  different 
implementations  of  the  protocol  hence  not  being  able  to  guarantee 
interoperability. In similar manner, open-source protocol has the main leverage 
of code transparency, supporting changes to be made in the code to support 
interoperability. 

There has been many CoAP implementations from the beginning, either open-
source  or  private,  for  different  programming  languages  and  platforms.  The 
European  Telecommunication  Standards  Institute  (ETSI)  organized  several 
events  to  test  interoperability of  these implementations  in  environment  with 
multiple  vendors,  networks  and services.  They first  started testing in  March 
2012  and  CoAP  was  an  ongoing  proposal  yet  there  were  already 
implementations. The ETSI Plugtests event had the presence of 18 companies, 
it  run  3,000  tests  featuring  CoAP  specifications,  CoAP’s  extensions 
(Observation and Block Transfer) and CoRE Link format. The result for such 
tests shown a successful level with more than 90% interoperability. The second 
test was done in November 2012 performing 1,775 tests. This second test added 
additional aspects that were not previously verified. Taking into consideration 
proxy functionalities and M2M communication.  The result  was a  staggering 
success rate of 97.8%. Consequently making CoAP to be a feasible protocol 
that can be supported in many platforms and languages [49].

The adoption of REST architecture for constrained devices, provided by CoAP, 
allows for the use of similar functionalities for addressing (URIs), manipulating 
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(HTTP verbs) and representing (Internet media type) resources. Thus CoAP is 
easy to integrate and interoperate withing the existing web tools, techniques and 
standard, especially with HTTP, as seen in Section 2.4.9.

Another relevant fact about CoAP is that, even though it is bound to UDP, it 
also proposes  alternatives  to  transport  protocols,  such as  SMS, WebSockets, 
P2P overlays or TCP and TLS, while maintaining interoperability at application 
layer [38].  

4.6 Scalability

Scalability is crucial for IoT environment. As the number of connected devices 
is on the rise, it is important that those devices are able to communicate while 
maintaining a good quality of service. Also, it is not only the amount of nodes 
that are joining the IoT that needs to be handled with but also the rise of data 
being  exchange.  Therefore,  one  of  many  IoT  challenges  is  to  support  the 
increase of devices and data without degrading overall network performance. 

In terms of scalability, CoAP does provide many features that set it apart from 
other protocols and does make it a better fit for IoT. Particularly, CoAP supports 
device, service and resource discovery. The discovery system provided by the 
CoRE link format enables a flexible mechanism which allows devices mobility 
and scalability.  Because nodes are  able  perform automated task that enables 
them  to  find  other  devices  and  resources,  it  facilitates  the  replacement  or 
inclusion of nodes on the network. 

Furthermore the use of simple caching (see Section  2.4.7) and proxying (see 
Section 2.4.8) contributes on network scalability. Proxy can be used to translate 
between two application protocols, however it does not presents the level of 
complexity  as  application  gateways  (see  Section  4.1)  that  hampers  network 
scalability and flexibility. Proxy can also be used as an intermediary that relays 
messages between endpoints and, as a  consequence,  growth of the network. 
Caching,  improves  delivery  speed  of  resources,  and  both  extends  resources 
reachability.

4.7 Reliability

Reliable protocol provides notification on data delivery status to the intended 
recipients  and  with  the  adoption  of  UDP  as  the  main  transfer  protocol, 
reliability in CoAP is achieved through Confirmable messages that expects an 
Acknowledge in return. However, this mechanism verifies that a message has 
arrived at the right recipient but it does not give any indication that the message 
received was successful and without errors.  Therefore reliability in CoAP is 
minimum  and  optional.  As  reliability  is  optional,  some  message  might  be 
marked as Non-confirmable and does not need to be acknowledged, but CoAP 
does use Message ID in both type of message to avoid duplicates.
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A distinct feature that is worth mentioning is CoAP block-wise transfer, which 
is  a  CoAP  extension  and  an  alternative  to  the  6LoWPAN  fragmentation 
(network  layer  protocol).  This  option  enhances  reliability  in  large  data 
transaction, exceeding the maximum transmission unit of 1280 for IPv6, while 
avoiding adaptation layer fragmentation.

4.8 Security

Similar  to  any  other  web  protocol,  CoAP is  vulnerable  to  Internet  attacks: 
Denial  of  Service  (DoS),  eavesdropping,  spoofing  and  many  other. 
Nevertheless, CoAP is not depleted of security solutions,  as seen in Section 
2.4.10, rather the opposite. This protocol does offers multiple security modes 
through its DTLS binding. One of the main issues with security in constrained 
devices is that because of device limitation and strain for resources, security 
might  not  be a  top priority,  thus not  being implemented in  all  situations  as 
lightness  of  messages  are  given  preference.  This  rather  than  adding  the 
additional  overhead  from  security  implementation  to  the  already  strained 
network and device.

A more related security issue with CoAP is that it adheres security protocol: 
DTLS.  This  protocol  does  provide  reasonable transport  layer  security but  it 
does also have a few issues that still have not been dealt with completely. First 
some DTLS cipher suite implements initial handshakes procedures that adds to 
both  complexity  and  overhead  that  constrained  devices  tries  to  avoid.  The 
second  issue  is  that  there  is  no  concrete  definition  of  DTLS  for  multicast 
communication or any other security measure at all that can provide security for 
group communication. Many of the security issues in constrained environments 
is  tackled  by  IETF’s  Smart  Object  Lifecycle  Architecture  for  Constrained 
Environments (SOLACE). There are drafts and proposals that aims to specify 
better security implementation in CoAP. Some of those ongoing proposals make 
recommendation for security in multicast communication  [50], while another 
addresses  possible  reduction  of  DTLS  overhead  [51] and  some  deals  with 
alternative security protocol, such as IPsec.

4.9 CoAP vs REST/HTTP

CoAP is  not  the  only  web-like  application  protocol  designed  to  work  on 
resource  constrained  devices  (see  Section  4.10).  It  is  one  that  manage  to 
interoperate with HTTP and still provides a low level of complexity. There have 
been other attempts, such as Embedded Binary HTTP (EB-HTTP),  although 
this protocol focus on compressing the HTTP verbosity and it still possesses 
similar performance issues as the HTTP protocol  [6].  In addition, one should 
take into consideration that most of today’s application that is connected to the 
Internet  depends  on  the  current  web  architecture  to  transmit  or  retrieve 
information, consequently making use of HTTP. Furthermore, most researches 
towards  CoAP protocol  focusing  on  comparing  its  performances,  features, 
capabilities and scalability with HTTP [30] [52].
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HTTP plays  a  important  role  in  the Web architecture,  both as the primarily 
application-level  protocol  design  for  distributed,  collaborative,  hypermedia 
information  systems,  allowing  web  components  to  communicate,  and  as  a 
protocol specifically designed for transference of resource representations [18] 
[30]. Furthermore, HTTP is also stateless with simple request/response protocol 
that  runs over TCP (see Section  2.2) and a generic protocol, that provides a 
communication  between  user-agents  and  proxies/gateways  to  other  Internet 
protocols, consequently allowing  access to resources available from a varied 
number of different applications [30]. 

Table 10: Protocol suite comparison [53].

Layer TCP/IP IPSO

Application HTTP, FTP, SMTP, ... CoAP

Transport TCP, UDP UDP

Network Ipv4, IPv6 6LoWPAN

Link Ethernet (IEEE 802.3), 
Wireless LAN (IEEE 802.11)

IEEE 802.15.4

Table  10 illustrates  the  difference  between  protocols  operating  within  the 
TCP/IP stack, Internet protocol, and the ones in IP for Smart Objects (IPSO) for 
the Internet of Things.  Albeit HTTP might be the de facto application transfer 
protocol  for  the  Web  it  is  not,  however,  the  most  optimal  protocol  for 
constrained  nodes  (see  Section  2.3).  The  way  in  which  nodes  in  IoT 
communicate  and  interact  adheres  to  the  M2M  concept.  M2M  devices  are 
autonomous,  thus  all  the  processing,  assessing,  transmitting,  response  and 
collection of data is independent from human assistance and interaction with 
the device.  Furthermore to provide real-time data  without strain,  the device, 
communicates in the M2M system happens at either an occurrence of an event 
– event-based – or at a delimited time frame – polling based. All of that can add 
up to the reasoning why HTTP protocol is not suitable for resource-constrained 
devices  [3].  Due to a much smaller  processing capabilities HTTP over TCP 
provides  more  overhead  that  can  strain  the  devices  buffers  and  increase 
operating costs. Moreover a simple HTTP request requires a minimum of nine 
TCP packets, not taken into consideration any loss or network connection state. 

All of this extra computing and establishment of connection can consume more 
power than a device is capable or can afford to expend. There have been many 
works comparing the energy consumption between CoAP and HTTP and the 
results is far more favourable to CoAP. The simulation results shows that CoAP 
consumes half of the energy from HTTP for receiving and processing packets. 
Similarly, the transmission of packets using CoAP used 4 times less energy than 
HTTP. Although both protocol appear to consume the same amount of energy 
while in idle state [49]. Conclusively, HTTP over TCP performs poorly in bad 
network connectivity and above all TCP does not work well with low-powered 
devices and all the overhead can prove to be costly to such networks [3] [6].  
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As we know TCP is not suited as the transport layer protocol for constrained 
nodes, hence CoAP request and responses are exchanged asynchronously over 
datagram-oriented transport, in this case, UDP. This approach used by the CoAP 
protocol provides the following advantages: 

• Reduces the level of complexity

• Reduces verbosity presented in HTTP

• UDP (8 bytes) has a smaller header than TCP (20 bytes). 

• The use of UDP also reduces the header in the transport layer.

All  of  those  advantages  can  be  beneficial  to  the  reduction  of  a  few costs. 
Devices with limited processing capabilities and memory are able to interpreted 
messages. Messages are also simpler thus taking less computation time which is 
only favourable for saving battery life and to significantly shorten transmission 
delays. On the other hand, if CoAP is being deployed in a network that has the 
presence of a firewall UDP is not suitable as firewalls will block UDP messages 
since  it cannot with certainty differentiate authentic messages from unwanted 
messages (e.g. flood attack). In which in this case CoAP can alternatively adopt 
TCP as an alternative transport protocol (see Section 2.6.4).

Moreover, an asynchronous communication, such as adopted by UDP, is better 
suited for those small-short lived IoT devices. This is especially if they are most 
of their  time in sleep mode and transmit only when there is  a  change or is 
designed to do so. CoAP also defines a lightweight reliability mechanism that is 
not defined by the UDP protocol, that can ensure message delivery and without 
adding extra constrains (see Section 2.4.3).

An aspect that can be expected from constrained devices is that they might be 
deployed in large quantity and they might relate to one another in functionality 
or location, thus belonging to a group. A feature to satisfy CoAP requirements is 
that this protocol needs to support both unicast and multicast.  TCP failed to 
support group communication and is quite sensitive to mobility  [24].  Another 
advantage from CoAP is to be able to manipulate resources that belong to a 
group offering a best-effort multicast support.

4.10 Alternative Application Protocols for the WoT

HTTP is the most common application layer protocol, however is not suitable 
for  all  communication  on the  WoTs.  On the  other  hand,  CoAP is  only one 
possible solution for constrained devices, but there are several other protocols 
solutions that can work for smart devices in WoT environment. The main goal 
is to describe the following application protocols briefly, focusing on their main 
key features and benefits towards constrained device.

• Message Queue Telemetry Transport (MQTT)
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• Advanced Message Queuing Protocol (AMQP)

• Extensible Messaging and Presence Protocol (XMPP)

• Data Distribution Service (DDS)

• Simple/Streaming Text Oriented Protocol (STOMP)

4.10.1 Message Queue Telemetry Transport 

A popular  and  widely  employed  protocol  is  the  Message  Queue  Telemetry 
Transport (MQTT). An extremely simple and lightweight application protocol 
that enables telemetry-style (automated process) data transfer. It was designed 
specifically for remote environments with low-bandwidth and where small code 
footprint is necessary. MQTT uses a publish/subscribe approach on top of the 
TCP/IP protocol and exchange messages via a message broker. 

Differently  from  the  CoAP  or  HTTP  request/response  model,  MQTT 
publish/subscriber architecture functions based on the principle of publishing 
messages, of a specific topic,  to a message broker (server).  Clients can also 
subscribe to topics that are relevant to them, whenever a new message, from 
said  topic,  is  published  the  message  broker  forwards  the  message  to  all 
subscriber,  as  illustrated  in  Figure  18.  This model  allows  nodes  to  operate 
completely unaware of one another, communicating via a central broker. This 
also means that nodes can publish data independently from the other node states 
and the subscribers will get hold of the data once they are active. The “pub/sub” 
model  easily  supports  many-to-many  communications  whereas  CoAP 
request/response  model  operates  at  a  one-to-one  level  and  it  implements 
multicast for the former communication type.  One main drawback from this 
“pub/sub”system  is  that  it  implements  a  central  broker,  therefore  in  an 
occurrence, when the central broker offline or out of service this can disrupt the 
entire network as it has a single point of failure. 

Figure 18: MQTT publish/subscribe structure [54].  

41

sensor

other 
node

other 
nodeBroker

Other 
node

publish to topic (e.g. temperature)
subscribe to topic (e.g. temperature)



Internet of Things – Pros and cons of CoAP protocol solution for small devices
Ludmilla Lucio Silva 2016-02-15

One of the many advantages of these systems is that it is easy to implement 
one-to-many communications, senders does not need retain any information on 
receivers. Furthermore, MQTT is capable of easy scalability, supporting a vast 
number of nodes and it is easy to be adopts by many devices, as many MQTT 
applications  can  function  with  the  simple  set  of  commands  messages: 
CONNECT,  PUBLISH,  SUBSCRIBE  and  DISCONNECT.  With  a  small 
header, not bigger than two bytes, and with a push-style message distribution 
maintains the network usage to a minimum [3].

To ensure reliability, MQTT employs three Quality of Service (QoS) levels [3] 
[20] [55]: 

• Delivered at most once (Fire and forget): message sent does not need 
to be acknowledged. 

• Delivered at least once: message sent requires an acknowledgement.

• Delivered exactly once: employs a four-way handshake mechanism that 
can guarantee that the message has been delivered once 

Although MQTT uses TCP protocol in the transport layer, it does not present 
the same high overhead as other TCP based application protocols.  A positive 
side of using TCP is that MQTT can be more efficient as devices may suffers 
less delays than CoAP devices, as messages are less frequently lost. But this is 
highly dependable on network system and nodes. 

There is a sibling protocol that was designed based on MQTT and shares most 
of its properties, however it adapts the MQTT features to function on extreme 
constrained networks. This protocol is known as MQTT for Sensor Networks 
(MQTT-SN). It allows the MQTT protocol to expand onto sensor network but 
with a few changes [15].The main changes that can be highlighted are [56] :

• TCP is not available for use

• CONNECT messages are split into three messages:  smaller overhead, 
short messages length and two of the messages are optional.

• Replaces topic name to a two bytes topic ID, adds pre-defined topics ID 
and shorter topics names

• Adds discovery procedures

• Adds an offline keep-alive procedure for sleeping devices

• MQTT’s clean session is extended to Will features. Subscription are not 
remove after connection is terminated only if stated by the client or if a 
clean  session  flag  is  set  does  a  change  occurs  to  subscriptions.  In 
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MQTT-SN, not only are subscriptions persistent but also Will message 
and Will Topic.

To exchange secure messages, MQTT, uses the same type of security used by 
HTTP,  Transport  Layer  Security/Secure  Socket  Layer  (TLS/SSL),  where 
brokers  may demand  username/password  to  ensure  authentication.  However 
using TLS has  the issue of overhead while  negligible  for  the broker,  it  can 
significantly impact CPU usage on small short lived devices [55] [57].

4.10.2 Advanced Message Queuing Protocol 

Advanced  Message  Queuing  Protocol  (AMQP)  emerged  from the  financial 
industry  with  a  main  goal  to  enable  reliability  and  ensure  interoperability 
between clients and messaging middleware servers (or brokers). AMQP is a 
binary wire protocol designed to work with different vendors, establishing a 
common ground for communications. As the name suggests, AMQP provides a 
wide  range  of  messaging  features  to  be  implemented.  Similarly  to  MQTT, 
AMQP  operates  above  the  TCP/IP  protocol  exchanging  asynchronous 
messages. Some additional key features of this protocol are routing (point-to-
point and publish/subscriber), provision of flow-control, message deliverance 
guarantees and security [58] [59].

Figure 19: AMQP architecture [58].

The AMQP model is shown by the Figure 19 above, and since it is essential to 
have  interoperability,  any  given  server  should  implement  the  following 
components and rules to achieve the desired functionalities [58]:

• Exchange: receives messages from publisher and routes them to to a set 
of “message queues”.

• Message  queue:  stores  messages  until  those  are  processed  by 
application(s).

43

Server

Publisher
application

Consumer
application

Virtual host

Exchange

Message Queue
Binding



Internet of Things – Pros and cons of CoAP protocol solution for small devices
Ludmilla Lucio Silva 2016-02-15

• Binding: defines the relationship and routing criteria between exchange 
and message queues.

To  ensure  message  delivery  and  to  ensure  reliable  communication  AMQP 
employs similar QoS  levels as MQTT (see Section  4.10.1), not counting the 
utilization of a reliable transport layer protocol, such as TCP. Just like any many 
other applications AMQP handles security by using TLS for encryption, and it 
uses Simple Authentication and Security Layer (SASL) for authentication [58] 
[59]. 

AMQP  is  a  vast  protocol,  that  can  support  many  varieties  of  messaging 
applications and different types  of communication patterns. Consequently this 
means that it can make this protocol quite complex to be used by constrained 
devices. Server/brokers with access to more computing capabilities are able to 
easily handle it [60].

4.10.3 Extensible Messaging and Presence Protocol 

Extensible Messaging and Presence Protocol (XMPP) was initially designed for 
instant messaging system. This protocol is widely deployed over the Internet 
and it  has been standardized long ago. Being an extensible protocol,  XMPP 
allows  for  the  introduction  to  further  specifications  to  be  added  increasing 
protocol’s  functionalities.  Designed  for  real-time  communications,  XMPP, 
presents low-latency and small message footprint [61]. 

As  many  of  the  web  application  protocols,  XMPP runs  over  TCP using  a 
synchronous request/response model. One of its extensions, however, enables it 
to  provide  asynchronous  publish/subscriber  messaging  system,  that  is  more 
suitable for constrained nodes in  IoT  [61].  Because it relies  on TCP, it  will 
present same issues as any other protocol that uses TCP on embedded nodes.

Security  for  this  protocol  is  built-in  in  its  specification,  using  TLS  and 
authenticates using SASL, though it does not provides QoS, which means the 
only way to ensure reliability is through TCP making it ineffective to M2M 
applications [61].

XMPP can  be  a  well  understood  protocol  in  relation  to  new  and  possible 
unfamiliar  protocol,  such  as  CoAP.  It  falls  short,  however,  for  embedded 
applications. As this protocol was not initially design to work in constrained 
environments it uses XML messages, hence adding up unnecessary overhead 
and  verbosity.  Furthermore,  it  also  requires  XML parsing  that  can  increase 
power consumption and processing computation [15].

4.10.4 Data Distribution Service

Data  Distribution  Service  (DDS)  for  Real-Time  Systems  is  an  Object 
Management Group (OMG) M2M middleware protocol and API standard for a 
Data-Centric  Publish-Subscribe  (DCPS)  model.  The  purpose  of  this 
specification is to provide the right data to the right place at the right time. It 
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aims to integrate components of a system and provide them with a real-time, 
reliable, high performance, scalable and interoperable data exchange [62]. 

Being data-centric decouples publishers and subscribers. This ensures that any 
data exchange have all the contextual information needed to be understood by 
an  application,  besides  the  more  decoupled  a  system  is  the  easier  it  is  to 
implement  extensions.  A DCPS model  defines  a  concept  of  a  “global  data 
space”,  giving  an  illusion  of  a  concentrated  place  where  all  data  is  stored. 
Applications are able to  contribute to the data space as “Publisher”. Likewise, 
applications gain access to the data by becoming “Subscribers”. 

Figure  20 illustrates  the concept  of  Global  Data Space used by DDS. Each 
Global  Data  Space  represents  a  unique  and  independent  DDS  Domain.  A 
domain allows applications to communicate with other applications, as long as 
they belong to the same DDS Domain. DDS’s data centric nature focus on the 
sharing  of  data-objects  that  are  described  by  unique  identifiers,  known  as 
Topics. Data Writer creates the Topics using key attributes from the information 
to be shared. The data shared is controlled by the QoS. Data Readers receives 
the  data  as  long  as  they  have  subscribed  to  a  specific  Topic  and  have  a 
compatible QoS.  Not all  data published from a Topic needs to reach a Data 
Reader,  however.  The use of filters  provides subscription with the ability to 
specify  certain  requirements,  such  as  specific  time  or  conditions,  allowing 
subscriber to have the precise data subset of a Topic [62] [63].

Figure 20: DDS data-centric Global Data Space [63].

Information in the DDS protocol can be distributed using a flexible QoS, that 
not only ensures reliability, it also checks system health (liveliness) and even 
security. This protocol uses a smart system transmitting only the necessary data 
and applying  reliability  where  needed.  In  case  of  changes  of  the  data  or 
location, the middleware informs participants and manages to locate the new 
destination to where the data is suppose to be sent. If there is a need to update 
multiple  application  a  multicast  message  can  be  used  as  DDS support  both 
unicast and multicast messages. It also allows various transport layer protocols 
such as TCP and UDP. DDS can implement filters that helps to transmit only 
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the  wanted  data  to  each  endpoint.  Furthermore,  it  can  easily  perform 
translations between different versions, as it keeps track of them. In terms of 
security, DDS can encrypt data dynamically, enforce flow-control and control 
any access to the data  [63].

Another functionality supported by DDS is Dynamic Discovery of publishers 
and subscribers. There are many advantages of using this mechanism, one it 
makes DDS application extensible, another is that enables “plug-and-play”, as 
devices  do  not  need  to  know  or  do  any  type  of  configuration  as  they  are 
automatically  discovered.  Moreover,  Dynamic  Discovery  not  only  matches 
publishers and subscribers but it  also discovers communication attributes, such 
as data exchanges preferences [63]. 

Figure 21: DDS data bus and scalable architecture [63].

The architecture used by DDS allows room for scalability, ranging from small 
devices  to  comprehensive  systems.  Figure  21 illustrates  the  protocol’s 
capability to expand from edge application and the inclusion of intermediary 
system to cloud application. DDS has the possibility to manage and maintain 
millions  of  devices  providing  accessibility,  security  and  fast  speeds,  thus 
enabling IoT expansion [63].

4.10.5 Simple/Streaming Text Oriented Protocol 

Considered a lightweight protocol of easy implementation and supporting a vast 
range of languages, Simple/Streaming Text Oriented Protocol (STOMP) is an 
alternative  text-based  wire  protocol  with  its  main  focus  on  simplicity  and 
interoperability. Although its lightweightness seems to refer more to the way in 
which  it  is  easy  to  be  implemented  by clients/servers  as  it  supports  many 
languages.

Furthermore STOMP provides a frame-based protocol, roughly modelled after 
HTTP,  sharing many similarities,  where frames are composed of a command 
(similar to HTTP method codes e.g. GET), headers and optional body, although 
been RESTful  is  not  one  of  them. This  protocol  adopts  a  reliable  two-way 
streaming  network protocol (e.g. TCP or WebSocket). Despite the fact of being 
a text-oriented protocol, STOMP does support alternative encoding for frames 
payload, such as binary encoding [64].  
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STOMP is designed to support common messaging pattern,  however it  does 
have a publish/subscribe core mechanism. STOMP clients can act as a producer, 
sending frames to the destination server, or act as consumer, subscribing for a 
given destination and receiving updates from those subscriptions. Some of the 
semantics for this protocol are implementation specific creating a contrast in the 
various  servers  (or  brokers)  might  deal  with  destination  naming,  delivery, 
message exchange and reliability [64].
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5 Conclusion
The goals of this project (see Section  1.4) was to familiarize the readers with 
the  Internet  of  Things  concept  and  to  evaluate  the  pros  and cons  of  CoAP 
protocol solution used for constrained nodes. 

IoT  can  be  viewed  as  an  implementation  of  ubiquitous  computing  with 
numerous small devices that have computing capabilities and operates both in 
the  physical  and  virtual  worlds  providing  information  to  both  humans  and 
machines alike. Devices that are going to compose the IoT environments are 
rooted from different files that belong to low-power radios (sensors/actuators), 
M2M  application,  smart  and  tagged  objects.  Each  of  those  areas  presents 
restrictions and limitations but overall most of the devices are going to have 
restriction  in  both  power  and  energy.  Because  these  constrained  devices 
requires  lightweight  and  energy  efficient  protocols  that  can  optimized 
performance and prolong battery life.

CoAP is a fairly new protocol introduced by the IETF CoRE working group, as 
an alternative to, de facto web protocol, HTTP. CoAP was designed  to realize a 
subset  of  REST that  can  easily  interact  with  the  existing  web  architecture. 
CoAP shares similarities to HTTP, rather than compressing it, thus providing a 
optimized web standard for M2M application.

5.1 Discussion

All  CoAP  previously  discussed  and  analyzed  protocol  pros  and  cons  are 
delineated  and  summarized  in  this  Chapter.  Following  are  overall  CoAP 
features, functionalities and performance that benefits constrained devices and 
environments:

• Implementation of REST architecture on constrained devices allows for 
easy  interoperability  and  integration  within  existing  Web  standards 
(especially with HTTP)  and networks (Sections 4.1 and 4.5).

• CoAP is a standardized application protocol that maintains the end-to-
end principle and removes the need of application-level gateways, thus 
reducing costs (Sections 4.4 and 4.5). 

• Content-Format option allows for content negotiation before any data 
exchange, thus making it easier for communication with distinct devices 
and integration of CoAP application is various networks (Section 4.4).   

• Asynchronous message exchange and native UDP as transport protocol 
provides  connectionless  data  transmission  with  minimum complexity 
(Sections 4.1 and 4.9). 
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• CoAP  supports  protocol  extensions  that  can  enhance  protocol 
capabilities, such as:

◦ Resource and Service Discovery perceive a sense of “plug-and-play” 
for constrained devices, which facilitates device integration, network 
expansion,  reduction of maintenance and costs  (Sections  2.5,  4.1, 
4.4 and 4.6).

◦ Observe option that guarantees current resource representation for 
devices that require frequent updates, while minimizing unnecessary 
transmission and maintaining REST properties (Sections  2.6.1 and 
4.2). 

◦ Block-wise option that is  used to avoid packet fragmentation and 
augment reliability for large data transmission (Sections  2.6.3 and 
4.7).

◦ Multicast group communication providing one-to-many and many-
to-many messages exchange (Sections 2.6.2 and 4.9).

• Being an open-source protocol gives CoAP codes transparency which 
encourages experimentation, familiarization, adjustments and adoption 
of protocol by developers and industries (Section 4.5).

• ETSI’s  testing  events  of  CoAP  protocol  in  multiple  types  of 
environments show high percentage levels of protocol interoperability 
(Section 4.5).

• Support for alternative transport protocols facilitates CoAP to operate 
and reside in vast  areas,  such as networks where it  is  not part  IP or 
where UDP is not possible (Sections 2.6.4 and 4.5).

• Proxy  and  caching  contributes  on  network  scalability,  reduction  of 
response times and energy consumption. Proxy can be used to relay data 
and/or translate between protocol (cross-protocol proxy) (Section 4.6).

• Overall CoAP has shown a better performance in constrained networks 
compared to HTTP (Section 4.9).

Next is the overall CoAP features and functionalities shortcomings that requires 
future  considerations  and  proposal  to  improve  protocol  performance  for 
constrained networks and nodes:

• An initial issue is a lack of maturity. Although CoAP is rapidly gaining 
visibility and its open-source distribution helps with protocol maturity 
as it encourages its adoption by developers. However, on the down side 
an open-source distribution can also lead to many implementations that 
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might not always be interoperable with one another (Sections  4.1 and 
4.5).

• CoAP  implementation  for  congestion  control  is  simple  and  only 
acknowledges  confirmable  messages,  hence  giving the  possibility for 
non-confirmable to overrun the network (Section 4.2). 

• Reliability mechanisms are minimal and optional and are only provided 
to confirmable messages, plus it can only confirm message arrival and it 
does not take into account any possible error (Section 4.7). 

• There are many security issues that are still  being tackled by IETF’s 
SOLACE initiative. Some of those issues are: 

◦ DTLS is too complex, adds overhead and requires establishment of 
connection (Section 4.8). 

◦ There  is  no  security  definition  that  can  support  multicast  group 
communication (Section 4.8).

◦ Simplification of security protocols can reduce message processing 
time,  thus  saving  energy   but  also  as  a  consequence  can  lower 
security level and quality (Section 4.3).

As expected, many testing results shown CoAP perform better than the HTTP, 
especially in terms of energy consumption on both transmission and processing 
of messages, which is expected since the latter protocol is designed just for that. 
Furthermore, on many of the initial tests, even before the finalization of the 
standard, CoAP has also presented high levels in interoperability with multiple 
variants, even proxies (Sections 4.5 and 4.9).  

Moreover from all the alternative protocols mentioned in this report, the ones 
that can compete with CoAP are MQTT and/or its alternative MQTT-SN (see 
Sections  4.10.1)  and  DDS  (see  Section  4.10.4).  They  are  fundamentally 
different, however each of them provide good solution for constrained devices. 
The others, AMQP, XMPP and STOMP (see Sections 4.10.2, 4.10.3 and 4.10.5 
respectively)  proves  to  be  too  complex  and  are  simply  not  best  suited  for 
constrained devices. 

There are numerous key messaging protocols emerging for IoT environments 
and there are also many widely deployed and well-known protocols that can 
work or possible be implemented to work for constrained network and devices. 
All in all, the suitability of a protocol in a constrained node and network will 
mostly depend on the understanding of network architecture and data sharing 
requirements. And thereby choosing the protocol solution that will be able to 
provide the best optimized system for each situation. 
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Below, Table 11, summarizes key criteria from all applications level protocols, 
mentioned in this report, that can or have a potential to be used in the emerging 
Internet of Things.

Table 11:Overall comparisons among application layer protocol.

Protocol MP AS QoS EC I DD RT Transport Security

AMQP P/S Brokered Y B Y N N TCP TLS, SASL

CoAP R/R Client/ Server Y B Y Y N UDP DTLS

DDS P/S GDS Y B Y Y Y UDP/TCP TLS, DTLS, 
DDS security

MQTT P/S Brokered Y B P N N TCP TLS/SSL

REST/HTTP R/R Client/ Server N T Y N N TCP TLS/SSL

STOMP P/S Client/Server Y T Y N N TCP N/A

XMPP R/R
P/S

XMPP server 
(broke)

N B Y Y Y TCP TLS, SASL

MP= Message Pattern, P/S= Publish/Subscribe, R/R = Request/Response
AS = Architecture Style, GDS = Global Data Space

EC = Encoding, B = Binary, T = Plain Text, 
I = Interoperability, P = Partial

DD = Dynamic Discovery,  RT = Real-Time

Any conclusion drawn in this project is based on critic and reinforced statement 
with the gathering latest version of protocol specifications and most recently 
proposed. It is possible that in a near future some of those implementations and 
functionalities  might  be  considered  out  of  date,  however  that  is  not  the 
immediate case. 

5.1.1 Ethical Issues

Even in the domain of computer engineering there is a code of conduct that 
most be followed by those implementing a new technology or service. Those 
code  of  ethics  are  defined  by  the  IEEE  and  Association  for  Computer 
Machinery  (ACM)  (see  Appendix  C).  They  define  moral  imperatives  for 
developers to follow; giving a insight of personal obligations and the impact 
these technologies can have in our quality of life. 

Internet of Things, as defined in Section 2.1, is a global infrastructure. IoT is a 
broad  concept  that  can  influence  and  affect  at  a  global  scale  both  the 
technological  and the societal  structure.  Consequently,  IoT brings  forward a 
range of ethical issues. One of the main issue is the question of privacy and 
confidentiality. The data collection that is proposed by IoT can easily infringe 
both. If not careful business can misuse the data collected. For example, data 
collected by sensors can give away consumers habits (e.g. heart rate, step taken, 
places visited). A smart fridge can tell the type of food consumed by its owner 
and even order food online that has run out. All of this information gained by a 
company can be used to increase their profit margin [67].
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With an unexpected surge of devices joining in the Internet, not counting your 
average  desktop  computer.  The  aftermatch  is  an  Internet  environment  with 
many unsecured devices. There are many reasons for this, first of all, connected 
ubiquitous devices can be considered as an emerging technology that has not 
being around for a long time. Hence it takes time to adjust, learn and exploit 
system vulnerabilities. Now, with the growing need for security leave us with 
new  issues;  How  to  compress  all  the  years  of  security  evolution  for  IoT 
constrained devices? Security protocols deployed on the existing infrastructure 
needs to be re-engineering to support the limitation of those devices [68].

In the case of  CoAP application protocol,  this  protocol  does  define a  know 
security method that provides reasonable security level for constrained devices. 
Although it does not necessary means that devices using this protocol enforces 
it. If those sensors/actuators are deployed in a public network, the data being 
exchange can be easily subjugated to outsiders meddling. Hence generating a 
network with no data integrity or reliability.

The  collection  of  data  from  our  surrounding  environment  can  present  yet 
another issue; where does one draw the line for a private or public space? It 
does  goes  back  to  privacy  issue  as  well.  We  may  consider  the  case  in 
Netherlands, where they have an initiative to introduce smart meters nation-
wide  by 2020  [69].  The  main  issue  here  is  that  a  descriptive  data  of  each 
household  can  immensely  benefit  electricity  distribution,  better  deal  with 
demands and solve many problems. On the other side we have an invasion of 
privacy which violates human rights. And again raises the absolute need for 
security,  any  breach  in  such  a  system  can  leak  consumer’s  living  patterns 
making them vulnerable and prone to attack in both physical and virtual world.

Another issue is that IoT might actually fail in following IEEE (8.) and ACM 
( 1.4  ) codes of conduct. IoT has the opportunity to significantly change our 
daily lives (e.g. simplifying mundane tasks, access of services at our fingertips), 
however is  not  everybody that will  reap its  benefits.  Inadvertently IoT does 
discriminates  towards  people  that  does  not  have access  to  the Internet.  Our 
world population is around 7 billion people and still in this day and age only 
40% have access to the Internet [70].

5.2 Future work

There are still a few shortcomings on the CoAP protocol that it would be of 
interest  for  future  consideration  and  observation.  One  possibility  for  future 
study is to look at more extended detail features that are lacking from CoAP. 

A few possibilities are:

• As CoAP offers a very simplistic system for reliability in confirmable 
messages  and no congestion control  for non-confirmable messages it 
would  be  interesting  to  analyse  proposal  methods  to  tackle  both 
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problems and establishing if the added complexity for a more reliable 
system is constructive for constrained environments.

• The  Internet  of  Thing  is  allowing  a  vast  number  of  devices  on  the 
Internet. Therefore another possible future work could be to investigate 
vulnerabilities in the IoT. Focusing on finding out the consequences of 
the security threats and  the risks it posses to the overall IoT concept.

• The are proposals that already approaches the idea of other protocols 
being used for CoAP security, thus it would interesting to compared one 
of the proposed security protocol, IPSec, to the bound security protocol 
in CoAP, DTLS.

• DTLS is the proposed security protocol to be used in CoAP however it 
does  not  support  multicast  group  communication.  Another  possible 
research area could be to  investigate proposed security protocols aimed 
for multicast group communication in CoAP.
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Appendix A: Tables
Table 12: CoAP method and response code with possible mapping to HTTP [6] [31]. 

Code Description Comment HTTP

0.xx Methods

.01 GET safe, idempotent GET

.02 POST - POST

.03 PUT idempotent PUT

.04 DELETE idempotent DELETE

2.xx Sucess

.01 Created in response to POST or PUT 201

.02 Deleted in response to DELETE or POST 204/200

.03 Valid in response to GET with ETag 304/200

.04 Changed in response to POST or PUT 204/200

.05 Content in response to GET 200

4.xx Client Error

.00 Bad Request 400

.01 Unauthorized no WWW-Authenticate header (thus 
no HTTP 401 Unauthorized 
mapping)

400

.02 Bad Option for unrecognized or malformed 
options

400

.03 Forbidden for general denial independent from 
authentication

403

.04 Not Found 404

.05 Method Not Allowed no allow header in CoAP 400

.06 Not Acceptable 406

.12 Precondition Failed based on preconditions defined 
through options

412

.13 Request Entity Too Large maximum size can be included in a 
response option

413

.15 Unsupported Content-Format unsupported request payload 415

5.xx Server Error

.00 Internal Server Error 500

.01 Not Implemented 501

.02 Bad Gateway 502

.03 Service Unavailable 503

.04 Gateway Timeout 504

.05 Proxying Not Supported 502
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Appendix B: DTLS Handshakes
DTLS Handshakes messages exchange process. Each message is grouped into 
message flights.

Figure 22: Normal DTLS Handshake with six flights. 

Figure 23: Shorter DTLS Handshake with four flights. 
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Appendix C: Code of Ethics
IEEE Code of Ethics

Ten code of ethical and professional conduct [65]: 

1. to accept responsibility in making decisions consistent with the safety, 
health, and welfare of the public, and to disclose promptly factors that 
might endanger the public or the environment;

2. to avoid real or perceived conflicts of interest whenever possible, and to 
disclose them to affected parties when they do exist;

3. to  be  honest  and  realistic  in  stating  claims  or  estimates  based  on 
available data;

4. to reject bribery in all its forms;

5. to improve the understanding of technology; its appropriate application, 
and potential consequences;

6. to  maintain  and improve our  technical  competence  and to  undertake 
technological tasks for others only if qualifies by training or experience, 
or after full disclosure of pertinent limitations;

7. to  seek,  accept,  and  offer  honest  criticism  of  technical  work,  to 
acknowledge and correct errors, and to credit properly the constribution 
of others;

8. to treat fairly all persons and to not engage in acts of discrimination 
based on race, religion, gender, disability, age, national origin, sexual 
orientation, gender identity or gender expression;

9. to avoid injuring others, their property, reputation, or employment by 
flase or malicious action;

10. to assist  colleagues and co-workers in their professional development 
and to support them in this code ethics.
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ACM Code of Ethics and Professional Conduct

 1 Geneal Moral Imperatives [66]: 

 1.1 Contribute to society and human well-being.

 1.2 Avoid harm to others.

 1.3 Be honest and trustworthy.

 1.4 Be fair and take action no to discriminate

 1.5 Honor property rights including copyrights and patent.

 1.6 Give proper credit for intellectual property.

 1.7 Respect the privacy of others.

 1.8 Honor confidentiality.
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