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Abstract
The two main causes of packet corruption in wireless sensor network are multi-
path fading and WiFi interference. Identifying the cause of the corruption can
be used to improve the reliability of the transmission. If the corruption is
caused by WiFi interference, the network could change the channel to a free
one. If it is caused by multipath fading, the network could reroute the traffic
away from the obstacles or shorten the distance. This project proposes a new
method of corruption-causes-identification for the two causes mentioned. It is
an immediate online diagnostic tool for IEEE 802.15.4 packets with a retrans-
mission mechanism. It provides a statistical boundary with a processed devia-
tion of RSSI value and the frame symbol error rate, and also a rechecking
mechanism to check the decisions. In this model, the deviation of RSSI
value is measured by the estimated RSSI value of correct packets and the
current detected RSSI value. The benefit of the deviation design is that the
statistical model hardly needs to retrain and correct the parameters in different
transmission environments. The project also discusses two rechecking
mechanism methods, one employs an individual secondary classification with
its own characters; the other combines the neighbor packets’ features to smooth
the probable errors. To investigate the performance of the “frame symbol error
rate and deviation of RSSI values”-based diagnostic tool, the evaluation parts
provide a comparison of different length packets. The conclusion is that this
diagnostic tool provides a correct judgment of the accuracy of packet cor-
ruption caused by multipath fading up to 98.70%, and an accuracy of up to
92.99% for the WiFi-interferenced packet corruption.

Keywords: Wireless Sensor Network, Packets Corruption, RSSI, Logistic Re-
gression.
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CCA Clear Channel Assessment

Corr Average Correlation Value

CRC Cyclic Redundancy Check

CSMA-CA Carrier Sense Multiple Access with Collision 
Aviodance

ED Energy Detection

EF Error-based Filter

EWMA Exponentially Weighted Moving Average

FBER Frame Bit Error Rate

FCS Frame Check Sequence

FEC Forward Error Correction

FSER Frame Symbol Error Rate

GTS Guaranteed Time Slot

ISI Inter Symbol Interference

LLC Logical Link Control

LQI Link Quality Indicator

LR-WPAN Low Rate-Wireless Personal Area Network 

LSB Least Significant Bit

MAC Media Access Control Layer

MCPS-SAP MAC Common Part Sublayer Service Access
Point 

MFA Multipath Fading and Attenuation

MFR MAC Footer

MHR MAC Header

MLME-SAP MAC Layer Management Entity Service Access
Point 

MPDU MAC Protocol Data Unit
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MPF Multipath Fading
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O-QPSK Offset Quadrature Phase Shift Keying

P2P Peer-to-Peer

PD-SAP Physical Data-Service Access Point

PHR Physical Layer Header

PHY Physical Layer 

PLME-SAP Physical Layer Management Entity Service
Access Point

PPDU PHY Protocol Data Unit 

PSDU PHY Service Data Unit 

RS code Reed-Solomon Code 

RSSI Received Signal Strength Indicator 

SFD Start of Frame Delimiter 

SHR Synchronization Header 

SSCS Service-Specific Convergence Sublayer 

TD Twice Decision 

WLAN Wireless Local Area Network 

WSN Wireless Sensor Network 
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Mathematical notation

Symbol Description

Fc Center Frequency 

RSSIt Estimation of RSSI value 

RSSIob Observation of RSSI value 

d(RSSI) Error between the Estimated RSSI Value and 
Detected RSSI Value 

var(RSSI) Variance of RSSI: standard deviation of several 
d(RSSI)s 

α Smoothing Factor 1 of Error Filter 

β Smoothing 2 Factor of Error Filter 

δt Estimation Error 

p(y|x; θ) Logistic Regression 

θn Coefficient array of the logistic regression 

ϵ Recheck region’s definition for PLED model 

RSSITH High threshold of RSSI value 

RSSITL Low threshold of RSSI value
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1 Introduction
Wireless sensor networks work on standard IEEE 802.15.4①, which is a high
speed but low cost communication principle. Defined in Std. IEEE 802.15.4-
2006, the wireless sensor network shares the frequency band with wireless local
area networks on 2.4 GHz. The packets’ corruption may occur during the trans-
mission because of multipath fading and WLAN interference, the first one is a
result of the physical environment, the second one is caused by the collision of
strong signals. Identifying the cause in the event of corruption could provide a
reference to help improve the channel quality by using different strategies. This
project provides an immediate diagnostic tool for the main causes of packet cor-
ruption on the IEEE 802.15.4 physical layer.. 

1.1 Background and Problem Motivation

Wireless sensor communication is widely used in everyday life, including
at home as well as in industrial environments. One of the most important
things to find out about wireless sensor networks is how to guarantee the com-
munication quality of WSN in complex transmission environments. A good
transmission environment for WSN can be considered to be where there is
no collision with other electromagnetic waves on its working frequency.
Microwaves can also damage WSN transmission, but the most common colli-
sion usually comes from Std. IEEE 802.11, which is known as WLAN (Wire-
less Local Area Network). This type of wireless network technology is general-
ly called WiFi,  which is  present  in  all  aspects  of modern life.  WLAN and
WSN share the same frequency band on the majority of  working channels
when working at 2.4 GHz, but the power strength of WLAN is much higher
than IEEE 802.15.4 signals. A strong signal can easily disrupt a weak signal,
which may reverse the signal level at the receiving end. Analyzing the cause of
the corruption of WSN packets can provide a theoretical basis for improving the
reliability of WSN communication by formulating different transmission strate-
gies. This project investigates an easy-applied diagnostic method for the two
main causes and a comparison of similar implements.

In this project, packets corrupted as a result of a poor transmission environment,
including multipath fading and attenuation, which present a similar error pat-
tern, are marked as multipath fading packets in this paper. Packets corrupt-
ed by collision with WLAN signals are called WiFi-interferenced packets. The
diagnostic tool design is based on processed RSSI values and Frame Symbol
Error Rates. 

① Standard IEEE 802.15.4 is defined in several versions for different focuses. In this paper, the Std. IEEE 802.15.4 

always stands for Std. IEEE 802.15.4-2006, if there is no specific statement. 
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1.2 Overall aim

This work aims to help improve the transmission quality in wireless sensor
networks  by  implementing  a  diagnostic  tool  for  different  corruption  causes
based on the error corruption’s characteristics at 2.4 GHz. In this project, the
main  two  error  corruption  causes  in  WSNs are multipath fading and
interference from strong signals, such as WLAN signals. The decisions made
by the diagnostic tool can provide a reference when choosing retransmission
strategy.

To  reach this  goal, this project explores an effective and easily applied
diagnostic tool algorithm by studying a reference paper “EasiPLED:
Discriminating the causes of packet losses and errors in indoor WSNs”.[1]
The reference paper describes a statistical discriminating algorithm based on a
logistic regression of processed RSSI values and frame bit error rate, based on
an idea about the frame error rate of headers. More information about the
reference paper can be found in sections 2.4 and 4.1.

The ultimate goal of this project is to  design an improved diagnostic
algorithm based on the reference model.  The project  includes an exhaustive
analysis of the reference model and an advanced individual exploration. The
advanced model should be more effective and present higher accuracy both in
terms of multipath fading corruption and WiFi-interferenced corruption. 

1.3 Scope

This project focuses on an improvement of the reference paper [1] “EasiPLED:
Discriminating the causes of packet losses and errors in indoor WSNs”.
The idea of RSSI value estimation and logistic regression is borrowed from the
guide paper. The lost packets are not considered. The clear channel assessment
(CCA) function is  always disabled in the training data  collection,  the com-
pare-testing data collection and evaluating data collection. 

1.4 Concrete and verifiable goals

To complete the thesis project, the main goal can be divided into  5
concrete goals as follows:

1. Study the paper “EasiPLED: Discriminating the causes of packet losses
and errors in indoor WSNs” in depth. Understand the details of the reference
model in full and imitate a simulating discrimination model with a training
data set.

2. Measure the reference model by diagnosing accuracies of multipath fading
corruption  and  WiFi-interferenced  corruption  using  the  testing data  set.
Analyze the advantages and disadvantages of the reference model.
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3. Design  a  new  algorithm work  improving  the  disadvantages  by  finding
more references. Implement a simulation model of the new algorithm. Test by
using the same data collection as in step 2, and complete the algorithm by
comparing it with the basic model.

4. Implement the new diagnostic algorithm on the MicaZ WSN plat- form
equipped with a CC2420 transceiver.

5. Evaluate the performance of the advanced diagnostic tool by measuring
the accuracy of the two main causes, the multipath fading corruption and WiFi-
interferenced  corruption,  leading  to  WSN  packet  corruption,  with  differ-
ent-length packets, and make a conclusion.

1.5 Outline

Chapter 2 introduces the theory and general information related to the project
and explains the theoretical foundation of the reference design.

Chapter 3 presents the idea and concreate methods used to design and evaluate
the project.

Chapter 4  describes  the  design  and  implementation  process,  including  the
details  of  the  reference  model,  the  analysis  and  theoretical  basis  of  the
improved design, and discusses the advanced diagnostic algorithm.

Chapter 5 presents the results of the referenced algorithm and the advanced
algorithm. The result is divided into two parts. First, a comparison between
the two models is presented. Second, the new algorithm’s performance with
different length packets is shown.

Chapter 6 provides an overall conclusion of the diagnosis of the packet-corrup-
tion-causes.

3
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2 Theory
2.1 Standard IEEE 802.15.4

The transmission principles of wireless sensor networks (WSN) are defined
by standard IEEE 802.15.4. It formulates the specifications of the wireless
medium access control (MAC) layer and physical (PHY) layer for wireless
personal area networks (WPANs). The main characteristics of WPAN are
low energy, low rate, and low cost but relatively short distance. This project
focuses on standard IEEE 802.15.4-2006 at 2.4 Ghz.

2.1.1 General Definitions

Standard IEEE 802.15.4 defined the transmission rate of 250 kb/s, 100kb/s,
40kb/s and 20kb/s with an  energy detection mechanism and link quality
indicating function. The channel access control mechanism applied CS-
MA-CA, which is short for Carrier Sense Multiple Access with Collision
Avoidance. The packets can be transferred around 2450 MHz (16 channels),
915 MHz (30 channels)  and 868 MHz (3 channels)  [2]. In this  project,  the
radio sensor’s working frequency is set at the 2450 MHz band.

The topologies for WPANs are usually applied as a star network or a peer-
to-peer network. The end devices can be connected with several coordinators
working as a centralized controlled network or a self- organizing network
within limited distance, for example, 5-50 meters between two connected
nodes. The nodes’ coordinators and end devices have to be identified by a
unique 16- or 64-bit address [2] defined by the standard.

The architecture of the low-rate WPANs can be divided into 4 layers,
shown in Figure 2.1. On the physical layer and MAC layer, there are two
interfaces for each, connected with upper layers to package the data messages
and  control messages.  Specifically,  a  data message  is  packaged and
transmitted through the physical data service access point ( PD-SAP) from
the physical layer to the MAC layer. And MCPS-SAP, which stands for MAC
common part sublayer SAP, is the inner access for data message transmission
from the MAC layer to the upper layer. The control messages are operated
with management entities PLME-SAP (physical layer management entity
SAP) from the physical layer to  the  MAC layer, and operated through
MLME-SAP (MAC layer management  entity  SAP)  from  MAC  layer  to
network layer.  The SSCS is known as service-specific convergence sublayer
[3]. To access through the SSCS to the network layer, a logical link control is
applied, defined as Std. IEEE 802.2 [4] type 1 LLC [3]. This project only
deals with the physical layer of a LR-WPAN; for more information about the
MAC layer, the LLC and the SSCS, see Std. 802.15.4 [2], Std. 802.2 [4] and
normative SSCS [3].
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 Figure 2.1 System Overview [2]

The packets transmitted in LR-WPANs can be divided into 3 types according
to different  functions:  the  beacon,  the  data  and  the  acknowledgement.  The
beacon is a functional packet used to synchronize and transmit connection
between coordinators and devices and also to discover and join new devices in
a network. It carries frame information and is sent by the coordinators to the
devices in a beacon-enabled WPAN. The devices synchronize the time slots
by listening to the beacon and transmit the data packets or data-request packets
to  the  coordinators. The acknowledgment packet is an option for
confirming the data-packet transmission between the  devices  and
coordinators. The structure of beacon frame is shown in Figure 2.2, and an
example of beacon-enable  WPAN  communication  processing  is  shown  in
Figure 2.3.

In addition, the beacon packet is not necessary in an asynchronous communi-
cation network or a no requirement of a low-delay network. The beacon and
the  acknowledgement  do  not  need  to be  transmitted  with  the  CSMA-CA
mechanism, which is required for the data transmission by default.

Fig 2.2: Beacon frame structure [2] 
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Fig 2.3: Example of a beacon-enabled WPAN communication 

2.1.2 Physical Layer 

A LR-WPAN can work on 868 MHz band, 915 MHz band and also 2450 MHz
band. The wireless sensor network in this project operates around the 2450
MHz frequency. The specifications of 868/915 MHz’s WPAN PHYs can be
found in Std. IEEE 802.15.4-2006 [2].

The frequency band of 2450 MHz’s PHY covers 2400 MHz to 2483.5 MHz,
divided  into 16 channels from channel 11 to 26. The center frequency Fc for
each channel is defined as following:

Fc = 2405 + 5 (k - 11) MHz, for k = 11, 12, …, 26

Where, k is the channel number.

The communication around band 2450 MHz applies the O-QPSK modulation
and provides a chip rate of 2000 kchip/s, bit rate of 250 kb/s and a symbol rate
of 62.5 KSymbol/s.

The data transmitted through the PHY data service can be regarded as a
sequence of PHY protocol data units (PPUD). Figure 2.4 shows the format
of the PPDU.

Preamble SFD
Frame length

(7bits)
Reserved

(1 bit)
PSDU

SHR PHR PHY Payload

Fig 2.4: Format of the PPUD 

The information data of PPDU is modulated by a 16-ary quasi-orthogonal
modulation. The binary information is converted into symbols by each 4 bits,
specifically, the 4 LSBs and the 4 MSBs of each octet. A 4-bit symbol is con-
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verted into 32 chips, which can be modulated with the offset quadrature phase
shift keying (O-QPSK). The conversion and modulation flowchart is shown as
Figure 2.5 and Table 2.1 presents the symbol-chip mapping.

Figure 2.5 Conversion and modulation block [2][5] 

Formulated in Std. IEEE 802.15.4-2006, LR-WPAN’s PHY will provide a link
quality  indicator  (LQI)  measurement  and  clear  channel  assessment (CCA)
mechanism to supervise and control the quality and reliability of the communi-
cation links. The LQI presents the current link quality of each packet. Specif-
ically, the PHY also calculates the Receive Signal Strength Indicator (RSSI
value) and there is a mathematical relationship between RSSI and LQI values.
In this project, it is defined in paragraph 2.2.2. The CCA mechanism listens to
the channel and reports BUSY or IDLE to avoid collisions during the communi-
cation. There are three modes to complete the CCA function. One method is to
detect  the  energy above the  threshold.  When the  current  detected  energy is
higher than the threshold, a BUSY status is report. Another method is listening
to a certain carrier and detecting if it is occupied by devices. In this case, the
current energy may be either above or below the threshold. The third mode can
be a logical combination of the two methods above. Method 1 prevents interfer-
ence from other wireless networks and method 2 avoids collisions within the
multi-node network.

Table 2.1 Symbol-to-chip mapping [2]

Data
Symbol

(decimal) 

Data
Symbol
(binary)

(b0 b1 b2 b3)

Chip Values
 (c0 c1 c2 ……c13 c14 c15) 

0 0   0   0   0 0   0   1   1   1   1   1   0   0   0   1   0   0   1   0   1
1 1   0   0   0 0   1   0   0   1   1   1   1   1   0   0   0   1   0   0   1
2 0   1   0   0 0   1   0   1   0   0   1   1   1   1   1   0   0   0   1   0
3 1   1   0   0 1   0   0   1   0   1   0   0   1   1   1   1   1   0   0   0
4 0   0   1   0 0   0   1   0   0   1   0   1   0   0   1   1   1   1   1   0
5 1   0   1   0 1   0   0   0   1   0   0   1   0   1   0   0   1   1   1   1
6 0   1   1   0 1   1   1   0   0   0   1   0   0   1   0   1   0   0   1   1
7 1   1   1   0 1   1   1   1   1   0   0   0   1   0   0   1   0   1   0   0
8 0   0   0   1 0   1   1   0   1   0   1   1   0   1   1   1   0   0   0   0
9 1   0   0   1 0   0   0   1   1   0   1   0   1   1   0   1   1   1   0   0

10 0   1   0   1 0   0   0   0   0   1   1   0   1   0   1   1   0   1   1   1
11 1   1   0   1 1   1   0   0   0   0   0   1   1   0   1   0   1   1   0   1
12 0   0   1   1 0   1   1   1   0   0   0   0   0   1   1   0   1   0   1   1
13 1   0   1   1 1   1   0   1   1   1   0   0   0   0   0   1   1   0   1   0
14 0   1   1   1 1   0   1   1   0   1   1   1   0   0   0   0   0   1   1   0
15 1   1   1   1 1   0   1   0   1   1   0   1   1   1   0   0   0   0   0   1
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2.2 CC2420

The CC2420 is a 2450 MHz IEEE 802.15.4 RF transceiver. It supports al-
ternative working modes, as a full function device or a reduce- function de-
vice, which could be applied as either a transmitter or a receiver. The
transceiver provides a data rate of 250 kbps and chip rate of 2 MChip/s. The RF
frequency range is from 2400 MHz to 2483.5 MHz, which covers channel 11 to
26 at 2450 MHz band. The minimum receiver sensitivity is -95 dBm and the
maximum input level is 0 dBm. The tolerance of symbol rate error is 120
ppm and typical data latency is around 2 µs [6].

The transceiver CC2420 supports link quality and signal strength detection. The
measurements are presented by RSSI (receive signal strength indicator) value
and LQI (link quality indicator) value [6].

2.2.1 Packet Format

The frame structure of data packets comply with the standard IEEE
802.15.4. Figure 2.6 presents the frame structure of a PHY protocol data unit
(PPDU).

Figure 2.6: Structure of a PPDU [6] 

The first five octets of the frame is the synchronization header (SHR), in-
cluding the 4 octets preamble sequence and the 1 octet start of frame delimiter
(SFD). The SHR is always transmitted first, and essential in a CC2420’s
communication and the default value of SFD is set to 0xA7. 

The octet before PHY payload is the PHY header, marking the length of
the following PSDU. PSDU is short for PHY service data unit, which can also
be regarded as the MAC protocol data unit, abbreviated MPDU. The PHR oc-
cupies one octet, which means the maximum length of PSDU is 127 bytes.

The MPDU consists of the frame control field (FCF), the data sequence number
and address information of the MAC header (MHR), the MAC payload carry-
ing information data payload and the frame check sequence (FCS) of the
MAC footer (MFR). In the MHR, the auxiliary security header can be deleted
for transceiver CC2420. For more details on FCF see reference 5, CC2420
Data Sheet [5]. 

8
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The two-byte FCS provides communication status for the users. It is com-
posed of an 8-bit-signed RSSI value, a 7-bit unsigned average correlation value
(Corr value) and a 1-bit CRC value. The data structure of MAC footer is
shown in Figure 2.7.

Figure 2.7: Data format in MAC footer of CC2420 chip [6] 

For the CC2420 chip, the RSSI value is measured over 8 symbols about 128 µs
if the control bit MDMCTRL0.AUTOCRC is set. The measurement period
starts from the first symbol following the SFD. The average correlation value is
applied to calculate the  link quality indicator. The CRC value presents if the
packet is received correctly, specifically, a value of 1 means the packet is re-
ceived correctly and 0 means error burst in the current packet.

2.2.2 Transmission Quality Measurement

As mentioned in section 2.2.1, transceiver CC2420 provides a two-byte indica-
tor to present the transmission quality by RSSI value, Corr value and CRC val-
ue.

The RSSI value in the data format is represented by the signed 2’s complement
RSSI.RSSI_VAL register. The receiving power P can be calculated using Equa-
tion 2.1.

P = RSSI_VAL + RSSI_OFFSET(dBm)[6]                               (2.1) 

Where,  RSSI_OFFSET is approximately -45 dBm. The offset is an experienced
measurement from the front end gain during the system development.

With a case study of the minimum detective energy strength -95 dBm for trans-
ceiver CC2420, the RSSI value recorded in the MAC footer can be compute as
following:

RSSI_VAL = -95 + 45 = -50 dBm,

The value -50 converted into the unsigned 2’s complement format is 11001110
in binary, which is shown as 206 in the payload in decimal. That is to say, if
the detected RSSI value is less than 206 in integer, the current packet is lost.

9
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The LQI value can be computed by the RSSI value or directly presented as
RSSI value. However, considering that the narrowband interferer may occur in-
side the channel band, which has bad influence on link quality but actually in-
creases the LQI value, CC2420 provides an average correlation (Corr) value to
indicate the link quality. The Corr value is also measured over the first 8 sym-
bols following the SFD field. The LQI value is converted by the Corr value ac-
cording to Equation 2.2.

LQI = (Corr – a) × b [6]                                       (2.2)

Where, a and b are experienced parameters that can provide a LQI ranging from
0 to 255.

According to the data sheet CC2420, the detected Corr value ranges from ~50
to ~110. In particular, the Corr value of 110 indicates the best link quality and
50 indicates the lowest link quality. Combined with CRC value at the MSB of
the MFR’s last octet, the recorded value of 128 to 255 indicates a corrected re-
ceived packet, and a value below 127 illustrates that the current packet is cor-
rupted by low link quality. 

The three parameters RSSI value, LQI value and CRC value are usually used to
evaluate the transmission environment, e.g. analyzing the dominant causes of
packet corruption in this project.

2.3 Transmission Environment

The transmission model applied in this project is built by transceiver CC2420
on a MicaZ platform. The topology is a star network with one coordinator and
several  transmitters.  The communication  mode is  designed so that  a  certain
node transmits the information in data packets when the coordinator sets a free
link for it. Figure 2.8 is an example of the communication processes between
one coordinator and two nodes in one round.

The coordinator sends a beacon message to the nodes in order. If the node can-
not transmit packets, there is no response to the coordinator. The coordinator re-
peats the beacon a maximum of 5 times for each round to connect with the
node. If there is still no response from the current node, like node 1 in Figure
2.8, the coordinator will send the beacon massage to the next node. If the node
receives the beacon and it is IDLE for transmission, it will send an ACK mes-
sage to the coordinator and occupy the communication link, like node 2 in Fig-
ure 2.8. The coordinator receives the ACK and spends certain time recording
the following data from the node. When the communication time runs out, the
coordinator will  send beacon messages with new address information to the
next node. In Figure 2.8, the coordinator will send the second-round beacon
message to node 1. To simplify this project, the communication model is built
on one coordinator and one node.
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Fig 2.8: A communication example

2.3.1 Coexistence with Standard IEEE 802.11

As mentioned in section 2.2, the wireless sensor network built with transceiver
CC2420 works  on the  2450 MHz band.  The frequency band 2400 MHz to
2483.5 MHz is not only the work band for Std. IEEE 802.15.4, it also supports
the communication defined by Std. IEEE 802.11, which defines the wireless lo-
cal area network (WLAN).

Standard IEEE 802.15.4 has 16 channels over the 2450 MHz frequency band
and each channel has a bandwidth of 2 MHz. Standard IEEE 802.11 has 13
channels and has a bandwidth of 22 MHz for each channel.  Figure 2.9 is a
schematic diagram of the channel selections of Standards IEEE 802.11b and
Standard IEEE 802.15.4.

As introduced in section 2.1.2, protocol IEEE 802.15.4 supports a CCA mecha-
nism to avoid collisions. One of the methods is energy detection (ED). The re-
ceiving sensitivity of Std. IEEE 802.11b is around -76 dBm while it is -85 dBm
for Std. IEEE 802.15.4 [7]. For the ED based LR- WPAN’s CCA mechanism, a
WLAN signal will be regarded as a narrow band interferer and report a BUSY
status. This kind of narrow band interferer increases the receive signal strength
of LR-WPAN’s communication, but in fact decreases the link quality.
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Fig 2.9: Schematic diagram of the channel selections [7]

2.3.2 Attenuation and Interference

The most important two causes of damage to a WPAN communication’s link
quality is the attenuation or multipath fading from the environment and the in-
terference of other protocols.

The attenuation or the multipath fading for an indoor WSN in this project shares
a similar error-corruption pattern, which is called multipath fading. The multi-
path fading is caused by refraction, reflection and direction during the electro-
magnetic wave’s transmission. Through the propagation, the energy of signals
could decrease as the distance increases. For the different propagation paths be-
tween the transmitters and receivers, the many waves at the receiving end have
different phases and delays, which may cause an inter symbol interference (ISI)
and lead to a misjudgment on the levels.

The attenuation or multipath fading is always there. The fading can be reduced
by improving the physical transmission environment but cannot be avoid by in-
creasing the transmit power or the CCA mechanism. During normal LR-WPAN
communication, WLAN signals can easily cause narrow band interference and
result in error bursts in WPAN packets.

Figure 2.10 shows the multipath fading and interference in the communication
model of this project. In this project, if the receiver receives a corrupted packet
and there is no WiFi interference, the corruption will be regarded as caused by
bad physical transmission environment, namely multipath fading or attenuation
and represented by a MPF packet. However, if there is WiFi interference prop-
erties detected in a corrupt packet, the corruption will be regarded as caused by
WiFi interference.
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Fig 2.10: Scheme of the communication mode

2.4 Literature study

Corresponding to the transmission environment,  the main causes for packets
corruption and losses in wireless sensor network can be divided into two types:
attenuation or multipath fading, and interference. The two main causes are also
defined as channel errors and collision [1]. Common interference comes from
WLAN, Bluetooth and microwave ovens, but since WLAN is most common,
the WLAN type of interference is considered in some research. The attenuation
or multipath fading occurs during the transmission and the interference always
influences the packets at the receiving end.

To distinguish the causes of packets corruption, research [8] provides a linear
regression model by the RSSI value and the LQI value for the received packets.
The disadvantage is that both the RSSI and LQI value are measured over 4
bytes in the CC2420 chip. This method cannot cover the transmission condition
of the rest part of the packet. In addition, it is shown that the statistical relation-
ship between the RSSI and the LQI cannot be represented by a simple linear
model with high accuracy [1].

Research [9] provides a CRC-based diagnostic method for Std. IEEE 802.11
networks. This method divides a frame into several segments, and adds a CRC
generator for each segment, for example, adding a 16-bit CRC after each 40
bytes. The receiver makes an error-cause decision by detecting the successive
erroneous CRCs. The performance is quite considerable for WLAN networks,
but due to the high complexity and low computational power of WSN devices,
it is not practical to apply it to WSNs. What is more, the maximum payload
length of IEEE 802.11 is 2312 bytes, while for an IEEE 802.15.4 network it is
127 bytes.

Research [10] investigates  a  symbol-error-density based discriminating algo-
rithm for industrial wireless sensor networks. A forward error correction (FEC),
which is a Reed-Solomon code (RS code), is applied to position the symbol er-
rors.  There  is  an  accuracy of  up  to  98.46% of  MPF-caused corruption  and
97.77% of WiFi-interferenced corruption, which has an excellent performance
among existing algorithms.
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The guide paper of this project, Research [1], designed an algorithm with RSSI,
Frame Bit Error Rate (FBER) and the error-header rate. It provides a logistic re-
gression model with processed RSSI and Frame Bit Error Rate (FBER) and fur-
ther distinguishes by the rate of error headers for the past several packets. There
is an accuracy of up to 95.4%. The concrete design is described in the design
and implementation part.
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3 Methodology
For a better understanding of the project and its details, definitions, experiment
conditions and implementation’ strategies will be described in this part.

The communication model is a  simplified star network with one coordinator
and one transmitter. The data processed in this project is collected by radio sen-
sors CC2420 on MicaZ platform TinyOs with the CCA function disabled. The
multipath fading transmission was built in the M building at Mid Sweden Uni-
versity. The transmission between the receiver and transmitter reached a dis-
tance of 6-8 meters with obstacles like corners, walls, desks and chairs. The
data was collected from 00:00 to 6:00 on weekdays, and from 20:00 to 03:00 on
weekends on channel 26, which would decrease the influence of WiFi interfer-
ence as far as possible. A sketch of the experiment environment is shown in
Figure 3.1.

Fig 3.1: Experiment environment of multipath fading corrupt packets

The WiFi  interference packets  were collected at  a  Stubo apartment  between
19:00 and 01:00 on weekdays. The communication was set at channel 18 with a
WLAN communication creator JPERF working on its channel 6 to make an
overlapped  channel.  The  distance  between  the  transmitter  and  receiver  was
about 0.5 to 1 meter. A picture of the apartment where WiFi was collected is
shown in Figure 3.2.
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Fig 3.2: Experiment environment of WiFi-interferenced corrupt packets

The data sets were made up of a sequence of continuously correct and corrupt
packets. To imitate the re-transmission mechanism, each correct- received pack-
et  and the  consequent  corrupt  packets  before  it  are  regarded as  one  packet
group. A group of packets usually contains 0 to 8 corrupt and 1 correct packets.

To complete the design and also decrease the period of investigation, the com-
parison between the reference model and the advanced model was made by
simulated  transmission  models  in  MATLAB.  The  statistical  processing  was
completed in both MATLAB and the mathematical statistical  software SPSS
[15]. The packets set for the simulated model in MATLAB only recorded the er-
ror bursts and RSSI values without data processing in the receiving end. 2000
groups  of  30-bytes-payload  corrupt  packets  on  each  channel  were  used  for
training and modeling. The remaining 6599 groups of MPF packets and 6583
groups of WiFi-interferenced packets were used for simulation testing. Out of
the MPF packets, 826 groups were collected with the modeling packets, 5773
groups were extra collection for MPF simulation tests.

The implementation was programmed on TinyOS and working with radio sen-
sor CC2420. Microsoft Office Excel and MATLAB were used to help evalua-
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tion. The purpose of evaluation is discussing about the performance of the diag-
nosis of different-length packets. The data was collected in similar transmission
environments as mentioned above, in order to have the environment change as
little as possible and provide a single variable comparison with packet length.

In addition, the improved algorithm provided alternative plans for the second
correction called “twice decision”. In order to make a fair comparison under the
same transmission  environments,  the  evaluation  of  one  option  was  built  by
MATLAB with the intermediate results from another one, which was processed
and collected from radio sensors.

Fig 3.3: Step of the project implementation
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4 Design and Implementation
Following the design, this part includes a detailed account and analysis of the
reference model and the implementation of the advanced algorithm.

4.1 Dilation on Reference Model 

This chapter will introduce the concrete model of the reference paper “Easi-
PLED: Discriminating the causes of packet losses and errors in indoor WSNs”
[1]. It takes advantage of the statistical properties of RSSI value and Frame Bit
Error Rate between error packets corrupted by MPF attenuation and WiFi inter-
ference. It also proposes that if errors burst in a packet’s header, then the proba-
bility of MPF-caused corruption is higher than WiFi-interferenced corruption,
as the CCA mechanism applied in WSN avoids packet transmission when a
“busy” channel is detected. The algorithm is made up of two sections, a logistic
regression of processed RSSI value and FBER, and a secondary correction,
called Redress in this paper, by the rate of corrupt headers in the past several
packets.

4.1.1 Data Pre-Processing

Unlike analyzing the detected RSSI value directly in regression model by re-
search [7], EasiPLED employs the errors between the estimated RSSI value and
the detected one, seeing equation 4.2. In particular, it is the standard deviation
of the past W d(RSSI) s, expressed as var(RSSI). The estimation is implemented
by an Error-based Filter (EF) [1] [11] like equation 4.1 to 4.4 [1].

RSSIt =  α RSSIt-1 + (1 – α) RSSIob                                 (4.1)

d(RSSI) = (RSSIt(C) – RSSIob(E))2                                                                  (4.2)

Where, RSSIt(C) is the estimation of correctly received packet, and RSSIob(E) is
the observed value of corrupt packet. And α is the smooth factor which adjusts
the weight between the previous RSSI estimation and the current observation. 

  α=1−
δt

δmax
                                            (4.3)

δ  is  the raw error  which is  usually smoothed by a  secondary Exponentially
Weighted Moving Average (EWMA) Filter [1] [11].

δt=β δ(t−1)+(1−β)∣RSSI (t−1)−RSSI ob∣                      (4.4)

Where, β is the second smooth factor. 
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According to [13], the smooth factor is assigned as and is assumed to be 0. It
means the first estimation only relies on 87.5% of the current observation. Ex-
perimentally, the filter’s performance comes to be acceptable after the 4th esti-
mations. Studied in research [12], the EF presents a robust performance against
small fluctuations and tracks the large changes quickly, which is suitable for
RSSI estimation. Figure 4.1 is an example of EF estimation showing the perfor-
mance.

Fig 4.1: Example of EF estimation

The factor FBER is measured by an average BER over a group of packets in a 
re-transmission system. A group of packets means the one correctly received 
packet and the past several corrupt packets of one frame. And the rate of error 
headers, represented as , is measured by the number of corrupt packets with er-
ror bursts in MAC header divided by the number of all corrupt packets over a 
certain window. 

4.1.2 Algorithm

The algorithm is based on mathematics modelling and statistical analyzing. The
modelling function is defined as following [1] and the binary classification is
specified by y = 0 standing for corruption caused by MPF and y = 1 standing
for corruption caused by Wi-Fi interference:

p ( y∣x ;θ)=(hθ(x ))
y
(1−hθ( x))y                          (4.5)

Where                                   x = [var(RSSI), FBER]                                      (4.6)

hθ(x )=
1

(1+e(−z )
)

                                    (4.7)

z=θT x=θ0+θ1 var (RSSI )+θ2 FBER                     (4.8)
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The discrimination is decided by probability p . A typical p value leads to a one-
step decision. An untypical p in region [0.5 – є,  0.5 + є] requires a further re-
dress, which is implemented as a comparison between REH and the experienced
error-header-rate of MPF corrupt packets REH M. In the paper, the instant є is set
to 0.1 and REH to 0.06.

Algorithm A of Reference model: EasiPLED 

Instants:       є,  REH M, θ0 , θ1 , θ2; 

Calculate: var(RSSI), FBER, p = hθ(var(RSSI), FBER)

case 1: p ∈ [0, 0.5 - є) , return y = 0; 

case 2: p ∈ (0.5 + є, 1] , return y = 1;

case 3: p ∈ [0.5 – є, 0.5 + є], calculate  REH

                if REH ≤ REH M , return y = 1;

                else return y = 0;

                end

end 

The  online-discrimination  accuracy  stated  in  the  paper  reaches  95.4% and
86.3% as the worst case with the CCA function enabled. The parameters and re-
sults in my re-training experiments are presented in Chapter 5.1.

4.1.3 Pros and cons

The EasiPLED employed an idea of errors, using a deviation of RSSI values in-
stead of the original RSSI value. It complicated the computation but also en-
abled the discrimination to be easily applied in various communication environ-
ments. The characteristic RSSI values may be sensitive to the working sur-
roundings, but the property of  var(RSSI) could be more stable. 

The RSSI value only covers the signal strength of 8 symbols. To remedy the
disadvantage, the measurement of BER records the channel condition over the
entire frame. Because the minimal operating or storing unit is 1 octet, the FBER
calculation may occupy too much storage in harsh environments.

The idea of rate of error headers is an original creation of the existing discrimi-
nators. But there is a flaw exposed in the modeling, the training data is collected
in a situation that differs from the testing environment. To collect a sufficient
number of corrupt packets, they disabled the CCA function while the redress is
founded on the CCA mechanism and the accuracy is evaluated with CCA work-
ing, which means the training cannot provide a theoretical boundary of REH_M . In
addition, the REH_M value in the paper is set to 0.06, which is around 1/17. Then
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the minimum window of  REH measurement should be well above 17, compared
to the window for variance of RSSI value, (defined as 3 in the paper) it is rela-
tively large and requires more storage.

4.2 Modification and Explanation

The modification focuses on decreasing the computation and investigating a
more efficient redress.

Learned from the reference model, the FBER can be replaced by Frame Symbol
Error Rate (FSER). The transceiver CC2420 modulates data with 4-bit symbol.
In this way, the “XOR” computation of FSER (4bits/symbol) is ¼ of FBER cal-
culation.

The modelling data set consists of 2826 groups of MPF corrupt packets and
8580 groups of WLAN-interferenced packets. The scatterplot of the FSER val-
ues can be found in Figure 4.2. The FSER values of MPF packets are scatted in
high density below 0.1 and over 99.99% of them are below 0.25. FSER values
of WLAN-interferenced packets, however, are located much more dispersedly.
In this  way,  the packets with FSER > 0.25 can be classified directly to the
WLAN-interferenced set and the diagnosing ability of logistic regression can be
improved by re-training with packets whose FSER value is smaller than 0.25.

Corresponding to the redress of error-header-rate, this project provides an alter-
native judgment called “Twice Decision” (“TD”) following the logistic regres-
sion. In general, the communication environment  could  be  similar  for  two
neighbor packet groups. Assume the diagnostic tool of first packet group is a
correct judgment, and the next packet group receives a different decision, then
the new decision requires reconsideration. Two different methods are offered to
implement the “Twice Decision” redress, shorts for “TD” A and “TD” B.

Fig 4.2: Scatter plot of FSER
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The complete advanced algorithm with different “TD” methods is presented as
Algorithm B and Algorithm C.

4.2.1 Algorithm with “TD” method A

In algorithm B of advanced model (“TD” method A),  θn are the modulus for
logistic regression.  FSERthres is the threshold for FSER value of WiFi-interfer-
enced packets, which is set at 0.25, as mentioned above. RSSITL is the low divid-
ing line of RSSI value and the RSSITH is the high one. The p' is the new bound-
ary for classifying the WiFi-interferenced packets. To express the “Twice deci-
sion”, yt is the temporary decision and y is the final one. 

Algorithm B with Advanced model (“TD” method A) 

Instants:       θ0 , θ1 , θ2, FSERthres, RSSITL, RSSITH, p'; 

Calculate: var(RSSI), FSER, 
if     FSER >  FSERthres , return y = 1;
else calculate p = hθ (var(RSSI), FBER);
      if  p ∈ [0, 0.5 ),  yt = 0;
      else  yt = 1;            end;
end
if     ytn == yn -1,  yn ==yt(n-1) ;
else if    RSSIt < RSSITL, return y = 0;
      else if   RSSIt > RSSITH  &&  p > p', return y = 1;
                else return y = yt;       
                end
      end
end 

The main idea of “TD” method A comes from the working property of RSSI
value. WiFi interference will greatly increase the RSSI value. If a corrupt pack-
et has a low RSSI value, it can hardly be corrupted by WiFi interference.
Rather, for an error packet with high RSSI value, the probability of WiFi-inter-
ferenced corruption is much higher than MPF attenuated corruption, because
the distance between the transmitter and the transceiver is relatively close if a
high RSSI packet is transmitted in a MPF-only environment. In this scenario, p'
provides a more lenient boundary for the untypical WiFi-interferenced packets.

In my experiments, the  RSSITH  is chosen by an average of 4632 RSSI records
with  2.5  m transmission  distance  in  a  stable  MPF-only  channel, moreover,
99.29% of those packets (4599) are correctly received.

The RSSITH value selected here is 229. 

Research [14] explored the RSSI performance for a WSN transmission support-
ing the theoretic RSSITL value selection. Figure 4.3 presents a RSSI value track
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record over 2000 µs, the base RSSI value is around -92 dBm. Considering the
noise floor,  the threshold for a probable WiFi-interferenced RSSI value is  2
dBm. In this project, the low boundary RSSITL chooses the value of -90 dBm,
which is presented as 211 by the sensor. 

Fig 4.3: Track records of RSSI value under Wi-Fi interference controlled envi-
ronment [14]

The p' value should balance both the number of MPF packets and WiFi-interfer-
enced packets in region (p', p) . Assume for a working WSN diagnostic tool, the
transmission should be complex. An inappropriate  p'  will increase the perfor-
mance of WiFi-interferenced packets but may sacrifice the performance of MPF
packets. Figure 4.4 and 4.5 presents the RSSI value’s scatter plots of the train-
ing MPF packets and WiFi-interferenced packets. Figure 4.6 is the scatter plot
of p, the RSSI value of which is above the threshold.

Fig 4.4: RSSI value of WiFi-interferenced Packets
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Fig 4.5: RSSI value of MPF packets

Fig 4.6: Scatter plot of p whose RSSI value is higher than the RSSITH  229. Be-
cause of experiments condition, there are no MPF packets presented.
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Inferred from Figure 4.4 and 4.5, the MPF packets share a lower RSSI value
than the threshold 229. It can also be noted that the theoretical low threshold
RSSITL = 211 conforms to the RSSI maps of two types of packets. The data set
in Figure 4.6 includes 2826 groups of WiFi-interferenced packets that have a
high RSSI value above 229, and 2826 groups of MPF packets where the RSSI
values are considerably lower than 229 for all because of the distance. For this
specific data set, the lower the p' value, the higher the calibrating accuracy. But
for  general  application,  the  corruption  between  closely  placed  transceivers
should  be  considered.  The  movement  of  obstacles  in  the  transmission  path
could lead to a MPF corruption even if the RSSI value is high, E.g. 328/19630
packets  corrupt  with  average  RSSI  230.35 in  a  harsh  MPF experiment,  the
packet error rate is 1.67%. Observation of the high-RSSI MPF corrupt packets
is helpful when applying this diagnostic tool in different transmission environ-
ments, if the aim is to calibrate the most incorrectly diagnosed packets.

Research [15] indicates that even though the RSSI value is related to transmis-
sion distance in the MPF environment, RSSI is poor for distance estimation. For
a complex WSN working environment, there are two ways to select the parame-
ters p' and RSSITH  , a strict high RSSITH  with a small  p' for a devices-fixed net-
work or a pair of soft RSSITH and p' valid for various scenarios. 

Choosing a high p' equals 0.4 and a strict RSSITH  of 229 provides a general ac-
curacy improvement up to 5.1%. For all  the experiments in this  project, the
communication distance of MPF packets is around 6-8 meters, with the result
that the highest detected RSSI value for MPF packets is 222, which provides a
good tolerant with 7dBm. To achieve the best performance, the p' is set to 0. 

4.2.2 Algorithm with “TD” method B

The “Twice Decision” method B (“TD”B) implements the redress by averaging
the p value. Presume that the last packet is a typical MPF or WiFi-interferenced
packet, and the current packet shows an untypical p value. An average pt' shows
the erroneous tendency and could probably correct the current packet if the pt

leads to a different temporary decision to last packet’s decision. 

The algorithm is called “Algorithm C with Advanced model (“TD” method
B)”. Consider that the environment transformation could appear very fast and
the TD of the current packet relies on the last decision, a clear cycle should be
described. Only the successively corrupted packets are defined to follow the
“TD” B redress. Clear the yt when a CRC = 0 is detected, or time from the last
decision runs out for several packet periods, (e.g. 17000 µs, a little longer than
4 longest full MAC payload transmission period).
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Algorithm C with Advanced model (“TD” method B) 

Instants:       θ0 , θ1 , θ2, FSERthres; 

Calculate: var(RSSI), FSER, 
if     FSER >  FSERthres , return y = 1;
else calculate p = hθ (var(RSSI), FBER);
      if  p ∈ [0, 0.5 ),  yt = 0;
      else  yt = 1;     
      end;
end
if      ytn == yn -1,  yn == yt(n-1) ;
else compute pt' = (pt  + pt-1)/2;
      if    pt' ∈ [0, 0.5 ), return y = 0;
      else return y = 1;              
      end
end 
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5 Results
The results are divided into two parts: a comparison between the reference algo-
rithm and the advanced algorithm, and a different-length-packet evaluation of
the advanced model. A discussion of the two “TD” methods’ influence is also
provided in the second part.

5.1 Comparison with the Reference Algorithm

The comparison is built on the training data set. 2000 groups of MPF packets
and 2000 groups of WiFi-interferenced packets are used to train the models’ in-
stants. The remaining 6599 groups of MPF packets and 6580 groups of WiFi-in-
terferenced  packets  are  used  to  test  the  accuracy.  To  record  a  satisfactory
amount of corrupt packets, all data is collected with CCA disabled. 

To investigate the operating features of reference algorithm thoroughly, the fol-
lowing results have been derived from several tests under the same logistic re-
gression model with different calibrating factors.

For the original reference model, with the instants (ϵ,  REH_M) defined by the pa-
per, the accuracy of MPF packets is 92.79% and the accuracy of WiFi-interfer-
enced packets is  71.57%.  With  the  re-trained  instants,  the  best  experiment
shows an accuracy of 92.85% to MPF packets and 74.92% to WiFi-interfer-
enced packets. Meanwhile, the results of a binary-division logistic regression,
namely  without  Rate  of  Error  Headers  redress  and  dividing  the  causes  by
whether  p < 0.5 or not, results in an accuracy of 92.82% and 74.32% corre-
sponding to the two types of packets. Figure 5.1 presents the number of correct
judgments for the 3 cases in the simulation.

Fig 5.1: Correct Judgments for reference modelling
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Figure 5.1 indicates that the REH redress does not provide an effective improve-
ment to the classification made by the logistic regression when tested on CCA
disabled communication.

Since T. Huang’s paper [1] trained REH_M value with CCA disabled packets but
diagnosed the causes of packet corruption for a CCA operating WSN, the re-
dress boundary REH_M is not precise or scientific enough. Two methods of “twice
decision” take place in the Rate of Error Header’s redress. Figure 5.2 presents
the simulation results of the advanced algorithm with the same testing data sets
above.

Fig 5.2: Simulation results of advanced models and reference model

Both methods of Twice Decision improve the performance of the refer- ence
model. In addition, “TD” method A hardly effects MPF packets, but greatly in-
creases the accuracy of the WiFi-interferenced packets.  “TD” method B posi-
tively affects both types of packets.

5.2 Performance of Different Length Packets

To guarantee that the diagnostic performance of different “TD” meth- ods is
measured in the same communication environment, the evaluation is based on
an online diagnostic tool with “TD” method B and the analysis of the perfor-
mance of the “TD” A diagnostic tool with recorded RSSI values and the inter-
mediate computation p for each packet group.

Figure 5.3 to Figure 5.5 present the accuracy of two advanced algorithms work-
ing on different packet length. Specifically, they are 43-byte pack- ets, 73-byte
packets and 90-byte packets including the MAC headers and MAC footers. The
result comes out with the CCA mechanism disabled for all experiments. The ac-
curacy of the reference model online discrimination is stated to be from 86.3%
to 95.4% with the CCA mechanism enabled.
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Fig 5.3: Performance of advanced models for 43-byte packets

Fig 5.4: Performance of advanced models for 73-byte packets
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Fig 5.5: Performance of advanced models for 90-byte packets

In summary, the advanced diagnostic tool with “TD” method A has an accuracy
of between 87.95% to 98.70% for various MPF packet experiments and an ac-
curacy of between 86.39% to 91.88% for WiFi-interferenced communication
tests. The advanced diagnostic tool with “TD” method B has an accuracy of be-
tween 85.79% to 98.06% for MPF packets and an accuracy of between 75.56%
to 92.99% for WiFi-interferenced corruptions.

According to observation, the performance of advanced models with “TDB”
shows a decreasing trend as packet length increases. The performance of the
“TD” A diagnostic tool fluctuates slightly. On the whole, the “TD” A diagnostic
tool exhibits a better performance than the “TD”B diagnostic tool. Unlike the
properties shown in Figure 5.2, the results from various experiments indicate
that the “TD” A algorithm also provides a consistently positive affect on MPF
packets and a more powerful redress on WiFi-interferenced packets than “TD”
B. For the original experiment records, see Appendix A.

It is likely that the reasons behind the drop tendency for long packets for the
“TD” B diagnostic tool are the following. Reason 1 and 2 actually influence
both the “TD” A diagnostic tool and the “TD” B diagnostic tool, but this can be
repaired to some extent through training. Reason 3 and 4 are the most signifi-
cant factors for the “TD” B diagnostic tool’s performance.

1. The accuracy of RSSI value’s estimation could be decreased.

The longer the packet, the higher the probability of packet corruption.
The number of retransmitted packets in one group may increase. The
RSSI estimation is always based on the estimated RSSI value of the last
correctly received packet. The estimation period for long packets could
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be relatively longer than for short packets. Considering the transmission
rate of 32µs per byte, this kind of negative influence is limited.

2. The probability of an imprecise RSSI value could increase with packet
length.

The RSSI value is calculated over the first 8 symbols of the MAC head-
er. It cannot cover environment changes during the whole packet. Exist-
ing research on RSSI properties concludes that the RSSI only indicates
the interference when the interfering signal is at least as strong as the
useful signals and affects the useful signal during the 4 bytes for RSSI
measurement [15]. For WiFi-interferenced long packets, the RSSI value
could be more irregular, which may lead to negative effects.

3. The decision period may increase, which is harmful to the “TD” B diag-
nostic tool.

Using the same explanation as in point 1, the time between two neigh-
bor decisions may increase in length, especially when WiFi signals seri-
ously interfere the WSN communication. The comparison with the last
final decision is more like a simple trigger for the  “TD”  A method. It
only decides which packet requires a secondary correction, while the fi-
nal  diagnostic  tool  is  made  individually  for  each  packet  group.  The
“TD”  B  algorithm,  however,  relies  on  the  last  diagnostic  tool.  The
longer the time between the two neighbors, the lower the similarity be-
tween them, causing a weak redress.

4. The “TD” B algorithm cannot avoid the negative redress. The sacrifice
is not regulated.

The negative redress means that a correctly classified temporary deci-
sion is changed to a wrong final decision by the second correction step.
E.g.: the yt of a WiFi-interferenced packet equals 1, while after the re-
dress, the final decision y is changed to 0. 

Algorithm “TD” B makes the final decision by averaging the results of
logistic regression h. A number of correctly received packets and an al-
lotted time are set to define the time distance between the two neighbor
packet groups. Thus, it has to regard the first decision of each new cycle
as a correct classified diagnostic tool. The negative redress may occur
when the first diagnostic tool is actually a wrong classification, e.g. y =
0 for a WiFi-interferenced packet, and it may cause a contagion effect
on several of the following packets. This negative redress leads to an un-
certain accuracy sacrifice: the improvement of  “TD”  B is made up of
positive redresses minus the negative ones. 
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Compared to short packets, a long packet transmission may suffer from
a larger number of negative redresses.

In summary, “TD”B diagnostic tool works well for short packets in less com-
plex environment but is quite sensitive to packet length. The “TD”A algorithm
offers a solid performance in various environments and achieves a higher accu-
racy than  the  reference  model  of  both  MPF packets  and WiFi-interferenced
packets under a harsher communicating situation. The “TD”B diagnostic tool is
not recommended to apply. 

The accuracy of “TD”A is from 86.39% to 98.70% and the accuracy of EPLD
model stated by reference 1 is from 86.3% to 95.4%.
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6 Conclusions
This project designed an advanced diagnostic tool for the causes of packet cor-
ruption in wireless sensor networks by learning reference model PLED. The ad-
vanced diagnostic tool provides a best accuracy up to 98.70% and accuracy of
86.39% for the worst case.

The reference model PLED consists of a logistic regression of processed RSSI
value and FBER, and a secondary redress by Rate of Error Headers. The ad-
vanced model is made up by a FSER classification, a re-trained logistic regres-
sion of processed RSSI value and FSER, and a Twice Decision redress. The
project discusses about two different methods of “TD” redress and concludes
that an individual secondary decision with strict RSSI boundary is empirical
convincing and performs well,  extremely low level for and much high level
than useful signal for . For general applications, the “TD”A allows a boundary
adjustment of RSSI and to fit complex communication environments, especially
for movable locations network.

Compare with similar existed model, one of the disadvantages is that the deci-
sion has to wait for the correct packet and the waiting time is independent to the
diagnostic tool. And the advantage of this algorithm is that it can be easily ap-
plied and tolerant to various communication surroundings. The idea of devia-
tion between the estimated RSSI and detected RSSI value results in an insensi-
tive  logistic  regression  model  to  varied  environments,  which  is  learnt  from
PLED. And according to the definition of Std. IEEE 802.15.4, a WSN usually
works  under  CCA functioning.  The  clear  channel  access  mechanism filters
some WiFi-interferenced  transmission  and enhances  the  channel  quality.  In-
ferred from that, the performance of this diagnostic tool will to some extent im-
prove if works with CCA operating wireless sensor networks. 
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Appendix
Original records of advanced algorithm on different packet 
length

Notations:

y : Results before the secondary redress, including the number of correct deci-
sions and the corresponding percentage;

y1: Results of “Twice Decision” method A, including the number of correct de-
cisions and the corresponding percentage;

y2: Results of “Twice Decision” method B, including the number of correct de-
cisions and the corresponding percentage.

43 bytes:

Packets 
MPF

packets 1
MPF

packets 2

WiFi-
interferenced

packets 1

WiFi-
interferenced

packets 2

WiFi-
interferenced

packets 3

Total 6007 3563 3573 4107 5974

Accuracy
of y

5367 3363 3097 3483 5098

89.35% 94.39% 86.68% 84.81% 85.34%

Accuracy
of y1

5695 3487 3282 3650 5161

94.81% 97.87% 91.88% 88.85% 86.39%

Accuracy
of y2

5463 3403 3161 3819 5182

90.94% 95.51% 88.47% 92.99% 86.74%
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73 bytes:

Packets 
MPF

packets 1
MPF

packets 2

WiFi-
interferenced

packets 1

WiFi-
interferenced

packets 2

WiFi-
interferenced

packets 3

Total 3691 1234 3102 2783 4329

Accuracy
of y

3333 1190 2273 2057 3238

90.30% 96.43% 73.78% 73.91% 74.80%

Accuracy
of y1

3336 1218 2786 2544 4001

90.38% 98.70% 89.81% 91.41% 92.42%

Accuracy
of y2

3339 1210 2550 2358 3551

90.46% 98.06% 82.21% 84.73% 82.03%

90 bytes:

Packets 
MPF

packets
1

MPF
packets

2

MPF
packets

3

WiFi-
interferenc
ed packets

1

WiFi-
interferenc
ed packets

2

WiFi-
interferenc
ed packets

3

Total 2357 3576 3742 2533 3859 3054

Accura-
cy of y

2041 3112 3332 1790 2776 2237

86.60% 87.02% 89.04% 70.67% 71.94% 73.25%

Accura-
cy of y1

2073 3184 3401 2305 3483 2658

87.95% 89.04% 90.09% 91.00% 90.26% 87.03%

Accura-
cy of y2

2022 3175 3346 1914 2981 2311

85.79% 88.79% 89.42% 75.56% 77.25% 75.67%
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