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Abstract
In wireless sensor networks, communications are usually destroyed by signal 
attenuation, multipath fading and different kinds of interferences like WLAN 
and microwave oven interference. In order to build a stable wireless communic-
ation system, reactions like retransmission mechanisms are necessary. Since the 
way we must react to interference is different from the way we react to mul-
tipath fading and attenuation, the retransmission mechanism should be adjusted 
in  different  ways  under  those  different  cicumstances.  Under  this  condition, 
channel  diagnostics  for  discriminating  the  causes  that  corrupt  the  packets 
between multipath fading and attenuation (MFA) and WLAN interference are 
imperative.  This paper  presents a frame bit  error  rate  (F-BER) regulated al-
gorithm based on a joint RSSI-LQI classifier that may correctly diagnose the 
channel  status.  This  discriminator  is  implemented  on MicaZ sensor  devices 
equipped with CC2420 transceivers. This discriminator is able to improve the 
accuracy to 91%. Although  we need to wait for 2 or 3 necessary packets to 
make a decision, higher stability and reliability are presented when operating 
this discriminator.

Keywords: WSN,  error  discrimination,  MFA,  WLAN  interference,  F-BER, 
RSSI, LQI, CC2420
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1 Introduction
In recent years, to liberate people from the traditional wired environment, a lot 
of wireless technologies have been introduced. The main reasons for this kind 
of replacement are cost reduction and flexibility. Wires are a lot more expensive 
and a wireless enviroment can easily reconfigure the network.  

In order to achieve automation control in industry, households, buildings and 
many other  areas,  short-distance  wireless  transmission  has  been  widely  de-
veloped. Wireless sensor network (WSN) is one of the most advanced wireless 
technologies that has been used for short-distance wireless transmission espe-
cially. It has been used in varies areas like forest fire detection, battlefield sur-
veillance, traffic flow surveillance and so on.

WSN is composed of a large number of sensor nodes that are deployed in the 
monitoring area.  These sensor nodes form a multi-hop wireless communication 
network by the way of self-organization, and data from field devices will be 
sent to sink (gateway) first. Then the collected data will be transmitted to the 
users through the internet, mobile communications networks, satellite commu-
nications networks and so on [1].

Industrial monitoring and process control are two important applications related 
to this study. Industrial wireless sensor network applications require strict time 
and reliable communications to guarantee the safety of workers and industrial 
tools. In addition, the underlaying industrial wireless communication requires 
timely and accurate feedback to ensure efficiency and stability of communica-
tion. A better industrial sensor networks model will reduce human resources and 
costs. This research is mostly working for non-real time applications, such as 
home automation.

The physical layer and MAC layer are two of the key components of wireless 
sensor networks. The physical layer is at the bottom of the WSNs protocol. It 
completes the data packets transmission directly to the transmission medium. 
Currently, there are two main standards which can be used as the physical layer 
of WSNs. One is IEEE 802.15.4-2006 physical layer standard, because the ver-
sion of  IEEE 802.15.4-2006 standard is considered working at 2.4 GHz. The 
other is IEEE 802.15.3a ultra wide band (UWB) technology [2]. The former 
standard is now a mainstream technology, while the latter, as a viable high-rate 
scheme, could be possible a choice for physical layer standard in WSNs. Since 
there are many versions of IEEE 802.15.4, with a new version being introduced 
each year, in the following chaperters 'IEEE 802.15.4' always refers to 'IEEE 
802.15.4-2006'.
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However, the MAC protocol is mainly used to solve the problem of medium ac-
cess.  It  aims  to  make the  transmission  more  effective,  to  share the  channel 
sourcs more appropriately, to avoid conflicts, and to reduce the duplication of 
sending data packets. In WSNs, many MAC protocols have been proposed to 
coordinate access to the medium [3]. 

1.1 Background and Problem Motivation
With the continuous development of networking technology, the demand for a 
variety of applications in the WSN front end of the Internet of Things (IOT) has 
been widely used in various fields. Currently,  most of the WSN devices are 
working in the Industrial Scientific Medical frequency band on the 2.4 GHz 
(ISM) band, using the wireless medium for communication. 

The  ISM  band  is  a  special  band  for  industrial,  scientific  and  medical  use. 
Generally  speaking,  there  are  countries  that  have  retained  some  wireless 
spectrum  to  be  used  for  industrial,  scientific,  medical,  and  microwave 
applications. However, the provisions of the ISM band in different countries are 
inconsistent, but the 2.4 GHz band is a common ISM band in all countries. The 
ISM  band  is  attractive  because  it  is  license-free.  Therefore,  many  wireless 
networks like wireless LAN (IEEE 802.11b / IEEE 802.11g), Bluetooth, ZigBee 
and some other wireless networks, can work in the 2.4 GHz band all around the 
world. 

In wireless sensor networks, factors that affect communication can be mostly 
divided into two groups: one is interference, the other is multipath fading and 
attenuation. Wireless communication has an inherent broadcast characteristic. 
Usually, more than one network uses the ISM at any given location. Once the 
packet transmission takes place between sensor nodes, this characteristic would 
cause interferences from high power cross-technology networks,  such as the 
802.11 network,  or  other  devices  working in  the  ISM band  [4].  Under  this 
condition,  low power  transimission  signals  in  the  802.15.4  network  will  be 
affected by this kind of interference. In addition, wireless sensor networks are 
generally deployed in complex environments. Physical factors such as weather 
enviornment,  obstructions,  and some other  factors  will  affect  the  quality  of 
wireless communication as well [5]. Mostly, the physical factors lead to the ef-
fects like fading and attenuation. 

In practical industrial monitoring and process control applications, timeliness 
and reliability are strictly required. However, because of the reasons metioned 
above, packet transmission usually fails, causing errors and losses. Therefore, 
diagnosing and discriminating various factors that may result in wireless com-
munication failures will contribute to an accurate feedback and an effective ad-
justment. In this research, we are going to design a packet error classification 
algorithm, which can distinguish different reasons for undesired outcomes. 
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1.2 Overall aim
In practical industrial wireless communications, what causes packet corruption 
and loss is a problem that has to be solved and identified. Once errors occur,  
sensors  will  react  differently  to  multipath  fading  and  attenuation  and 
interference. In particular, when MFA occurs, a  shadow may appear caused by 
obstacles. The transmission signal will be reduced by these obstacles and cause 
more errors. Thus the traffic should quickly be rerouted. However, when there 
is  interference,  transmission channels  will  be completely interfered by other 
networks.  Therefore,  the  transmission  channel  should  ensure  a  reliable 
transmission.  In order  to make appropriate  adjustments under different  error 
conditions,  it  is  necessary  to  design  an  effective  packet  error  classification 
algorithm. This thesis project's overall aim is to design and implement a packet 
error classification algorithm on real devices armed with CC2420 transceiver 
chips.  The algorithm is focused on discriminating the error reasons between 
MFA and WLAN interference under the IEEE 802.15.4-2006 protocol. 

There is a paper on a field related to this thesis project called “Classification of 
packet  transmission  outcomes  in  wireless  sensor  networks”[3],  published  in 
2011.  This  paper  describes  a  method  to  separate  the  packet  errors  from 
collisions  to  weak signal  by the  Received  Signal  Strength  Indicator  (RSSI) 
value and Link Quality Indicator (LQI) value calculated from receive packets. 
This paper designs a joint RSSI-LQI based classifier for WSNs. This classifier 
can classify four types of outcomes: 1) Packet successfully received. 2) Error 
packet corrupted by collisions. 3) Error packet corrupted by weak signals. 4) 
Packet  loss.  However,  this  classifier  is  implemented  by  the  researchers  on 
CC2500  chips.  Here,  we  are  aiming  at  first  implementing  their  algorithm 
method  on  CC2420  chips,  and  then  test  their  classifier  and  evaluate 
performance.

Next, we are aiming at designing an improved algorithm. This improved model 
should have a better discrimination performance. As for the diagnostic part of 
the system,  the  the previously mentioned paper [3] focuses on separating the 
collision  packets  from weak signal  packets.  Our  research,  however,  aims  at 
distinguishing  the  WLAN  interferenced  packets  and   packets  corrupted  by 
multipath fading and attenuation (MFA).

Finally,  the  improved  model  will  be  implemented,  evaluated  and  a  final 
comprasion will be carried out.

1.3 Scope
This study focuses on distinguishing different causes for error packets when 
packets are transmitted between two wireless devices under the IEEE 802.15.4-
2006 protocol.

This research is on the physical layer in wireless sensor networks. Different 
types of error packets might be corrupted for different reasons. This research 
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will investigate features of all kinds of error packets collected separately  in 
different scenarios like MFA and WLAN. Since error packets collected in same 
scenario are corrupted for similar reasons, common features are easy to find 
when  compared.  After  comparison,  distinction  rules  will  be  developed  to 
separate those error types.

1.4 Concrete and verifiable goals
In this research, the concrete goals are spit into two parts. One is to put theory 
into practice, which means implementing the joint RSSI-LQI based algorithm 
proposed in paper [3] on MicaZ devices equipped with CC2420 transceivers. 
The  other  is  to  improve  the  performance  and  design  a  better  algorithm  if 
necessary.

The 6 following steps will lead to the achievement of these goals: 

1) Model RSSI and LQI value distribution in multipath fading and attenuation 
(MFA) scenario and WLAN interference scenario. (MATLAB)  

2) Train the parameters and implement the basic algorithm [3],  using the RSSI-
LQI distribution built from the practical scenario. (MATLAB and TinyOS)

3)  Model  F-BER  calculation  system  in  both  MFA  scenario  and  WLAN 
interference scenario. (MATLAB)

4)  Investigate  relationships  and  distributions  among  F-BER,  RSSI  and  LQI 
collected in different practical scenarios. (MATLAB)

5) Train the improved algorithm and implement it. (MATLAB and TinyOS)

6) Evaluate the two algorithms and make a comparison.

1.5 Outline
Chapter 2 provides a comprehensive overview of background, theory studies, 
and work related to this research.  Chapter 3 introduces the specific wireless 
sensor  transmission  model  established  with  MicaZ  devices  equipped  with 
CC2420  transceivers.  Chapter  4  describes  the  experiment  scenario  building 
method,  algorithm  analyzing  and  training  method,  implementation  and  the 
evaluation  method  design.  Chapter  5  presents  the  detailed  results  of  two 
algorithms, both before and after the improvement. It provides a comparison 
and  advantages  and  disadvantages of  this  system.  Chapter  6  defines  the 
conclusion of this thesis project.

4
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2 Background and Theory
2.1 Wireless Sensor Networks

Wireless sensor networks are composed of a several of tiny sensor nodes. These 
sensor  nodes  can  communicate  wirelessly  and  have  a  computing  capability 
through  their  self-organization.  The  sensor  nodes  cooperate,  collecting,  and 
processing information measured from objects within the coverage area, such as 
pressure,  noise,  humidity,  temperature  and  other  data  information.  After 
collecting  data  information  from  field  networks,  data  information  will  be 
transmitted to sink (gateway). The  users will receive this information through 
the internet or directly from the local equipment. This is a distributed intelligent 
network  system,  which  can  complete  the  assigned  tasks  independently 
according to the environment.

Figure 1. Architecture of Wireless Sensor Network 

As  the  wireless  sensor  network  structure  shows  in  Figure  1,  the  distance 
between  sensor  nodes  is  very  short.  In  wireless  communication,  multi-hop 
communication is generally used in the sensor field. Sensor nodes will transmit 
the monitoring data hop by hop alongside the other nodes. During the transfer, 
the  monitored  data  might  be  processed by several  nodes.  After  a  multi-hop 
route, the data is finally transmitted to the sink node, and arrives to user via the 
internet. Sometimes, the internet will be connected directly through a gateway, 
allowing users to remotely access the system. But sometimes, wireless sensor 
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networks run in a standalone environment. Many WSNs are disconnected from 
the internet and the decisions are made locally. 

2.2 IEEE 802.15.4-2006 
With  the  development  of  communication  technologies,  people  communicate 
within  a  few meters.  Therefore,  personal  area  network  (PAN)  and  wireless 
personal  area  network  (WPAN)  have  been  introduced  into  people's  lives. 
WPAN networks establish a wireless connection for devices in a close range. It 
connects several devices within a range of a few meters through wireless, so 
that devices can communicate with each other and even access the LAN or the 
internet.

The  IEEE 802.15.4-2006  standard  is  a  standard  developed  for  the  low-rate 
wireless personal area network (LR-WPAN). The IEEE 802.15.4 network is a 
collection of devices using the same transmission channel in one personal oper-
ating space (POS) and communicate with each other via the IEEE 802.15.4-
2006 standard. The protocol stack of the IEEE 802.15.4 network is based on the 
open system interconnection model (OSI). Figure 2 illustrates the OSI commu-
nication model of the Zigbee and IEEE 802.15.4-2006 protocol.

Figure 2. The Zigbee and IEEE 802.15.4-2006 Protocol Stack [6]

6



An  IEEE  802.15.4  Packet  Error  Classification  Algorithm:  Discriminating 
Between Multipath Fading and Attenuation and WLAN
Nan Chen 2014-11-01

Figure 3. Architecture of Blocks in the IEEE 802.15.4-2006 Transmitter and 
Receiver Chain [7]

As Figure 2 demonstrates, the Zigbee protocol defines layers above the network 
layer including the network layer, while, IEEE 802.15.4-2006 only defines the 
Medium Access Control (MAC) layer and the Physical (PHY) layer. It is worth 
noting that the IEEE 802.15.4 protocol gets low data rate, low power consump-
tion  and  low  cost  networking,  which  fits  the  WSNs'  requirements  entirely, 
though this standard was not specially developed for WSNs [8]. 

A LP-WPAN device comprises a PHY and a MAC sublayer. As Figure 3 shows, 
the PHY contains the radio frequency (RF) transceiver along with its low-level 
control mechanism. The MAC sublayer provides access to the physical channel 
for all types of transfer [7].

2.2.1 Physical Layer
As defined by IEEE 802.15.4-2006, two bands can be occupied by the PHY lay-
er standard. One is the 2.4 GHz band, the other is the 868/915 MHz band. The 
main function of the physical layer comprises the following aspects [7]:

1) Activate and dormant the RF transceiver;

2) Energy Detection (ED) for channel selection; 

3) Inform the application about the quality of the wireless link, link quality 
indicator (LQI); 

4) Clear channel assessment (CCA); 

5) Send and receive data packets.

7
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This research is  on the 2.4 GHz band version.  A 2450 MHz direct  squence 
spread spectrum (DSSS) PHY employs offset quadrature phase-shift keying (O-
QPSK) modulation, whose symbol rate is 62.5 ksymbol/s + 40 ppm  using 16-
ary orthogonal symbols.  The frequency band range is from around 2400 MHz 
to 2483.5 MHz. The chip rate of the 2.4 GHz band version is 2000 kchip/s and 
the bit rate of it is 250 kb/s. There are 16 channels available in the 2450 MHz 
band, and the center frequency of these channels is defined as follows:

Fc = 2405 + 5 (k - 11) in megahertz, for k = 11, 12, … , 26

where k is the channel number.

In the 2.4 GHz band, a max PHY packet size is defined as the maximum PHY 
service  data  unit  (PSDU),  the  size  in  octets  is  127.  The  majority  of  IEEE 
802.15.4  devices  are  expected  to  operate  with  a  transmit  powers  between 
-3dBm and 10 dBm, with 0 dBm being typical [7].

2.2.2 MAC Layer
There are two types of channel access: competitive access and non-competitive 
access. The IEEE 802.15.4 MAC protocol contains both types.

Figure 4. The Algorithmic Process of the CSMA/CA Mechanism [9] 
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In the channel access method based on competition, a carrier sensing multiple 
access  with a  collision  avoidance  (CSMA/CA) mechanism has  been widely 
used.

The basic idea of the CSMA/CA mechanism is as follows. If a node monitors 
the current channel and it is not available, a conflict may take place in the cur-
rent channel. Then the node will send the data by carrying out a random delay. 
After the delay is completed, the node will monitor the channel again. If the 
channel is still not available, the node will carry out a longer delay. The node 
will repeat this process until the data is sent successfully, or the maximum num-
ber of attempts has been reached.

2.2.3 Frame Structure
Below, four kinds of frame structures are defined. 

1) Beacon Frame:

The beacon frame is generated by the MAC layer of the master coordinator and 
is  transmitted to all slave devices in the network. This is to ensure that each 
slave  device  can  be  synchronized  with  the  master  coordinator.  The  beacon 
frame structure is displayed in Figure 5. In this picture, the MPDU part in the 
PHY layer is the MAC layer beacon frame, which is sent to the physical layer as 
the physical layer beacon packet payload. The MAC layer beacon frame MAC 
protocol data unit (MPDU) is composed of the MAC service data unit (MSDU), 
the  MAC  header  (MHR)  and  the  MAC  footer  (MFR).  MSDU  is  usually 
considered as  a  MAC payload,  which contains  the superframe specification, 
GTS fields, pending address fields, and beacon payload. The MHR contains the 
MAC frame control field, sequence number, addressing fields, and optionally 
the auxiliary security header. The MFR contains a 16-bit frame check sequence 
(FCS) [7]. 

Figure 5. Beacon Frame Format and the PHY Packet [7]

Being the physical layer beacon packet payload, the MPDU will be sent to the 
physical layer and considered as the PHY service data unit (PSDU) in PHY lay-
er.  Adding the  synchronization  header  (SHR) and the  physical  layer  header 
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(PHR)  together  with  the  PSDU,  a  beacon  packet  PHY protocol  data  unit 
(PPDU) has been constituted.

2) Data Frame:

The  data  frame  is  generated  when  data  transmission  is  required  between 
devices. However, the data  to be transmitted is generated by the application 
layer, and is then sent to the MAC layer. This is a process similar to the com-
positions shown above, meaning packaging the MPDU into a physical layer and 
then constituting the PPDU. Figure 6 below shows the process in detail.

Figure 6. Data Frame Format and the PHY Packet [7]

There are differences between beacon frame format and data frame format, es-
pecially inside the MSDU.

3) Acknowledgment Frame

The function of an acknowledgment frame is to ensure the reliability of com-
munication. Typically, after receiving the correct frame information, the receiv-
ing device will return an acknowledgment to the transmitting device to indicate 
that the corresponding information has been correctly received.

 Figure 7. Acknowledgment Frame Format [7]

10
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Once the receiving device receives the data, it will send the data to the error 
correction decoder via the PHY layer and MAC layer. After decoding, errors 
will be found. If no errors are found, an acknowledgment frame will be gener-
ated by the MAC layer. The receiver will then send the acknowledgment frame 
back to the transmitter.

4) MAC Layer Command Frame

In order  to control the operating state of the device, devices working in the 
same network will be controlled according to the actual needs. However, con-
trol commands are generated by the application layer. In the MAC layer, ac-
cording to the type of control command, the generated MAC layer command 
frame is shown below in Figure 8.

Figure 8. MAC Layer Command Frame Format [7]

2.2.4 Channel Distribution
As the features of the ISM band and the IEEE 802.15.4-2006 networks have 
been mentioned in previous chapters, the IEEE 802.15.4-2006 networks for this 
research are on the 2.4 GHz band. There are 16 channels for the IEEE 802.15.4-
2006 network to choose from and use.

The  2.4  GHz  band  is  a  universal  free  band.  The  IEEE  802.11b,  Zigbee, 
Bluetooth, RFID, and other networks will all adopt this band as a working band. 
Therefore, coexistence between the short-range wireless networks has attracted 
many scholars. 

This research aims to detect the interference from the IEEE 802.11b network by 
analyzing the features of transmission packets between devices. Figure 8 below 
shows  the  distribution  of  IEEE  802.15.4-2006  network  and  IEEE  802.11b 
networks.

11
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Figure 9(a).

Figure 9(b).

Figure 9. The Comparison of Frequency and Channel between the IEEE 
802.11b Network and IEEE 802.15.4-2006 Network [7]

The figures above clearly show the channel features of the IEEE 802.15.4-2006 
network and the IEEE 802.11b network. As we can see, there are 16 channels 
(11~26) for the IEEE 802.15.4-2006 network in the 2.4 GHz band version and 
13 channels (1~13) for the IEEE 802.11b network. From the frequency range of 
the  band  width,  two  networks  are  always  overlapping.  Every  continuous  4 
channels of the IEEE 802.15.4 network works on the overlapping frequency 
with 1 channel of the IEEE 802.11b network. What is more, the majority of 
IEEE 802.15.4 devices are expected to operate with the transmit power between 
-3 dBm and 10 dBm, with 0 dBm being typical [7]. However, IEEE 802.11b 
devices also operate with transmit powers up to 1W. Therefore, once the IEEE 
802.11b network and IEEE 802.15.4 network are detected working together in 
the same channel, the IEEE 802.15.4 network will get a really high interference 
from the IEEE 802.11b network. Under this condition, once collision happens, 
the IEEE 802.15.4 network needs to jump at least three adjacent channels to 
avoid the packet collision. 

2.3 MicaZ and 'CC2420'
MicaZ is a WSN mote built upon the IEEE 802.15.4 standard deveploped by 
Crossbow Technology.  It is  one of the most common mote systems used. A 
MicaZ sensor device is equipped with a CC2420 transceiver. A CC2420 chip is 
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a 2.4 GHz RF chip working under IEEE 802.15.4-2006 standard. The CC2420 
chip is also the first single-chip RF transceiver introduced by Chipcon AS. The 
MicaZ  device  equipped  with  the  CC2420  chip  includes  a  number  of  extra 
features,  and it is the first product for ZigBee RF devices.  ZigBee is also a 
wireless  technology  based  on  the  IEEE  802.15.4-2006  standard.  Based  on 
Chipcon's SmartRF 03 technology, the Micaz device equipped with a CC2420 
chip is made with high precision and requires minimal external components. It 
also  has  stable  performance  and  low  power  consumption.  Because  the 
selectivity and sensitivity index of CC2420 chips have already exceeded the 
requirement  of  the  IEEE 802.15.4-2006  standard,  the  CC2420 chip  ensures 
short distance communication with a validated and reliable quality.

The main features of CC2420 chips are following [10]:

1) Working frequency range is from 2.400 GHz to 2.4835 GHz;

2) Adopts the direct sequence spread spectrum required by standard IEEE 
802.15.4-2006; 

3) Data rates are up to 250 kbps, while chip rates are up to 2M chip/s; 

4) Uses O-QPSK modulation mode; 

5) The ability of anti-adjacent channel interference is high (39 dB); 

6) The IEEE 802.15.4-2006 MAC layer hardware can support many of the 
functions, such as automatic generation frame format, synchronous 
insertion and detection, 16 bit CRC checksum, power detection, fully 
automatic MAC layer security (CTR, CBC-MAC, CCM), and so on.

2.3.1 Frame Format of CC2420
Since  this  research  is  on  MicaZ  sensor  devices  equipped  with  CC2420 
transceiver chips, it is essential to understand the framework of CC2420 chips.

The  preceding  sections  have  described  the  frame  structure  of  the  IEEE 
802.15.4-2006 network in detail.  Figure 10 shows the schematic view of the 
IEEE 802.15.4 frame [10].

13



An  IEEE  802.15.4  Packet  Error  Classification  Algorithm:  Discriminating 
Between Multipath Fading and Attenuation and WLAN
Nan Chen 2014-11-01

Figure 10. Schematic View of The IEEE 802.15.4 Frame [10]

In the PHY layer protocol data unit (PPDU), SHR and PHR are included. SHR 
contains 4 bytes of preamble sequence, where 1 byte is occupied by SFD. The 
frame check sequence (FCS) is the frame related to RSSI value and correlation 
value. The 2 bytes of FCS can be obtained from the MAC footer. Once the MO-
DEMCTRL0.AUTOCRC control bit is enabled, the MFR frame will be auto-
matically  generated  and  verified  by  the  hardware.  Otherwise,  MODEMC-
TRL0.AUTOCRC should be enabled by programming, if error packets need to 
be received in the research. 

As Figure 11 shows the FCS frame includes 1 byte of RSSI value and 1 byte of 
correlation value. The correlation value is composed of 1 bit of CRC value and 
7 bits of LQI value. The transmitter sends the packet, where the 2 last bytes are 
CRC checksum. The receiver replaces these last 2 bytes with RSSI and LQI.

Figure 11. Data in RXFIFO when MDMCTRL0.AUTOCRC is set [10] 

2.3.2 RSSI Value and LQI Value
RSSI is short for received signal strength indicator, which is used to determine 
the link quality, and determine whether to increase the broadcast transmission 
intensity.  It  is  essentially  the  raw power  of  the  received signal.  In  wireless 
transmission,  the  average  RSSI  value  is  an  important  data  indicator  that 
determines the interference in channels.  Under  no-load conditions,  the RSSI 
value is  generally around -110dBm, while  in  the case of  business presence, 
average RSSI values are generally not more than -95dBm. If RSSI values are 
significantly increased, it is a guarantee that the reverse link interference exists.
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Based on the frame format of CC2420, devices provide two hardware based 
metrics. One is the RSSI value, the other is the LQI value. 

There are two ways to get the value of RSSI. One is to directly obtained the 
value  by  continuous  spectrum scanning,  the  other  to  analyze  the  corrupted 
packets  [11].  While  the  LQI  value  can  only be  acquired  from the  received 
packets.

In FCS the first 8 bits are replaced by the RSSI value, a signed 2's complement. 
CC2420 calculates  RSSI  and  LQI  for  incoming  packets  over  8  symbols  (4 
bytes) following the SFD [10]. The RSSI value can be referred to the power P at 
the RF pins:

P= RSSI_VAL + RSSI_OFFSET[dBm]

The  RSSI_OFFSET  is  approximately  -45.  The  RSSI  value  reading  from 
CC2420 is liner with the power and range in 100 dBm.

Figure 12. Typical RSSI Value and Input Power [10]

LQI  is  short  for  link  quality  indicator,  which  is  a  7  bits  unsigned  value 
transmitted  in  FCS after  the  RSSI.  It  is  the  chip  error  rate  over  the  first  8 
symbols after the SFD. Since the first bit of the correlation is the value of CRC, 
the following 7 bits comes to the unsigned LQI value ranged in 0 ~127. The 
higher number, the better the quality of the link.

2.4 Related Work
There are several previous works analyzing the differences of error packets in 
wireless networks. Paper [12] provides a systematic analysis method working 
on errors  occurring  at  chip  level.  They encoded every 4-bit  symbol   into a 
sequence of 32 chips. They call the 32 chips pseudo noise code (PN-Code) as a 
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whole.  As  the  packet  would  be  corrupted  by  interference,  fading,  and 
attenuation during transmission, the PN-Code chips will be corrupted under the 
same rule. However, the chip level information in paper [12] is not accessible in 
commercial WSN devices. In WSN devices, features are clearly different when 
checking the corrupted frames of the chips. Paper [13] uses RTS/CTS frames to 
separate collision from weak signal. However, the mentioned techniques are not 
applicable  to  the  WSNs  here  because  of  the  hardware  difference  and 
modulation scheme difference. The most important thing is that paper [13] has 
special focus on WLAN.

There has also been much research on IEEE 802.15.4 and  trying to find ways 
to  carry out channel  diagnostics.  Paper  [3]  serves  as a  guide for  this  thesis 
project. It provides a method for  distinguishing collision and weak signal by 
using a distribution of RSSI value and LQI value. These two parameters are 
widely exploited for packet error discrimination. The LQI value can only be 
analyzed  from the  received  packets,  while  the  RSSI  value  can  be  directly 
obtained  from  the  corrupted  packets  or  acquired  by  using  a  continuous 
spectrum scanning [14]-[18].  However,  basing channel  diagnoistics  on these 
two values alone is far from enough. Paper [11] was published in 2014 and 
written by Filip Barac. In addition to the basic indexes, like bit error rate (BER) 
and number of symbol errors (1 symbol = 1 OQPSK symbol = 4 bits), paper 
[11] also proposed a concept called error trace. The bit error position inside a 
packet  will  change  the  symbol  error  density  (SED).  The  SED  is  directly 
proportional to BER. Those parameters under the error trace method lead to a 
good discrimination performance. In this paper a frame bit error rate (F-BER) 
regulated algorithm based on a joint RSSI-LQI classifier  is designed, which 
may correctly  diagnose  the  channel  status.  It  is  a  comprehensive  algorithm 
combining the RSSI value, LQI value and a frame BER.
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3 Methodology and Model
In this chapter, some methodologies are introduced to complete this thesis pro-
ject. 

As the overall aim was described in the previous chapter, this project aims to 
work out a packet errors diagnostic system on wireless packet transmission in 
the  IEEE 802.15.4  network.  According to  my research,  the  reasons causing 
packet transmission errors in the IEEE 802.15.4 network are concluded as fol-
lows:  

1) Signal attenuation: As the signal propagates in the transmission medium, the 
signal attenuates. However, the main cause of attenuation is the law of conser-
vation of energy, but not absorption. Although there is no medium and absorp-
tionin vacuum, the signal still  attenuates.  This phenomenon is  called attenu-
ation.

2) Fading: In wireless communications, changes of the channel like time, geo-
graphical position and radio frequency, lead to random changes of the amp-
litude of the received signal, so-called signal fading. Fading is deviation of the 
attenuation, and it can be classified by three things: time, space, and frequency. 
There is  a common fading model,  called multipath fading. Multipath fading 
normally occurs  due  to  the  vector  superposition  of  signals  propagated  from 
multipaths at the receiving end. Because of  atmospheric ducting, ionospheric 
reflection and refraction, and reflection from water bodies and terrestrial objects 
such as mountaions and buildings, radio signals will reach the receiving end by 
two or more paths. This kind of multipath propagation results in multipath fad-
ing.

3) Collision: As the name suggests, packet conflicts cause collisions. This hap-
pens when more than one packet is transmitted at the same time. In communica-
tions, base station A sends information to base station B, but base station C also 
sends information to B, because A does not detect C, which causes a collision. 
In addition to the existences of hidden nodes, packets transmitted in the IEEE 
802.11 network can also conflict with packets transmitted in the IEEE 802.15.4 
network. Both of these standards are working on the 2.4GHz ISM band, and 
sometime, they work on same frequency.

This project focuses on ways to discriminate packet corruption between mul-
tipath fading and attenuation (MFA) and interference from the IEEE 802.11 net-
work (WLAN Interference). There are three stages. The first stage is to study 
the algorithm proposed in paper [3] and try to implement it on real devices. To 
complete this stage, a large amount of data should first be collected. Because it 
is a statistically based algorithm, anaylsing and calculating these statistics in 
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MATLAB, the parameters of the algorithm can be trained, and finally imple-
mented on TinyOS. The second stage is improving the performance of the sys-
tem. In order to come up with a new idea for the algorithm, functions not per-
forming well enough should be found. Ideas should be simulated and trained in 
MATLAB using the same input, and then the outputs can be compared. The 
third stage is to evaluate and compare the final results collected from the real 
transmission model between the former algorithm and the improved algorithm, 
using a designed evaluation method.

3.1 Hardware and software used in thesis
In order to meet the requirements of researching and completing the project, 
both hardware and software are needed. For the hardware, at least two CC2420 
devices, one programming board, at least one personal computer, one router and 
cables are needed. For the software, TinyOS is a commonly used operating sys-
tem for sensor devices programming. Iperf and Jperf are used when collecting 
packets. These software work together with the computer and router, and they 
are used to generate WLAN traffic. Wi-Spy is a software used to detect and 
monitor the IEEE 802.11 network. Finally, MATLAB and Microsoft Excel are 
needed. They are usually used for simulation, algorithm training and also result 
evaluation.

In this research, a short distance wireless transmission model will be built under 
the Zigbee standard through the CC2420 devices. There is a simple transmittion 
model shown in Figure 13. Packets are transmitted from the transmitting node 
to the receiving node. The receiver is connected with a laptop computer monit-
oring the receiving packets.  

Figure 13. Packet Transmission Model

In this transmission model, 

1. The transmitter is a MicaZ sensor device equipped with a CC2420 tran-
sciever chip. It is moted with three basic programs, initial boot model, 
beacon receiving model and data packet transmiting model.
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2. The receiver is also a MicaZ sensor device equipped with a CC2420 
transciever chip. It is moted with programs of initial boot model, beacon 
transmiting model, data packet receiving model, and data analysis and 
processing model.

3. The laptop is here considered as a data monitor and connected to the re-
ceiving node with a cable. There is serial port on the receiver for up-
loading data and necessary processing information to the laptop directly. 
The laptop is able to monitor the receiver and analyse results.

In  the  transmission  process,  MFA is  inevitable,  but  its  effect  is  not  always 
strong enough. For example, when nodes are close and there is LOS. Compared 
with MFA, WLAN interference is optional and controllable in experiments. In 
some cases, packet transmission is seriously affected by WLAN interference. In 
other cases, there is only MFA or accidental microwaves. Microwave signals 
are all signals with frequencies between 300 MHz and 300 GHz. For example, a 
microwave signal from a microwave oven is a kind of interference signal,  in 
addition to WLAN signals. It can also corrupt the transmission packet, but its 
existence is accidental.

3.2 Data Collection Method
In most wireless sensor network transmission cases, MFA is the main cause of 
packet errors. But as WLAN has increased in popularity, many wirless sensor 
transmission environments are interferenced by WLAN. With parts of the spec-
trum overlaid, it is necessary to distinguish MFA and WLAN. In this research, 
MFA and WLAN interference are the two main factors usually affecting the 
packet transmission. In order to find the corrupted packets' features under these 
two conditions, packets should be collected only with one factor at a time. Un-
der this circumstance, at least two scenarios are needed in the data collection 
model. One is the MFA scenario, the other is the WLAN interference scenario. 

In the MFA scenario, the transmitter is always hidden at a place where there 
should  be no WLAN on the same frequency. What is more, there should be a 
lot of furniture, doors, walls, and other obstacles to create a multipath propaga-
tion environment. In the WLAN interference scenario, there should be no direct 
obstacles between transmitter and receiver. Straight propagation is suggested in 
the WLAN interference scenario. However, it is in fact impossible to avoid at-
tenuation completely in transmission. 

After setting up the scenario, the transmitting node and receiving node together 
with the laptop should be standing by to capture packets. In this section, the 
MicaZ devices are connected to the mib520 port; the receiving device is serial 
connected with the laptop; data packet information received by the receiving 
antenna is logged to txt. files on  the laptop; the laptop converts the txt. files 
into Excel files. Finally useful and vaild data information will be filtered  and 
picked up for calculation from those Excel files.

19



An  IEEE  802.15.4  Packet  Error  Classification  Algorithm:  Discriminating 
Between Multipath Fading and Attenuation and WLAN
Nan Chen 2014-11-01

3.3 Training Model and Method
Two algorithms will  be compared in the following chapter.  One is  the joint 
RSSI-LQI algorithm (basic algorithm) introduced in paper [3], the other is the 
F-BER regulated algorithm (improved algorithm) designed in this paper. Before 
these two algorithms are implemented on the device, the two algorithms should 
be trained.

Since both algorithms are statistically based, the process of data collection will 
be critical.  After data has been collected, the training part  begins. The main 
software  used  for  training  is  MATLAB and  Microsoft  Excel.  Two  training 
models are built here. The first training model works on the RSSI value and 
LQI value obtained from received packets  transmitted in  separate  scenarios. 
The second training model is built for an improvement algorithm, which works 
on not only the RSSI-LQI sets but the F-BER distributions. The main idea of 
the training method is shown in Figure 14, which applies same input but looks 
for different outputs. 

Figure 14. Training Method Flow Chart     

In this training model, at least 50,000 valid packets should be collected, not 
only  for  the  MFA scenario  but  for  the  WLAN scenario  as  well.  Using  the 
method  in  section  3.2,  data  packet  information  received  by  the  receiver  is 
converted into Excel files on the laptop at last. In these Excel files, each packet 
should consist of packet header, packet payloads and packet footer. Since the 
CRC function has been disabled in basic programming for devices, both correct 
and corrupted  packets  can be received.  For  training,  only corrupted  packets 
with expected length are needed. The number is up to 50,000 for both scenarios.

Two input sets M and W are built in this training model. They present a set of  
(RSSI,  LQI,  F-BER)  values  for  each  valid  packets  collected  in  separately 
corresponding scenarios, the MFA scenario and WLAN scenario. Output sets 
M1,M2  and  W1,  W2  present  the  distinguishing  abilities  corresponding  to 
different algorithms in different scenarios.
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Percentage of each set M1, M2, and W1, W2 meaning the percentage of cases 
in which the algorithm has correctly determined the cause of packet error.

3.4 Obtaining the Inputs for the Algorithm
In this research, inputs for training are collected into two sets, M and W. Each 
set consists of the elements (RSSI, LQI, F-BER). For every packet that was 
received by the receiver, values of RSSI and LQI are converted as a part of the 
packet footer. Therefore, the RSSI value and the LQI value can be obtained and 
inconverted from the footer of each received packet. F-BER is short for frame 
bit error rate. Unlike RSSI and LQI, this value cannot be directly obtained from 
the received  packet. In order to calculate the value of F-BER, XOR has been 
used between error payloads and correct payloads. The details of calculating are 
described in section 4.2.2.

3.5 Evaluation Method
The choice of criterion is the most important part for evaluating the effect of a 
project. It defines the level that a reasonable implementation should reach, and 
furthermore the definite goal the implementation should achieve. In this project, 
different  designs  and implementations  use the same criterion of  correct  rate 
percentages to get a fair and intuitive evaluation.

The classification percison (CP) is an intuitive and persuasive criterion for a 
discriminating system. Since all the packets received by the receiving sensor 
node will  be stored in  the storage area of  the device,  it  is  easy to  separate 
corrupted packets from correct packets. All the corrupted packets and partial 
correct packets are going to be executed by a judgment function where it will be 
determined  if  the  packet  is  considered  to  be  corrupted  by MFA or  WLAN 
interference. In this way, two scenarios are needed. In order to get a convincing 
evaluation result, one scenario will be built definitely avoiding the rest factors 
that could influence the channel. This means that if transmission takes place in 
a  MFA scenario,  factors  like  WLAN, microwaves,  hidden  nodes  and so  on 
should be avoided as far as possible. When transmission takes place in a WLAN 
scenario, factors like MFA or hidden nodes should also be avoided.

The classification percision (CP) in this  research is  considered an important 
criterion. CP is a percentage result when the number of right events is divided 
by the amount of total events. In order to calculate CP and to compare the two 
algorithms previously mentioned, the concept of event should be described in 
detail. Events are here considered as judgement events (JE). The classification 
percision (CP) is defined as:
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Where NRJ refers to the number of right judgement; NJE refers to the number 
of total judgement events.  

Because different definitions of the two algorithms should be compared, the 
number of judgement events (NJE) has two calculation methods. In the  basic 
algorithm proposed in paper [3], judgement event (JE) is defined as any one of 
the corrupted packets received by receiver. Then the number of JE (NJE) in the 
basic algorithm equals the total number of received error packets.

In the improved algorithm, JE is  defined as a group of packets  including a 
group of consecutive error packets and at least one continued correct packet. In 
this improved algorithm, frame bit error rates are calculated and considered as 
one of the factors for classification. In order to realise the calculation of F-BER, 
the receiver should know what the correct packet payloads in  the data packet 
should be. Having received a corrupted packet, the receiver should be waiting 
until a correct packet is received. This is why a JE of this improved F-BER 
regulated algorithm contains a group of consecutive packets. Once a corrupted 
packet is received, the system will keep waiting for the next packets until a 
correct packet is received, and then JE counts. Therefore the NJE in improved 
F-BER regulated algorithm equals the number of groups defined above. 
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4 Design and Implementation
The previous  chapter  introduced the  models and  methods that constructed in 
this thesis project. In this chapter, observations from the data collected for train-
ing will be presented. In addition, the design and implementation of the two al-
gorithms, the joint RSSI-LQI algorithm and the F-BER regulated algorithm, 
will be described in detail.

4.1 Data Measurement and Analysis
In this section, a wide variety of indoor scenes were assigned to receive a large 
number of transmission packets measured in experiments.  In order to collect 
the most valid data in the shortest time, a simple transmission model has been 
used where the transmitter  sends data packets to the receiver in every fixed 
interval time, and the receiver stores all the packets received within an integral 
header, footer and payloads.

4.1.1 Statistical Characteristics of RSSI and LQI
According to the method of data analyzing provided in the paper serving as 
guide [3], the RSSI value and LQI value obtained from received error packets 
are also integrated in this research. As demonstrated by Figure 15 and Figure 
16,  10  thousand  error  packets  are  intercepted  with  different  RSSI  and  LQI 
values packaged inside. Figure 15 displays the regular distribution of RSSI and 
LQI values  acquired  from the  received corrupted  packets  transmitted  in  the 
WLAN scenario. And Figure 16 shows the distribution of RSSI and LQI values 
obtained from the received corrupted packets transmitted in the MFA scenario.

Figure 15. Distribution of RSSI and LQI in the WLAN Scenario
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Figure 16. Distribution of RSSI and LQI in the MFA Scenario

Comparing  the  RSSI  values  obtained  from the  WLAN  scenario  with  those 
acquired from the MFA scenario, most of the values are higher than -40 dBm in 
Figure 15, while most of the values in Figure 16 are between -42 dBm to -50 
dBm. What is more, differences between the distributions of LQI values are far 
more significant. Most of the LQI values in Figure 15 are concentrated in 100 
to 110. However, most of the LQI values in Figure 16 are located between 50 
and 80. 

Figure 17. The Two-dimensional Distribution Map on RSSI and LQI values

As the central idea of the algorithm proposed in paper serving as guide [3] is to 
build a linear regression equation on the RSSI value and the LQI value, it is 
necessary  to  observe  and  analyze  the  two-dimensional  distribution  a  map 
located  between  RSSI  and  LQI.  As  Figure  17  shows,  the  RSSI-LQI 
distributions in different scenarios are located in different ranges. These two 
distributions intersect partly but mostly do not overlay.  

4.1.2 Statistical Characteristics of F-BER
F-BER is short for frame bit error rate. In order to provide a reliable link layer 
for communications, link layer protocol for sensor networks generally provides 
a link layer retransmission function. Once the receiving node receives an error 

24



An  IEEE  802.15.4  Packet  Error  Classification  Algorithm:  Discriminating 
Between Multipath Fading and Attenuation and WLAN
Nan Chen 2014-11-01

packet, it will be stored inside the buffer and keep receiving and storing until a 
correct packet is received. 

The F-BER value is calculated by comparing the correct packet and the group 
of error packets. If the receiving node receives more than one error packet, the 
final F-BER value of this group of packets will be calculated by averaging the 
F-BER value of each error packet. 

Figure 18. The CDF of F-BERs in the WLAN and MFA scenarios

Figure  18  shows  the  F-BER  cumulative  distributions  under  different 
experimental  scenarios.  Distribution  of  transmission  packets  corrupted  by 
WLAN (red line) is wider than MFA (blue line). For example, 80% of the error 
packets due to MFA have F-BERs of less than 0.03. While on the other side, 
only  10% of  error  packets  due  to  WLAN have  F-BERs  of  less  than  0.03. 
Meanwhile, only 5% of error packets due to MFA have F-BERs of more than 
0.1, while 40% of error packets due to WLAN have F-BERs of more than 0.1. 

Therefore, F-BER will be a persuasive indicator when discriminating MFA and 
WLAN.

4.2 Algorithm Design
In this section, two algorithms will be introduced. One is from previous work 
[3] and the other is an improvement of the first one.

4.2.1 The Joint RSSI-LQI Algorithm
For the two given scenairos MFA and WLAN, the type  x of error packets is 
known,  where  x  {∈ m,  w}  corresponds  to  MFA and  WLAN  interference 
respectively.  Two indicators,  RSSI  and LQI,  are  directly  obtained  from the 
received corrupted packets as a set of coordinates (Rx, Lx), x  {∈ m, w}, just as 
Figure 16 shows above. 
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In a linear regression analysis, only one independent variable and one 
dependent variable are included and the relationship between these two vari-
ables is available in an approximately straight line. In this algorithm, points 
(Rx, Lx) in different sets m and w are considered as (Rm, Lm) and (Rw, Lw), 
where the linear regression fit is calculated as:

Lx = axRx+bx , x  {∈ m, w}

In general, the linear regression equation can be obtained by the least squares 
method:

In the equation,      is the average RSSI values in x set, and      is the average 
LQI values in  x set.  Rxi and  Lxi present the  i-th RSSI value and LQI value 
respectively in x set.

With packets received by the receiver, the CRC value can be directly computed 
from the correlation part of the packet. If CRC equals 1, it  means the exact 
packet  is  a  corret  packet.  If  CRC  equals  0,  an  incorrect  packet  has  been 
received.  In  order  to  discriminate  the  types  of  error  packets,  (Rx,  Lx)  is 
obtained. If (Rx, Lx)  { (∈ Rm, Lm) }, and (Rx, Lx)    { (Rw, Lw) }, this error 
packet is considered to be corrupted by MFA. And vice versa, if  (Rx, Lx) ∈ 
{ (Rw, Lw) }, and (Rx, Lx)     { (Rm, Lm) }, this error packet is considered to be 
corrupted by WLAN. 

However, there is a range where the sets of  m and  w are overlaid.      is the 
predicted LQI value for error type  x.  Using the coefficients  ax and  bx of the 
corresponding linear regression, 

     =  axRxi+bx, x  {∈ m, w}. 

There will be a differential value between the predicted         and actual        , 
we call it dy , 

dy = arg min |       - Lxi|, x  {∈ m, w},y  {∈ m, w}. 

When discriminating the type of error packets, if (Rx, Lx)    { (Rm, Lm) } and 
(Rx, Lx)     { (Rw, Lw) }, the packet will be discriminated by dy. 

If y=m, the packet is considered to be corrupted by MFA. If y=w, the packet is 
considered  to  be  corrupted  by WLAN. This  joint  RSSI-LQI algorithm flow 
chart is shown in Figure 19 below.
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Figure 19. Algorithm Flowchart of the Joint RSSI-LQI-based Classifier

4.2.2 The F-BER Regulated Algorithm
The results of the training shows that two indicators, RSSI and LQI, are far 
from enough to perform a good discrimination. In this section, an improved F-
BER regulated algorithm will be presented. 

This  improved  F-BER regulated  algorithm is  based  on  the  joint  RSSI-LQI 
algorithm,  which  means  that  three  indicators  F-BER,  RSSI  and  LQI,  are 
accordingly combined in this algorithm. 

An  integral  received  transmission  packet  in  this  research  contains  packet 
header, packet payload and packet footer, which follow the standard of IEEE 
801.15.4-2006.

Figure 20. Data Packet Frame Format Implemented in TinyOS-2.1.0

Broadly speaking, F-BER is divided into header frame bit error rate (HF-BER) 
and payload frame bit error rate (PF-BER). In this research, the F-BER value 
includes both header frames and payload frames. 

There are differences between the basic algorithm and the improved algorithm. 
For each error packet received by the transmission receiver, the basic algorithm 
makes one decision. While the improved algorithm makes one decision after 
receiving a group of packets. Under this condition, if an error packet comes, the 
receiver programmed by the improved algorithm needs to wait and make the 
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judgement after a correct packet is received. Although RSSI and LQI indicators 
are still used in the improved discriminator, F-BER regulation has been adopted 
before  computing  the  linear  regression  fit  of  RSSI  and  LQI.  In  addition 
averaging formulas are added into this algorithm to ensure reliability.  

Meanwhile,  there  are  common  points  between  the  basic  joint  RSSI-LQI 
algorithm and the improved F-BER regulated algorithm. Both of them use a 
linear regression equation to fit the RSSI value and LQI value. 

Figure 21. Algorithm Flowchart of the F-BER Regulated Discriminator

As Figure 21 shows, there is an n ╳ 4 bytes buffer that has to be opened to store 
indicators computed from the corresponding error packet.  Since the algorithm 
waits for the first correct packet after receiving an error packet, because of the 
request to calculate F-BER, there are at least 2 packets in one group, meaning n 
>=2. As Figure 18 showed in section 4.1.2, error packets corrupted by WLAN 
has a higher BER than packets corrupted by MFA. According to this feature and 
the cumulative distributions of F-BER, the minimum threshold of F-BER can 
be set as 0.03 to ensure that at least 80% of the MFA type error packets can be 
discriminated. At the same time, the maximum threshold of F-BER can be set 
higher than 0.10 to ensure that at least 40% of the WLAN type error packets 
can be discriminated with only 0.5% of MFA type error packets being sacrificed 
.

After F-BER regulation,  RSSI and LQI indicators fitted by linear regression 
equations are still going to come into use for discrimination. For each Rxi and 
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Lxi obtained  from the  error  packet,  dmi and  dwi will  be  computed  by the 
formular in Figure 21. When the correct packet is received, all the dm and dw 
will be averaged respectively. If y = m, this group of packets are considered as 
MFA type error packets. If not, this group of packets is considered as WLAN 
type error packets. 

4.3 Algorithm Implementation
In  this  thesis  project,  both  of  the  algorithms  presented  above  have  to  be 
implemented on MicaZ motes armed with CC2420 chips. MicaZ motes could at 
most achieve  the  output  power  of  0  dBm  and  have  a  -94  dBm  receiver 
sensitivity.  In  this  research,  all  the  codes  embedded  inside  sensors  are 
programmed by TinyOS-2.1.0. In this section, the implementations of the joint 
RSSI-LQI based classifier and the F-BER regulated discriminator are described. 
Both of these algorithms can diagnose the causes of each error packet at the 
receiver side. 

The pseudo code of the joint RSSI-LQI based classifier is shown in Algorithm 
1, while the pseudo code of the F-BER regulated discriminator is presented in 
Algorithm 2.

Algorithm 1 The joint RSSI-LQI based algorithm
1: obtain the CRC value;
2: if crc=1 then
3: wait for the next packet;
4: else
5: obtain the RSSI value Rx and LQI value Lx;
6: Lm=amRx+bm; Lw=awRx+bw;
7: compute upper and lower limits of Lm (Lml, Lmu), and Lw (Lwl, Lwu);
8: if (Lml<Lx<Lmu and Lx>Lwu and Lx<Lwl) then
9:   packet is corrupted by MFA;
10: else if (Lwl<Lx<Lwu and Lx>Lmu and Lx<Lml) then
11:   packet is corrupted by WLAN;
12: else
13:   dm=abs(Lm-Lx); dw=abs(Lw-Lx);
14:   if (dm<dw) then
15: packet is corrupted by MFA;
16:   else
17: packet is corrupted by WLAN;
18:   end if
19: end if
20: end if

Compared  with  the  joint  RSSI-LQI  based  algorithm,  the  F-BER  regulated 
algorithm is  more  complicated.  In  the  latter  algorithm,  there  are  4  steps  to 
discriminate the  cause of error between MFA and WLAN. They are computing, 
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storing,  re-computing  and then  discriminating.  In  Algorithm 2,  only pseudo 
codes after storing are presented.

Algorithm 2 The F-BER regulated algorithm
1: obtain the n ╳ 4 storage buffer ;
2: compute the average F-BER =(FBER1+FBER2+...+FBERn-1)/(n-1) ;
3: if (F-BER <0.03) then
4: packet is corrupted by MFA;
5: else if (F-BER >0.1) then
6: packet is corrupted by WLAN;
7: else
8: for (i=1; i<=n; i++) 
9: Lmi=amRxi+bm; Lwi=awRxi+bw;
10: dmi=abs(Lmi-Lxi); dwi=abs(Lwi-Lxi);
11: end for
12: compute the average dm=(dm1+dm2+...+dmn-1)/(n-1);
13: compute the average dw=(dw1+dw2+...+dwn-1)/(n-1);
14: if (dm<dw) then
15: packet is corrupted by MFA;
16: else
17: packet is corrupted by WLAN;
18: end if
19: end if

A MicaZ device connected to a MIB520 USB interface board is considered as a 
receiving node. It is connected with a personal computer where all the packets 
information received can be printed out according to the requirements. In this 
way, the processes of transmission and discriminator execution are monitored. 
The results  of executing the joint RSSI-LQI based classifier  and the F-BER 
regulated discriminator are evaluated in the following chapter.  
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5 Evaluation Results
5.1 Experimental Scenarios

As the evaluation method introduced in the previous chapter suggested,  two 
basic  secnarioes  have  to  be  established  in  this  research.  One  is  the  MFA 
scenario, the other is the WLAN interference scenario.

In  order  to  construct  a  scenario  with  only  MFA or  WLAN  interference, 
equipment should be carefully positioned before starting the transmission. In 
this research, three different indoor environments found in our daily life have 
been  used.  1)  The  corridor  of  a  student  campus  apartment  (Apartment 
Corridor). 2) A laboratory for master students (Lab Room). 3) A study room in 
the  M building  at  Mid Sweden  Universtiy  (Study Room).  The  following  3 
figures show the transmission setups in these 3 environments.

Figure 22. The Transmission Model Setup in the Apartment Corridor

As the picture shows in Figure 22, there is one receiver and one transmitter in 
this model, and both of these devices are MicaZ motes armed with CC2420 
transceiver  chips.  The  receiver  in  the  red  circle  is  connected  with  a  laptop 
where  the  transmission  environment  is  monitored.  The  distance  between 
transmiter  and  receiver  is  about  5-8  meters.  A  similar  construction  of 
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transmission model is used in the Lab Room. Figure 23 shows the details of the 
setup.

Figure 23. The Transmission Model Setup in the Lab Room

After observing the layouts in the Apartment Corridor and Lab Room, common 
points are obviously found. In both of these environments, devices are placed in 
a straight line where there are no obstacles between the transmitter and receiver 
except for a router shown in the blue circle. The distance between transmitter 
and  receiver  is  about  5-8  meters.  These  setups  are  used  for  the  WLAN 
interference scenario. In the WLAN interference scenario, the primary task is to 
avoid MFA corruption in transmissions.  There must be no moving obstacles 
between transmissions,  like  people  crossing.  However,  the  router  is  used  to 
create WLAN interference.

Meanwhile, Figure 24 and Figure 25 show the transmission setups of the MFA 
scenario. In all experiments, the maximum transmit power is 0 dBm.
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Figure 24. The Transmission Model Setup at Study Room (a)

Figure 25. The Transmission Model Setup at Study Room (b)

The pictures  above  in  Figure  24  and  Figure  25  show the  placement  of  the 
devices to construct a MFA scenario at the Study Rooms. The pictures show 
that there are two devices, one transmitter and one receiver. They need to be far 
away from each other so that one is inside the room and the other outside the 
room. In this scenario, the transmitter is placed in several  positions around the 
room to construct different experiments. There are walls, doors, tables, chairs, 
and  other  obstacles  in  this  environment.  For  this  MFA  scenario,  the 
transmission in the MFA scenario should use the channels that are free from 
WLAN interference.

The Study Room is in a corner of the building in the university, where there is  
little microwave interference around. Although we cannot avoid the public Wi-
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Fi provided by the university in this environment, interference in channel 26 
(IEEE 802.15.4 channel standard) is little enough to be ignored. For the other 
two environments, the WLAN interference is all around.

5.2 Experimental Setups
5.2.1 Environmental Monitoring

In the evaluation experiments, a Wi-Spy[19] Dbx 2.4/5 GHz spectrum analyzer 
has been used to monitor the spectral occupancy of WLAN networks. There are 
some snapshots  of  the  2.4  GHz spectrum during  the  experiments  shown in 
Figure 26 and Figure 27. They were cut when monitoring the experiments in the 
three environments.

Figure 26. Screenshot of the 2.4 GHz Spectrum during the Experiments in the 
Apartment Corridor

As  the  figure  above  shows,  a  lot  of  WLAN networks  are  detected  and are 
sharing  the  spectrum  band  with  the  IEEE  802.15.4  network.  The  channel 
numbers presented in Figure 26 follow the IEEE 802.15.4 standard and a lot of 
networks with different names are overlaying.

Figure 27. Screenshot of a 2.4 GHz Spectrum during the Experiments in the 
Study Room 

Figure  27  shows  the  WLAN  networks  being  detected  when  doing  the 
experiments  in  the  MFA scenario.  There  are  two  public  WLAN  networks 
provided by the university. They are overlaying the 11, 12, 13, 14 channels and 
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the 21, 22, 23, 24 channels of the IEEE 802.15.4 network. Packets are sent on 
channel 26, which is WLAN-free. 

5.2.2 WLAN Interference Generation 
In order to create a good quality WLAN interference scenario, Iperf and Jperf 
software  were  used  to  have  complete  control  over  WLAN  traffic  that  will 
interfere with WSN traffic in the experiments. 

Iperf is a measurement tool for TCP and UDP. It can measure the maximum 
TCP  bandwidth  and  it  allows  the  tuning  of  various  parameters  and  UDP 
characteristics. In this research, Iperf is used to generate the WLAN packets at 
maximum size and maximum bit rate. Jperf is an interface which is directly 
connected with Iperf.

Figure 28. A Screenshot for Work Surface of Jperf 

In Figure 28, the computer in which Jperf is installed is working as a client. The 
server address is pointing to the router. As the graph showed in Figure 28, the 
client generates WLAN packets and sends them to the router by an interval of 1 
second.

5.3 Experimental Results and Comparison
There are two scenarios established for evaluation, and three environments for 
two scenarios. Out of these three environments, two of them are constructed for 
WLAN interference scenario, and the rest is for MFA scenario. 

In  this  section,  10  experiments  for  each  scenario  are  carried  out  and 5,000 
packets will be collected for each experiment. It is worth noting that all the 
channel numbers 11, 12, 22, 23, 26 mentioned in the following description are 
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under  the  IEEE  802.15.4  standard.  In  addition,  all  packets  transmitted  in 
experiments have a size of 30 to 60 bytes. 

Out of the experiments for the WLAN scenario, 5 of them are carried out in the 
Lab Room, and the transmissions are operated on channels 11, 12, 22, and 23. 
The  remaining  experiments  for  the  WLAN  scenario  are  carried  out  in  the 
Apartment Corridor, and the transmissions are operated on WSN channel 12 
and 13, overlapping WLAN channel 1. 

Table 1. Result Parameters for 5 Experiments in the Lab Room

Table 2.  Result Parameters for 5 Experiments in the Apartment Corridor

The 10 experiments where the transmitter is hidden in different places, for MFA 
scenario, are all carried out at Study Room. All the transmissions are operated 
on WSN channel 26. 
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Table 3. Result Parameters for 10 Experiments at the Study Room

All the experimental results shown in Table 1 to 3 above are under the improved 
F-BER  regulation  algorithm.  In  these  tables,  correct  rate  refers  to  the 
classification percison of this algorithm, which equals to the amount of correct 
judgment events divided by the total amount of judgment events. The average 
number of necessary packet displayed in the tables above refers to that there 
should be waiting for the number of packets and then making for one judgment 
event decision. The average execution time means the average waiting time for 
making one decision.

5.3.1 Compared with the Joint RSSI-LQI-based Algorithm
In  order  to  make  a  fair  comparison,  all  experimental  parameters  and  the 
transmission model setups are kept unchanged. Under these circumstances, 10 
experiments  for  each  scenario  are  carried  out  in  Table  4  and  5,  and  the 
compaison results are shown below in Figure 29 and 30. 
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Table 4. The Classification Percision for Basic Algorithm in the MFA Scenario

Figure 29. Classification Percision Comparison between Algorithms in the MFA 
Scenario

The blue  line  in  Figure  29  refers  to  the  percentage  of  correct  rates  in  this 
improved F-BER regulated algorithm, while the red line in Figure 29 refers to 
the percentage of correct rates in the joint RSSI-LQI based algorithm. The last 
percentages present the total percentage of these 10 experiments. 
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Table 5. The Classification Percision for Basic Algorithm in the WLAN 
Scenario

Figure 30. Correct Rate Comparison between Algorithms in the WLAN 
Scenario

Both Figure 29 and Figure 30 show the classification  percision comparison 
between  the  joint  RSSI-LQI-based  algorithm  and  the  F-BER-regulated 
algorithm.  As  can  be  seen  in  the  figure,  the  F-BER-regulated  algorithm 
performs  better  than  the  joint  RSSI-LQI-based  algorithm both  in  the  MFA 
scenario  and  WLAN  scenario.  The  final  percentage  result  in  the  WLAN 
scenario  has  been  improved  by  about  8%  from  79.13%  to  87.63%;  the 
percentage result in the MFA scenario has been improved by about 4% from 
87.72%  to  91.72%.  Compared  with  the  MFA scenario,  results  for  WLAN 
scenario present a big increase by adding the F-BER regulation though it does 
not exceed 90%.  
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Generally  speaking,  there  are  some points  where  the  percentage  results  are 
similar between the blue line and the red line. Even in extreme cases the red 
point performs better than the blue point, just like Figure 31 shows. However, 
all  results  presented in  the figures are reasonable.  We cannot guarantee that 
every experiment is measured under excellent environmental conditions, and at 
the same time, different environmental conditions vary the results. 

Figure 31. A Comparison Figure with Bad Experimental Results

However, when doing the experiments in one scenario, factors that lead to the 
other reason should be avoid as much as possible, but it is not easy to avoid 
them completely. For example, microwave from oven is one of the factors that 
cannot be controlled.

By redoing the 9th group of experiments at the corresponding places with the 
same parameters and the same equipment layout, the results are those showen 
in  Figure  30.  In  reality,  one  can  not  control  the  environment,  so accidental 
factors are not necessarily problematic, as long as they are not dominating the 
intended  factor  in  the  experiment  (MFA or  WLAN).  In  this  case,  we  may 
assume that the data packet will be destroyed by accidentally factors, such as 
microwave oven interference, signal absorption or a special movable barriers 
that cannot be entirely controlled. 

5.3.2 Compared with the LPED Algorithm
LPED is  short  for  Lightweight  Packet  Error  Discriminator  [11],  which  was 
proposed  by Filip  Barac.  However,  both  the  LPED algorithm introduced  in 
paper [11] and the F-BER regulated algorithm presented in this paper focus on 
discriminating  what  corrupts  the  packets  transmitted  in  wireless  sensor 
networks, MFA or WLAN interference. 

From the evaluation results presented in the last section, the accuracy of the F-
BER regulated discriminator in the MFA scenario is 91.72%, and the accuracy 
of the F-BER regulated discriminator in the WLAN scenario is 87.63%. The 
accuracy of the LPED classifier in the MFA scenario is 90.48% for 30 bytes 
packets and 96.30% for 60 bytes packets. The accuracy of the LPED classifier 
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in the WLAN scenario is 96.21% for 30 bytes packets and 97.27% for 60 bytes 
packets.

What is more, the LPED classifier is able to correctly diagnose the channel state 
from a single corrupted packet, while the F-BER regulated discriminator is able 
to diagnose the channel state after receiving a correct packet, which means the 
necessary number of packets is at least 2.  

According  to  the  data  above,  the  LPED  classifier  outperforms  the  F-BER 
regulated discriminator proposed in this paper. The LPED classifier works after 
a Reed-Solomon channel coding. Because of the special feature of this channel 
coding, the symbol error positions are easy to know after decoding. LPED can 
correct corrupt packets and therefore it is not necessary to wait for the correct 
one.  LPED considers  the  bit  errors  of  all  packets,  so this  provides  a  better 
insight into the errors.  These are the main reasons why the LPED classifier 
performs  better.  However,  for  this  F-BER regulation  algorithm,  there  is  no 
proper channel coding that helps in finding bit error positions. In addition, the 
evaluation  experiments  of  the  LPED  classifier  are  measured  entirely  in  an 
industrial location with MicaZ motes armed with CC2420 chips. The F-BER 
regulated discriminator, however, is evaluated in daily environments which is 
considerably  different  from an  industrial  environment.  We  are  using  sensor 
devices  with  household  batteries  to  keep  the  experiments  going,  which 
increases the quality of transmission. 
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6 Conclusions
This paper presents a F-BER regulated algorithm improved on a joint RSSI-
LQI-based classifier. This new algorithm has both advantages and disadvant-
ages. The contributions are the following: 

1) This  new  discriminator  is  able  to  diagnose  the  channel  state  where 
WLAN interferences dominate the channel or MFA corrupts the trans-
mission packets.

2) After adding a F-BER regulation to a joint RSSI-LQI-based algorithm, 
the accuracy in the MFA scenario increases by 4%, and the accuracy in 
the WLAN scenario increases by 8%, close to 90%. In other words, bit 
errors provide useful information.

3) Though the necessary number of packets in F-BER regulated discrimin-
ator is 2 to 3, and it takes more execution time waiting for the correct 
packets, the accuracy and the stability of the discriminator typically in-
crease.

4) Using only two parameters obtained directly from the received packets 
to diagnose the channel status is far from enough.

Future  work  includes  searching  for  the  accuracy  that  the  LPED  algorithm 
presents and try to implement the algorithm proposed in this paper into an in-
dustrial environment and reduce the necessary number of packets from 2 or 3 to 
1.
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