
 

Självständigt arbete på grundnivå
Independent degree project  first cycle

Datateknik

Computer Engineering

Performance evaluation of interleaving techniques for IEEE 802.15.4 

transmissions

Qingbi Liao

Jiahuan Lei



Performance  evaluation  of  interleaving  techniques  for  IEEE  802.15.4
transmissions
Qingbi Liao; Jiahuan Lei 2014-06-05

MID SWEDEN UNIVERSITY
The Division of Information and Communication Systems

Examiner: Jennehag Ulf, Ulf.Jennehag@miun.se
Supervisor: Filip Barac, filip.Barac@miun.se
Author: Qingbi Liao, qili1300  @student.miun.se; 

  Jiahuan Lei, jile1300@student.miun.se 
Degree programme: Computer Engineering, 180 credits
Main field of study: Computer Engineering
Semester, year: 06, 2014

ii

mailto:xxxxx@miun.se
mailto:jile1300@student.miun.se
mailto:qili1300@student.miun.se
mailto:qili1300@student.miun.se
mailto:xxxxx@miun.se


Performance  evaluation  of  interleaving  techniques  for  IEEE  802.15.4
transmissions
Qingbi Liao; Jiahuan Lei 2014-06-05

Abstract
In the wireless sensor network, the WLAN interference, multi-path fading and
attenuation  are  the  main  reason  for  packets’  corruption.  Forward  error
correction is one of the methods for error mitigation. Many coding methods are
designed to improve the reliability of wireless channel. However, none of these
coding  methods  could  handle  the  burst  errors  that  widely  exist  in  wireless
channel  and  are  mainly  responsible  for  packet  corruption.  Interleaving  is
introduced to robust these coding methods and make those corrupted packets
available  to  be  corrected  by  spreading  the  burst  errors.  The  Reed-Solomon
(15,7)  block  code  is  used  as  the  forwarding  error  correction  in  these
experiments. In this paper, seven different symbol interleaving will be firstly
simulated in the Matlab platform under four different channels to evaluate their
packet error rate performances. Then, two of the seven interleaving with better
performance and the simplest interleaving algorithm, general block interleaving
will be implemented in the TinyOS platform, and they will be compared with
each other from packet error rate, interleaving time and memory consumption
aspects. Experiments show that, for theoretical channel, interleaving plays an
important role to enhance the capability to correct the corrupted packets except
for Rayleigh channel, in which the impact of interleaving is generally slight.
Meanwhile  for  the  channel  under  IEEE 802.11b/g  interference,  interleaving
enhance more than 10% PER in the receiver. However for MFA channel, the
enhancement is slight, only 1.85%. Convolutional interleaving has the best PER
performance in AWGN channel and the channel with deterministic SER, while
matrix  interleaving  has  the  lowest  PER in  WLAN affected  channel.  In  the
latency and memory consumption aspect, For the same packet length,  general
block interleaving has the shortest interleaving time while  matrix interleaving
has the longest. In the same interleaving algorithm, the execution time becomes
longer with growth of packet size. Within the same interleaving method, the
longer the packet size is, the more memory that would be consumed. Under the
same interleaving length,  general  block interleaving consumes least  memory
and convolutional interleaving has the largest memory consumption.

Keywords:  Interleaving, Matlab, Reed-Solomon, TinyOS, WSN, FEC, MicaZ.
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FEC Forward Error Correction

FFD Full Function Device

MEMS Micro-electro-mechanical Systems
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1 Introduction
Wireless sensor network has a wide use in applications such as environment
monitoring, building automation and industrial monitoring to collect data from
those specific area and send information to the base station. The base station
can then decide whether a forest fire occurs or not. With the contribution of
wireless communication, sensor network can work with much more different
situations. The main advantages of wireless sensors networks are cost reduction
, due to the absence of cables, flexibility that WSN is much easier to reconfig-
ure than wired networks and also easy to be deployed. Recent advances in mi-
cro-electro-mechanical systems (MEMS) technology, low-cost, low power and
multifunctional sensors are developed with small size untethered communica-
tion in short distance [2]. IEEE 802.15.4 standard has defined the fundamental
lower network layers, that is physical layer and MAC (medium access control)
layer,  for the low-cost, low-speed and low-power communications among de-
vices of wireless personal area network (WPAN) [6]. Many WSN deployments
are battery powered, and energy consumption is one of the most important as-
pects. Since signal transmission is the most energy-costly WSN functionality,
improving the transmission reliability and reducing the number of retransmis-
sions is one of the key problems.

1.1 Background and problem motivation
Similar with other distributed system, the most important concern for the WSN
is to ensure the reliability of communication; another constrain for the design of
WSN comes from the limited energy budgets of sensor nodes which are typi-
cally powered through batteries; the primary goal of wireless sensor design is to
create smaller, cheaper, and more efficient devices which are with limited mem-
ory resources and difficult to handle complicated algorithm because many sen-
sors are discarded once their energy source is depleted [13]. 

Since the wireless channel is totally open, any of the radio interference may
make the packet transmitted corrupt. Also there are many methods in WSN used
to ensure the reliability of data, such as antenna diversity, FEC (forward error
correction) and automatic repeat request. The antenna diversity is very effective
under multipath conditions. But for the limited ability of memory and computa-
tion in sensors, complicated algorithm is not appropriate for the wireless sensor
network and retransmission consumes lots of energy.

The corruptions of packets are mainly caused by MFA or interference. The sig-
nals get too weak to be perceived under MFA. MF stands for the multipath fad-
ing, also known as multipath propagation, under which the signals arrive the re-
ceiver  side  through  two  or  more  paths.  While  the  interference  created  by
WLAN, bluetooth or microwave oven which all use the unlicensed band could
totally  disturbed  the  signals.  Figure  1.3  shows  the  coexistence  channel  fre-
quency used by WSN and WLAN. The frequencies of WSN and WLAN at 2.4
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GHz completely overlap,  which is  a serious problem for WSN, because the
maximum transmit power of WSN is about 100 times smaller than WLAN (0 vs
20 dBm).In information theory, the classical model of a noisy binary channel is
the symmetric binary channel that is memoryless in which the error bits will oc-
cur independently; However, in the real situation, the channels are mostly mem-
ory and the error under these memory channel can occur in bursts instead of in-
dependent  [12]. That is,  if one bit  is corrupted,  it  will  also affect those bits
nearby. Those burst errors happen in most conditions of wireless channel and
they are also the most difficult ones to deal with. 

FEC is one of the methods to address the reliability problem in advance, but it
can not cope with long bursts of errors. This is why the interleaving technique is
introduced. The interleaving technique is broadly used nowadays for improving
the performance of coding methods by shuffling the order in which bits or sym-
bols are sent. Using interleaving technique could break the long bursts of errors
into smaller groups and make it easier for FEC to correct them. Actually, inter-
leaving technique itself has no benefit with increasing the reliability of a wire-
less channel, but it can prevent the communication failure caused by the long
bursts errors to some extent.

Figure 1.1-1: IEEE 802.15.4 and IEEE 802.11b/g 2.4 GHz interference[25]

1.2 Overall aim
This  research  aims  to  finding  out  the  most  appropriate  symbol  interleaving
method for WSN with RS(15,7) code used in terms of error correction perfor-
mance. Previous research has already shown that when non-binary linear block
codes, such as RS codes, are suitable for WSN communication because they are
lightweight and have good error correction performance; symbol-interleaving
always outperform interleaving at the bit level for this type of channel code [5].
Thus in this article, the comparison between bit interleaving and symbol inter-
leaving would not be mentioned. To our best knowledge, this is the first study
comparing different types of interleaving methods for WSN, this work would
focus on the performances of various symbol interleaving. The aim is finding
the most appropriate interleaving algorithm for the RS(15,7) codes. Each of the
interleaving approaches should be tested with variable interleaving length under
the MFA, WLAN interference environment and under theoretical channel mod-
els. The performance of interleaving methods is judged by PER (packet error
rate), interleaving execution time and memory consumption.
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1.3 Scope
This study focuses on finding the most effective interleaving method for RS
codes under Wi-Fi interference and MFA. Although there could be thousands of
motes deployed in an area, the interference from sensors is ignored for TDMA
are managed in the sensors. The performance of interleaving methods is evalu-
ated by PER, interleaving execution time and memory consumption. Most of
the application of WSN would focus on energy saving in sensors. As it shows in
Figure 1.3-1, the transmission consumes lots of the energy in motes. Figure 1.3
has shown the energy consumption ratio for a security protocol. It is obvious
that transmission has occupied most of the energy in a sensor. An interleaving
algorithm can be much simpler than a security protocol. Thus, the energy con-
sumptions of each interleaving codes are not compared in this study. The seven
different types of interleaving is evaluated on both theoretical models and real
channels.  The theoretical channels are Rayleigh fading, AWGN channel and
the channel with deterministic SER. The real channels are MFA and WLAN af-
fected channel. The implementation in TinyOS collects data from real channels
that are channel with WLAN interference and channel with MFA. Also the in-
terleaving time and memory consumption is calculated in the real MicaZ sensor
with TinyOS operating system. The conclusion for error correction performance
hold for IEEE 802.15.4 transmission in general, while the timing and memory
consumption measurements are valid for any MicaZ devices.

Figure 1.3-1: Energy costs of adding security protocols to the sensor network[14]

1.4 Concrete goals
Since interleaving technique is used to improve the performance of FEC, none
of interleaving methods could ensure the reliability of transmission alone. Al-
though interleaving technique is also aiming to have a positive influence on the
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reliability, the measurement of its performance should be different with tech-
niques that improve the reliability directly. In this study, questions listed below
are answered.

• What are the most  suitable interleaving method in terms of RS(15,7)
codes in WSN?

• Under  which  channel  conditions  the  interleaving  has  a  positive
influence on error correction?

• What  are  interleaving  execution  time  memory  consumption  of  the
selected interleaving methods? 

1.5 Outline
In this article, Chapter 1 introduces the background of this experiment, for ex-
ample  a  brief  description  of  WSN and its  applications,  the outline  of  IEEE
802.15.4 standard, the reason for choosing RS codes and information of the de-
vices used in this experiment. Chapter 2 is the theory part. It gives more details
about IEEE 802.15.4–2006 standard, TinyOS that is the operation system and
the specific information about MicaZ node. In this chapter, the principles of
seven interleaving algorithms are clearly described and other related research
for interleaving is mentioned. In the Chapter 3 methodologies, the evaluation
methods in Matlab and TinyOS are explained in detail. Also it describes how
Matlab and TinyOS combined together to measure the performance of inter-
leaving. The Chapter 4 and Chapter 5 talk about how the methods are simulated
in Matlab and implemented in TinyOS. Chapter 6 shows the PER, interleaving
execution time and memory consumption result of the experiment for simula-
tion and implementation. Chapter 7 talks about the conclusion got from the re-
sults and the future work about this study.

1.6 Contributions
Qingbi Liao and Jiahuan Lei has worked together to finish this study. Jiahuan
Lei is mainly charged in the simulation in Matlab and Qingbi Liao realized the
implementation in TinyOS. So as the combination part of Matlab and TinyOS.
This paper is wrote by Qingbi Liao mostly and Jiahuan Lei has written the the-
ory of IEEE 802.15.4–2006 part, simulation chapter, performance part and com-
parison with PER without interleaving of result chapter.
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2 Theory
This section presents seven interleaving methods deployed in this work. IEEE 
802.15.4 standard and TinyOS operating system are described in detail.

2.1 IEEE 802.15.4–2006
IEEE 802.15.4 is the dominant WSN standard for a low-rate wireless personal
area  networks  (LR-WPAN).  It  offers  a  short-distance,  low-complexity,  low-
power, low-speed two-way wireless transmission technology, which is on very
low cost communication with little or no underlying infrastructure. The IEEE
802.15.4 standard has given simple topologies of wireless sensor network, as it
is shown in figure 2.1-1. They can be regarded as the most fundamental parts
for any complicated network topologies.

Figure 2.1-1: Star and peer-to-peer topology examples[6]

IEEE 802.15.4 standard has defined PHY layer and MAC layer based on direct
sequence spread spectrum (DSSS) while zigbee builds on it and defines net-
work layer. In 2006, there are in all three physical layers using the unlicensed
frequency bands that are specified in the IEEE 802.15.4 standard [6]. They are:

— 868–868.6 MHz (e.g., Europe) 

— 902–928 MHz (e.g., North America) 

— 2400–2483.5 MHz (worldwide) 

In the IEEE 802.15.4 standard,  27 channels numbered 0 to 26 are available
across the three frequency bands. Sixteen channels are used in the 2450 MHz
band, 10 in the 915 MHz band, and 1 in the 868 MHz band [6]. In this study,
2.4GHz with bit rate of 250kbit/s is adopted in each of sensors, and the trans-
mitter shall be capable to transmit at least -3 dBm and 0 dBm at the most. The
2.4GHz  PHY employs  direct  sequence  spread  spectrum  (DSSS)  and  offset
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quadrature phase-shift keying (O-QPSK). The process of DSSS and modulation
is referred in Figure 2.1-2.

Figure 2.1-2-modulation and spreading function 

In  the  MAC  layer,  carrier  sense  multiple  access  with  collision  avoidance
(CSMA/CA) is used to attempt to avoid collisions in the IEEE 802.15.4 stan-
dard.  It  is  particularly important  for  the wireless networks since CSMA/CD
(carrier sense multiple access with collision detection) is unreliable for hidden
node problems. Since most IEEE 802.15.4 standard physical layer only sup-
ports payload size up to 127 bytes, the maximum packet size for the MAC layer
is 127 bytes. The pictures below show the basic four message formats of IEEE
802.15.4 standard. They are Beacon frame, Data frame, Acknowledgment frame
and MAC command frame. Packet header starts with a preamble which is used
for receiver to synchronize with the incoming packet.

Figure 2.1-3: Beacon frame[6]

Figure 2.1-4: Data frame[6]

Figure 2.1-5: Acknowledgment frame[6]
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Figure 2.1-6: MAC command frame[6]

2.2 TinyOS
TinyOS is an open-source operating system, especially designed for low-power
wireless devices, for example a sensor networks, ubiquitous computing,  per-
sonal area networks and smart buildings; It is useful for microcontroller-based
devices that have sensors and/or networking capabilities [7]. The most signifi-
cant characteristics of TinyOS is that this is an event-driven operating system.
In general, sensors in the WSN are in the sleeping state (low power mode), once
there is an event, like receiving a packet, the TinyOS will wake up the sensor
and turn it into normal power mode [8]. 

The programming language that TinyOS uses is nesC that is a variant of C lan-
guage. Typically, there is no big difference between C and nesC for nesC sup-
ports all the construction and syntax in C. NesC has also added more constructs
such as components and interface to make it more suitable for the low-power
device programming [10]. The basic programming in nesC should contain sev-
eral  components and each of components could use several  interfaces of its
own. The same interfaces on different components are wired together. All the
interfaces can execute command and event. Most of event will return the value
to the upper objects, and using command could make lower objects running the
execution. Thus the applications written in nesC can be described by a top-level
configuration with components and interfaces. Figure 2.2-1 below is a simple
example named SurgeC from [11]. The basic function of SurgeC is that TimerC
periodically inspires sensor readings (Photo) and sends data back to base station
with Multi hop [11].

Figure 2.2-1: The top-level configuration for the Surge application[11]
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2.3 MicaZ 
In the implementation,  MicaZ node equipped with CC2420 chip is  used for
measurement.  The MicaZ is a 2.4 GHz platform with capability of 250 kbps
data rate designed for low-power, wireless sensor networks[15]. It is widely
used in applications such as indoor building monitoring and security, acoustic,
video, vibration and other high speed sensor data. The IEEE 802.15.4 MAC
layer is supported inside the sensor, which is the base for any construction of
upper layer such as ZigBee. All of the interleaving methods in this work are for
the MAC layer payload, meaning that the MAC header and PHY header are un-
coded. In this study, MPR2400 as a processor of MicaZ mote module is config-
ured  to  run  the  application  and  network  stack  at  the  same  time[21].  The
MIB520CB mote interface board can connect  to the computer  through USB
port to upload code and receive the logging packets while the programming
board connects to the MicaZ mote via a 51-pin expansion connector[16].

Table 2.3-1: Basic features of MPR2400[21]

Processor/Radio Board MPR2400CA Remarks

Processor Performance

Program Flash Memory 128K bytes

Measurement  (Serial)
Flash

512K bytes > 100,000 Measurements

Configuration EEPROM 4K bytes

Serial Communications UART 0-3V transmission levels

Other Interfaces Digital I/O,I2C,SPI

2.4 Forward error correction and Reed-Solomon codes
Similar with other networks, reliability is a very important requirement when
the transmission of WSN is considered. Packet can be corrupted or even lost
during the transmission over network. To ensure the reliability in WSN,  an-
tenna diversity, FEC (forward error correction) and automatic repeated request
are adopted. FEC is a channel coding method that it is accomplished by adding
redundancy to  the  transmitted  data  using  predetermined  algorithms  (Raptor,
Reed Solomon and etc.) to realize the error correction [26]. Reed-Solomon(RS)
codes are invented by Irving S. Reed and Gustave Solomon and first described
in paper  [3] in 1960. As a non-binary cyclic error-correcting code, RS codes
could detect and correct any combination of up to t erroneous symbols as long
as  t check symbols are added to the data.  Although Turbo codes and LDPC
codes are proved to be feasible in the WSN devices, the computations of these
codes are too complex to meet the timing requirements. 

With respect to bit error burst properties that is shorter than 5 bits in most cases
[4], the symbol length of RS code should be at least m=4 ; Hence the code-
word length n=2(m−1)  could be calculated as 15; In the RS(15, k) codes fam-
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ily, it is proved that plain RS(15,7) codes correct more than 95% of corrupted
packets under MFA (multipath fading and attenuation) [4]. They are the reasons
why RS(15,7) is chosen as the test channel coding method in the experiment.

2.5 Interleaving overview 
In digital  communication and storage systems,  interleaving is  frequently de-
ployed to improve the performance of FEC. The main purpose of interleaving is
to disperse the long bursts of bit errors into short independent ones which are
more easily correctable by FEC. Thus, the burst errors occur in the nonmemory-
less channel can be turned into sporadic error by shuffling, which is much eas-
ier for FEC to correct. In this study, seven basic interleaving algorithms are in-
troduced to compare the different performances. And these seven basic inter-
leaving methods can be divided into two main groups.  One of the group is
Block interleaving and another is Convolution interleaving.

2.5.1 Block interleaving

In the Block interleaving, the data is handled by blocks. That is, a set of coded
symbols is  imported into the interleaver and the interleaver rearranges them
without repeating or omitting any of the symbols in the set [22].  Four type of
interleaving methods that general block interleaving, random interleaving, ma-
trix interleaving and helical scan interleaving are introduced here.

(1) General block interleaving

As the simplest interleaving algorithm, general block interleaving uses a
given permutation table as an input argument  [22]. If the length of the
input data exceeds the permutation table in  general block interleaving,
the sequence can be cut into several blocks or a larger permutation table
should be expand. The given permutation table can be set mandatory or
automatically generated in the initialization phase. Here below is a sim-
ple example of how the general block interleaving works. The permuta-
tion in this case is:

P=[3,0,5,1, 4,2]

And the input data is taken as:

D=[1,2,3, 4,5,6 ]

Then the output data would be:

I=[2,4, 6,1,5,3,]

All the data would be rearranged by the same permutation table P dur-
ing general block interleaving calculations.

(2) Random interleaving

9
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The random interleaving is very similar with general block interleaving.
However the most obvious difference between them is that the permuta-
tion table of random interleaving is not fixed and would change after
each  calculation[22].  The permutation  table  can  be  generated  by the
pseudo-random algorithm with an initial seed. In order to deinterleave,
the sender and receiver should keep the same initial seed. For example,
taking the sequence number of each packet as the initial seed and gener-
ate  the  same  permutation  table.  Thus  the  permutation  table  for  one
packet could be generated as:

P1=[3, 0,5,1, 4,2]

The permutation table for another packet can look like:

P2=[5, 2,4,1,3, 0]

(3) Matrix interleaving

Matrix interleaving accomplishes interleaving by filling a matrix with
the input data row by row and then outputting the symbols column by
column [24]. Figure 2.5.1-1 shows a (3,4) matrix interleaving that could
handle 12 symbols at one time. Also taking the input data as:

D=[0,1, 2,3,4, 5,6,7,8, 9,10,11 ]

After interleaving, the output symbols are:

I=[0,3,6, 9,1,4, 7,10,2,5, 8,11]

Figure 2.5.1-1: Matrix interleaving with (3,4) matrix of 12 symbols[23]

(4) Helical scan interleaving

The helical scan interleaving and helical interleaving have both used a
helical  array for  their  internal  permutation.  Helical  scan interleaving
uses a fixed-size matrix arranges input symbols in the array across rows,
and outputs all the input symbols. Thus this can be viewed as the block

10
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version of  helical interleaving, The Helical fashion in the interleaving
means that after the symbols fill the matrix row by row, then the out-
putting procedure would select elements along diagonals of the tempo-
rary matrix. Each diagonal after the first one starts at the one row below
the first element of the previous diagonal. Figure 2.5.1-2 shows a heli-
cal scan interleaving with interleaving size of 24 symbols.

Figure 2.5.1-2: Helical scan interleaving with input from 1 to 24[22]

2.5.2 Convolution interleaving

The most significant features of Convolution interleaving is that each of the in-
terleaver contains several registers. Those registers are used to store the input
data. After a fixed delay, the registers output these data stored before and input
new data. Figure 2.5.2-1 shows the basic principle of Convolution interleaver.
Convolution interleaving will add extra symbols due to the initialization condi-
tion inside the interleaver. For registers are adopted in the Convolution inter-
leaving, the registers are initialized by filling 0 or 1 at the beginning.

Figure 2.5.2-1: Basic module of Convolution interleaving[22]

(1) General multiplexed interleaving

General multiplexed interleaving is the most general one in the Convo-
lution interleaving group. It has the basic structure of Convolution inter-
leaving showed in figure 2.5.2-1. Arbitrary delay values are allowed in
this interleaver for the set of shift registers. When a new input symbols
arrives, it is shifted into a register while the oldest element in that regis-
ter is shifted out  [24]. The arbitrary delay set for each register decides
the maximum number of element the register can store.

(2) Convolutional interleaving

11
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Convolutional interleaving is a more specific one of this group and is
similar to general multiplexed interleaving. As said before, general mul-
tiplexed interleaving has an arbitrary delay for each of the register. Dif-
ferent with general multiplexed interleaving, convolutional interleaving
has a fixed delay value in each of the registers. In this interleaver, the
register length step is set as the initial number. And the delay value of
the shift register has a relationship with this register length step. If it is
the  kth register in the interleaver, then its delay value is the  (k−1)
times of the register length step  [22]. For example, taking the register
length step as 1, the first register has the delay of 0 while the second one
has the delay value of 1.

(3) Helical interleaving

As introduced in the helical scan interleaving part, the helical interleav-
ing also uses a helical array to permute symbols which can be regarded
as the convolutional version of helical scan interleaving. Instead of in-
putting data row by row, helical interleaving reads elements by diagonal
with a step size that can be chosen for various condition. After that, the
symbols in the in the column can be output row by row. Another signifi-
cant difference between helical scan interleaving and helical interleav-
ing is that input data has no need to be divided to blocks. Helical inter-
leaver can sequentially read symbols. Since the input data fill the blank
along diagonal, there will be some empty places inside the interleaver at
the beginning. Thus they should be initialized for a default number that
could be 0, 1 or -1. Figure 2.5.2-2 shows a 3 columns Helical interleav-
ing with step size of 2 and initial condition of -1.

Figure 2.5.2-2: Helical interleaving of three columns[22]
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3 Methodology
The investigation consists of three aspects, that are simulation in Matlab, imple-
mentation  in  TinyOS.  The real  error  traces  are  used for  the  combination  of
TinyOS and Matlab.

3.1 Performance criteria
The interleaving methods are measured from three aspects that are PER (packet
error rate), memory consumption by the code and execution time of each inter-
leaving algorithms. The PER performance of every interleaving algorithms is
measured under the simulation in Matlab with five different channels, they are
AWGN channel, Rayleigh fading, MFA channel, WLAN affected channel and
channel with deterministic SER. From the result of simulation in Matlab, the in-
terleaving algorithms with lowest PER among others are selected to be imple-
mented in the TinyOS. Then the memory consumption and execution time of
variable length interleaving methods can be measured. The three performance
parameters are defined below:

• PER is the percentage of corrupted packets that are uncorrectable after
decoding.

PER=
NC
N

NC Number of corrupted packet.

N Total number of packet. 

• Memory consumption: New variables and permutation table used for in-
terleaving calculation consume memory resources in the sensor.

• Execution time: This parameter is measured starting from the end of RS
coding until all the interleaved data are output.

3.2 Simulation in Matlab
In Matlab, seven types of interleaving with 6 sizes of packet were simulated in
three kinds of channel, that are AWGN, Rayleigh fading and channel with de-
terministic SER. For each type of interleaving, there are different combination
of parameters according to the theory, and we simulate all feasible combination
to get the best performance for each interleaving. We simulate  IEEE 802.15.4
transmission to tests the interleaving, and treat the PER of packets in receiving
end as the performance index of interleaving.
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3.3 Implementation in TinyOS
The result  of MATLAB simulation would show which kinds of interleaving
methods need to be implemented on the TinyOS platform. The code uploaded to
the sensor is used to test the interleaving execution time and memory consump-
tion. Since the interleaving time measured in the experiment is used for com-
parison, it is not necessary to measure the exact time duration of one interleav-
ing calculation period. The time resolution that TinyOS provides is not enough
to distinguish the trivial difference among kinds of interleaving methods. Thus,
all  the  measurement  is  the  result  of  the  interleaving  method  repeating  200
times. And the memory consumptions are calculated with the comparison of ap-
plications that do not contain the interleaving algorithm. After that, the inter-
leaving time and storage using of each interleaving algorithm are regarded as
the important variables to judge the performance. The final result of perform-
ances on TinyOS would determine which one is the most appropriate interleav-
ing method and the most suitable interleaving length for RS(15,7) codes.

3.4 Combination of TinyOS and Matlab
In this experiment, bit error traces testing method is used to ensure the accuracy
and fairness  of  the  evaluation  in  MATLAB for  each of  the  interleaving al-
gorithm. The information of corrupted packets would be collected under two
kinds of interference that are WLAN and MFA.

In the comparison, all these packets whose payload is filled with random data
would be sent and received through the MicaZ devices. The packets received
will be imported into MATLAB, then the error information could be analysed
by comparing the packets received with the original data by MATLAB. The
corrupted packets collected in the real transmissions carry information about bit
error distribution and the error position can be used to evaluated the perform-
ance of FEC and interleaving. This method is called real error footprints.
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4 Implementation in TinyOS
In the measurement of interleaving time and memory consumption, it is neces-
sary to separate the interleaving part as a block. Comparing with the original
code, that one only contains RS coding method, the new variables created for
the  interleaving  methods  such  as  permutation  table  would  be  regarded  as
memory consumption. 

4.1 Time measurement
The interleaving time is measured from the end of the RS coding to the begin-
ning of sending preparation. For all the interleaving method measured in this
study, the interleaving algorithm and the deinterleaving algorithm are symmet-
rical. Thus, there is no need to measure both interleaving part and deinterleav-
ing part. In this experiment, the interleaving part is decided to be used for test-
ing.

The packet  payload in  the TinyOS is  chosen as 90 bytes  that  is  6  times of
RS(15,7) codeword length. Each of the interleaving approaches would be tested
at the interleaving length from 15 bytes at the least to 90 bytes at the most.
TinyOS has provided timer with accuracy of millisecond. This is not enough to
distinguish the difference among various interleaving algorithms. Especially for
the same type of interleaving but with different interleaving length, differences
are much more trivial. In order to address the limitations of millisecond timer
precision, each of the interleaving has been repeated for 200 times. Figure 4.1-1
shows the implementation in TinyOS. 

Figure 4.1-1: Interleaving time measurement for matrix interleaving with 200 repeat

4.2 Memory Consumption
As Figure 4.1 shows above, all the interleaving methods implemented are writ-
ten as separate function named interleave.c. And all the variables are defined in
the file interleave.h. So, it is convenient to calculate the memory consumption
for each of the interleaving methods. The permutation table clearly occupies
most of the memory.
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5 Simulation
To test the performance of the 7 types of the interleaving, we simulate the IEEE
802.15.4 transmission. The model part is shown in Figure 5-1.

Figure 5-1: Simulation model based on IEEE 802.15.4 transmission

As shown in the above figure, the original data is generated by the source block,
then go through the RS encoder to be coded. Next this packet is interleaved by
the interleaver block. After interleaving, it will get corrupted by varying degrees
of noise in the channel, which is simulated by generating random errors accord-
ing to types of theoretical channel and 2 types of real channel. In this experi-
ment, we employ three types of channel, theoretical channels including AWGN
channel, Rayleigh fading channel and the channel with deterministic SER. And
real channel consisting of the channel under IEEE 802.11b/g inference and the
channel suffering from multipath fading and attenuation. Then the comparison
block will compare the received data with the original data and calculate the
PER of the experiment. Furthermore bit error traces of IEEE 802.11 b/g inter-
ference and MFA from real transmission were used. 

5.1 Channel coding format
Full-function device (FFD) and reduced-function device (RFD) are the basic
devices constituting a system conforming to the IEEE 802.15.4 standard. FFD
and RFD are low-cost devices which have a weak computation ability. So we
can  not  use  any  complicated  codes  on  RFD  and  FFD.  As  mentioned  in
subchapter 1.1, the RS (15,7) is a compromise between low complexity and
good correction capability, which is why it is suitable for WSN communication.
As  introduced in  the  chapter  2,  in  the  IEEE 802.15.4 the  maximum of  the
PPDU packet is 127 bytes plus 6 bytes of PHR and preamble. We employ RS
code (15,7) to encode the original data, which means 1 codeword comprises 15
symbols, and each symbol consists of 4 bits. We treat 1 codeword as the basic
unit, which has 60 bits, to measure the size of the packet. Consequently, the
max size of the PPDU packet is 17 codewords. As referred in chapter 2, there
are 4 types of MAC frame format with different sizes, which means there are at
least 4 different sizes of PPDU packet. To simulate the other sizes of PPDU
packets, we test 6 packet sizes, from 1 codeword per packet to 16 codewords',
and the step is 3. From the Chapter 1,we can find that some types of interleav-
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ing have more than 1 parameter, and the specific parameters of every interleav-
ing is shown in Table 5.1-1.

Table 5.1-1: The parameters of 7 types of interleaving 

Interleaving
type

Parameter 1 Parameter 2 Parameter 3 Parameter 4

General
Multiplexed

Interleaving delay Initial conditions

Convolutio
nal

Rows of shift 
registers interleaver
delay

Register length 
step

Initial 
conditions

Helical
Number of 
columns in helical 
array

Group size
Helical array 
step size

Initial 
condition

General
Block

Elements

Matrix Number of rows in 
matrix

Number of 
columns in 
matrix

Matrix
Helical
Scan 

Number of rows in 
matrix 

Number of 
columns in 
matrix

Array step size

Random Number of 
elements

Initial seed

As shown in Table 5.1-1, only general block interleaving has single parameter
'Elements', and the others have more parameters. In our experiment, the para-
meter “Initial condition” is set to 0, since the value of this parameter has no ef-
fect on the performance of interleaving. To test the performance of interleaving
with all the feasible parameters, we set the parameter values of each interleav-
ing as high as feasible. 

For general block interleaving, since the parameter 'Elements' is set by users, to
show the capability of  this  interleaving,  we generate  random vectors  as  the
parameter 'Elements'. 

For matrix interleaving, through tests, the best performance of matrix interleav-
ing generally is generated when the parameter ' Number of rows' is less than 6.
According to this, we test  matrix interleaving when parameter is from 1 to 7.
Since the number of elements of the input vector must be the product of 'Num-
ber of rows' and 'Number of columns', we can get 'Number of columns' based
on 'Number of rows'. 
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For matrix helical scan interleaving, the way to figure out the range of paramet-
ers is similar to matrix interleaving. 'Number of rows' is from 1 to 7 and 'Array
step size' is tested from 1 to 5. 

While for random interleaving, 'Initial seed' is set by users. To exhibit its abil-
ity, we set a random number as 'Initial seed'. 

For multiplexed interleaving,  after a series of tests similar to matrix interleav-
ing, we found that the best performance generally appears when the maximum
in 'Interleaver  delay'  is  less  than  10,  meanwhile  the columns of  'Interleaver
delay' is less than 5. 

For convolutional interleaving, the range of  'Rows of shift registers interleaver
delay' is from 1 to 8, and 'Register length step' is from 1 to 5, because all the
best performances for different packet sizes appear in this range. 

For helical interleaving, 'Number of columns in helical array' is set from 1 to 8
and 'Helical array step size' is from 1 to 5. Since input packet size is the product
of  'Group size' and 'Number of columns in helical array', 'Group size' can be
obtained directly by calculation. 

Since there are  5 types of channel and 6 sizes of PPDU packet, and there are
many optional combination of parameters for each interleaving, it is very com-
plicated to test the performance. 

5.2 Theoretical channels
As introduced in last chapter, there are three different types of theoretical chan-
nels built in our simulation, which are AWGN channel, Rayleigh fading channel
and the channel with deterministic SER.

The channel with deterministic SER corrupts a predefined number of random
chosen bits in every packet. For AWGN Channel and Rayleigh Channel, we set
the SNR (the parameter of the Channel) 1dB to 3dB, and step is 1 dB.  In our
experiment,  when the SNR of the channel is  less than 1dB, PER is  general
equal to 1 for most interleaving types, which is meaningless. Also based on our
experiment, when the SNR is 4dB or more, the PER of every type of interleav-
ing will be zero, meaning that there will be no corrupted packets received. So it
is meaningless to set the SNR to more than 3 dB. For the noise channel with
different SER, we set the SER of the channel from 0.1 to 0.3 and the step is 0.1
to simulate the reality situation of the channel as much as possible.

5.3 Real channel
There are two kinds of real channels investigated,  channels under MFA and
channels suffering from IEEE 802.11b/g interference. Under the MFA condi-
tion,  the  transmission  suffers  from the  shadowing due  to  obstacles  such  as
building and mountains, and signals will be compromised by destructive signal
superposition  due  to  multipath  propagation  [4].  The  channel  under  IEEE
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802.11b/g interference simulates a practical scenario, where data is transmitted
via an LOS (line-of-sight propagation) link, with WLAN inference.

In the simulation of real channel, we employed real error footprints introduced
in Chapter 3.4 and provided to us by the authors of [4]. To test the PER of pack-
ets  in  receiving  end  under  the  two  types  of  real  channel,  we  simulate  the
process of communication in below steps:

1. Generate the payload in transmitting end.

2. Encode the packets generated.

3. Fetch the bit error mask for the current packet.

4. Deinterleave the error mask by 7 types of interleaving, and do XOR be-
tween error mask deinterleaved and encoded packets. 

5. Apply the XOR operation  between the error  mask for  each received
packet and the encoded packet.

6. Decode the packet and calculate the PER after decoding for every exper-
iment (with several packet sizes) to evaluate the ability of different in-
terleaving methods.

In this way, we simulate 19 typical practical scenarios for real channel under
IEEE 802.11b/g interference, and 22 typical practical scenario for real channel
under MFA with 7 types of interleaving. 
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6 Results
6.1 Error correction performance

This chapter presents the experiment results in terms of error correction per-
formance, by calculating the PER when receiving 500 corrupted packets.

6.1.1 Theoretical channels

In the way introduced in chapter 5, we test 7 types of interleaving with 6 packet
sizes in three types of  theoretical  channels.  Meanwhile,  the packet  size will
change from 1 codeword per packet to 16 codewords per packet and the step is
3 codewords.

AWGN Channel

In the set of figure below, we plotted the packet size from 1 codeword to 16
codewords. The Y-axis shows the PER.

When the SNR of AWGN channel is 1 dB, the best performance of every inter-
leaving with 6 packet sizes is shown in Figure 6.1.1-1.

Figure 6.1.1-1: Packet Error Rate versus Packet size when SNR of AWGN channel is 1dB

From the Figure  6.1.1-1, we can determine that the convolutional interleaving
has the best performance among 7 types of interleaving, when the packet size is
1,  4 and  7 codewords. The best PER is 0.093, 0.431 and 0.699 respectively.
Meanwhile helical interleaving also perform comparable well when the SNR is
10,  13 and 16 codewords. The corresponding PER is 0.820, 0.893 and 0.862.
According to the analysis above, convolutional and helical interleaving are bet-
ter than other interleaving when SNR of AWGN is 1 dB.

Figure 6.1.1-2 shows the best performance of every interleaving with 6 packet
sizes, when the SNR of AWGN channel is 2 dB.
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Figure 6.1.1-2: Packet Error Rate versus Packet size when SNR of AWGN channel is 2dB

According to the Figure 6.1.1-2, when the packet size is 1 codeword, the PER
of 5 types of interleaving is zero, which means these five interleaving can help
correct all corrupted packets. When the packet size is 4 and 10 codewords, the
best interleaving is convolutional interleaving, and the corresponding PER is
0.060 and 0.312 respectively. And matrix helical interleaving is the beast which
has lowest PER, 0.172, when the packet size is 7 codewords. For 13 and 16
codewords per packet, the best interleaving is helical interleaving, which has re-
latively low PER, 0.366 and 0.294. According to the analysis above, convolu-
tional interleaving is the best in AWGN channel when the SNR is equal to 2
dB.

When the SNR of AWGN channel is 3 dB, the best performance of every inter-
leaving with 6 packet sizes is shown in Figure 6.1.1-3.

Figure 6.1.1-3: Packet Error Rate versus Packet size when SNR of AWGN channel is 3dB

From the bar graph, when the packet size is 1  and 4  codewords, there are  7
types of interleaving in total of which corresponding PER is zero, which stands
for that the  7 types of interleaving can help correct all corrupted packets. We
can  determine  that  the  convolutional  interleaving  has  the  best  performance
among 7 types of interleaving, when the packet size is 7, 10 and 16 codewords.
The  corresponding  performances  are  0.010,  0.020  and  0.035  respectively.
Meanwhile  helical  interleaving performs the best  (PER=0.030)  with a  slight
superiority,  when the packet size is 13 codewords. According to the analysis
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above, convolutional interleaving is the best in AWGN channel when SNR is 3
dB.

From the above bar graphs and results analysis, we can find that convolution in-
terleaving with different packet size has the best performance in most AWGN
channels,  meanwhile  helical  interleaving and matrix  helical  interleaving also
performs comparable well in certain condition. Their performance is not as uni-
versal as convolutional interleaving. Consequently the convolutional interleav-
ing is the most appropriate interleaving for the RS (15,7) code in AWGN chan-
nel. Furthermore, from the trend of bars, we can conclude that when the packet
size increases, the correction performance of interleaving get worse.

Rayleigh Fading Channel

In the set of figure below, horizontal axis stands for the packet size from 1code-
word to 16 codewords. The vertical axis shows the PER.

When the SNR of Rayleigh fading channel is 1 dB, the best performance of
every interleaving with 6 packet sizes is shown in Figure 6.1.1-4.

Figure  6.1.1-4:  Packet  Error  Rate  versus  Packet  size  when  SNR  of  Rayleigh  fading
channel is 1 dB

From the Figure 6.1.1-4, we can determine that the convolutional interleaving
has the best performance among 7 types of interleaving, when the packet size is
1 and 7 codewords. The corresponding PER is 0.553 and 0.943. Meanwhile hel-
ical interleaving also performs the best when the packet size is 4, 10 and 13
codewords, which has best PER 0.826, 0.980 and 0.9901. When the packet size
is 16 codewords, all of the 7 types of interleaving has a considerable bad PER
equal to 1, which means there are not any corrupted packets corrected in the re-
ceiving end. According to the analysis above, helical interleaving is the best in
Rayleigh fading channel when the SNR is 1 dB, but the overall performance is
poor (PER 0.587 – 0.990 ).

Figure 6.1.1-5 shows the best performance of every interleaving with 6 packet
sizes, when the SNR of Rayleigh fading channel is 2 dB.
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Figure  6.1.1-5:  Packet  Error  Rate  versus  Packet  size  when  SNR  of  Rayleigh  fading
channel is 2 dB

According to the Figure 6.1.1-5, when the packet size is 1 codeword, the best
interleaving  is  matrix  helical  interleaving,  which  has  the  best  PER 0.1178.
When the packet size is 4 codewords, the best interleaving is convolutional in-
terleaving, and the corresponding PER is 0.392. And for 7, 10, 13 and 16 code-
words per packet, the best interleaving is helical interleaving, which has com-
parable low PER,  and the PER is 0.690, 0.813, 0.893 and 0.910 respectively.
According to the analysis above, helical interleaving is the best in Rayleigh fad-
ing channel when the SNR is equal to 2 dB. Similar to the performance when
SNR is 1dB, the overall performance is relative poor (PER 0.255-0.910).

When the SNR of Rayleigh fading channel is 3 dB, the best performance of
every interleaving with 6 packet sizes is shown in Figure 6.1.1-6.

Figure  6.1.1-6:  Packet  Error  Rate  versus  Packet  size  when  SNR  of  Rayleigh  fading
channel is 3 dB

From the Figure 6.1.1-6, when the packet size is 1 codeword, there are 5 types
of interleaving of which corresponding PER is zero, which means the five inter-
leaving  can  help  correct  all  corrupted  packets.  When  the  packet  size  is  16
codewords, helical interleaving has the lowest PER which is 0.568. And we can
determine that the convolutional interleaving has the best performance among 7
types of interleaving, when the packet size is 4 and 10 codewords. The corre-
sponding PER is 0.077 and 0.391. Meanwhile matrix helical interleaving has
the lowest PER which is 0.222 and 0.488 respectively, when the packet size is 7
and 13 codewords. According to the analysis above, convolutional and matrix
helical interleaving are better than others in Rayleigh fading channel when SNR
is 3 dB.
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From the above bar graphs and results analysis, we can find that helical inter-
leaving with different packet sizes has the best performance in most Rayleigh
fading channels, meanwhile convolutional interleaving and matrix helical inter-
leaving also performs comparable well in certain condition. Consequently the
helical interleaving is the most appropriate interleaving for the RS (15,7) code
in Rayleigh fading channel. Besides, from the trend of bars, we can also find a
same conclusion with AWGN channel, which is when the packet size  grows,
the correction performance of interleaving decreases.

The Noise Channel with different Symbol-Error-Rate

After testing the PER of the packets received when SER of channel is more
than 0.3, we found that the PER is generally 1, which is meaningless to investi-
gate. So we remove the results with the SER of channel from 0.4 to 1. And
based on the theory of the RS code, an RS (n,k) code can correct up to t cor-
rupted symbols within a codeword, t, n, k shown as:

t=
n−k

2

For RS(15,7)  code,  the t=4 ,  so  we expect  it  to  correct  SER for  at  least
4/15=27%,  and  interleaving  is  expected  to  further  increase  this  percentage.
When the SER is 0.1 and 0.2, the RS code can correct all the corrupted symbols
without the help of interleaving, and also the results from our experiments con-
firm that. So we just list the PER results when the SER of channel is 0.3, as
shown in Figure 6.1.1-7.

Figure  6.1.1-7: Packet  Error Rate  versus  the  size  of  packet,  under channel  with SER
equaling to 0.3

From the Figure 6.1.1-7, we can determine that the convolutional interleaving
has the best performance among 7 types of interleaving with all of the 6 kinds
of packets. And it is dramatically good (PER is 0.177) when the packet size is
relatively small. In this channel, no other interleaving performance can be com-
parable with convolutional interleaving. Consequently, convolutional interleav-
ing is the best in the channel with deterministic SER. However when the packet
size is 7 codewords and more, the PER is close to 1 which means the capability
of error correction is considerable bad. Furthermore, from the trend of bars, we
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can conclude that when the packet size increases, the correction performance of
interleaving get worse.

6.1.2 Real channel

In the way introduced in chapter 5, we test 7 types of interleaving with 6 sizes
of packet in two types of real channels.  In the set of figures below, horizontal
axis stands for the size of packet transmitted from 1 codeword per packet to 16
codewords per packet, and the step is 3. Vertical axis represents the PER, result-
ing from the comparison of the original data in transmitting end with the pack-
ets in receiving end.

WLAN affected channel
For WLAN affected channel, we test 19 experiments and 3038 to 31086 packets
for each experiment,  furthermore we take an average of  results  as the PER
shown below. Figure 6.1.2-1 shows the performance of each interleaving with 6
kinds  of  packet  size  in  the  real  channel  under  IEEE 802.11b/g  interference
(WLAN affected channel).

Figure 6.1.2-1: Packet Error Rate versus Packet Size, under WLAN affected channel

From the figure,  we can determine that the matrix  interleaving has the best
performance among 7 types of interleaving for all of the 6 packet sizes, and its
average value of PER with 6 packet sizes is 0.676. It has the best performance
with a large superiority compared with other block interleaving for every packet
size. Compared with convolutional and helical interleaving, matrix interleaving
has a slight advantage when the packet size is 1 frame, 4 frames and 13 frames,
for  the  other  packet  sizes,  matrix  interleaving  exhibits  a  much  better
performance.

MFA channel
For MFA channel, we test 22 experiments and 1623 to 56079 packets for each
experiment, and we also take an average of results as the PER shown below.
Figure  6.1.2-2  shows the  performance of  each  interleaving with  6  kinds  of
packet size in the real channel suffering from multipath fading and attenuation.
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Figure 6.1.2-2: Packet Error Rate versus Packet Size, under MFA channel

From the bar graph, we can find that when packet size is 4, 7, 10 ,13 and 16
codewords,  helical  interleaving  has  the  lowest  PER,  which  are  0.00035,
0.00083, 0, 0, 0 respectively. That means the RS code with helical interleaving
even can correct all errors in the channel when the packet size is 10, 13 and 16
frames. Consequently we can determine that the helical interleaving has the best
performance among 7 types of interleaving with a large superiority compared
with  the  other  interleaving for  every packet  size  except  for  1  frame.  When
packet size is 1 codeword, convolutional interleaving  has the best performance,
which is 0.0012. 

In the above two types of real channel, the average of the best performance of 7
packet sizes in MFA channel is 0.0004, while in WLAN affected channel, it is
0.6755. The reason of this phenomenon is the difference of bit error patterns
caused by MFA and WLAN interference. Under WLAN affected channel, large
groups of bit errors are distributed in the packet with occasional correct bits,
while under MFA, small groups of bit errors are speckled around the packet [4].
Furthermore, from the two figures, we can find that, with packet size increas-
ing, the correction performance gets worse. 

6.2 The contribution of interleaving to error correction
This subsection investigates in which channel conditions interleaving brings an
error correction gain.  We define the interleaving gain as the decrease in PER
achieved by applying interleaving on coded packets. The gain is expressed in
percentage, in the absolute scale. 

6.2.1 AWGN channel

From the above data, we get the lowest PER of each packet size with different
interleaving in AWGN channel, shown in Table 6.2.1-1. 

Table 6.2.1-1: The lowest PER in AWGN channel with interleaving

SNR=1dB SNR=2dB SNR=3dB

nw=1 0.1030 0 0

nw=4 0.4310 0.0598 0

nw=7 0.6993 0.1718 0.0100
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nw=10 0.8197 0.3123 0.0199

nw=13 0.8929 0.3663 0.0297

nw=16 0.8621 0.2941 0.0392

After testing the PER without interleaving based on the same model, we obtain
the results  showing the capability of RS code without  interleaving which is
Shown in Table 6.2.1-2.

Table 6.2.1-2: PER in AWGN channel without interleaving

SNR=1dB SNR=2dB SNR=3dB

nw=1 0.1229 0 0

nw=4 0.5302 0.1180 0.0009

nw=7 0.8197 0.1949 0.0130

nw=10 0.9141 0.3501 0.0394

nw=13 0.9560 0.4621 0.0595

nw=16 0.9960 0.5669 0.0740

Then we compare these two tables and generate the percentage showing the ca-
pability of interleaving to help correct the corrupted packets. This percentage is
the proportion of the number of packets recovered due to interleaving in the to-
tal number of packets received. The detail data is in Table 6.2.1-3. 

Table 6.2.1-3: The gain of interleaving for AWGN channel 

SNR=1dB SNR=2dB SNR=3dB

nw=1 1.99% 0% 0%

nw=4 9.92% 5.82% 0.90%

nw=7 12.04% 1.55% 0.30%

nw=10 9.44% 3.86% 1.95%

nw=13 6.31% 9.58% 2.98%

nw=16 13.39% 27.28% 3.91%

From table 6.2.1-3, we can see in AWGN channel, as the length of packet trans-
mitted grows, generally the gain of interleaving increases. The highest value is
when the packet size is 16 codewords. At that case, the interleaving improves
the  performance of  FEC a  lot,  however  the  average  of  interleaving  gain  is
6.16%, which means the impact of interleaving is very slight. 

6.2.2 Rayleigh channel

From the above data, we get the best performance of each packet size with dif-
ferent interleaving in Table 6.2.2-1. It results from the minimum of the PER for
certain SNR of channel and certain packet size.
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Table 6.2.2-1: The lowest PER in Rayleigh fading channel with interleaving

SNR=1dB SNR=2dB SNR=3dB

nw=1 0.5523 0.1034 0

nw=4 0.8264 0.3922 0.0773

nw=7 0.9434 0.7042 0.2222

nw=10 0.9804 0.7964 0.3906

nw=13 0.9901 0.8910 0.4878

nw=16 1 0.9091 0.5682

After testing the PER without interleaving based on the same model, we obtain
the results  showing the capability of RS code without  interleaving which is
shown in Table 6.2.2-2.

Table 6.2.2-2: PER in Rayleigh fading channel without interleaving

SNR=1dB SNR=2dB SNR=3dB

nw=1 0.7092 0.1109 0

nw=4 0.9615 0.5398 0.1109

nw=7 0.995 0.7984 0.2547

nw=10 1 0.9238 0.4494

nw=13 1 0.9732 0.5682

nw=16 1 0.978 0.6221

In the same way in AWGN channel,  we compare these two tables and generate
the percentage showing the gain of interleaving.  The detail  data  is  in Table
6.2.2-3.

Table 6.2.2-3: The gain of interleaving for Rayleigh fading channel

SNR=1dB SNR=2dB SNR=3dB

nw=1 15.69% 0.75% 0%

nw=4 13.51% 0% 3.36%

nw=7 5.16% 9.42% 3.25%

nw=10 1.96% 12.74% 5.88%

nw=13 1.00% 0.98% 8.04%

nw=16 0% 6.89% 2.39%

Generally, interleaving gain for Rayleigh Channel is similar with the one for
AWGN channel. As the packet size increases, the interleaving gain grows. The
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average of interleaving gain is 5.06%, which means interleaving could not re-
duce the PER efficiently in Rayleigh channel.

6.2.3 The channel with deterministic SER

As introduced earlier, for this channel, we only set the SER of channel to 0.3.
From the above data, we get PER of each size of packet, shown in Table 6.2.3-
1. 

Table 6.2.3-1: PER in the channel with deterministic SER with interleaving

nw=1 nw=4 nw=7 nw=10 nw=13 nw=16

PER 0.1771 0.5618 0.7692 0.8772 0.9901 0.9615

After testing the PER without interleaving based on the same model, we obtain
the results  showing the capability of RS code without  interleaving which is
shown in Table 6.2.3-2.

Table 6.2.3-2: PER in the channel with deterministic SER without interleaving

nw = 1 nw = 4 nw = 7 nw = 10 nw = 13 nw = 16

PER 0.924 0.9862 0.995 1 1 1

We compare these two tables and generate the percentage showing the gain of
interleaving. The detail data is in Table 6.2.3-3.

Table 6.2.3-3: The gain of interleaving in the channel with deterministic SER

nw = 1 nw = 4 nw = 7 nw = 10 nw = 13 nw = 16

Gain 74.69% 42.44% 22.58% 12.28% 0.99% 3.85%

In this channel, the trend of the percentage is relatively different with the other
channels. The gain decreases quickly and obviously while the size of packet in-
creases and the percentage is large when the packet size is small enough, which
means interleaving plays an important role in correcting the corrupted packet in
receiver. When the packet size is big, the impact of interleaving becomes small. 

6.2.4 Interference from real error traces

As introduced earlier, for this channel, we only set the SER of channel to 0.3.
From the above data, we get PER of each size of packet, shown in Table 6.2.4-
1. 

Table 6.2.4-1: PER in WLAN affected channel with interleaving

nw=1 nw=4 nw=7 nw=10 nw=13 nw=16

PER 0.4864 0.5718 0.6624 0.7255 0.7931 0.8140

After testing the PER without interleaving based on the same model, we obtain
the results  showing the capability of RS code without  interleaving which is
shown in Table 6.2.4-2.
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Table 6.2.4-2: PER in WLAN affected channel without interleaving

nw=1 nw=4 nw=7 nw=10 nw=13 nw=16

PER 0.5875 0.7814 0.9219 0.9659 0.9845 0.9922

We compare these two tables and generate the percentage showing the gain of
interleaving. The detail data is in Table 6.2.4-3.

Table 6.2.4-3: The gain of interleaving in WLAN affected channel

nw=1 nw=4 nw=7 nw=10 nw=13 nw=16

Gain 10.10% 20.96% 25.95% 24.04% 19.14% 17.82%

From the table, we can determine that interleaving can improve the reliability.
Through  calculation,  interleaving  could  render  the  PER  reduction  of  error
correction  at  most  25.95%, and  the  average  value  of  reduction of  PER is
26.14%. Consequently, it  is necessary to employ interleaving when suffering
from IEEE 802.11b/g interference.

6.2.5 Real MFA error traces

 From the above data, we get PER of each size of packet, shown in Table 6.2.5-
1. 

Table 6.2.5-1: PER in MFA channel with interleaving

nw=1 nw=4 nw=7 nw=10 nw=13 nw=16

PER 0.0012 0.0004 0.0008 0 0 0

After testing the PER without interleaving based on the same model, we obtain
the results  showing the capability of RS code without  interleaving which is
shown in Table 6.2.5-2.

Table 6.2.5-2: PER in MFA channel without interleaving

nw=1 nw=4 nw=7 nw=10 nw=13 nw=16

PER 0.0062 0.0106 0.0160 0.0210 0.0270 0.0326

We compare these two tables and generate the percentage showing the gain of
interleaving. The detail data is in Table 6.2.5-3.

Table 6.2.5-3: The gain of interleaving in MFA channel

nw=1 nw=4 nw=7 nw=10 nw=13 nw=16

Gain 0.51% 1.03% 1.52% 2.10% 2.70% 3.26%
From the table, we can determine that interleaving can improve the reliability.
However after calculation, interleaving could render reduction of PER at most
3.26% and the mean is 1.85%, which means that the enhancement of capability
to correct the corrupted packets is relatively small. 
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6.3 Performance of execution time and memory consumption
General block interleaving is the simplest algorithm introduced in the Chapter
2.5.1 which reorders the data with a fixed permutation table. Although it does
not have the best performance when simulating in Matlab, it it necessary to im-
plement this algorithm as a comparison for its simplicity. Another two selected
interleaving method to be implemented are  matrix interleaving  and  convolu-
tional interleaving. The simulation result in Matlab proves that interleaving has
a significant improvement of reliability in WLAN affected channel and channel
with deterministic SER. In the WLAN affected channel, matrix interleaving has
the lowest PER and in the channel with deterministic SER, convolutional inter-
leaving has the best performance. Thus these three interleaving methods, that
are general block interleaving, matrix interleaving and convolutional interleav-
ing are selected to be implemented in TinyOS.

6.3.1 Interleaving time

Table 6.3.1 shows interleaving times by microsecond of each interleaving meth-
ods repeated 200 times and then the total time will be divided with 200. The
first row is the various interleaving length from 30 bytes to 90 bytes while the
first column indicates the type of interleaving. In the TinyOS, one tick does not
stand for exact 1 millisecond but for 1/1024 second. In the Table 6.3, the ticks
recorded by TinyOS have been recalculated as microsecond. Since the aim of
measuring interleaving time is comparing the performances of each interleaving
algorithm. In TinyOS, the Millisecond Timer with resolution of millisecond is
provided and adopted in the study. However, the accuracy of millisecond timer
can not show the differences among kinds of interleaving methods with variable
interleaving length. Thus, in order to distinguish the trivial differences of inter-
leaving time among all algorithms, each of the interleaving methods has been
measured with repetition of 200 times. Then the real data is divided by 200 and
shown in the Table 6.3.1-1.

Table 6.3.1-1: Interleaving time measured:

30bytes 45bytes 60bytes 90bytes

Matrix 597.338 us 881.345 us 1164.66 us 1713.865 us

General block 270.183 us 397.945 us 525.915 us 786.135 us

Convolution 514.325 us 756.835 us 998.841 us 1469.725 us

As the simplest interleaving methods, general block interleaving has the short-
est execution time among these three algorithms. Under the same interleaving
length, the matrix interleaving has the longest execution time. If the packet is
longer, that means more data need to be calculated and require longer execution
time. From the Table 6.3.1-1, the interleaving execution time has a linear rela-
tionship with packet length for the same type of interleaving method. The inter-
leaving time of matrix interleaving with 60 bytes length is nearly two times of it
with 30 bytes length. It can be concluded that:
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• For  different  interleaving  methods  with  same  packet  length,  general
block interleaving has the shortest execution time while  matrix inter-
leaving has the longest interleaving time.

• In the same interleaving algorithm with variable interleaving length, the
execution time has a linear relationship with packet size. With growth of
packet size, the execution time becomes longer.

6.3.2 Memory consumption

Table 6.3.2-1 shows the memory consumption of different interleaving methods
in MicaZ sensors.  Same with Table 6.3.1-1,  the first  row stands for various
packet length from 30 bytes to 90 bytes while the first column indicates the type
of interleaving. Although the memory consumptions can vary largely if differ-
ent coder write the codes and there are still chances that each of algorithms in
this experiment can be optimized in the future, it is also very clear that General
block interleaving has the smallest memory consumption. As stated before, the
RAM size of MPR2400 is  4 kB. The memory consumptions  of interleaving
methods are not significant which vary from 30 bytes to 400 bytes in this study.
Since the main usage for memory in the interleaving algorithm is storing the
permutation table, the longer interleaving length requires a larger permutation
table and consumes more memory.

Table 6.3.2-1: Memory consumption of interleaving in MicaZ sensor:

30bytes 45bytes 60byes 90bytes

Matrix 184 bytes 229 bytes 244 bytes 364 bytes

General block 33 bytes 48 bytes 73 bytes 93 bytes

Convolutional 334 bytes 364 bytes 379 byes 394 bytes

Table 6.3.2-2: Memory consumption percentage of interleaving in MicaZ sensor:

30bytes 45bytes 60byes 90bytes

Matrix 4.6 % 5.725% 6.1% 9.1%

General block 0.825% 1.2% 1.825% 2.325%

Convolutional 8.35% 9.1% 9.475% 9.85%

As it shows in Table 6.3.2-1 that is the absolute consumption of memory and
the Table 6.3.2-2 shows the relative memory consumption of MicaZ, the sim-
plest interleaving method general block interleaving has the smallest consump-
tion and the convolutional interleaving consumes most among these three algo-
rithms. Also for the same type of interleaving algorithms, with the growth of
packet size the memory consumption becomes larger. This is because the per-
mutation table occupies most in the interleaving algorithm and longer interleav-
ing length matches a larger permutation table as stated before. Thus, the conclu-
sion can be made:
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• Within the same interleaving method, the longer the packet size is, the
more memory that would be consumed.

• Under  the  same  interleaving  length,  general  block  interleaving  con-
sumes  least  memory  and  convolutional  interleaving  has  the  largest
memory consumption.
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7 Conclusions and future work
Based on the analysis above, the convolutional interleaving performs the best in
all of the three types of theoretical channel. Meanwhile helical interleaving and
matrix interleaving also perform in some conditions but not universally.  For
real channel, matrix intereleaving has the best performance in the channel under
IEEE 802.11b/g interference,  and in the channel suffering from multipath fad-
ing and attenuation,  helical interleaving is the best  appropriate for RS code.
However  the enhancement  supplied by interleaving is  slight  considering the
system complexity  brought  by  interleaving.  Convolutional  interleaving also
generate relatively low PER, close to but not as good as matrix and helical in-
terleaving respectively in two real channels. From the comparison of PER and
PER without interleaving in theoretical channels and real channels, it can be
concluded that, for theoretical channel, interleaving plays an important role to
enhance  the  capability  to  correct  the  corrupted  packets  except  for  Rayleigh
channel, in which the impact of interleaving is generally slight, whatever the
size of packet is. Meanwhile for the channel under IEEE 802.11b/g interference,
interleaving enhance more than 10% PER in the receiver, however for MFA
channel, it is only 1% or so. The conclusion get from the experiment is that:

• Interleaving  techniques  have  a  significant  positive  influence  under
WLAN affected channel and channel with deterministic SER.

• Convolutional interleaving has the best PER performance in the channel
with deterministic SER while matrix interleaving has the lowest PER in
WLAN affected channel*. 

Considering that the convolutional interleaving and matrix interleaving outper-
form all the other interleaving algorithm in theoretical channel and the channel
under  IEEE 802.11b/g inference respectively,  they are selected to be imple-
mented on TinyOS and the results prove that they take an acceptable latency to
do interleaving. The conclusion get from the interleaving time is that

• For  different  interleaving  methods  with  same  packet  length,  general
block interleaving has the shortest interleaving time while matrix inter-
leaving has the longest interleaving time.

• In the same interleaving algorithm with variable interleaving length, the
execution time has a linear relationship with packet size. With growth of
packet size, the execution time becomes longer.

* These experiments are strictly technical and there are no direct ethical or social effects of
the proposed techniques. The wireless communication is able to get an increased robustness
to long error bursts when adopting the suggested interleaving method in the corresponding
channel. The positive social effects that may occur are secondary.
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In the memory consumption aspect,  matrix interleaving occupies 184 bytes to
384 bytes with interleaving length varies from 30 bytes to 90 bytes, smaller
than convolutional interleaving which needs 330 bytes to 400 bytes in the same
condition. Comparing to the 4 kB RAM size of MicaZ node, the memory con-
sumption of matrix interleaving is reasonable. And the conclusion is made:

• Within the same interleaving method, the longer the packet size is, the
more memory that would be consumed.

• Under  the  same  interleaving  length,  general  block  interleaving  con-
sumes  least  memory  and  convolutional  interleaving  has  the  largest
memory consumption.

7.1 Future work
In this  study,  seven basic  symbol-interleaving methods are  simulated  in  the
Matlab. Two interleaving algorithms with lowest PER performance in the Mat-
lab simulation are implemented in the TinyOS and so does the simplest inter-
leaving algorithm,  general block interleaving. More symbol-interleaving algo-
rithms can be simulated and implemented in the future. Also the performance of
interleaving methods combined with other FEC such as Turbo code can be stud-
ied.
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	In the wireless sensor network, the WLAN interference, multi-path fading and attenuation are the main reason for packets’ corruption. Forward error correction is one of the methods for error mitigation. Many coding methods are designed to improve the reliability of wireless channel. However, none of these coding methods could handle the burst errors that widely exist in wireless channel and are mainly responsible for packet corruption. Interleaving is introduced to robust these coding methods and make those corrupted packets available to be corrected by spreading the burst errors. The Reed-Solomon (15,7) block code is used as the forwarding error correction in these experiments. In this paper, seven different symbol interleaving will be firstly simulated in the Matlab platform under four different channels to evaluate their packet error rate performances. Then, two of the seven interleaving with better performance and the simplest interleaving algorithm, general block interleaving will be implemented in the TinyOS platform, and they will be compared with each other from packet error rate, interleaving time and memory consumption aspects. Experiments show that, for theoretical channel, interleaving plays an important role to enhance the capability to correct the corrupted packets except for Rayleigh channel, in which the impact of interleaving is generally slight. Meanwhile for the channel under IEEE 802.11b/g interference, interleaving enhance more than 10% PER in the receiver. However for MFA channel, the enhancement is slight, only 1.85%. Convolutional interleaving has the best PER performance in AWGN channel and the channel with deterministic SER, while matrix interleaving has the lowest PER in WLAN affected channel. In the latency and memory consumption aspect, For the same packet length, general block interleaving has the shortest interleaving time while matrix interleaving has the longest. In the same interleaving algorithm, the execution time becomes longer with growth of packet size. Within the same interleaving method, the longer the packet size is, the more memory that would be consumed. Under the same interleaving length, general block interleaving consumes least memory and convolutional interleaving has the largest memory consumption.
	Keywords: Interleaving, Matlab, Reed-Solomon, TinyOS, WSN, FEC, MicaZ.
	Terminology / Notation
	Acronyms/Abbreviations
	Mathematical notation
	1 Introduction
	1.1 Background and problem motivation
	1.2 Overall aim
	1.3 Scope
	1.4 Concrete goals
	1.5 Outline
	1.6 Contributions

	2 Theory
	2.1 IEEE 802.15.4–2006
	2.2 TinyOS
	2.3 MicaZ
	2.4 Forward error correction and Reed-Solomon codes
	2.5 Interleaving overview
	2.5.1 Block interleaving
	2.5.2 Convolution interleaving


	3 Methodology
	3.1 Performance criteria
	3.2 Simulation in Matlab
	3.3 Implementation in TinyOS
	3.4 Combination of TinyOS and Matlab

	4 Implementation in TinyOS
	4.1 Time measurement
	4.2 Memory Consumption

	5 Simulation
	5.1 Channel coding format
	5.2 Theoretical channels
	5.3 Real channel

	6 Results
	6.1 Error correction performance
	6.1.1 Theoretical channels
	6.1.2 Real channel

	6.2 The contribution of interleaving to error correction
	6.2.1 AWGN channel
	6.2.2 Rayleigh channel
	6.2.3 The channel with deterministic SER
	6.2.4 Interference from real error traces
	6.2.5 Real MFA error traces

	6.3 Performance of execution time and memory consumption
	6.3.1 Interleaving time
	6.3.2 Memory consumption


	7 Conclusions and future work
	7.1 Future work


