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Abstract 
Wireless technology has been advancing a lot over the years and it has 

become mature enough to be used in industrial process control. Wireless 

sensor networks have overtaken the wired devices and are vastly 

adapted across the industry. Using wireless technologies in industrial 

process control results in easy installation and configuration of network 

and helps in reduction of overall cost. Applying wireless technologies 

has greater benefits but on the other hand it provides challenges due to 

harsh industrial environments. Nowadays, wireless sensor devices are 

smart enough to detect the problems within the network and are capa-

ble of producing health reports. To use the capabilities of these smart 

devices a centralized management is required.  A centralized network 

manager can manage these smart devices to improve the overall net-

work. Network manager plays a pivotal role because it is a central part 

of the network and a bad network manager results in network perform-

ance degradation. This thesis work addresses the need of centralized 

network management and proposes a design for the network manager 

based on the WirelessHART standard. Several algorithms are developed 

based on the layered architecture of WirelessHART  and a user-friendly 

graphical user interface is designed for the network manager which is 

capable of displaying real-time performance and statistics of the net-

work, adding and configuring the nodes, creating routes for the nodes, 

showing routing tables and neighbour tables and display the network 

topology. Any change in the network is reflected and displayed by the 

GUI at run time. The designed network manager is implemented and 

tested using both simulated packets and real hardware and the work is 

evaluated using Average Packet Delivery Ratio, Average End to End 

Delay and by comparing the work to already designed network manag-

ers.  

Keywords:  

WirelessHART, Network Manager, TinyOS, WSN, TelosB, GUI 
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1 Introduction 
Industrial Wireless Sensor Networks (IWSN) is an emerging technology 

within the area of industrial automation. Nowadays, wireless 

technology is widely used in every field, but for the industrial 

automation the existing technologies were not enough to meet all the 

requirements. Therefore, Hart Communication Foundation came up 

with the new wireless technology called WirelessHART which is 

specifically designed for industrial automation. Applying wireless 

technologies to industrial process control and automation results not 

only in the reliability and flexibility of the system, but also adds the cost 

effectiveness and helps greatly in process maintenance [1] [2]. 

A typical wireless automation network deployment in an industry is 

consisted of field devices which are equipped with sensors and 

actuators that communicate with the plant network.  A gateway, which 

enables communication between wireless field devices and host systems 

connected to an Ethernet, serial, or other existing plant communication 

networks [3], and a network manager which manages the overall 

network. The network manager does not directly connect to the wireless 

network, but it is a logical part of the gateway. It communicates with 

other network devices using the application layer protocol of the 

WirelessHART standard. The network manager is responsible for the 

configuration of the network; scheduling communication between 

network devices; management of the routing tables and monitoring and 

reporting the health of the wireless network [4]. 

 

1.1 Background and problem motivation 

The network manager is an important part of the network as it controls 

and manages the whole network. A good network manager can 

improve the network’s efficiency. The network manager collects 

performance and diagnostic information of the network. This 

information is accessible during run-time, making it possible to view 

and analyze the behavior of the overall network. If problems are 

detected, the reconfiguration of the network is performed while the 

network is operating. This network grooming is performed 

continuously as the whole network operation and performance varies 

due to changes in network load and environmental conditions. 
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WirelessHART networks require guaranteed real-time transmissions.  

Missing the performance and diagnostic information of the network is 

unacceptable in industrial applications with stringent timing 

requirements. Moreover, a network manager can play an important role 

to evaluate protocols proposed by researchers through collecting related 

information.  Last but not least, the WirelessHART standard does not 

specify the implementation of a network manager and it doesn’t 

mandate how the network manager configures the network. This can 

lead to performance degradation of the WirelessHART network due to 

bad network configuration and management [4].  

1.2 Overall aim  

The overall goal of this project is to implement a network manager for 

IWSN. The main tasks included in this thesis are to collect the 

performance and diagnostic information of the network in real time and 

design a graphical user interface (GUI) for the network manager to 

display necessary performance and diagnostic information. The GUI 

should also be user-friendly to configure network parameters for the 

field devices and evaluate protocols proposed by researchers (e.g., 

evaluate the time synchronization accuracy of the whole network). 

1.3 Scope 

The main focus in the thesis is to design a Graphical User Interface for 

the IWSN’s network manager and its implementation. Some of the tasks 

of the network manager like initial network setup, gateways settings 

and motes setup will not be the point of focus in the thesis. The main 

focus would be the real time display of performance and diagnostic 

information and based on these values perform necessary network 

changes. The GUI will also focus on the topology view of the network in 

real time.    

1.4 Concrete goals 

The concrete goal of the thesis is to implement the WirelessHART net-

work manager by designing a graphical user interface and display the 

network’s real-time configuration and diagnostic information, maintain 

network performance by making necessary changes in the network. 

And to display the topology of the network using GUI and evaluate 

protocols proposed by researchers.   

1.5 Scientific Contributions 

This thesis has two contributions. First, a design is presented for the 

graphical user interface of the network manager based on the 
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WirelessHART standard. Secondly, the network manager is implement-

ed and evaluated using simulated and real packets using average packet 

delivery ratio and average end to end delay.  

1.6 Related Work 

Intensive research is underway in the field of Industrial Wireless Sensor 

Networks. Researchers have been interested in finding the best solutions 

to implement the WSNs in industries to improve the productivity by 

automating the process. The researcher Vehbi C. Gungor provided the 

technical challenges and design principles for developing the hardware, 

software, protocol and system architecture for IWSN. Moreover, they 

also presented the research issues in the area of IWSN [28]. David 

Gustafsson of KTH University Stockholm worked on the wireless 

technologies used in IWSN and preferred WirelessHART technology 

over Bluetooth and ZigBee [29]. University of Texas in collaboration 

with Emerson Process Management worked on the architecture of 

WirelessHART. They describe several implementation challenges like 

timer, network synchronization, communication security and central 

network manager [8]. Other research proposed a gateway system for 

wireless sensor networks based on environmental monitoring [30]. 

Researchers Z. Yun, L. Zhihao and L. Luming worked specifically on the 

network management in the WirelessHART network for industry 

applications. They discussed the mode of network management and 

proposed solutions for some of the challenges [11].  

 

1.7 Outline 

The structure of the thesis is as follows. Chapter two provides a detailed 

introduction about the Wireless Sensor Networks specifically focusing 

on the industrial wireless sensor networks and WirelessHART standard. 

In addition, this chapter also introduces the concept of Human Machine 

Interaction and its benefits in the interface designing and industry 

automation. Chapter three contains the methodology and it defines the 

methods and approaches used to attain the goals of the thesis. Chapter 

four is the design part and it contains the implementation of the thesis. 

Chapter five include all the results and achieved goals of the thesis. 

Chapter six concludes the thesis and discusses future work.  
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2 Background 
This chapter discusses the background of the Industrial Wireless Sensor 

Networks. To get better acquainted with this technology the chapter 

also provides information about the existing wireless sensor network’s 

communication protocols, discussing in general ZigBee, ZigBeePRO and 

ISA 100.11a, whereas the WirelessHART is discussed in detail as it is the 

main focus of this thesis. The chapter ends with the topic Human 

Machine Interaction discussing its importance and usage in the interface 

design and industry automation.  

2.1 Industrial Wireless Sensor Networks 

Today’s technology has improved so much that most of the industries 

are looking to improve the process automation by using sensors. With 

the advancement in wireless technologies the industries have switched 

from wired network to wireless sensor networks to reduce the overall 

cost, better resource utilization and improve system efficiency. Using 

IWSN, an industry system becomes more reliable, quick to adopt the 

changes in the network and is provided with the ability of intelligent 

processing. As shown in figure 2.1 an industrial wireless sensor network 

consists of sensors called nodes or motes which are capable of com-

municating wirelessly with each other as well as with the plant network 

through a network manager.  

The network manager is the central part of the IWSN and sometimes 

considered as the brain of the network. Network setup, scheduling, 

synchronization, diagnosing and many other important tasks are carried 

out by the network manager. The nodes in a wireless sensor network are 

not that intelligent compared to the network manager. They can only 

send and receive local information. Nodes contain hardware as low as 

possible to make them more energy efficient and consuming very little 

power. It also helps the quality of the network and reduces the mainte-

nance cost. 

Owing to wireless communication in the network, the security is one of 

the major concerns and considered important. Therefore a wireless 

sensor network also contains a security manager which is capable of 

generating all the security keys and certificates for the network. It is also 

used to authenticate the field devices. Security manager in some net-
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works is designed as a separate entity and in some cases it is also con-

sidered a part of the network manager.  

 

Figure 2.1 Industrial Wireless Sensor Network 

2.2 Wireless Sensor Network Architecture 

Wireless process control has become the focal point in the industry due 

to its benefits as discussed earlier in this report. The protocols that are 

used for process control are ZigBee [5], ISA [2] and HART [1] which are 

discussed in detail in following sections.  

2.2.1 ZigBee 

ZigBee is a wireless standard which is low-power, low cost and highly 

reliable. Due to its reliability and low power consumption the ZigBee is 

considered a good candidate for WSN and mostly used in many wire-

less control applications. ZigBee operates in the 2.4GHz frequency band 

as specified by IEEE 802.15.4. It supports both discovery and pairing 

mechanisms with full application confirmation and has the ability to use 

multiple star topology and inter-personal area networking communica-

tion. To ensure the security of the network ZigBee uses advanced en-

cryption standard AES-128 security system and support the security key 

generation method [5].  

The physical layer of ZigBee allows a high level of integration whereas 

the cost of implementation remains low. MAC layer is designed to 

support multiple topologies without any complexity and it can also 

support a large number of devices. Similarly the network layer of 

ZigBee is designed is a such a way that it can support multiple devices 



Design & Implementation of 

Network Manager for IWSN-  

Ayaz Shahid 

2 Background 

2014-09-29 

 

6 

without low latencies and it is the network layer which allows the 

ZigBee network to grow spatially without requiring high power trans-

mitters [9]. Although ZigBee technology has greater characteristics and 

advantages than Bluetooth, ZigBee cannot meet the requirements of the 

large industry applications. Firstly, it does not provide any guarantee on 

end-to-end wireless communication delay, and secondly, ZigBee has no 

built-in channel hopping which leads to failure in an industry environ-

ment where there are interferences and obstacles [8]. 

2.2.2 ISA 100.11a 

ISA100.11a came into existence in Sep 2009. It is a part of the ISA 100 

family standard designed specifically for industry automation. It has 

been developed by the International Standard of Automation (ISA) 

whose main aim is to design a wireless standard that meets all the 

requirements for industrial automation including security and man-

agement. The main characteristics defined in the standard include the 

ability to serve process industry application including factory automa-

tion, support for multiple protocols, reliability of network through error 

detection and channel hopping, flexibility and security. Moreover, the 

standard defines two types of devices which are field devices and back-

bone devices. Field devices are the devices which support routing, it can 

also be a device which does not support routing, like a handheld device. 

Field devices can have a limited or a moderate battery power. The 

backbone devices are the ones that require a continuous power source 

and are considered as full functional devices, like a system manager. 

These devices are also responsible for network time and synchroniza-

tion information of the field devices [10].   

2.2.3 WirelessHART 

WirelessHART is an open standard designed for process measurement 

and control devices. It is based on Highway Addressable Remote 

Transducer (HART) protocol designed and standardized by HART 

Communication Foundation (HCF). Similar to other wireless technolo-

gies it also operates in 2.4GHz ISM band. WirelessHART is a simple yet 

robust, reliable, self-healing and self-organizing technology which uses 

both Direct Sequence Spread Spectrum (DSSS) and Frequency Hopping 

Spread Spectrum (FHSS) [11]. WirelessHART is discussed in detail in 

section 2.3.  

The main difference between ISA100.11a and WirelessHART is that the 

WirelessHART standard is designed to address issues like reliability, 
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security and interoperability, whereas ISA100.11a is built to address 

flexibility and provide run time options for customizing the operations 

in network. In addition, WirelessHART devices must support routing 

whereas the ISA 100.11a standard specifies optional routing for devices. 

Moreover, in WirelessHART the time slots have a fixed length of 10ms 

while on the other hand ISA 100.11a does not specify fixed length time 

slots [12]. 

2.3 WirelessHART Overview 

Over the years wireless technology has been continuously improving 

and evolved so much that many industries have switched from wired to 

wireless to control, monitor and manage their systems. With more and 

more industries shifting to wireless, a need arises to have a standard 

that meets all the requirements for industry control. HART Communica-

tion Foundation (HCF), a group of multiple companies including ABB, 

Emerson, and Siemens etc. took the initiative and designed the 

WirelessHART standard based on Highway Addressable Remote 

Transducer (HART) protocol to meet the demands of process industry. 

By the time the standard had been designed, many HART devices were 

already on the market therefore the standard is designed to be compati-

ble with existing devices and makes it easy to implement. 

WirelessHART is considered a simple technology due to its self-

organizing and self-healing characteristics. Using the wireless technolo-

gy helps easy installation and commissioning of a network and reduces 

the cost. WirelessHART is designed in such a way that it can also be 

compatible with the wired HART standard [13].  

The industry environment is very harsh because it consists of metals 

which cause interference with communication.  Apart from that, there 

are many types of radio frequencies and electromagnetic interferences 

which are the main cause for communication degradation. To address 

these problems the WirelessHART standard uses both DSSS and FSSS at 

its physical layer. To make the network more reliable the standard is 

designed so that the network can easily integrate itself to any change by 

using the diagnostic, error and health reports from the devices. 

WirelessHART is a mesh network with multiple access points which 

helps the network to select alternate paths in case of network degrada-

tion. All these characteristics make WirelessHART a reliable technology 

[13].  
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To ensure the security of the network and all the communication, the 

WirelessHART standard uses Advance Encryption Standard AES-128 at 

multiple levels. Security keys and certificates are generated by a security 

manager which is utilized by different layers. At data link layer the 

network ID is used to secure the data transmission. At network layer the 

different session ID’s are used to secure P2P communication by encrypt-

ing and authenticating. To ensure the joining of correct and authenticat-

ed devices, a join key is used in the device joining process. Additionally, 

to make the overall network and WirelessHART standard more secure, 

the security/network manager changes all the keys and certificates 

periodically [13]. 

2.3.1 WirelessHART Architecture 

As shown in Fig 2.1 a WirelessHART network consists of sensors and 

actuators which are called field devices. These are the sensors which 

read the data from the industrial components. The sensors have the 

capability to route as well as forward the packets they receive. All the 

sensors are connected wirelessly to an access point (AP). A network 

may contain one or more access points. In some scenarios an AP is 

considered as a part of a gateway. A gateway is the connection between 

field devices and the network manager. All the packets destined to the 

network manager are routed through gateway and similarly packets 

from NM to the sensor passes through the gateway. In addition, a 

gateway is also accountable for message buffering and a clock source. 

The network manager (NM) is the central part of the WirelessHART 

network. It is considered an important device because it is responsible 

for creating, setting up, and configuring the network. All network 

scheduling and synchronization is carried out by network manager. The 

network manager connects the WirelessHART network with the plant 

network. To secure the network and to authenticate devices and mes-

sages the network manager uses security manager (SM) which is ac-

countable for creating security keys and certificates. In some cases the 

security manager is considered a part of NM while in some scenarios it 

stands as a separate entity.   

2.3.2 WirelessHART Communication Protocol Stack 

Fig 2.2 shows the WirelessHART communication protocol stack. The 

model consists of five layers. The presentation and session layer from 

OSI layer are not included in WirelessHART. The main three layers are 

network, datalink and physical.  
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Figure 2.2 Architecture of HART Communication protocol Stack[13] 

Physical layer  

The WirelessHART physical layer is based on the IEEE 802.15.4-2006. 

2.4GHz DSSS physical layer [14]. Most of the radio characteristics like 

signal strength, signaling method and sensitivity of the device is defined 

by physical layer. WirelessHART operates in the 2400-2483.5MHz 

license-free ISM band with a data rate of up to 250 Kbits/s. Its channels 

are numbered from 11 to 26, with a 5MHz gap between two adjacent 

channels [8]. 

Data-link layer 

One distinctive characteristic of WirelessHART is its timely synchro-

nized data link layer. To provide a deterministic and collision free 

communication, WirelessHART utilizes TDMA technology where every 

time slot is 10ms. Multiple time slots are grouped in a superframe. Note 

that a super frame is periodical, with the total length of the member 

slots as the period. All super frames in a WirelessHART network start 

from the ASN (absolution slot number) 0, the time when the network is 

first created. Each super frame then repeats itself along the time based 

on its period [8]. 

The TDMA Data Link Layer Specification defines five WirelessHART 

frame types: Acknowledgment DLPDU, Advertise DLPDU, Keep-Alive 

DLPDU, Disconnect DLPDU, and Data DLPDU. Only data DLPDU 

contain higher layer’s information in their payload, the rest are exclu-

Layer 
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sively used by data link information. Advertisement is particularly 

important in WHART since it contains information about the joining 

super frames and links for the joining devices. The configuration of the 

schedule tables that determine when and to whom to send the DLPDUs 

is delegated to the network manager. The Network Manager configures 

them in the process of the formation of the WirelessHART Network and, 

lately, when adapting the network to achieve a better performance [35]. 

 

Figure 2.3 Data link layer packet data unit (PDU) [35] 

Network Layer 

The network layer responsibilities consist of several functions including 

packet routing, ensuring secure end-to-end communications and encap-

sulating the transport layer information exchanged across a network. 

The network manager is responsible for configuring the routing tables 

of every network device in the joining process. The routing tables are 

updated by the network manager when adapting the WirelessHART 

Network in accordance with the necessities of the performance and 

communication requirements. In WirelessHART there are three ways of 

routing: (1) Graph routing, used when the devices have joined the 

network and, therefore have been configured by the NM. It establishes a 

group of paths, identified by Graph ID, from source to destination. (2) 

Source Route, used for diagnostics, establishes a fixed path from source 

to destination, and (3) Proxy Route, used when the device has not yet 

joined the network. As stated previously, security is a MUST in indus-

trial communications. For that reason, WirelessHART at this level pro-

vides secure end-to-sessions which are configured by the Network 

Manager when the devices join the WirelessHART network. The NPDU 

is ciphered and authenticated with a 128-bit AES Session Key. The 

NPDU header (Fig. 2.4) starts from a control byte that specifies an ad-

dressing scheme employed and indicates if special routes are used in the 

reminder of the header. A Time-To-Live (TTL) field is a counter which is 

decremented at the each next-hop, hence determining the amount of 

hops a packet can travel before it is dropped. An Absolute Slot Number 
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(ASN) Snippet field provides performance metrics and diagnostic in-

formation of a network operation. This field specifies the time passed 

since a packet was created. A Graph ID field is used to route a packet 

across a network, identifying nodes which can be used along the way. 

Remaining fields specifies addresses and additional routing options 

such Proxy Route and Source Route. Security sub-layer is a part of the 

NPDU header; it is used for data encryption and the NPDU authentica-

tion. Security sub-layer control specifies a type of a security employed: 

Join Key, Unicast Session Key or Broadcast Session Key. A Message 

Integrity Code (MIC) is responsible for checking data integrity. The 

overall length of the NPDU header may vary depending on the length 

of the source and the destination addresses, special routes and the 

counter length. The minimum length of the NPDU header is 21 bytes. 

The payload of the NPDU corresponds to the enciphered Transport 

Layer PDU which contains the actual HART commands used for com-

municating in the WHART Network [35]. 

 

Figure 2.4 WirelessHART network layer PDU [35] 

 

Transport layer 

WirelessHART implements a lightweight transport layer. The main task 

of this layer is to provide a reliable end to end delivery of packets. 

Transport layer uses either join key or session key to encipher the 

transport pdu. Figure 2.5 shows the format of TLPDU.  
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Figure 2.5 Transport Layer PDU [35] 

Application layer 

The application layer consists of actual commands that are used in 

WirelessHART. For each command the application layer produces a 

response which is used by the network manager for the configuration of 

the network. Fig 2.6 shows the structure of the physical layer PDU and 

command format.  

                   

Figure 2.6 Physical Layer Command format [35] 

 

2.4 Wireless Sensor Networks Application 

The employment of Wireless Sensor Network (WSN) is generically 

categorized into [15]: 

 Monitoring Space 

 Monitoring Targets  

 

The prior/previous classification is inclusive of multiple monitoring 

dominos such as habitat monitoring, meticulous agriculture, electronics 

observations and smart alarms in general. The subsequent forms sup-

port operational monitoring, medical indicatives, industrial equipment 

monitoring and maintenance and urban territory mapping and drafting. 

Further categories includes hybrid Wireless Sensor Network (WSN) in 

this vary domain of WSN, the major goal is to have a controlled interac-

tion among surrounding environments. 

For example, emergency services involve risk analysis, risk averts, and 

support and recovery capabilities which are deployed in various indus-

trial sectors for example nuclear plants, electrical plants among other 
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industrial domains which need sensitive information and equipment to 

be monitored and maintained. 

 

Security Application 

 This varied field is in great need of security applications around the 

globe so that WSN applications can easily and most efficiently be uti-

lized in security which may be in form of infrastructural security or 

against anti state entities. Sensitive environments and territories such as 

major defense communication centers, power plant territories and other 

such facilities always need security and prior surveillance techniques 

and technologies so that these essential and sensitive environments are 

secured by providing early detection of threats and take necessary 

action against these threats as WSN is more flexible and provides great-

er and scattered coverage. 

WSN can easily detect any sort of land, aerial, chemical and biological 

attacks in-advance and well-formed and required actions can be taken to 

avoid collateral damage.  

  

Industrial Control 

The back bone of any country’s or state’s economic standing is its indus-

try, so industrial stake-holders around the globe has shown great inter-

est in deploying sensor networks in order to have efficient  monitoring 

and maintenance in addition to reduced expenses. There are various 

means available to perceive the state of the mechanical infrastructure of 

an industry, for example through vibration and varying levels of lubri-

cants. WSN can very efficiently be deployed at coordinates where, 

under normal circumstances, a human may not be able to access. Re-

mote WSN enables an industry to guarantee declined costs while fol-

lowing procedures and safety laws 3. Material posse ions and composi-

tions can easily and efficiently be measured by replacing current ortho-

dox instruments by optical sensors, enabling industry to have better and 

more exact measurements 4. The major goal of using any type of WSN 

in an industrial setting is to cut costs and enable the industry to have 

remote access to data in order to maintain and manipulate information 

according to the requirements. Huge amount of data can be fed into 

databases through sensors in order to enable the industry to access real 

time data at small and medium scale. 
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Environmental Monitoring  

WSN used in various environments can help to determine the activities 

which may influence various trends of environment, such as decrease in 

climate change and can also efficiently track unwanted vegetation, pest 

and animal population in the target environment in the specific area.     

 

Traffic Control 

Traffic monitoring and control is significantly improved and affected by 

the implementation of various WSNs in traffic control systems. Many 

states around the globe intend to develop centralized traffic control 

systems in order to have a secure and adequate traffic system. Many 

countries have various WSNs positioned to track and monitor vehicles. 

Most intersections bridges and overheads have smart sensing systems to 

detect vehicles and monitor traffic. As these wireless sensors and moni-

toring systems are very efficient but also very expensive, less costly 

wireless sensors, equipment and networks will support wireless sensing 

systems. By providing less expensive sensors, stake-holders will be able 

to use more of sensing systems to have a better traffic scenario around 

the globe. As more of these systems will be used it will eventually 

enable states to use proper centralized traffic systems which will gener-

ate efficient information. This will be of help during road disasters and 

also for other security reasons such as monitoring of suspicious vehicles. 

It can also be very helpful when maneuvering traffic to reduce conges-

tion in traffic. 

2.5 ZigBee Pro 

ZigBee is a part of IEEE 802.15.4 specification developed for low power 

and low cost industrial automation and control applications. It is based 

on Mesh Network topology which makes it more reliable. The ZigBee 

specification evolved over time and changes have been made the follow-

ing years ZigBee 2004, ZigBee 2006 and ZigBee 2007. [5] 

The ZigBee specification 2007 also called as ZigBee PRO and is the major 

change in the specification defined earlier. ZigBee PRO is a major im-

provement over the other specifications because better support for large 

networks has been added. Other benefit of ZigBee PRO is its backward 

compatibility with previously defined specifications. The Network 

Layer and Application layer of the ZigBee protocol is built upon the 

MAC layer and physical layer of IEEE 802.15.4 standard. To ensure the 

rules and regulations and to make ZigBee interoperable between ven-

dors, ZigBee alliance introduced application profiles on top of the Ap-



Design & Implementation of 

Network Manager for IWSN-  

Ayaz Shahid 

2 Background 

2014-09-29 

 

15 

plication Layer. Profiles can be public profile, private profile or pub-

lished profile. [21] 

2.5.1 Application Layer 

The application layer of ZigBee is comprised of application support sub-

layer (APS), ZigBee Device Object (ZDO) and manufacturer defined 

application objects.  

APS sub-layer 

The main purpose of the application support sub-layer is to maintain 

binding tables which are used to compare two devices based on their 

services and requirements. Binding tables are also used to forward 

messages between devices. Additionally, the sub-layer is also used to 

discover the devices that are working within the operation space of the 

device. [22] 

ZigBee Device Object 

The main responsibility of ZigBee Device Object includes specifying the 

role of different devices in the network, for example defining the ZigBee 

coordinator or an end device. ZDO is also responsible for the security of 

the network devices. It establishes a secure relationship between devices 

by using either public key or symmetric keys. Moreover, ZDO is used to 

initialize the binding request from the devices and based on the request 

produce responses accordingly. [22] 

Application Framework 

The manufacturer defined application objects or Application framework 

provides an environment in which applications execute. [22] 

2.5.2 Network Layer 

The responsibility of the network layer is to provide a suitable interface 

for the application layer by ensuring the correct use of the Media Access 

Control sub-layer. In a ZigBee network the devices can be of any type, 

for example a ZigBee end device, a ZigBee Router or a ZigBee Coordina-

tor and the network layer arranges these different devices either in a 

star, tree or mesh topology. The overall purpose of the network layer is 

to establish new networks and configure newly added devices.  

2.5.3 Improvements of ZigBee PRO over ZigBee 

ZigBee PRO introduced improvements and backward compatibility in 

the specification. ZigBee PRO replaced the tree addressing scheme of 

ZigBee with stochastic addressing. The main problem with tree address-
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ing occurred when the network size grew and the address exhaustion 

started to take place and the change in the topology lead to the re-

addressing of larger parts of the network. On the other hand the sto-

chastic addressing technique introduces simplicity in the network as the 

device selects a random address while joining the network. This tech-

nique introduced the similar address conflict but it has been solved by 

using the unique MAC address along with stochastic address. [23]  

ZigBee PRO utilizes many-to-one source routing in addition to ad-hoc 

on-demand distance vector (AODV) routing. This additional routing 

technique enables devices to establish routes quickly to the gateway. 

ZigBee PRO supports group addressing with limited broadcast group 

address. This helps to prevent unnecessary flooding where devices are 

in close proximity of each other. [23] 

Finally, ZigBee PRO improves the overall security of the specification. It 

provides high security when establishing link keys between p2p connec-

tions. ZigBee PRO deals with the entrusted devices carefully at applica-

tion layer. [23]  

2.6 Network Manager  

The network manager is a vital part of the network. In this section the 

network manager is discussed in detail with respect to WirelessHART. 

It is considered as a network device because it can exchange different 

commands between other network devices. It is important because it 

controls the overall network, its management, configuration, diagnosis, 

scheduling, routing, optimization and many other duties. The core 

functionalities of the NM are discussed in following section. 

2.6.1 Network Setup 

The network is created when the network manager is first powered on. 

In the initialization process a unique network key or id along with other 

security keys are provided to the network manager by the security 

manager. Having received all the required security keys the network 

manager sets up the gateways and access points (AP). The gateway or 

AP is used by the network manager to communicate with the network. 

New devices that wish to join network use joining keys and network ids 

for authentication. When the device is successfully added to the net-

work, the NM provides it with the necessary session keys and assigns a 

network address.  
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2.6.2 Network Diagnostics 

All the devices in the network send health reports to the network man-

ager periodically. The NM maintains a complete list of the devices and 

their health information. This information is provided to the network 

manager at run time to analyze the network. When a problem occurs or 

is detected by the NM, the network is reconfigured without stopping or 

affecting the overall network. Network manager can also access the 

diagnostic information from the devices by using a specific command.   

2.6.3 Network Performance 

The reliability and latency of the network is very important. To achieve 

high reliability the network manager adds multiple paths to network 

devices. To increase the reliability even more, more access points can be 

established which results in more paths. Adding more devices to the 

network increases path diversity and adding additional access point 

increases throughput. The NM can improve the performance of the 

network by using these techniques. Moreover, these techniques are used 

to avoid interference paths.  

2.6.4 Scheduling 

One of the important and difficult tasks performed by the NM is sched-

uling. Based on the information from the network topology and requests 

from the network devices for communication, the NM generates sched-

ules [13]. All incoming and outgoing communication is carried out 

within a specified time period called time slot (TS). Multiple time slots 

are arranged using a superframe. The NM configures all superframes.   

2.6.5 Routing 

Routing is considered important in any network. Reliability and per-

formance of the network depends on the routing. Since the network 

manager is the central hub of the network, it is the NM’s task to create 

and maintain routes. The NM has the complete map of the network at 

all times. Network manager maintains routes by creating and managing 

routing tables for each and every device within in the network.  

2.7 Human Machine Interaction 

The world we are living in is hugely suffused by technology. Computers 

have had a great impact on human beings in every aspect of life. Com-

puter technology has been evolving ever since it was invented and with 

it the human being’s way of interacting with computers has also been 

changing. Every day new technologies are introduced and systems are 
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developed, therefore the research on the way the human being interacts 

with these systems and the computers is growing rapidly. As a result, 

the systems are designed for using interfaces which are based on multi-

modality rather than unimodality, systems which are intelligently 

adaptive instead of command and action based and systems are being 

developed which are active instead of passive. [16] 

Human Computer Interaction (HCI), also known as Man Machine 

Interaction (MMI) or Human Machine Interaction (HMI) is a multidisci-

plinary field which includes fields like Computer Science (CS), Human 

Psychology, Ergonomics, Visualization and design. The overall theme of 

using HMI is to make machines more usable for humans.  Use of HCI 

has been focused more in the automation technology which has resulted 

in the improvement of plant automation safety, quality and efficiency. 

Figure 2.7 shows the overall system of HCI. The users in the system can 

vary depending on the scenario and time. Mostly the users are engi-

neers, managers, operators and security personnel. Interface is used by 

humans to interact with machines, it contains menus, buttons, dialog 

systems, switches etc. Machine is a dynamic technical system which 

includes hardware equipment and software applications. [17]  

 

 

 

Figure 2.7 Human-Machine System (HMS) 

 

2.7.1 HCI Goals 

The overall goal of HCI is to make interaction between humans and 

computer reliable, easy and user-friendly, safe, and to make the system 

more and more usable. Following are the goals of Human Machine 

Interaction design: [16] 

 To make a system more productive by considering user centric 

design 

 Design a system considering safety goals for risky and large-scale 

systems 

 

Human Users 

 

Human-

Machine 
Interface 

 

Machine / 
System 
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 Develop methodologies for designing the best possible interface 

within the limited available resources 

 Develop new intelligent systems with more efficiency and reusa-

bility 

 Develop techniques and methods to improve the interface by 

comparing and evaluating with other interfaces 

 Decrease system failure due to human error  

2.7.2 Design Principles 

Some of the design principles based on human perception factor and 

information processing are as follows: [18] 

1. Make the system interface simple, user-friendly and easily reada-

ble. Complex displays results in overall system degradation be-

cause it is more likely that operator cannot fully understand the 

interface. 

2. If information is presented more than once it is likely data will 

not be understood correctly. This can be done by presenting the 

data in different forms, colours, or shapes. 

3. Similarity of data can result in confusion. Therefore distinguish-

able elements should be used to identify similar data. 

4. In a well-designed interface a variable should look similar to the 

data it represents, for example a high temperature on a ther-

mometer should be represented as a higher vertical level. 

5. Moving elements in the system should move in a pattern and di-

rection compatible with the user’s mental model of how it actu-

ally moves in the system. 

6. The interface should have menus and lists which contains history 

information that can aid operators in accessing their memory.  

7. An interface should contain uncomplicated perceptual tasks 

which helps reducing the operator’s mental resources.  
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2.8 JavaFX 

JavaFX is designed to develop rich client applications. It provides a 

modern java platform with very easy development and deployment. 

JavaFX is developed fully in Java therefore its applications can run 

across multiple platforms. A JavaFX characteristic is quick to respond 

user interface and interactive capabilities. This makes Internet-based 

programs easier to use and more meaningful. It also overcomes the 

problematic phenomena of traditional web applications, such as slow 

performance and limited interactivity. The JavaFX application code is 

capable of referencing APIs from all available Java libraries. The look 

and feel of JavaFX applications can be customized. Cascading Style 

Sheets (CSS) breaks up appearance and style from implementation so 

that developers can focus only on coding. Using JavaFX, a developer can 

easily separate UI logic from application logic by using java code for 

application logic and FXML script for developing the layout and presen-

tation aspects of the UI. To design UIs without writing code, developers 

can use the JavaFX Scene Builder. It is used to create FXML markup 

which are then easily transferred to an Integrated Development Envi-

ronment (IDE) so that developers can add business logic. [19] [20] 

2.8.1 Features of JavaFX 

 API’s 

All Java API’s and libraries are available for JavaFX developers. It 

also enables users to use JVM-based scripting languages. 

 

 FXML 

FXML is an XML based markup language, used to easily build 

complex GUI in a user-friendly environment. 

 

 UI control 

JavaFX contains components like graphs, forms, charts, table and 

tree views for UI control.  In addition, JavaFX UI can be skinned 

and controlled using Cascading Style Sheet (CSS). 

 

 Animation Engine 

To animate the scene JavaFX uses optimized transitions. 
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2.8.2 JavaFX Scene Builder 

Scene builder is a JavaFX design tool which enables easy and quick 

development of a graphical user interface using drag and drop. It con-

tains a list of user interface (UI) components which can be dragged and 

dropped in the main content area. It creates an FXML code automatical-

ly which is then used within the JavaFX application. FXML is an XML 

based markup language to design the layout of user interface. Fig. 2.8 

shows the main window of the scene builder.  

 

Figure 2.8 Scene Builder main window 

2.9 TinyOS 

TinyOS is an event based operating system, written in NesC language 

which is designed for low power sensor networks. A typical TinyOS 

application has a size of 15K bytes, out of which approximately 400 

bytes are used by the operating system. The largest application is about 

64K bytes [25]. TinyOS requires very efficient resource utilization since 

the sensor networks provide very limited resources. For example 

around 512 kilo bytes of RAM memory are available for TinyOS, which 

makes programming very resource efficient. [26] 

2.9.1 TinyOS Component Model 

The TinyOS and applications are compiled and executed within the 

same address space. TinyOS application component become compo-

nents models after having been developed and tested for stability, 

which are then used by other applications. TinyOS components are 

composed into a directed acyclic graph where the application level 
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components lies on top of the graph, whereas the components that sit 

directly on top of the hardware lies at the bottom of the graph [26]. Fig. 

2.9 depicts the component graph TinyOS, where the top level compo-

nent issues commands to lower ones and in response to that commands 

the components in the bottom of the graph generate the events. 

 

Figure 2.9 TinyOS component graph [27] 

2.9.2 TinyOS Events, Commands & Tasks 

TinyOS provides three computational abstractions namely commands, 

events and tasks. Commands and events are used for communication 

between inter-components while on the other hand tasks provide intra-

component concurrency [25].  

Commands & Events 

In TinyOS a command is used to request some services to be performed 

by the components. Example of a typical command in TinyOS is to 

request a component to read the sensor data. A command in the TinyOS 

graph perspective represents a downward call. An event is generated in 

response to a command completion and generally an event is represent-

ed as an upward call. In addition, an event may be generated asynchro-

nously. One of the examples of an asynchronous event occurrence could 

be the result of a hardware interrupt or the arrival of a message.  [25] 
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Tasks 

A task in TinyOS is used by the handlers to avoid the extensive compu-

tations to be performed immediately. A task in general is a function that 

is executed by the TinyOS scheduler at a later time, therefore the basic 

execution model of the task is to run to completion instead of running 

indefinitely. This feature allows tasks to be much lighter in weight in 

comparison to threads. [25] 

2.9.3  Component Composition 

A TinyOS component is composed of three types of files namely, a 

source file with an extension of .c, a component file with .comp exten-

sion and a .desc file which contains the descriptions. All the required 

header files for TinyOS program are generated at compilation time. 

Header files are generated from the .desc file [26]. 

Source Files 

Source files are the ones which have “.c” extension. They are the files 

where the actual TinyOS code can be found. Code to add new functions 

in the TinyOS application is added in these source files. [26] Fig 2.10 

shows an example of a source file 

Component Files  

In TinyOS all files with a  “.comp” extension are component files which 

are similar to header files because they are used to specify an interface 

to a component. A component file is made up of a PREAMBLE, AC-

CEPTS, SIGNALS, HANDLES, USES and INTERNALS. A preamble 

specifies its source .c and description .desc files [26].  

 ACCEPTS are the TOS-COMMANDS that can be called 

 SIGNALS are the TinyOS events that are generated by components 

 HANDLES are the TinyOS events that are handled by the compo-

nents 

 USES are TOS-COMMANDS that are called by components 

 INTERNALS are C based functions that are only called internally by 

the components 

Fig. 2.11 depicts an example of a component file 



Design & Implementation of 

Network Manager for IWSN-  

Ayaz Shahid 

2 Background 

2014-09-29 

 

24 

 

Figure 2.10 Example component file (.comp) [26] 

Description Files 

Description files are used in TinyOS for multiplexing of components as 

well as compilation optimization. All components are linked together in 

a description file. Description files are important because most of the 

compilation time errors occur due to a bad or erroneous description file. 

In addition, all restrictions on the command and events execution at 

compile time are placed and controlled in the .desc file. [26] 
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3 Methodology 
The overall approach to reach the thesis goal includes intense research 

in the field of Wireless Sensor Networks. Most of the research will be 

carried out using literature review as well as discussions via online 

forums, which will not only help the deep understanding of the topic 

but also assists in scrutinizing the tools, methods and processes required 

to complete the goals of the thesis. The overall software development 

will be done in Java running on an Ubuntu platform system. The 

graphical user interface for the network manager will be developed 

using a JavaFX platform while the hardware implementation of the 

system will be done on Crossbow TelosB sensor motes developed by 

Berkeley University California. Fig. 3.1 illustrates the hardware as well 

as software setup used to achieve the thesis goals.    

 

 
Figure 3.1 Thesis hardware & software setup 

 

 

3.1 Challenges 
The basic origin of any design constraints is not just hardware and 

software design but also the integration of the hardware and software. 

This could affect the WSN operation if not addressed correctively. There 

are various considerations which must be addressed before designing 

any sort of sensing system. 
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3.1.1 Power considerations  

Like any device a sensor also requires a power supply which be in the 

form of batteries which can be external or internal, but whatever the 

coordinate of the power supply, it is mostly used in remote environ-

ments. The basic idea behind designing any algorithms which controls 

the sensor should be an efficient algorithm which allows the device to 

consume minimum energy. 

3.1.2 Expenditure 

Expenditure is another aspect which has a great influence on any project 

and design. Manufacturers of sensing devices intend to keep the cost 

low in order to provide more equipment for more applications. Con-

temporary technologies are always expensive but ideally it should not 

be expensive if the technology is to be spread and used properly. 

3.1.3 Security 

Like any current or existing technology the main thing is to maintain 

security. So for these wireless sensors and wireless sensor networks 

proper encryption and decryption is a must, otherwise the sensors and 

networks may be raided or hacked by unwanted entities which may not 

only effect the performance of the network but which may also effect 

any industry financially. Secure and safe routing of information and 

verification must be established against attack on networks.   

3.2 Methods to Achieve Goals 

The main task of this thesis is to design the network manager, therefore 

it will be designed based on the requirements of a network manager. 

The network manager will be responsible for everything in the network. 

The NM is a centralized part of the network, therefore network quality 

depends solely on how well the network manager will be designed.  

Based on the network manager requirements, several methods or func-

tions will be developed. Since the network manager performs a lot of 

functions, only the important functions and the functions within the 

scope of this thesis will be developed. In the next sections, all of the 

important functions will be discussed in detail. 

3.2.1 GUI Design 

The graphical user interface of the network manager will be designed 

using JavaFX. It will provide a modern Java platform with very easy 

development and deployment of rich client and internet applications. 
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The look and feel of the GUI will be customized using a Cascading Style 

Sheet (CSS). The main reasons to use JavaFX are as follows: 

 JavaFX is a cross-platform available to Windows, Linux as well 

Mac OS users 

 In comparison to its predecessor Swing, JavaFX provides a clean 

and simple architecture with many enhanced functionalities like 

transitions, styling, event-management and much more 

 It provides a platform that is capable of developing modern style 

graphical user interfaces containing animations, scene rendering 

and options like multi-touch etc. 

 In addition to the many advanced features discussed above it can 

also make it easier to use many Java tools 

 Application development and installation is simple and JavaFX 

does not require any prerequisites  

3.2.2 Network Formation and Initialization 

A network manager should be the first device to start itself up in the 

network. Once the network manager is up and running it will configure 

the gateway and access points. The access point will then start sending 

the advertisement packets so that other devices will be able to connect to 

the network. To time the network and all incoming and outgoing mes-

sages, the network manager uses Absolute Slot Number (ASN) in addi-

tion to the real world time. The NM should manage the joining process 

by authenticating devices that wish to join the network. For authentica-

tion purposes the NM should use NetworkID.  

3.2.3 Network Configuration 

Once the network is initialized and the devices connect to the network, 

the NM will assign each device a unique ID to identify them in the 

network. Based on the health reports from the network devices, the NM 

should manage the topology. Maintains a full map of network adapta-

tions and changes it according to the situation. The NM should also be 

capable of providing the information requested by the plant or host 

application.  

3.2.4 Routing 

Network manager should create and maintains a full map of the net-

work routes. The routes should be maintained by using the periodically 
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sent health reports from all the devices. The NM should maintain 

neighbor tables on all devices and use this information to optimize 

routes. All the routes are then added to the routing table which will then 

be used for graph routing in the network. It should also maintain a route 

list for source routing if required in the network. The NM should also be 

capable of managing resources and their allocation for the required 

devices.      

3.2.5 Scheduling 

For the scheduling, one of the main requirements for network manager 

is the creation of superframes and assigning links to these superframes. 

The NM should also assign slots to the links containing information 

about the type of slot, for example, join, discovery, advertisement or 

normal. It should manage as well as turn on or off the superframes 

according the application requirements and request.  

3.2.6 Diagnostics and Adaptation 

The network manager should maintain the health information record 

about the network and all the network devices and based on these 

records it should change and adapt the network accordingly. Depending 

on the application demands and environmental changes the NM should 

optimize routes and schedules for the improvement of the network 

operation while considering the conservation of the device power.  

3.3 Limitations of Current Network Managers 

There are so far few network managers designed for IWSNs. Most of the 

designed network managers, for example Cisco Secure Network Plant 

Solution [31] & Smart Mesh WirelessHART embedded Manager by Dust 

Network [32] are propriety whereas only the network manager de-

signed by UCD School of Computer Science & Informatics Dublin [33] is 

an open source wireless sensor network manager. Although it provides 

all the facilities and options it has still been designed using a traditional 

style graphical user interface and lacks the modern style GUI.   

This thesis is also an extension of the network manager developed by 

supervisor. The network manager was designed using Python. Even 

though it provides the topology view and the Packet Delivery Ratio 

(PDR) graphs, it does not have a proper user interface for the manage-

ment of the motes.  
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3.4 Evaluation Methods 

The project will be evaluated using both simulated results as well as 

results from real hardware. For the simulation an algorithm will be 

developed to create arbitrary packets. Packets will be created based on 

the format specified in the WirelessHART standard. Once the packets 

have been created, the system will be evaluated using Average Packet 

Delivery Ratio and End to End delay. Similarly, the same parameters 

will be used to evaluate the performance of the network manager on 

real hardware. The reason behind using these evaluation techniques will 

help in the evaluation of performance of network manager function like 

error reporting and alarm services. The sensor nodes used to perform 

evaluation will be Telosb motes. In the end the system designed will 

also be evaluated by comparing it to other available open source net-

work managers for WSN like the Octopus Network Manager.  

3.5 Workflow 

Figure 3.2 illustrates the tasks that will be carried out and their flow. 
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Figure 3.2 Workflow of thesis 
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4 Design & Implementation 
This chapter discusses in detail the design and implementation proce-

dures that are used in this thesis. Huge amount of time and effort has 

been spent designing and implementing the WirelessHART Network 

Manager. First of all, a general architecture of the system is shown in 

fig.4.1. The first phase of this chapter deals with the designing of the 

main graphical layout of network manager and the hardware and 

software tools used to carry out the work. The rest of the chapter in-

cludes all the functionalities designed, and algorithms developed, for 

network management.  

 

Figure 4.1 General architecture 

4.1 Design Tools & Software 

The following tools and software are used in this thesis to design the 

network manager: 

NETWORK MANAGER 

Network Setup 

Routing 

Real Time Topology 
View 

Error Reporting 

Diagnostic 

Services 
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Operating System: Ubuntu 10.04 is used as the main platform to devel-

op the network manager. 

IDE: the overall coding is carried out in Java, therefore Netbeans 7.2 

with jdk version 8 is used.  

Platform: JavaFX with scene builder is used to design the graphical user 

interface of network manager.  

Hardware: To implement and test the Network Manager TelosB Motes 

are used. TinyOS is used to configure and program the sensor motes.  

4.1.1 Software Setup 

All the software development work is carried out on Linux-based stand-

alone Ubuntu 10.04 operating system. Linux provides advantages for 

development because installing and setting up main software along 

with additional third party libraries is easy. The main reason for using 

Ubuntu is because it provides most of the development tools and 

softwares from within the OS, or is easily available from the Ubuntu 

Software Center.  

Installing JavaFX 

In order to run JavaFX on Ubuntu, an Integrated Development Envi-

ronment (IDE), Java JDK & JRE, and JavaFX SDK are required as pre-

requisite softwares. For this thesis, Netbeans IDE is used which is avail-

able for free from Ubuntu Software Center. Additionally it can be in-

stalled using the commands shown below: 

 

The next step is to install SDK for Linux, which is available at Oracle’s 

website. Once the SDK is selected based on either 64bit or 32bit system, 

it is installed using the following commands: 
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To unzip the SDK, change the directory to /user/local and use the unzip 

command as shown below: 

 

In Netbeans, JavaFX is added using “Manage Platforms” options and 

then adding a new platform by using “Add Platform” and locating the 

JDK from the directory installed. Mostly it is available in the directory 

/usr/local/java/jdk. 

JavaFX Scene Builder is a tool that is used to design JavaFX graphical 

user interface by using drag and drop options. Scene builder is also 

available for Linux systems. It can be installed by extracting the zip file 

and using the Debian package which will install it using Ubuntu Soft-

ware Center.  

Installing TinyOS 

TinyOS installation and setup is easy in Ubuntu in comparison to Win-

dows system. With the help of Ubuntu’s Debian package, TinyOS is 

installed using following steps: 

First of all it is important to have all the necessary packages required for 

installation. Using the following commands essential build packages are 

installed 

 

The next step is to add TinyOS repositories in the source list. It is 

achieved using the command: 

  

Once the list is opened the following line is added at the end of the list 

 

Now, all the necessary packages are available in the repositories, 

TinyOS is installed using the following commands: 
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After successful installation of TinyOS, it is configured by editing the 

“.bashrc” file. Opening this file in editing mode, add the following lines 

at the end of the file: 

 

A script file is created to setup the environment variables for TinyOS by 

using following command: 

 

Adding the following lines and executing the script file will enable the 

required classpaths and environment variables for TinyOS: 

 

The above created script is run using the following command: 



Design & Implementation of 

Network Manager for IWSN-  

Ayaz Shahid 

4 Design & Implementation 

2014-09-29 

 

35 

 

The TinyOS setup and configuration is complete and to check we can 

use the “motelist” command by connecting one of the motes via USB. If 

everything is installed and configured correctly the following output 

will appear in the terminal: 

 

4.1.2 Hardware Setup 

Programming to design the network manager is done on a Dell laptop 

machine running an Ubuntu version of the Linux operating system. The 

system designed is tested and implemented on the TelosB wireless 

sensor motes. Crossbow’s TelosB mote provides an open source plat-

form for testing and experimentation in the field of wireless sensors. Fig. 

4.2 shows a typical TelosB mote.  

 

Figure 4.2 TelosB Mote 

The main features of TelosB are as follows [34]: 

 Provides a platform for low power research development 

 Works on 2.4 GHz and compatible with ISM band 

 Provides a data rate of 250 Kbps 
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 Antenna is integrated onboard 

 8MHz microcontroller with a memory of 10Kb 

 Low current consumption 

 Programmed using a  USB cable   

Figure 4.3 illustrates the building block of a TelosB mote 

 

Figure 4.3 Block diagram of TelosB [34] 

4.2 Design Consideration & Limitations 

The overall task in this thesis is to design the graphical layout and 

implement a network manager for industrial WirelessHART networks. 

According to the WirelessHART standard there is no specific rule de-

fined for a security manager. A security manager could be an independ-

ent module or it could be included within the network manager, i.e. the 

network manager could also implement all the functions of a security 

manager. But in this thesis the security manager is considered as an 

independent module, therefore the security part is out of the scope and 

the network manager does not implement security manager functionali-

ties. 
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To get the simulated results all motes are considered to have initially 

setup and joined the network.   

4.3 Graphical User Interface Design 

The GUI is designed using JavaFX. The overall layout of GUI is a mod-

ern style with a simple interactive user interface. The GUI is controlled 

and easily customizable by using CSS. The main layout of network 

manager contains a title bar and a menu bar. The left window contains 

all the buttons and a log window, the right window is the main output 

window. Fig. 4.4 illustrates the initial GUI layout sample.  

 

Figure 4.4 Graphical User Interface main layout 

The layout is designed using one horizontal split pane, divided into left 

split pane and right split pane. All the items are arranged within these 

split panes. The split panes are then arranged using a border pane 

which acts as the root pane for the layout. A border pane and split pane 

are customized and controlled using the CSS. Code snippet 4.5 depicts 

the root pane implementation and their respective CSS ids. 
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Code snip 4.5 GUI Layout Panes code snippet 

The left split pane contains the buttons of the GUI. The buttons and their 

functionalities are as follows: 

Setup Button 

Although the setting up of nodes is not within the scope of this thesis, 

the setup button is used to setup the serial port settings. The packets 

from the nodes are received using the serial port. The setup button 

enables the GUI to interact with the serial port and configure it to send 

and receive packets.  

Furthermore, the setup button is used to assign the network name and 

id, limit the total number of motes that can connect to the network and 

the serial port details. Code snippet 4.6 depicts the implementation of 

the setup button and its fields.  
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Code Snip 4.6 Setup button implementation 

Network Button 

The network button is used to display the statistics of the network. It 

displays the total number of nodes connected to the network, the net-

work ID and name. Type of network and the routing topology used by 

the network are also displayed in this window. In addition, it is also 

used to produce the charts for the average packet delivery ratio and 

average end to end delay.  Code snippet 4.7 depicts the implementation 

of the network button. 
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Code snippet 4.7 Network button implementation 

Motes Button 

The motes button holds the database of the motes connected to the 

network. Motes are arranged in a table view. A motes table consists of 

Motes ID, Motes Parent ID, Motes X & Y Location and the time at which 

motes packets are received. The motes table is updated automatically 

and in real time based on the received packets. Moreover, an additional 

motes detail window is obtained by clicking the motes row in the table. 

The mote window displays the mote specific details and includes a 

routing table and a neighbor table for that mote. Code snippet 4.8 de-

picts the implementation of the mote button. 
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Code snippet 4.8 Mote button implementation 

Topology Button 

The topology of the network is considered important for the mainte-

nance of the overall network. The topology view button displays the 

topology of the network in real time, displaying all the information of 

the motes graphically. Any changes in the network are updated in real 

time, and based on these changes necessary updates are performed by 

the network manager. Color coding is used to represent the perfor-

mance of motes as well as the paths between them.  Code snippet 4.9 

illustrates the implementation of the topology button. 
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Code Snippet 4.9 Topology button implementation 

Admin Button 

The admin button is used to implement the functions performed by the 

admin of the network. Admin functions include: network start/stop, 

network reset and restart, and mote timeout configuration. The admin 

button is also used to respond to the requests from the plant network 

such as Write Network ID, Write Network Name, Write Neighbor Table, 

and Write Routing Table.  

4.4 Network Manager Functionalities  

The network manager is designed based on communication layers. Each 

layer has its unique functionalities.  Fig 4.10 depicts the main algorithm 

used to design the network manager. Functions discussed in the meth-

odology chapter are implemented within these layered functions. For 

example, network initial configuration and joining of the nodes is dealt 

within the Network Layer function. Routing is also carried out using 

this function. In the next section all the functions are discussed in detail 

with the help of flow charts.   
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Figure 4.10 Main algorithm 

4.4.1 Data Link Layer Function 

The data link layer provides a reliable end-to-end communication by 

using error detection and correction schemes. But in this thesis the task 

of the data link layer is limited. Its task is not implementing any error 

correction and detection schemes. The DL function receives a DLPDU 

and analyzes it based on the type of DLPDU. If the destination address 

of its DLPDU is a node ID or broadcast ID, the DPLDU is processed, 

otherwise it is dropped. If the DLPDU type is packet or advertisement, 

the packet is forwarded to the network layer function. The rest of the 
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DLPDU’s are processed at the data link layer.  Fig. 4.11 depicts the flow 

chart of  the Data Link Layer Function. 

 

Figure 4.11 The data link layer function 

4.4.2 Network Layer Function 

The network layer function is used to handle the joining of new nodes in 

the network as well as for routing. The NL function receives a Network 

Packet Data Unit (NPDU). First it checks the type of packet. If the packet 

is an Advertisement (ADV) packet, the join key and network id are 

checked and matched for authentication. If authentication is successful 

the new device is joined to the network by the network manager and 

assigns it an ID. All the tables are updated. If authentication of the ADV 

packet fails the packet is dropped. If the packet destination address is 

the Node ID then the packet is forwarded to the transport layer function 

for further processing, but if the destination address is ID of another 

node, then the packet is for routing and therefore the NL function sets 
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the datalink layer source address to its own node ID and the destination 

address to the device id from the routing table. Fig. 4.12 depicts the flow 

chart of the network layer function.  

 

 

Figure 4.12 Network layer function 

4.4.3 Transport Layer Function 

The transport layer is called only when the packet is forwarded from the 

network layer function. The transport layer is then responsible for 

extracting the packet and to obtain the command information from the 

packet. It is the transport layer’s responsibility to handle the commands 

from the application layer.   

4.4.4 Routing 

For the routing of packets, Dijkstra’s Algorithm is used. It arranges 

routes based on the link cost between the nodes. The steps of Dijkstra 

Routing are as follows: 
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1. Assign 0 to the source node and infinity (∞) to rest of the nodes. 

2. Maintain a set of settled and unsettled nodes and add source 

nodes to unsettled set. 

3. For the source node, consider every neighbor node as unsettled 

and calculate the link cost using the formula [link quality of 

source node + link quality from source node to neighbor node]. If 

the calculated cost is less than the tentative cost (for the unsettled 

it is infinity), replace it with the newly calculated value. 

4. Once the cost to all neighbors from the source is calculated, delete 

it from the unsettled set and place it in the settled set. 

5. From the unsettled set, select the node with the smallest link cost 

as the next source node. 

6. Repeat step 3. 

7. Once the destination node is marked settled, the algorithm is 

completed. 

4.5 Simulated Packets 

In this thesis the network manager is implemented using simulated 

packets as well as real packets from sensor nodes. The simulated packets 

are created using different algorithms which are based on the 

WirelessHART standard.  

4.5.1 Packet Format 

The packet format specified by the WirelessHART standard is illustrat-

ed in figure 4.13. The physical layer header consists of preamble, delim-

ited and byte count and its total length is 6 bytes. The data link layer 

starts with the specifier having a hex value of 0x41 followed by the 

address specifier which specifies the type of the address used to identify 

the nodes. It can be a 2 byte short address or an 8 byte long address. 1 

byte of the sequence number is used to specify the sequence of the 

packet followed by a 2 byte network ID. The DLPDU header ends with 

one byte of DLPDU specifier which is used to specify the type of the 

packet e.g. data, advertisement, acknowledge etc. The network PDU 

consists of control, a TTL (Time to Live) byte followed by two bytes for 

ASN and Graph ID. The NPDU also contains the security bytes followed 
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by the transport PDU and the application layer PDU which contains the 

actual data and commands.  

 

Figure 4.13 Packet format 

4.5.2 Arbitrary Packet Generation Algorithm 

To create the arbitrary packet, an algorithm is developed which is capa-

ble of creating DATA, ADV, ACK, KEEP-ALIVE and DISCONNECT 
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packets. Based on the random number generated, the algorithm selects 

and creates the required packets and sends it to the application as an 

input stream. The packets are created in hexadecimal form. Fig. 4.14 

illustrates the flowchart of the algorithm. 

 

Figure 4.14 Arbitrary packet generation algorithm 

4.6 Hardware Implementation 

To implement the network manager five TelosB motes are used. Coding 

is carried out by using TinyOS. Motes are configured in such a way that 

every node sends readings to the root node. The node having an ID of 0 

is selected as root node. During the code installation the ID of the mote 

is configured. The command to burn the code with the node id 18 on the 

TelosB mote is shown in fig 4.15: 
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Figure 4.15 Ubuntu command to burn code on hardware 

The network is arranged in such a way that nodes can send data using 

multihop. The header file contains information regarding the sampling 

period of the node to send data. Every node is configured to send the 

data at 2 seconds whereas the root node is configured at a sampling rate 

of 1 sec. The following code snippet illustrates the setting of the sam-

pling period in the header file.   

 

By using the “Make Telosb” command, the TinyOS Mig (Message Inter-

face Generator) tool generates the Java interface class which processes 

the TinyOS message and presents it in readable form. The Java class 

contains the functions which automatically convert the hex value into 

string. Code snippet 4.16 depicts the method that converts the hex 

values into string representations.  
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Code snip 4.16 Hex to string conversion 
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5 Results 
In this chapter the results derived from implementation using the meth-

odology described previously are discussed. The overall goal of the 

thesis is to develop a Graphical User Interface for a network manager 

and implement its functions using simulated as well as real packets. 

Therefore, results include the layout of the GUI and the functions per-

formed by it. The chapter ends with an evaluation where the designed 

NM is evaluated using different parameters.  

5.1 Graphical User Interface 

Designing and building a modern style GUI is the main goal of the 

thesis. To achieve this goal the JavaFX platform is used, which provides 

a vast variety of UI controls that are easy to build and fully customize. 

To make it more user-friendly, the characteristics of Human Machine 

Interface are studied and applied to the network manager. Fig. 5.1 

depicts the main window of the network manager. The design is simple 

yet modern and it can easily be customized due to the use of CSS at the 

back end. The main window includes a title bar and the traditional 

window control and resize buttons which are customized for better look 

and feel. The menu bar has included the help button and setting but-

tons. The left window holds the buttons of the GUI which are designed 

to perform the functions of network manager. At the end of the left 

window there is a sub window displaying the logs and events that 

occurred. The right window is the main output window which displays 

mote details, the topology window, graphs, tables etc. The design can 

easily be changed to meet the user requirements with the help of CSS. 
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Figure 5.1 Network manager main window 

5.1.1 Setup Button Function 

The setup button performs initial network settings, mote settings and 

serial port settings. It prompts the user to provide the Network ID, 

Network Name, enter the total number of motes that can connect to the 

NM and the type of motes that can connect. In addition to these func-

tions the other main task of the setup function is to connect the network 

manager to the serial port specified by the user. All the packets from the 

motes are received via a serial port, therefore network manager will not 

work unless the correct serial port is provided. Fig. 5.2 shows the setup 

menu.  

 
Figure 5.2 Setup button menu 
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5.1.2 Network Button Function 

The network button displays the statistics of the network. It includes the 

total number of motes connected to the network, the type of network 

currently running, the routing protocol that is used by the network and 

the total time the network has been up and running.  

Moreover, the graphs used to evaluate the performance of network 

manager are also created using the network button. The graphs includ-

ed are: Packet Delivery Ratio graphs for every node in the network, 

Average PDR graph for the overall network, end-to-end delay graph for 

every node in the network and the average end-to-end delay graph for 

the overall nodes in the network. Graphs are created at run time based 

on the packets received by the network manager. Fig. 5.3 displays the 

network statistic window along with buttons to display graphs.   

 

Figure 5.3 Network button window 

5.1.3 Motes Button Function 

The mote button shows the motes in the network. It acts as a database of 

the motes. All details about the motes are presented in a tabular format 

and the table is automatically updated when a mote is added or deleted. 

Motes details that are included in the table are: Mote ID, its Parent ID, 

Link Quality, Number of Packets sent by the mote, readings or data sent 

from mote, the time at which mote has communicated and the location 

of the node. The location of the motes in not the real location, instead it 

is randomly generated by the network manager. Most of the sensors 

used in this thesis do not provide location information, therefore an 
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arbitrary location is assigned to identify the nodes so that a nice and 

clean network topology is presented. Fig. 5.4 depicts the mote database 

table. 

 

Figure 5.4 Mote database table 

The motes table also has the option to open a new and separate window 

for every node. Once the user clicks the node in the table a new window 

opens and it displays all the details about that specific node.  

5.1.4 Topology Button Function 

The topology view is considered important in this thesis because the 

network up-gradation and diagnostics is performed based on the topol-

ogy. Any change in the network is displayed and reflected in this win-

dow. Motes are displayed clearly and identified by their IDs. Paths are 

created based on the routing used by the network manager. Fig. 5.6 

illustrates the topology of the network. Network manager waits for 

incoming packets within the time out period of the node. If a packet is 

received within this time, the timer is reset, otherwise the node is con-

sidered lost and the network manager updates the topology and tables.  
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Figure 5.6 Network topology view 

5.1.5 Admin Button Function 

The admin button performs different functions that are required by the 

admin of the network. The admin can reset or restart the network at any 

time. The admin can also shut down any node. The admin also has the 

option to provide data to the plant network. The plant network can ask 

for a neighbor table, routing table, network key and network ID etc. and 

it is the responsibility of the network manager to provide all the re-

quired information. Fig. 5.7 depicts the admin button function. 
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Figure 5.7 Admin button window 

5.2 Network Manager Functions 

Most of the network manager functions are carried out in a graphical 

user interface. Some of the functions are carried out at network run time 

which is discussed in the next sections 

5.2.1 Routing 

The network manager is the central part and it is responsible for the 

selection of the best routes to ensure the smooth running of the network. 

In this thesis the network manager runs two different routing tech-

niques. For the simulated packets the network manager runs the 

Dijkstra’s algorithm for routing. The routes are selected on the basis of 

the link quality between the nodes. The packets are routed between the 

nodes using the best paths. Fig. 5.8 depicts the routing table for the root 

node 0 created by the network manager using Dijkstra’s algorithm.  
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Figure 5.8 Dijkstra routing table 

For the real packets using real motes the network manager selects the 

collection tree protocol for routing. Routes are selected based on the 

Expected Transmission Count (ETX) value. The routes with smallest 

ETX value are considered better and hence selected. Fig. 5.9 displays the 

route table using CTP. 

 

Figure 5.9 CTP routing table 
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5.2.2 Error Reporting & Alarm Services 

The network manager’s GUI is also able to generate and handle error 

reports and alarm services. Although the alarm services depend on the 

programing of the mote, in this project the network manager creates 

error reports when the nodes are disconnected from the network. To 

check and implement the alarm services some of the node readings are 

checked against a threshold value. Once the value rises above the 

threshold, an alarm is generated and the network manager is provided 

with the option to stop, ignore or shutdown the node.  Fig. 5.10 depicts 

the error reporting and alarm services. The end to end delay parameter 

is used to evaluate the alarm services because it is responsibility of 

network manager to ensure the generation of alarms timely. A late 

generated alarm service is undesired and could lead to many unwanted 

as well as hazardous situation.  

 

Figure 5.10 Error reporting & alarm services 

5.3 Evaluation 

In this section the work carried out is evaluated using Packet Delivery 

Ratio and end-to-end delay. PDR graphs are generated at run time by 

the network manager for every node. Then the average PDR is calculat-

ed and presented in a graph. 
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5.3.1 Average Packet Delivery Ratio 

As discussed earlier, packets are randomly generated based on the 

WirelessHART standard. The results are generated for 500 packets over 

different network sizes. A number of nodes is configured by the net-

work manager. The results in fig. 5.11 represent the PDR graphs gener-

ated by the network manager for 500 packets, where the network con-

sists of 10 nodes.  

 

Figure 5.11 PDR graphs generated by the NM 
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Similarly, graphs are generated for network sizes of 25, 50 and 100 

nodes and an average PDR is calculated, which is depicted in fig 5.12. 

The result shows that more packets get dropped when the network size 

increases because the buffer at the node becomes full.  

 

Figure 5.12 Average PDR graph 

For real hardware the number of nodes are limited, therefore a PDR vs. 

network size evaluation is not possible. To evaluate using real hardware 

a different percentage of link qualities is used. Link quality is varied by 

changing the power of the nodes. For every percentage of link quality, 

2000 packets are sent and average PDR is calculated. Fig. 5.13 illustrates 

the average PDR graph for different link quality levels. The results show 

that change in link quality greatly affects the packet delivery ratio. 
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Figure 5.13 Link quality vs. average PDR graph 

5.3.2 End-to-End Delay 

The second parameter used for evaluation is end-to-end delay. End-to-

end delay is calculated by time stamping the creation of the packet, to 

the time of its delivery. Following the WirelessHART standard, a packet 

is considered delivered once it is in buffer because it will eventually get 

delivered. Fig. 5.14 illustrates the end-to-end delay calculated by the 

network manager for 10 nodes, and Fig. 5.15 is the graph of end-to-end 

delay calculated for 500 packets while the network size is 10, 25, 50 and 

100 nodes. 

 

Figure 5.14 End-to-end delay for 10 nodes 
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Figure 5.15 End-to-end delay 

5.3.3 Comparison  

In this section the designed network manager GUI is compared with 

other network managers. As discussed in methodology this thesis 

extends and improves the network manager designed by supervisor of 

the thesis. Therefore, a comparison is made to show the improvements 

in the network manager. Most of the other available network managers 

are propriety and not open source. For example, the Cisco Secure 

Wireless Plant Solution offers a wide range of network management 

facilities. Similarly, Smart Dust Network Manager is also one of the few 

commercial network managers. Since these network managers are not 

open source they are not included in the comparison. One of the only 

available, free and open source network managers is “Octopus: A 

dashboard for Sensor Network Visual Control” designed by UDC school 

of Computer Science and Information, Dublin. The table in fig. 5.16 

summarizes and compares the main characteristics of the Octopus 

Network Manager, the network manager designed by the supervisor 

(python NM) and the network manager designed in this thesis (Java 

NM).  

 

 

 

 

 

 



Design & Implementation of 

Network Manager for IWSN-  

Ayaz Shahid 

5 Results 

2014-09-29 

 

63 

 

Characteristics Octopus NM Python NM Java NM 

Management using GUI Yes No Yes 

Modern style GUI No No Yes 

Designed for TinyOS Yes Yes Yes 

Provide live network stats Yes No Yes 

Live topology view Yes Yes Yes 

3D View of topology No Yes No 

Customizable GUI Yes No Yes 

Live Charts & Graphs Yes Yes Yes 

 

Table 5.16 Comparison between the designed NM and the Octopus NM 

& the NM designed by the supervisor 

 

The network managers discussed in table 5.16 are compared based on 

the important characteristics. The graphical user interface plays vital 

role for designing of a good network manager. As described, in the table 

5.16 both Octopus and Java NM uses graphical user interface for 

management of the several functions whereas python NM do not have 

GUI function. All of the three NM’s uses live topology function to reflect 

the changes in the network. Live statistics of the nodes and overall 

network is displayed by both octopus and java NM. Python NM has no 

option to present the live statistics. Only python NM has the capability 

to present topology view in 3D. Customization of GUI is also important 

and as the table 5.16 depicts, both octopus and java NM has the option 

for easy GUI customization whereas python lacks this functionality. 

From the comparison made in table 5.16 it is clearly reflected that the 

network manager designed in this thesis has a lot of improvement over 

python network manager.  
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6 Conclusions & Future Work 
This chapter discusses the conclusions derived from the thesis and 

provides the ethical impact of this work on the society. The chapter ends 

with proposals for future work.  

6.1 Conclusions  

The network manager plays a vital role in any plant network because it 

is the central part of the system. Industrial process control has already 

spread all around and having a good network manager as backbone; the 

industrial automation can be useful as well as cost-effective. Sensory 

devices used in industrial control have become vastly advanced with 

regards to technology. Sensors are smart enough to detect even a small 

change in the environment and notify the plant network through a 

network manager.  Moreover, sensors are also capable of sensing its 

neighbor devices and produce a health report of the devices and links 

which is used by the network manager to monitor the overall network. 

Sensor devices on their own are not enough, therefore a centralized 

network manager is needed to manage all the devices and utilize the 

capabilities of a smart sensor device to the fullest.  

Motivated by the requirement of a centralized device, this thesis focuses 

on designing and implementing a network manager for industrial 

automation application based on the WirelessHART standard. A user-

friendly graphical user interface is designed to implement the network 

manager. The GUI has a simple design yet a modern look and feel. The 

main goals described in chapter one have been achieved. The GUI is 

capable of displaying real time network information, diagnostic and 

health reports. In addition to many network management functionali-

ties, the GUI has the option of displaying the network topology and 

reflects any changes in the topology in real time. Moreover, the network 

manager displays the network statistics and details about the selected 

node in the network.  In addition, the network manager has the capabil-

ity to log all the events and create an alarm service if something serious 

happens in the network.  

The designed network manager is implemented and tested based on the 

simulated packets as well as on real hardware.  
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6.2 Ethics 

This section discusses the impact of this thesis on society. The work 

carried out in this thesis does not impact society directly. But the indus-

trial automation achieved using a centralized network manager does 

have an impact on the society. It contributes to the economic income by 

creating several job opportunities and a well automated industry works 

well, which ultimately helps the society. Another impact is that most of 

the industries are hazardous and the workers are always risking their 

lives while working on plants. A well designed network manager can 

help avoiding accidents in case of system failure by shutting down the 

plant or sounding the alarms. 

6.3 Future Work  

Future work discusses the improvements that can be made on the 

network manager designed in this thesis. The future work suggested is 

as follows: 

 
1. The network manager in this thesis does not implement the link 

layer scheduling, therefore it can be upgraded to implement the 

synchronization techniques that are proposed by researchers.  

 
2. The security part has not been discussed in this thesis; therefore 

the network manager can be improved to implement security 

manager functionalities.  

 
3. Enable Internet communication for the network manager so that 

the network can be managed remotely. 

 
4. The graphical user interface can be improved so that it can enable 

a 3D view of the network topology. 

 

5. Improve topology view to show the node’s location using Google 

maps. 
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