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Abstract 
A wireless sensor network, which consists of autonomous sensors, is 

used for monitoring physical or environmental conditions including 

temperature, sound, pressure, and so on. The dispersed sensors or 

nodes will respectively pass their data through the network to the main 

location. Currently, several standards have been ratified or are being 

developed for a wireless sensor network, such as Wireless Hart, ISA, 

100.11a, WIA-PAA, IEEE 802.15.4, etc. Among the standards, Zigbee is 

often used in industrial applications that require short-range and low-

rate wireless transfer. In the research, all the data is collected from an 

industrial environment using a IEEE 802.15.4 compliant physical layer. 

In the regards, some of the packets are interfered only by multi-path 

fading while others are also interfered by Wi-Fi interference. The goal of 

the thesis is to determine the dependence between the received power 

(RSS), correlation value (CORR) and bit error rate (BER) of the received 

message, and their distribution in situations both when the packet is or 

is not lost. In addition, the performance of the bit error rate such as the 

distribution and the features of burst error length under Wi-Fi interfer-

ence or not will also be tested. All are based on a precise statistical 

processing.  

Keywords: WSN, Zigbee, CC2420, BER, RSSI, CORR, Wi-Fi 
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1 Introduction 
1.1 Background and problem motivation 

The rapid development of Micro-Electro-Mechanism (MEMS), System 

on Chip (SoC), wireless communication and low power embedded 

technology has given rise to the wireless sensor network, which has 

brought about a revolution in sensor network with its low power, low 

cost, distributed and self-organization features. WSN is a multi-hop ad 

hoc network deployed by a large number of low-cost micro-sensor 

nodes in the monitoring area. [1] 

The emergence of WSN (Wireless Sensor Network) is due to military 

requirements such as battlefield surveillance for example. However, at 

the present time with the evolution of science and technology, WSN is 

also used in industrial monitoring, agriculture and environmental 

monitoring, home automation, etc. 

Several standards such as WirelessHart, ISA 100.11a, WIA-PA and 

IEEE802.15.4 are commonly used in wireless sensor network communi-

cations. In the thesis, data is tested and collected in a WSN under an 

IEEE 802.15.4 compliant physical layer. [2] 

Zigbee is a protocol for high level communication used for building 

personal area networks. It is based on the IEEE 802.15.4 standard. Zig-

bee is used in applications that require low data rate, long battery life 

and security. Zigbee has a defined data rate of 250kbps, which is well 

suited for periodic or intermittent data transmission. Applications of 

Zigbee include wireless light switch, traffic management system as well 

as other industrial facilities that require relatively slow rates and short 

range wireless data transmission.[3] The technology of Zigbee is in-

tended to be simpler and cheaper when compared to other WPAN such 

as Wi-Fi. 

For Zigbee, anti-jamming can be one of the most important features. The 

anti-jamming performance of Zigbee can be achieved by many means 

such as clear channel assessment (CCA), dynamic channel selection, 

channel algorithm, direct sequence spread spectrum (DSSS), frequency 

agility (FA) and automatic repeat-request (ARQ) and by a frame buffer. 

[4] 
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The aim of the thesis is to analyse the error properties in different envi-

ronments, and to specifically, discover the connection between Received 

Signal Strength Indicator (RSSI), Correlation value (CORR) and Bit Error 

Rate (BER), the distribution of received power, CORR of good and bad 

packets, and also the performance of BER in different situations through 

the data collected in different environments. Here, CC2420 is used as the 

transmitter and receiver to send and collect the RSSI and CORR of the 

different channels. 

1.2 Overall aim 

This thesis is concerned with the statistical processing of data collected 

in a Zigbee transmission in an industrial environment. The data in-

cludes received power, CORR and CRC values from the CC2420 chip, as 

well as bit error patterns which had already been collected by previous 

work for the analysis.  

The project’s overall aim is to explore the data and draw general conclu-

sions concerning signal behaviour in an industrial environment. The 

signal behaviour contains the exploration of the relationship between 

the BER and different parameters, the distribution of received power 

and the CORR under different packet statuses (received or dropped) 

and the feature of BER under different situations with different interfer-

ences. 

This project focuses on analyzing the data and provides a summary of 

the performance summarizing and draws conclusions, which could be 

of assistance in the understanding of and in improving the performance 

of the IEEE 802.15.4 standard in an industrial environment. 

1.3 Scope 

The project focuses on the CORR, RSS and BER performance under 

multiple path fading link and different features between the BER per-

formance as to whether it has or has not interference with Wi-Fi. The 

processing and analyzing are based on the considerable collected data.  

1.4 Concrete and verifiable goals  

The concrete goals include two parts, one is to prove whether or not the 

tested case is sufficiently reasonable when comparing it with a real 

environment; the other is to use the conclusion in order to determine the 

regular pattern for each affected interference or fading, and then use this 
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to improve the model and design more efficient algorithms. To achieve 

these goals, there are 4 directions: 

1) Modeling of RSS and CORR distribution on multipath fading links; 

2) Investigating the relationship between BER, RSS and CORR on 

multipath fading links. 

3) Modeling of BER distribution and bit error burst length on both 

MPF link and WiFi-interfered link. 

4) Investigating the differences between these two cases and the influ-

ences caused by Wi-Fi interference. 

1.5 Outline 

Chapter 2 provides the theory for the thesis, namely the introduction of 

IEEE 802.15.4 and the CC2420 chip, including the PHY layer and MAC 

layer, fading and interference and the parameter used in the data collec-

tion. Chapter 3 introduces the specific industrial Zigbee communication 

model built with CC2420 and from where the data was collected. Chap-

ter 4 describes the data analyzing methodology, implementation and the 

possible factors leading to a deviation. Chapter 5 presents the detailed 

results. It provides both regular results and irregular ones. Chapter 6 

defines the conclusion of a typical performance. 

1.6 Contributions 

To complete the project, Yun Wang and Wenxuan Jiang worked coop-

eratively in a team.  

During the survey time, Yun Wang and Wenxuan Jiang worked equally, 

read standard, algorithms and also related paper under the supervisor’s 

guide and these were discussed together. 

As for the statistical data processing work, the work was conducted 

separately. Yun Wang focused on the first two concrete goals stated in 

chapter 1.3, and Wenxuan Jiang focused on the remaining two.  

For the thesis work, Wenxuan Jiang was the main person for the Intro-

duction part, and Yun Wang for the majority of the theory work. The 

method was designed, the data analyzed, summarised the results and 

drew conclusions separately. Yun Wang was also responsible for the 
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checking of the grammar and Wenxuan Jiang modified the document 

format.  
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2 Theory of IEEE 802.15.4 
IEEE 802.15.4 is a standard used in wireless personal area networks 

(WPAN). It provides a short-range, low-complexity, low-power, low-

data–rate and low-cost two-way wireless transmission technology. 

Zigbee is mainly used for data transmission between short-range, low-

power and low-rate devices such as automatic controls and in remote 

control area.  

The rapid development of communication technology places the need of 

near for near field communication of a few meters range to the forefront, 

and this has been developed in to the concept of a personal area net-

work (PAN) and a wireless personal area network (WPAN). The IEEE 

802.15 working group is dedicated to the standardization work of the 

physical layer and the medium access control layer, with the goal of 

offering a communication standard among wireless communication 

devices communicating in personal operating space (POS). Personal 

operating space generally refers to the range of about 10m near the 

user’s space, and the user can be fixed or mobile. While in industrial 

wireless sensor networks, the operating distance of IEEE 802.15.4 can 

reach a range of 100m or so. [4] 

The IEEE 802.15.4 standard, which is maintained by the IEEE802.15 

working group, is a standard that formulates standards dealing with 

low-rate wireless personal area networks. The network sets a low power 

consumption, low data rate, low-cost as the key targets and aims to 

provide a uniform standard for low rate interconnection among differ-

ent devices of either a personal or family area. [3] 

The IEEE 802.15.4 standard intends to supply the basic network layers of 

a wireless personal area network (WPAN) which is focused on low-rate, 

low-cost communications between different devices. Unlike wireless 

local area networks (WLANs), transmissions and connections via 

WPANs require little or no infrastructure. [4] 
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2.1 Physical layer 

The Zigbee protocol includes an application layer (APL), transmission 

layer (TL), network layer (NWK), medium access control layer (MAC) 

and physical layer (PHY). From these, the MAC and PHY follow the 

IEEE 802.15.4 standard. 

As defined in IEEE 802.15.4, the PHY of Zigbee is responsible for the 

following tasks: activation/ deactivation of the radio transceiver, energy 

detection (ED) within the current channel, link quality indication (LQI) 

for received packet, clear channel assessment (CCA) for carrier sense 

multiple access with collision avoidance (CSMA/CA), channel frequency 

selection and data transmission/ reception. [4] 

2.1.1 BAND ASSIGNMENT 

The distribution of frequency bands and the corresponding chip rate, 

modulation schemes is shown in Table 2.1. 

Table 2.1 Frequency bands assignment [4] 

PHY 

(MHz) 

Frequency 

Band (MHz) 

Spreading parameters Data parameters 

Chip rate 

(kchip/s) 
Modulation 

Bit rate 

(kb/s) 

Symbol rate 

(ksymbol/s) 
symbols 

868/915 
868-868.6 300 BPSK 20 20 Binary 

902-928 600 BPSK 40 40 Binary 

2450 2400-2483.5 2000 O-QPSK 250 62.5 
16-ary 

orthogonal 

There are 27 channels in total, marked by 0 to 26, over the three frequen-

cy bands. Among the 27 channels, 16 channels are assigned for the 2450 

MHz band, 10 for the 915 MHz band and 1 for the 868 MHz band. To be 

specific, the channel number k and its channel center frequency is de-

fined as follows: [4] 

FC=868.3 MHz, k=0 

FC=906+2(k-1) MHz, for k=1, 2…10 

FC=2450+5(k-11) MHz, for k=11, 12 …26 
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2.1.2 2450 MHz PHY specifications 

The transceiver used in this project works at the 2.4GHz frequency band. 

The 2.4GHz band is the most popular band for industrial WSN since it 

offers the highest throughput. In addition, the physical layer working at 

2.4GHz offers a transmission rate of 250Kbps by employing a higher 

order modulation scheme O-QPSK, which will be useful in obtaining a 

higher throughput, smaller delay, shorter cycle and longer battery life. 

Actually 250Kbps is only the link rate, after eliminating the frame head-

er overhead, channel contention, ACK and retransmission, the real data 

rate may be less than 100Kbps. That is why Zigbee cannot be used for 

video transmission but is focused on low-rate applications such as 

sensor and control. 886MHz is the European ISM frequency band and 

915MHz is the American’s and the introduction of the 2 frequency 

bands prevents any mutual interference from wireless devices working 

around 2.4GHz. Their data rate is 20Kbps for 868MHz and 40Kbps for 

916MHz. The transmission loss of the two bands is relatively low, thus 

the sensitivity requirement is lower, the valid communication distance 

increases and less equipment is required for a given area.  

2.1.3 Modulation and spreading 

The 2450 MHz physical layer applies the O-QPSK as the modulation 

scheme as referred to in Fig.2.1. Before modulation, mapping from bit to 

symbol and symbol to chip should be performed. The detail is provided 

in Figure 2.1.[4]  

Fig.2.1 Modulation and spreading functions[4] 

In the bit-to-symbol mapping, the 4 LSBs (least significant bits) of the 8 

bits shall map into one data symbol while the 4 MSBs (most significant 

bits) shall map into another symbol. In computing, LSB is referred to as 

the right-most bit and the MSB is the left-most bit. For each octet, LSBs 

are processed before MSBs. Every octet of the PPDU will be processed 

sequentially from the preamble field to the last octet of the PSDU.[4] 

Bit-to-
Symbol 

O-QPSK 
Modulator 

Symbol-
to-Chip 

Binary Data 
from PPDU 

Modulated 
signal 
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In the process of symbol-to-chip mapping, direct sequence spread 

spectrum (DSSS) is used. To be specific, each data symbol obtained from 

bit-to-symbol mapping will be mapped into a 32-bit PN sequence as 

specified in Table 2.2. DSSS can increase the anti-jamming performance 

of Zigbee by suppressing the interference of the receiver. If the inference 

is narrow band interference, and it will spread to the same bandwidth 

with a signal, but the corresponding spectral density is reduced dramat-

ically. In contrast, after dispreading, the signal turns to narrow band 

and the gain is a significant increase. The gain is called the direct spread 

processing gain [5][6]. Overall, chipping can apparently increase the 

system’s anti-jamming capability. 

Table 2.2 symbol-to-chip mapping specifications [4] 

 

2.1.4 O-QPSK modulation 

After mapping, the chip sequences are modulated using the O-QPSK 

scheme onto the carrier with half sine pulse shaping. O-QPSK is a vari-

ant of QPSK which has a constant envelope. O-QPSK has the same 

phase relationship with QPSK, and it separates the input data stream 

into the in-phase and Quadrature-phase components. Unlike QPSK, 
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there is a half-period offset between the 2 signal components in O-QPSK 

which will eliminate the phase hopping up to 180°. [7] 

2.1.5 PPDU FORMAT 

PPDU is short for physical layer protocol data unit, which is the basic 

unit that contains the control information as well as the data content 

delivered among peer entities of a network. To be specific, the PPDU 

consists of 3 basic components: a synchronization header (SHR) which 

allows the devices of the receiver to test the incoming data message and 

to synchronize to the bit stream, a physical layer header (PHR), in which 

the frame length information is included and a variable length payload 

carries the MAC layer frame. The format of the PPDU is shown in Table 

2.3. 

Table 2.3 Format of the PPDU [4] 

Octets:4 1 1 Variable 

Preamble SFD 
Frame length   

(7 bits) 

Reserved  

(1 bit) 
PSDU 

SHR PHR PHY payload 

 

As can be seen from the graph, the SHR contains 2 parts, namely, the 

preamble and SFD (start-of-frame delimiter). The preamble field, which 

is composed of 32 zeros, is used to obtain chip synchronization with the 

incoming message. In addition, the start-of-frame delimiter (SFD) indi-

cates the end of synchronization field as well as the beginning of the 

data stream. It is presented as ‘11100101’. For physical layer header, the 

frame length and reserved part are included. The frame length field of 7 

bits indicates the length in octets of the physical layer payload, the 

maximum of which is 127 octets. [4]  

2.2 MAC layer 

2.2.1 CSMA/CA 

Carrier sense multiple access with collision avoidance (CSMA/CA), in 

which carrier sensing is used to attempt to avoid collisions is used in the 

MAC layer of the IEEE 802.15.4 standard. It is particularly important for 

the wireless networks since CSMA/CD is unreliable for hidden node 

problems. 
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The process of the CSMA/CA protocol can be described as follows. 

Firstly, assemble a frame and put it in the transmit buffer. Listen to the 

channel, if the channel is free, wait for a DIFS of time. If the channel is 

still free, the transmitter will randomly choose a time to transmit the 

data. If the channel is not free at either of the points, then the data will 

be backed off for a random period of time and the channel will be tested 

again. Before transmission of data, a request to send (RTS) packet is sent 

to the destination. On receiving the clear to send (CTS) packet, the 

transmission starts. The simplified algorithm is presented in Fig.2.2. 

 
Fig.2.2 Simplified algorithm of CSMA/CA [8] 



Statistical Processing of IEEE 802.15.4 Data 

Collected in Industrial Environments 

Yun Wang and Wenxuan Jiang 

Theory of IEEE 802.15.4 

2013-07-16 

 

11 

Frame 
Exchange

Frame Exchange

Frame Exchange

Frame 
Exchange

STA1

STA2

STA3

STA4

DIFS DIFS DIFS

10

9

7

6

103

5

4

8

1025

Avoidance 
window

Avoidance 
window

Avoidance 
window  

Fig.2.3 DIFS in CSMA/CA mechanism [9] 

To be specific, an example is shown in Fig.2.3 for which STA is short for 

station which is the transmitter. In the beginning, STA1 is transmitting 

data, and other stations are listening to the channel. When the frame 

exchange of STA1 is over, the 4 STAs enter the DIFS wait at the same 

time. They then enter the countdown situation. Since the STA has just 

transmitted the message, its countdown duration is full while not for 

others. After the countdown time of 3 units, the STA3 starts to exchange 

frames and others will pause their countdown process and listen to the 

channel until it becomes idle, and act in the same manner as previously 

described. 

2.3 Fading and interference 

In the project, all the collected packets are affected by multipath fading 

and some are also interfered by means of Wi-Fi interference. 

2.3.1 Multipath Fading 

In the communication system, multipath propagation is a phenomenon 

such that the receiving antenna receives one signal from two or more 

paths. This phenomenon can be caused by atmospheric ducting, iono-

sphere reflection or refraction, as described in the following figure. [10] 
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Fig.2.4 multipath fading phenomenon 

There are two results of multipath propagation, one is magnitude fading 

and the other is delay spread and intersymbol interference (ISI). For the 

fading, the magnitudes of the signals will decrease as the distance 

between the transmitter and receiver increases and the distribution of 

the magnitudes of various paths fits a Raleigh distribution. For delay 

spread, it is a measure of multipath richness or the time interval be-

tween the earliest and latest arrival time of the same signal. Delay 

spread will directly cause intersymbol interference since the first arrival 

symbol may be interfered by the last arrival symbol because of multi-

path fading. There are many kinds of fading channels in WSN, includ-

ing addictive white Gaussian noise fading channel, Rayleigh fading 

channel and Ricean fading channel. [11] 

 

Fig.2.5 magnitude fading and delay spread 

As a multiplicative interference, multipath fading will seriously affect 

the performance of communication systems and appropriate measures 

should be taken to overcome them. One effective and widely applied 

measure is to apply diversity schemes such as space diversity, frequency 

diversity and angle diversity. Diversity is a scheme that is based on the 

fact that different channels experience different fading. 
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2.3.2 Wi-Fi interference 

Except for multipath fading, there are some situations that are influ-

enced by Wi-Fi interference. Wi-Fi is also based on the IEEE802.15.4 

standard and both Zigbee and Wi-Fi work at the 2.4GHz ISM frequency 

band, therefore, it is inevitable that they will interfere with each other. 

The comparison of the main characteristics of Zigbee and Wi-Fi is 

shown as Table 2.4. 

Table 2.4 main features of Zigbee and Wi-Fi [12] 

Character Zigbee Low power Wi-Fi 

Frequency band 2.4GHz 2.4GHz 

Data rate 250Kbps 11Mbps 

Transmission range 70m~300m 100m 

Battery life (days) 100~1000+ 0.5~5 

Cost Low High 

Transmit power 350mW 72mW 

 

As can be seen from Table 2.4, Zigbee and Wi-Fi share the same fre-

quency band at around 2.4GHz. Therefore, it is inevitable for the 2 

short-distance transmission protocols to interfere with each other. 

Compared to the low-power, low-rate transmission of Zigbee, Wi-Fi 

offers a much higher data rate of up to 11 Mbps. Moreover, it can be 

indicated from the battery life and the transmit power that the power 

consumption of Wi-Fi is also high. The signal power of Wi-Fi is higher 

than that of Zigbee and the interference can be serious. 

 

Fig.2.6 channel assignment of Zigbee [12] 
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Fig.2.7 channel assignment of Wi-Fi [12] 
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3 Theory of Chip CC2420 
The CC2420 is a single-chip RF transceiver working at 2.4GHz IEEE 

802.15.4. It is designed for low-power wireless applications, providing 

an effective data rate of 250 kbps. In addition, extensive hardware 

support such as data buffering, link quality indication, packet handling, 

data encryption and authentication, clear channel assessment (CCA), 

link quality indication (LQI) is supported by CC2420. All these features 

could definitely reduce the workload on the host controller. [13] 

CC2420 has many key features. Firstly, it is a truly single-chip RF trans-

ceiver. Furthermore, it works at 2.4 GHz IEEE 802.15.4 with a baseband 

modem and MAC support. CC2420 also includes a digital direct se-

quence spread spectrum baseband modem and it is suitable for both 

RFD and FFD operation. Additionally, it also requires low supply volt-

age and consumes low power. CC2420 also gives digital RSSI/LQI 

support which offers the RSSI and CORR values that are necessary in 

the project and the CC2420 also contains hardware MAC encryption, 

battery monitor and so on. Using this chip, it is possible toobtain actual 

data regarding the energy detection of the eceived signal and link quali-

ty indication.[13] 

Fig.3.1 CC2420 simplified block diagram [13] 
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The work process of CC2420 is shown in Fig.3.1. To be concrete, the 

received RF signal will firstly be amplified by a low-noise amplifier, and 

then down-convert the in-phase and quadrature-phase signal to inter-

mediate frequency at 2MHz since CC2420 is a low and intermediate 

frequency receiver. After that, the complex I and Q signals are filtered 

and amplified before being converted into digital signals through an 

analog to digital converter (ADC). The automatic gain control, channel 

filtering, spread frequency, symbol correlation and byte synchronization 

are all implemented in digital form.  

When the SFD (start-of-frame delimiter) pin goes high, it indicates an 

incoming new frame. Then the CC2420 will store the received data into 

a 128-byte receive FIFO buffer. Users can read the data in the FIFO 

through the SPI (Serial Peripheral Interface), and parameters such as 

CRC checksum, RSSI and related evaluations are added into the frame. 

Under receive mode, the CCA value can be obtained via a pin. 

It should be noticed that in the CC2420, a complete on-chip LC voltage-

controlled oscillator is contained in the frequency mixer and a 90 de-

grees phase splitter is used to generate in-phase and quadrature-phase 

local oscillator signals.[13] The receiving process is the reverse. 

3.1 Frame Format 

Hardware support is required for the construction of the frame for the 

CC2420. The IEEE 802.15.4 frame format is described in PPDU format 

part and can be seen in Fig.3.2. 

Fig.3.2 schematic view of the IEEE 802.15.4 frame format [13] 

In IEEE 802.15.4, the SHR including a preamble sequence of 4 bytes and 

an SFD of 1 byte is fixed as 0x00 and 0Xa7. While in CC2420, the SHR 
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values can be configured and by changing the values this will lead to a 

non-compliance with the IEEE 802.15.4. [13] 

The part of the frame that is related to RSSI and CORR is the FCS (frame 

check sequence). The 2-byte FCS is obtained by calculating the MAC 

layer protocol data unit. When the MODEMCTRL0.AUTOCRC control 

bit is enabled, this part will be automatically generated and verified by 

the hardware. Otherwise, the work will be conducted by means of the 

software. When the MODEMCTRL0.AUTOCRC is set, the 2 byte FCS 

will be replaced by an RSSI value, CORR value as well as a CRC as 

presented in Fig.3.3. The first byte of the FSC is the RSSI value and the 

last 7 bits are the correlation value and the remaining one bit is CRC. 

 

Fig.3.3 the content of MPDU when MODEMCTRL0.AUTOCRC is set[13] 

3.2 RSSI 

RSSI is short for received signal strength indicator and it is a measure-

ment of the power that presents in received radio signals. The RSSI 

value is always averaged over an 8 symbol period, that is, 128 micro 

seconds and it is a metric that indicates the received signal power. It is 

used to judge the link quality and whether it is necessary to increase the 

transmission power. RSSI is always invisible to the device users but 

using a CC2420 it becomes possible to indirectly obtain an approximate 

RSSI value. 

As mentioned previously, the CC2420 has a built-in RSSI which can be 

obtained indirectly from the RSSI.RSSI_VAL register. The RSSI value is 

given in the RSSI.RSSI_VAL register in signed 2’s complement form. 

For the CC2420, the RSSI register value is continuously updated for each 

symbol period, but the RSSI value filled in the FCS is only measured 

over the first eight symbols following the SFD. Thus the result may not 

prove to be particularly precise but partly illustrates the received signal 
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strength level. The power P at the RF pins has a relationship with the 

RSSI.RSSI_VAL register value, and the equation is as follows: [13] 

P=RSSI_VAL+RSSI_OFFSET [dBm]                                         (3.1) 

Here the RSSI_VAL is the unsigned value of the RSSI.RSSI_VAL register 

and the RSSI_OFFSET is found to be approximately -45 empirically. [13] 

In this project, it is the received power P which is to be used to fit to the 

distribution and it is also the relationship between the received power P 

and the BER which should be analyzed. In this case the RSS is used to 

represent the received power P. 

The value of the RSSI is calculated using the receiver energy detection 

(ED) measurement which can be used as part of a channel selection 

algorithm by the network layer, routing decisions, power gain control 

and so on. ED is an estimation of the received signal energy level within 

the IEEE 802.15.4 frequency band and the detection is to last for 8 sym-

bol periods. To be specific, when a device wants to transmit data to 

another device, it will firstly go into the receive mode and detect the 

approximate signal energy level in the desired channel. The estimated 

signal energy of the desired channel is averaged over eight symbol 

periods. 

The electronic specifications for the RSSI or carrier sense is indicated 

below in Table 3.1 [13] 
Table 3.1 RSSI / Carrier Sense [13] 
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3.3 CORR  

The LQI is short for link quality indicator and it is used in Zigbee net-

works to indicate how strong the communication link is. The LQI value 

may be calculated by the receiver ED, SNR (signal-to-noise ratio) estima-

tion, RSSI value, the combination of different methods and so on. 

The RSSI value can be used to produce the LQI value, and the method is 

also applied in some situations. While using the RSSI value to get the 

LQI value directly, this does possess some advantages. For example, if 

there is interference such as Wi-Fi within the frequency band, the RSSI 

will definitely increase since the Wi-Fi has a higher transmission power, 

but the real LQI is actually reduced. For this reason, the LQI value of 

CC2420 is calculated using a parameter called CORR. 

In CC2420, the CORR is the average correlation value of the first eight 

symbols. CORR is the correlation of the received symbol and is sup-

posed to be the received symbol. By using symbol correlators as shown 

in Figure 3.4, the correlation value of each symbol can be obtained. As 

shown in the following figure, the correlation is performed just before 

the symbol-to-bit de-mapping and it is calculated using symbol 

correlators. Actually, the unsigned 7-bit value can be considered as a 

measurement of the chip error rate. 

 

Fig.3.4 Demodulation simplified block diagram [13] 

It has the same disadvantage as for the RSSI value in that the CORR 

value in this case, is also based on the first eight symbols following the 

SFD. 
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3.4 Transmission Environment 

As the data is collected under the Zigbee standard through CC2420, the 

model is shown in Fig.3.5. As can be seen from the model, packets are 

transmitted from the transmitter to the receiver, in the transmission 

process, multipath fading is inevitable and Wi-Fi interference is optional. 

In some cases, the transmission is seriously affected by Wi-Fi interfer-

ence while in other cases, only multipath fading exists regardless of 

other interference such as environment noise.  

 

Fig.3.5 wireless communication model 

In the project, the data used for analysing was collected at 3 plots in 2 

paper mills. To be specific, location 1 is an eight-floor building of 50 

meter high, 19 meters by 46. In this building, boilers are heated up to 

produce hot stream which will be further used for drying the newly 

produced paper sheets. Additionally, each floor consists of a metal grid 

and large steam boilers and silos span multiple floors. Location 2 is a 4-

floor building of 33 meter high and has similar properties to those for as 

location 1. Location 3 is a warehouse 48 meters by 250 in which 1300 kg 

newspaper rolls are stored. Extensive forklift traffic exists between the 

rolls; hence the environmental layout is always changing. Forklifts are 

controlled by the control room via a WLAN network. Additionally, 

location 3 has a concrete floor and roof and the walls are made of corru-

gated metal. 

Transmitter Receiver 

Possible Wi-Fi 

interference 
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4 Methodology  
The overall aim of the project is to explore the collected data and to thus 

draw general conclusions about signal behaviour. Therefore, the meth-

odology should include 3 parts, data collection, data processing as well 

as data analysis. 

4.1 Data Collection 

For the data collection, the CC2420 is used to collect data in different 

places, different situations and on different dates. The data collected is 

written in excel files. The data in the excel files contains parameters of 

frame length, physical layer payload from the CC2420 which includes 

the RSSI value, CORR value and CRC as the substitute for the FCS. It 

should be noted that the CORR value written in excel files is presented 

with CRC being the initial bit. Thus the so called CORR value in this 

case is not the real CORR and should be processed in order to obtain the 

real CORR. In each file, the transmitted bit stream is the same and the 

data is transmitted as many times as the number of rows in each file. 

The transmitted data may be different for different files. The data was 

collected over a number of days in November and December and the 

total number of files containing packet content, RSSI value, CORR value 

and CRC is over 100. The data collection part had already been con-

ducted before the project started. 

4.2 Data Processing and Analyzing 

There are two main tools used for the data processing, namely, MATrix 

LABoratory (MATLAB) and OriginLab. As illustrated above, there are 4 

concrete goals for the project, fit the value of RSS and CORR to some 

distribution in both of the situations that the packets are dropped or 

received correctly, explore the relationship between RSS, CORR and 

BER when only multipath fading exists and also explore the features of 

BER distribution and bit error bursts length on both MPF link and Wifi-

interfered link. Investigate the differences between the two cases and the 

influences caused by Wi-Fi interference. The data processing differs for 

the different goals. 

In relation to fitting the RSS and CORR values to some distribution, both 

MATLAB and OrigionLab are included. Firstly, MATLAB is used to 
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read from each excel file, abstracting the RSSI, the so called CORR and 

CRC values and calculate the corresponding RSS and real CORR values. 

Then separate the data in each into two parts, one part with the CRC 

equal to 1 which means that the packet is received correctly and the 

other part with a CRC equal to 0 which means the packet is not correct 

and should be dropped and retransmitted. Then find the different 

values of RSS and CORR and the percentage for each RSS or CORR 

value for both parts and write it back to the excel file. After all this has 

been completed, open the excel file with OriginLab, choose the columns 

with the RSS or CORR value and percentage, plot the distribution and 

fit the line with different functions to determine the best distribution. 

For exploring the relationship between RSS, CORR and BER, it is partly 

based on the RSS and CORR distributions. In this part, only the wrong 

packets with CRC=0 and under multipath fading are considered. The 

first step in this case is to calculate the BER for each packet of each file. 

This is achieved by comparing each packet with the correctly received 

packet with CRC=1 and in this case the XOR is used to detect the posi-

tion and number of bit errors. Following this, divide the number of bit 

errors by the total number of bits in order to obtain the BER for each 

packet. Then extract the different values of RSS, calculate the percentage 

for each value and attempt to find the maximum, minimum and average 

BER for each RSS value group. Afterwards, the RSS values, percentages 

and average BER can be used for further analysis on the relationship 

between RSS and BER. This is the same for the CORR. 

With regards to fitting BER values to some distribution, it is necessary to 

process the original data in order to obtain the BER value. This is similar 

for the CORR and RSS’s distribution, MATLAB is used for processing 

and OriginLab assists with analyzing. Assume the size of an original 

data file is N× m in Office Excel, then each row is a received packet and 

all of the packets are in the same communication environment and have 

the same contents, which means it is a repeat transmission. However, 

only the first row has a CRC value equal to 1, all of the remaining CRC 

values equal 0, which means only the first packet is correct and the 

others have more or less error bits. The data is recorded in decimal by 

byte, so the first step is converting them to binary. After this, an Exclu-

sive OR computing is conducted using each line’s binary value with the 

first line’s value to obtain the error bits. The bit error rate value is the 

error bits divided by the total. In order to obtain the distribution, the 
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sample interval is set as 0.01, and then the percentage of BER values in 

each interval is calculated and recorded. Import the sample interval 

value and the responding percentage into an OriginLab project and the 

distribution diagram can be easily printed out.[14] 

In relation to the bit error burst length on both the MPF link and the 

WiFi-interfered link, the error bits are obtained first after which the 

number of times for each bit error burst length and also the percentage 

are calculated. Plot a distribution and a CDF diagram for each file, and 

compare the differences between the bit error burst length performance 

on the MPF link and the WiFi-interfered link. 

The last and also the most significant stage is to analyse the data and try 

attempt to determine the statistical rules, if any. After obtaining the 

processed data and figures, an attempt will be made to analyze, com-

pare and achieve the regularity or internal relations of the data. Finally, 

the results obtained will be summarized and a conclusion will be drawn. 

4.3 Possible Deviation Factors 

Because of the CC2420 model and the reality of the data collection, there 

are some factors that may cause a deviation of the results. 

1) The CORR and RSSI collected by the chip CC2420 model is detected 

by the first 8 symbols after the SFD of each packet. But there are no 

other parameters to detect if the communication performance is al-

ways stable. These values may change as time goes by. 

2) Some collected data are in small size excel files, which may have less 

than 100 packets recorded. These files are regarded as being not effi-

ciently convincing for a statistical processing in this thesis. They are 

excluded. 
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5 Results 
As referred above, the overall aim of the thesis is to analyze the collected 

data of the CC2420 in the IEEE 802.15.4 standard and draw general 

conclusions about the signal behaviour under industrial environment. 

Additionally, the signal behaviour, in the main, 3 parts, the distribution 

of received power RSS and the correlation value CORR, the relationship 

between the 2 parameters and the BER and also the performance of the 

bit error burst. Their results are presented respectively. 

5.1 Distribution of RSS and CORR 

In this part, only the data collected under multipath fading is analyzed. 

The data under Wi-Fi interference is ignored since the RSS and CORR 

values will be seriously affected due to the high-power interference. In 

the analysis of the distribution of the received power RSS and the corre-

lation value CORR, 103 files are included and each file contains a differ-

ent number of packets varying from 300 to about 400,000. 

5.1.1 RSS distribution 

Since the 103 files contain the data collected under different situations 

on different dates, the RSS distribution could not be the same for differ-

ent files. In this case there are 2 typical kinds of RSS distribution, regular 

and irregular. The data for the majority of the files is regular, that is, the 

RSS distributions can be fitted to a Gaussian distribution. However, 

there are also the irregular RSS distributions that cannot easily be fitted 

to a Gaussian distribution. In the following part, both of the two condi-

tions will be discussed and analyzed.  

Figure 5.1.1 presents an example of the files that is a good fit for a Gaus-

sian distribution, or regular fitting. The x-axis is the RSS values in dBm 

and the y-axis is the percentage of packets that have a particular RSS 

value. Both of the packets have been received correctly and dropped 

and are plotted and fitted. As can be seen from the following Table 5.1, 

both of the RSS distributions of CRC=0 and CRC=1 are a good fit for the 

Gaussian distribution. R is the cross correlation coefficient between 0 

and 1, the higher the R, the better the fit. μ  andσ  respectively represent 

the mean and standard deviation of the Gaussian distribution, the higher the 

σ , the wider and shorter is the shape. In addition, the area is the percentage of 

packets with different CRCs. [15] 
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Regular distribution 

 
Fig.5.1.1 Gaussian fit for RSS distribution 

Table 5.1 Gaussian fit parameters for RSS distribution 

CRC R^2 μ  σ  Area 

0 0.99906 -91.61215 0.63374 0.6554 

1 0.99993 -91.06115 0.4716 0.3446 

After analyzing the regular RSS distributions, the conclusion drawn was 

that the mean (μ ) of different files varies, and the means of CRC=1 are 

always higher than those for the CRC=0. For standard deviation coeffi-

cient σ , in the majority of cases, σ  is between 0.4 and 1. The specific research 

report is shown in Appendix A. 

Irregular distribution 

Despite the regular conditions, there are always cases with irregular 

distributions. The figure below shows a typical example of an irregular 

RSS distribution. 
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Fig.5.1.2 Gaussian fit for RSS distribution 

From the figure above, it is clear that a Gaussian fit for RSS values under 

this circumstance is extremely poor. Take CRC=1 into consideration, 

there are 4 main peaks and the range covers over 10dBm, while the 

range should be around 4dBm or so as is usual with only one peak. To 

analyse this situation, the RSS values are plotted against time which is 

represented by the packet number in this case. From the figure it can be 

seen that the RSS value is continually fluctuating, and it is easy to ob-

serve that the fluctuation shows some kind of periodic principle. 

 

Fig.5.1.3 RSS value 

By referring to the testing environment, it was found that the data was 

collected under a multichannel situation, that is, the channel used by the 

transmitter to the receiver is not fixed but constantly changes. Since 

different channels have different conditions and fading, the received 

power varies with channel changes. Since the channel changes fre-

quently, it is really difficult to separate the data for the different chan-

nels and thus the data collected using multi-channel was ignored. 
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5.1.2 CORR distribution 

Since data collected via multi-channel constantly varies, these files are 

ignored in the fitting of the CORR distribution. Additionally, for the 

links with sufficiently high RSS without interference, which can be 

considered as of high quality, the corresponding CORR will be concen-

trated between 100 and 108, the distribution of which will not fit a 

Gaussian distribution. Therefore, the fitting is only for links of medium 

quality, where the mean of the CORR is around from 70 to 90. 

The fitting for the CORR distribution faces the same problem, that is, 

some of the data can be a good fit for a Gaussian distribution while 

others cannot. 

Regular distribution 

For most packets, the correlation value probability distribution curve 

can be fitted to a Gaussian distribution well as shown below. 

 

Fig.5.1.4 Gaussian fit for CORR distribution 

And the corresponding parameters for the Gaussian distributions are 

presented as follows. 
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Table 5.2 Gaussian fit parameters for CORR distribution 

CRC R^2 μ  σ  Area 

0 0.99802 57.0248 6.820 0.90679 

1 0.98701 64.4733 5.545 0.09321 

As was the case for the analysis associated with the RSS distribution, all 

the files with a regular Gaussian distribution are involved and each file 

has a table as shown in Table.5.2. After analyzing, all the valid files, it 

was found that the mean CORR of CRC=0 is lower than that of CRC=1 in 

the majority of most cases, and in general, the standard deviation coeffi-

cient σ of the CRC varies from 5 to 10. The specific research report is 

also shown in Appendix A.  

Irregular distribution 

Irregularity is inevitable since the data is large and each file has its own 

testing environment.  

 

Fig. 5.1.5 irregular distribution CORR 

Table 5.3 Gaussian fit parameters for CORR distribution 

CRC R^2 μ  σ  Area 

0 0.98867 59.9983 7.693 0.84105 

1 0.35566 70.3128 6.464 0.15895 
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As can be seen from the figure and table above the cross-correlation 

coefficient for CRC=1 is extremely poor and is far away from 1. To 

discover the reason for this, the CORR value is plotted in Figure.5.1.6 as 

follows. 

 

Fig.5.1.6 CORR curve 

It is obvious that the first approximate 1400 packets were fluctuating 

more seriously than the following 2600 packets; it can be assumed that 

the environment changed around this point. The change may be caused 

by the disappearance of some kind of interference or the movement of 

an object between the transmitter and receiver, and so on. Anyhow, the 

analysis should be split into 2 parts. Here the analysis of the second part 

from 1400 to 4000 packets is given. The following figure and table elabo-

rates the CORR probability distribution curve, the Gaussian fitting 

curve and the corresponding fitting parameters. 

 
Fig. 5.1.7 modified correlation value fitting 

0 500 1000 1500 2000 2500 3000 3500 4000 4500
20

40

60

80

100

120

packet number

C
O

R
R



Statistical Processing of IEEE 802.15.4 Data 

Collected in Industrial Environments 

Yun Wang and Wenxuan Jiang 

Results 

2013-07-16 

 

30 

Table 5.4 Gaussian fitting parameters 

CRC R^2 μ  σ  Area 

0 0.98817 61.5072 6.505 0.84105 

1 0.86188 65.7798 5.371 0.15895 

It can be inferred from the figure and table that the fitting performance 

especially for CRC=1 improved significantly, and the cross-correlation 

coefficient in this case can be considered to be correct. However, the 

fitting is still not good for CRC=1, which could have been caused by the 

small number of packets, that is, 649 packets in this case. 

However, the change of environment does not significantly affect the 

RSS distribution. After splitting the data, the cross-correlation coefficient 

of CRC=1 changes from 0.947 to 0.996 and is the reason why the RSS 

distribution in this case is considered as being a regular distribution. 
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5.2 Relationship between RSS, CORR and BER 

In this part, 74 files are considered by ignoring the files with few packets. 

In a similar manner to that for fitting the RSS or CORR distribution, the 

relationship between the BER and RSS, the CORR of the small files can 

be quite irregular. 

After filtering the small files, the relationship between RSS, CORR and 

BER is quite clear. There are 2 main conditions, both of which are pre-

sented with examples below. 

Scenario 1 

 

Fig.5.2.1 RSS distribution and average BER 

It can be seen from Fig.5.2.1 that the RSS value varies from -90dBm to -

74dBm, and that the corresponding average BER is fluctuating through-

out the whole period. Only the main range of RSS should be taken into 

consideration since the more packets the greater the accuracy. In this 

case, -91dBm to -83dBm is considered as being the main range. In this 

range, the average BER fluctuates from 0.03 to 0.05. 

The relationship between the BER and CORR of the same file is de-

scribed in Fig.5.2.2. The character of the correlation value and the aver-
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assumed to be from 50 to 95, the average BER is also fluctuating from 

around 0.03 to 0.05. 

 

Fig.5.2.2 CORR distribution and average BER 

Scenario 2 

The following figures come from a file that fit the second situation well, 

and the characters of RSS, CORR and BER are clearly shown. 

 

Fig.5.2.3 RSS distribution and average BER 
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In the figure above, the RSS value varies from -94dBm to -91dBm and 

the whole range can be considered as being the main range. As can be 

seen from Fig.5.2.3, the BER decreases as the RSS increases. Similarly, in 

Fig.5.2.4, the correlation values from 43 to 77 are considered, and the 

corresponding BER decreases while the CORR increases 

 

Fig.5.2.4 CORR distribution and average BER 

In conclusion, for an RSS less than -90dBm, the BER is more likely to 

decrease with RSS and the CORR increases, and for RSS larger than -

90dBm, the BER is more likely to fluctuate around a certain value with 

RSSI and CORR increasing.  

To be specific, in the tested 74 files, the RSS values in 33 files are below -

90dBm, and the RSS values are above -90dBm for the remainder. Among 

the 33 files, the BER in 30 of them decreases as the RSS increases and 29 

of them it decreases as the CORR increases, the percentages are 90.9% 

and 87.9%. While for the other 41 files, in 33 files the BER fluctuates with 

an increase in the RSS and in 31 files the BER fluctuates as the CORR 

increases. The detailed report is shown in APPENDIX B. 
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5.3 Distribution of Bit Error Rate  

In this part, the analyzed data is on both the MPF link and the WiFi-

interfered link. There are 176 collected data files in total and 35 files 

have less than 100 packets recorded which is regarded as the samples 

being not sufficiently numerous for a statistical processing. Thus, 141 

files including both transmission recording on the MPF link and on the 

WiFi-interfered link are analysis samples.  

According to the results from OriginLab’s distribution fitting function 

for each file, the typical BER distribution on a Multipath fading link can 

easily fit to an exponential function, see Fig.5.3.1. But on the WiFi-

interfered link, the BER distribution can be relatively more fluctuating. 

As shown in Fig.5.3.3 ~ Fig.5.3.5, the BER distribution on the WiFi-

interfered link can be a worse fit to exponential function or even fluctu-

ate so greatly that is unable to be a good fit to any typical function.  
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Fig.5.3.1 Typical BER distribution on MPF link  

The fitting function of the above distribution is： 

       
 
  ,                                                                            (5.1) 

The parameters are shown as follows. Chi2 is the residual sum of squares, 

DoF is the degree of freedom, the Chi2/DoF shows the deviation and R2 is 

correlation coefficient.[15] 

Table 5.5 Parameters of BER distribution on MPF link 

Parameters Value Error Parameters Value 

A 1.28396 ±0.01301 Chi2/DoF 0.00001 

t 0.00787 ±0.0001 R2 0.99892 
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From the above table, it can be easily tell that the percentage with in-

creasing BER values decreased quite rapidly on the MPF fading, because 

of a tiny t value. Similarly with the CORR and RSS’s distributions, the 

parameters Chi2/DoF and R2 evaluate the degree of fit for the function. 

The smaller Chi2/DoF close to 0 and the larger R2 close to 1, present a 

better degree of fit. In Table 5.5, the Chi2/DoF value and R2 value de-

scribe a precise exponential function fitting to a typical BER distribution 

on MPF link. 

There are also some atypical BER distributions on the MPF link which 

constituted 14.3% of the total. As shown in Fig.5.3.2, there is an expo-

nential decrease trend, but the fluctuation leads to an unsatisfactory 

degree of fit. It may be caused by some unknown factors which had an 

effect on the transmission environment, such as an overnight collection, 

a railway nearby the collection, a long distance communication etc. 
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Fig.5.3.2 Atypical BER distribution on MPF link 

Table 5.6 Parameters of BER distribution on atypical MPF link 

Parameters Value Error Parameters Value 

A 0.30768 ±0.03167 Chi2/DoF 0.00046 

t 0.02138 ±0.00369 R2 0.91447 

As for the WiFi-interfered link, there are in general three types of BER 

distributions shown as follows, type 1 is an ill-fitting exponential func-

tion or a more slowly decreasing exponential function than on the MPF 

link; type 2 involves fluctuating percentages fluctuate with an increasing 

BER value but which still shows a decreasing trend and type 3 is in 

excursively fluctuating.  
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Fig.5.3.3 BER distribution on WiFi-interfered link, type 1 

Table 5.7 Parameters of BER distribution on WiFi-interfered link, type 1 

Parameters Value Error Parameters Value 

A 0.29238 ±0.00866 Chi2/DoF 0.00006 

t 0.03497 ±0.00161 R2 0.97909 

In this case, the BER distribution on the WiFi-interfered link can also fit 

to an exponential function. However, when compared with the parame-

ter table in Table 5.5, it shows that the decrease was more gradual than 

on the MPF link, because of the parameter t, around 0.035, which is 

significantly larger than the t in Table 5.5, which is around 0.008. It is 

also the case that the degree of fit is somewhat worse than on the MPF 

link.  

The features in this case may not be sufficiently obviously to be able to 

distinguish the data on the different links, but the differences can be 

reasonably explained: 

The BER is more centralized around small values on a typical MPF link, 

such as for the interval [0, 0.3] shown in Fig.5.3.4, and on the WiFi-

interfered link, the BER range is wider. It leads to both a relatively lower 

percentage of small BER values and also a relatively slower decreasing 

trend of the BER distributions on the WiFi-interfered link. 
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Fig.5.3.4 Exponential Function Fitting’s Comparison  

for a typical MPF link and a WiFi-interfered link of type 1 

The other two types of BER distributions are seriously affected by WiFi 

interference, which can be easily distinguished from the MPF link. The 

distribution diagram is as shown in the following two figures. The 

percentage values fluctuate more or less with the increasing BER. In 

Fig.5.3.5, the decreasing BER distribution’s trend is similar to that with 

an exponential attenuation but, which fluctuates, of which the parame-

ter R2 is only 0.89073. Considering the distribution diagram is a two 

dimensional curve fitting, the degree of fitwith  R2 value less than 0.950 

can be regarded as a bad fit [15]. 
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Fig.5.3.5 BER distribution on WiFi-interfered link, type 2 
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Table 5.7 Parameters of BER distribution on WiFi-interfered link.2 

Parameters Value Error Parameters Value 

A 0.10246 ±0.00530 Chi2/DoF 0.00009 

t 0.14708 ±0.02214 R2 0.89073 

The most common case is the BER distribution which fluctuates heavily 

and is unable to be fit successfully to any curve. According to the ana-

lyzed data files, over 52% WiFi-interfered link data fall into this case, 

Fig.5.3.6 is an example. 
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Fig.5.3.6 BER distribution on WiFi-interfered link, type 3 
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5.4 Performance of Bit error burst length 

Bit error burst length means the length from the first error bit to the next 

correct bit. For example, assume the queue of a received packet sequence XOR 

with the origin packet sequence being “00111111000”. Here the first error bit is 

the third bit, and the next correct bit is the ninth one, thus the bit error burst 

length is 9 – 3 = 6 bits. 

There are two directions for investigating the performance of the bit error burst 

length, namely, the distribution and the cumulative distribution function. 

5.4.1 Distributions of Bit error burst length 

According to the results from OriginLab, the distributions’ characters on 

the MPF link and WiFi-interfered link are similar. The typical bit error 

burst length distributions respectively in two kinds of links fit to a 

precise exponential function.  Fig.5.4.1 shows a typical distribution on 

the MPF link, and Fig.5.4.2 shows one on WiFi-interfered link. The last 

sample dot on the diagrams represents the longest bit error burst length. 
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Fig.5.4.1 Distribution of Bit error burst length on MPF link 

Table 5.8 Parameters of Distribution of Bit error burst length on MPF link 

Parameters Value Error Parameters Value 

A 1.17216 ±0.02693 Chi2/DoF 0.00003 

t 1.31594 ±0.03204 R2 0.99899 
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Fig.5.4.2 Distribution of Bit error burst length on WiFi-interfered link 

Table 5.9 Parameters of Distribution of Bit error burst length on WiFi-interfered link 

Parameters Value Error Parameters Value 

A 1.12437 ±0.02836 Chi2/DoF 0.00004 

t 1.36622 ±0.03916 R2 0.99897 

Comparing parameters in Table 5.8 and Table 5.9, the approximative t 

and R2 show that, the distributions on the two cases share both a similar 

decreasing trend and an equally high-quality fitting.  

5.4.2 CDF performance of Bit error burst length 

According to Fig.5.4.1 and Fig.5.4.2, the distribution diagram appears to 

have an inflection point, which is around the length equal to 5 bits. The 

CDF diagram is used for investigating the performance of the bit error 

burst length in detail. 

As 141 different files have been analyzed and the general result summa-

rized, 10 have been extracted to present the CDF characters in this 

report and the remainder are, in fact, similar. In the following figures, 

Fig.5.4.3 is a set of Bit error burst length’s CDF on a MPF link; Fig.5.4.4 is 

a set on a WiFi-interfered link, and Fig.5.4.5 is a comparison. 

The polygonal line represents a cumulative percentage corresponding to 

the bit error burst length less a given value. 
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Fig.5.4.3 CDF of Bit error burst length on MPF link 

Table 5.8 CDF of Bit error burst length on MPF link (length ≤5 bits) 

MPF Link 1 2 3 4 5 

1 bit  0.53999 0.660037 0.65286 0.570889 0.590565 

2 bits 0.798223 0.849778 0.852275 0.826355 0.831254 

3 bits 0.973602 0.939021 0.981481 0.970691 0.975326 

4 bits 0.987716 0.987961 0.997938 0.994127 0.996219 

5 bits 0.990068 0.99241 0.999527 0.997325 0.998204 

 

Fig.5.4.4 CDF of Bit error burst length on WiFi-interfered link 
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Table 5.9 CDF of Bit error burst length on WiFi-interfered link (length ≤8 bits) 

WiFi-

interfered 

Link 

1 2 3 4 5 

1 bit 0.52113 0.529026 0.52141 0.528007 0.540909 

2 bits 0.771614 0.774188 0.76819 0.775324 0.77915 

3 bits 0.901016 0.914567 0.8958 0.902894 0.937121 

4 bits 0.95281 0.968275 0.951804 0.956116 0.984424 

5 bits 0.976269 0.98473 0.977152 0.979797 0.992433 

6 bits 0.98815 0.992549 0.98935 0.990592 0.996549 

7 bits 0.994425 0.996946 0.995509 0.995664 0.998805 

Comparing the data in Table 5.8 and Table 5.9, the CDF percentage 

values on the MPF link grow faster than the corresponding growth on 

the WiFi-interfered link. Specifically, on the MPF link the percentage is 

usually approaching to 99% when the bit error burst length equals 4 bits, 

while on the WiFi-interfered link, the length is equals to or a little larger 

than 5 bits. It means that the WiFi interference also influenced the in-

crease in the bit error burst length to a limited extent.  

Fig.5.4.5 is the comparison. The data used in this figure corresponds to 

those in Fig.5.4.3 and Fig.5.4.4. From the figure, it can be seen that the 

CDF percentages of MPF links are relatively higher than those on the 

WiFi-interfered links, which also indicates that the WiFi interference 

causes the error bits to be a relatively longer bit error burst length. 

 
Fig.5.4.5 CDF comparison of Bit error burst length performance 
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6 Conclusions 
In order to investigate the statistical characters of IEEE 802.15.4 data 

collected in an industrial environment, this thesis builds methodologies 

in two main directions. One focuses on the performance parameters of 

the complete packets such as RSS and CORR and the other focuses on 

the internal packet and investigates the error bits. The conclusions are 

drawn from these two parts. 

6.1 Performance of RSS and CORR and the relationship with 
BER 

After filtering, processing and analysing the collected data, it can be 

concluded that the probability distribution of RSS is a food fit with a 

Gaussian distribution in most cases. In addition, the CORR can also be a 

good fit to a Gaussian distribution but only when the mean CORR is 90 

or lower. This is quite reasonable since a large number of phenomena in 

nature can fit a Gaussian or regular distribution.  

With regards to the relationship between RSS, CORR and BER, there is a 

boundary when the received power reaches -90dBm. The BER tends to 

be relatively stable when the received power RSS is larger than -90dBm, 

otherwise, it is likely to decrease with higher RSS and CORR values. It is 

obvious that the BER should decrease with higher power and better link 

quality, while the boundary of -90dBm is a discovery and can be used 

for further applications on wireless sensor networks using the Zigbee 

standard. 

6.2 Differences of Error Bits performance between on MPF 
link and WiFi-interfered link 

According to the result of the analysis, the majority of recorded trans-

mission data on the MPF link represent a precise exponential function. 

When WiFi interference hs an effect, the performance of the BER tends 

to be irregular. The more seriously the WiFi has an effect, the greater the 

fluctuation in the  diagrams fluctuate.  

This phenomenon occurs because Zigbee and WiFi share the same 

frequency band, namely 2.4 GHz, but the signal strength in Zigbee 

communication is much lower than in WiFi. A good RSS value for the  

IEEE 802.15.4 technology is around -95 dBm to -80 dBm in relation to 
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this project, while in a regular setting, the received signal power of WiFi 

on IEEE 802.11 can be around -85 dBm to -70dBm[16]. WiFi signals can 

have a devastating impact on Zigbee signals, which exacerbates the 

error bit performance. 

For the bit error burst length, the distribution decreases as the length 

increases both the MPF link and the WiFi-interfered link, which satisfies 

a statistical characteristic. In a further study on the CDF in relation to bit 

error burst length, it can be concluded that the error bits on the MPF 

link are more centralized to a shorter length than on a WiFi-interfered 

link.  

WiFi interference can seriously influence the performance of Zigbee 

transmission and causes a number of error bits on Zigbee packets. IEEE 

802.15.4 technology is widely used in industrial environments because 

of the low power and high receiver sensitivity. This thesis shows a 

further research direction, which is regarding WiFi signal shielding 

from a Zigbee communication environment. 
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Appendix A: Research Table 1 
The table below shows the detail of Gaussian fitting for CORR and RSS 

distributions of different files. In spite of Gaussian fitting parameters 

like cross-correlation coefficient (R), mean of the distributionμ  and 

standard deviation coefficientσ , the table also includes number of valid 

packets, probability of CRC=0 and CRC=1. 

Valid 

packets 

Area 

(CRC=0,1) 

CORR fitting parameters RSS fitting parameters 

R^2 μ  σ  R^2 μ  σ  

26553 
0.91 0.99 57.0 6.82 0.99 -91.4 0.49 

0.09 0.99 64.5 5.55 0.99 -90.1 0.48 

3372 
0.91 0.99 56.9 5.39 0.99 -91.1 0.49 

0.09 0.77 65.0 8.25 0.99 -90.6 0.56 

1682 
0.88 0.99 64.2 7.07 0.99 -91.3 0.58 

0.12 0.97 70.7 6.16 0.99 -90.7 0.54 

14294 
0.59 0.99 61.8 8.68 0.97 -79.3 0.69 

0.41 0.99 72.1 8.93 0.99 -78.8 0.76 

636 
0.96 0.90 61.7 9.84 0.99 -91.8 0.62 

0.04 0.91 73.0 11.11 0.99 -90.6 0.21 

5237 
0.74 0.97 59.7 8.25 0.95 -79.6 0.82 

0.26 0.97 70.7 8.80 0.97 -79.3 0.64 

8033 
0.35 0.98 63.5 8.90 0.99 -81.0 0.63 

0.65 0.98 72.5 9.47 0.99 -80.8 0.72 

7573 
0.68 0.98 58.4 8.34 0.98 -81.3 0.69 

0.32 0.96 70.4 10.33 0.98 -81 0.73 

1749 
0.54 0.9 61.7 9.84 0.99 -80.9 0.57 

0.46 0.91 73.0 11.12 0.98 -80.6 0.73 

59646 
0.22 0.93 58.1 6.00 0.95 -92.6 0.28 

0.78 0.99 84.9 4.88 0.99 -90.3 0.46 

29845 
0.61 0.99 70.3 5.70 0.99 -91.3 0.41 

0.39 0.99 71.8 5.49 0.99 -91.1 0.51 

26969 
0.66 0.99 65.9 8.85 0.99 -91.6 0.63 

0.34 0.99 75.2 5.93 0.99 -91.1 0.47 

1196 
0.88 0.95 64.9 6.11 0.99 -91.4 0.41 

0.12 0.74 68.1 2.67 0.99 -91.2 0.568 
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10566 
0.11 0.95 74.7 7.30 0.99 -90.9 0.544 

0.89 0.97 85.0 4.70 0.99 -90.0 0.61 

26040 
0.11 0.95 77.2 7.86 0.99 -91.2 0.65 

0.89 0.99 83.9 5.45 0.99 -90.5 0.584 

7136 
0.2 0.97 73.1 8.58 0.99 -88.6 0.44 

0.8 0.99 81.3 7.22 0.99 -88.6 0.47 

2630 
0.39 0.85 68.4 11.69 0.99 -92 0.82 

0.61 0.97 81.3 6.20 0.99 -91 0.56 

1284 
0.7 0.86 52.8 7.53 0.97 -92.7 0.48 

0.3 0.7 86.3 10.37 0.99 -90.2 1.1 

3407 
0.65 0.94 59.0 9.56 0.98 -92.3 0.84 

0.35 0.81 84.4 1.36 0.94 -90.5 0.92 

5910 
0.88 0.99 63 7.07 0.99 -92.1 0.54 

0.12 0.81 74.8 9.15 0.99 -91.3 0.77 

1876 
0.93 0.95 57.1 8.2 0.99 -92.6 0.5 

0.07 0.6 74.2 6.6 0.99 -91.3 0.55 

5655 
0.83 0.98 62.1 8.44 0.99 -92.3 0.68 

0.17 0.95 73.5 5.48 0.99 -91.5 0.52 

101789 
0.02 0.97 68.7 7.90 0.99 -75.4 1.11 

0.98 0.99 79.5 6.18 0.99 -75.7 0.90 

7077 
0.002 0.53 66.0 6.34 0.68 -59.6 0.98 

0.998 0.99 104.7 1.32 0.99 -62.6 0.42 

29583 
0.01 0.89 72.6 5.50 0.99 -70.6 0.59 

0.99 0.96 86.0 9.50 0.97 -70.4 0.63 

4561 
0.68 0.98 66.1 8.20 0.99 -92.0 0.63 

0.32 0.96 78.4 8.24 0.99 -91.0 0.71 

4083 
0.84 0.98 60.0 7.70 0.99 -91.0 0.61 

0.16 0.86 70.3 6.47 0.95 -90.2 0.94 

1445 
0.85 0.97 60 7.2 0.99 -92.5 1.30 

0.15 0.66 -76.5 5.8 0.98 -91.2 0.68 
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Appendix B: Research Table 2 
This table was generated during the research of relationship between 

RSS, CORR and BER. BER in the table refers to the average BER for each 

RSS or CORR value. There are mainly 5 trends presented in figure, 

fluctuating (              ), decrease (            ), decrease and then stable (         ), 

increase and fluctuate (              ) and decrease and fluctuate (          ). 

Number 

of 

packets 

RSS main 

range 

(dBm) 

BER trend BER range 

CORR 

main 

range 

BER trend BER range 

6622 -89~-83 

 

0.03~0.05 50~95 

 

0.03~0.05 

689 -84~-78 

 

0.01~0.02 50~90 

 

0.01~0.02 

813 -84~-79 

 

0.01~0.025 50~85 

 

0.01~0.04 

864 -82~-76 

 

0.01~0.02 50~80 

 

0.01~0.025 

2815 -88~-83 

 

0.008~0.02 55~90 

 

0.01~0.02 

419 -82~-76 

 

0.03~0.05 50~90 

 

0.01~0.08 

1220 -94~-91 

 

0.05→0.02 45~75 

 

0.05→0.02 

3374 -92~-89 

 

0.03→0.016 45~75 

 

0.035→0.015 

1081 -94~90 

 

0.032→0.02 45~85 

 

0.035→0.02 

3064 -94~-90 

 

0.03→0.01 50~85 

 

0.035→0.012 

2176 -78~-72 

 

0.013~0.016 55~85 

 

0.015~0.01 

4654 -94~-90 

 

0.032~0.011 45~85 

 

0.03~0.015 

1739 -94~-91 
 

0.062~0.01 45~75 
 

0.065~0.01 

5182 -94~-90 

 

0.045~0.012 50~80 

 

0.025~0.015 

14366 -92~-89 

 

0.03~0.01 55~90 

 

0.023~0.08 

5487 -94~-90 

 

0.05~0.02 45~85 

 

0.05~0.015 
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2197 -94~-90 

 

0.045~0.03 40~85 

 

0.045~0.02 

889 -94~-90 

 

0.08~0.025 40~75 

 

0.09~0.02 

1298 -94~-89 

 

0.04~0.07 40~80 

 

0.06~0.02 

2578 -95~-91 

 

0.085~0.017 40~75 

 

0.08~0.02 

995 -94~-90 

 

0.05~0.03 45~90 

 

0.01~0.07 

1416 -94~-91 

 

0.05~0.03 45~85 

 

0.015~0.055 

964 -95~-90 

 

0.1~0.05 40~80 

 

0.07~0.05 

2635 -90~-85 

 

0.02~0.03 55~100 

 

0.01~0.05 

1817 -86~-82 

 

0.02~0.03 45~100 

 

0.012~0.04 

546 -90~-84 

 

0.01~0.06 55~105 

 

0.01~0.1 

757 -86~-81 
 

0.015~0.03 50~95 

 

0.01~0.04 

3876 -88~-83 
 

0.03~0.04 50~90 
 

0.032~0.045 

1396 -90~-87 

 

0.007~0.009 50~90 

 

0.005~0.015 

2719 -93~-89 

 

0.015~0.004 55~95 

 

0.016~0.004 

1075 -92~-89 

 

0.009~0.0047 60~90 

 

0.005~0.009 

7775 -94~-90 

 

0.055~0.02 45~75 

 

0.04~0.02 

1036 -93~-90 

 

0.065~0.005 50~80 

 

0.03~0.01 

12863 -93~-90 

 

0.015~0.006 60~90 

 

0.008~0.005 

17485 -93~-90- 

 

0.035~0.007 45~85 

 

0.008~0.004 

17861 -93~-90 

 

0.025~0.008 50~85 

 

0.025~0.01 

12678 -94~-89 

 

0.045~0.006 45~90 

 

0.045~0.005 

920 -85~-79 

 

0.017~0.023 45~85 

 

0.015~0.03 
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5050 -84~-79 

 

0.018~0.025 40~80 

 

0.017~0.028 

2636 -83~-79 

 

0.011~0.015 45~85 

 

0.007~0.018 

7985 -85~-78 

 

0.017~0.022 40~80 

 

0.016~0.024 

3707 -85~-78 

 

0.019~0.027 44~78 

 

0.015~0.028 

610 -93~-90 

 

0.08~0.016 40~75 

 

0.055~0.02 

4037 -93~-89 

 

0.07~0.01 45~80 

 

0.07~0.0018 

3013 -93~-89 

 

0.023~0.006 45~70 

 

0.02~0.013 

23744 -93~-90 

 

0.038~0.017 40~75 

 

0.035~0.012 

5150 -86~-78 

 

0.05~0.075 45~100 

 

0.025~0.08 

1872 -88~-83 

 

0.04~0.05 40~80 

 

0.015~0.065 

1085 -88~-82 
 

0.01~0.02 40~80 
 

0.005~0.025 

369 -84~-78 

 

0.006~0.008 45~80 
 

0.0045~0.0014 

1613 -90~-82 

 

0.013~0.023 45~85 

 

0.01~0.03 

5094 -91~-87 

 

0.026~0.03 45~85 

 

0.02~0.035 

811 -88~-83 

 

0.01~0.036 45~80 
 

0.005~0.02 

3209 -90~-86 

 

0.019~0.007 45~80 

 

0.02~0.008 

1490 -91~-88 

 

0.033~0.012 40~75 

 

0.01~0.02 

873 -89~-85 

 

0.035~0.021 40~75 

 

0.06~0.01 

1512 -91~-87 

 

0.025~0.007 40~75 

 

0.03~0.005 

543 -90~-86 

 

0.019~0.006 55~90 

 

0.013~0.004 

5511 -91~-80 

 

0.013~0.023 40~90 

 

0.01~0.04 

3464 -90~-87 

 

0.012~0.035 55~95 

 

0.01~0.03 
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1152 -91~-87 

 

0.022~0.009 45~90 

 

0.007~0.02 

1754 -92~-88 

 

0.02~0.0025 50~80 

 

0.01~0.024 

2129 -93~-87 

 

0.037~0.01 50~85 

 

0.03~0.01 

2332 -92~-88 

 

0.013~0.006 45~90 

 

0.015~0.006 

4494 -93~-89 

 

0.035~0.013 45~80 

 

0.03~0.02 

3341 -93~-88 

 

0.023~0.033 42~80 

 

0.07~0.01 

1602 -86~-81 

 

0.013~0.014 45~80 

 

0.025~0.007 

1240 -85~78 

 

0.008~0.01 45~80 

 

0.015~0.006 

870 -84~-79 

 

0.0078~0.0088 40~80 

 

0.005~0.012 

246 -83~-78 

 

0.007~0.0075 50~85 
 

0.005~0.01 

1548 -86~-82 
 

0.007~0.0085 40~75 

 

0.005~0.012 

416 -88~-81 

 

0.009~0.014 40~80 

 

0.005~0.02 

1418 -87~-81 

 

0.018~0.008 40~80 
 

0.006~0.013 

53424 -93~-89 

 

0.05~0.01 45~85 

 

0.05~0.01 

 


