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Abstract
This  study  was  carried  out  with  the  intention  of  examining  the  defensive 
mechanism employed against the latest cyber espionage methods including both 
insider and outsider attacks. The main focus of this study was on web servers as 
the targets  of the cyber attacks.  Information in connection to the study was 
obtained from researchers’ online articles. A survey was also conducted at Mid 
Sweden University in order to obtain information about the latest cyber attacks 
on  web  servers  and  about  the  existing  defensive  mechanism  against  such 
attacks. The existing defensive mechanism was surveyed and a simple design 
was created to assist in the investigation of the efficiency of the system. Some 
simple  implementations  of  the  existing  defensive  mechanism were  made  in 
order to provide some practical results that were used for the study. The existing 
defensive mechanism was surveyed and  improved upon where possible. The 
improved defensive mechanism was designed and implemented and its results 
were compared with the results from the existing defensive mechanism. Due to 
the  fact  that  the  majority  of  the  attackers  use  defensive  mechanisms’ 
vulnerability in order to find their way into devices such as web servers, it was 
felt that, even with the most sophisticated improved defensive mechanism in 
place, it would not be entirely correct to claim that it is possible to fully protect 
web servers against such attacks.

Keywords: Cyber  attacks,  Cyber  Esionage,  Hackers,SQL injection,  DDoS 
attack, DoS attack, defence against cyber Espionage and defence against cyber 
attacks.
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1 Introduction
1.1 Background and problem motivation

The  Internet  is  a  huge  network  formed  by  a  combination  of  millions  of 
networks connected from all over the world. When data is sent over the Internet 
from one network to another, the data in transit and the data stored on servers, 
computers, databases, is vulnerable, in the sense that it can easily be accessed 
by unauthorised persons both in transit and in storage. Due to the number of 
networks traversed by the data before it reaches its final destination, it is not 
easy  to  provide  full  security  of  the  data  in  transit  even  when  it  has  been 
encrypted.  All  the  websites  accessed  on  the  Internet  are  launched  by  web 
servers. Financial accounts, emails etc. are saved in databases on web servers 
and if an attacker breaches the security system and is able to enter into a web 
server  such information would be  at  risk of  being  stolen or  tampered with. 
Nowadays governments and criminal organizations support and finance highly 
trained teams that plan and execute cyber-attacks. The aim of these attacks is to 
steal confidential information that can be sold or used for the attacker's benefit. 
Data saved in  databases,  web servers,  etc.  can  be accessed by unauthorised 
persons at any time thus it is possible that this could lead to a loss of sensitive 
and  confidential  information  to  individuals,  companies,  etc.  and  as  a  result 
cause  the  loss  of  millions,  in  monetary  terms  to  the  victim.  Unauthorised 
persons  accessing  such  information  might  be  either  legitimate  users  of  the 
network (insiders) or those who access information remotely (outsiders). 

This study focuses on some of the latest cyber attacks that target web servers 
and how it is possible to defend against such attacks. 

1.2 High-level problem statement

The focus of this study is on the latest cyber attacks, both inside and outside a 
network,  but  the  main  focus  will  be  on  web servers  as  the  targets  of  such 
attacks. Since there are many ways in which web servers can be attacked, this 
study will  only focus on a few of these in relation to cyber attacks on web 
servers which will assist in obtaining answers to the questions below:

– What are the latest cyber attacks on web servers?

– What are the current defensive mechanisms used to protect web servers 
against such attacks?

– How can the current defensive mechanisms be improved?

– Is there a way of fully protecting web servers against cyber attacks?
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1.3 Purpose of this work

The purpose of this thesis work is to carry out research on some of the latest 
cyber attacks from both inside and outside a network that mainly target web 
servers and how it is possible to defend against such attacks.

1.4 Ethical issues

Scientific work should be conducted for the benefit of humanity rather than to 
harm humanity. This thesis work is carried out with the intention of discovering 
how cyber criminals attack their victims in order to steal information for their 
own benefit and also regarding how it is possible to stop such criminals.

1.5 Scope

The study will focus on some of the latest threats and cyber attacks, and how it 
is possible to detect and prevent such attacks in a network particularly those 
that  target  web  servers.  This  study  will  only  look  at  a  few  cyber  attacks 
targeting web servers, for instance, SQL injection attacks and DoS attacks and 
will consider simple improvements to the existing defensive mechanism against 
such attacks where possible.

1.6 Detailed problem statement

To achieve the goals as set out above, the following details will be considered:

1. Obtain general information on the latest cyber attacks on web servers.

2. Conduct  a survey in order to obtain  more practical information with 
regards to the existing cyber attacks and defensive mechanism.

3. Design  a  prototype  of  the  existing  defensive  mechanism  from  the 
information obtained from the survey 

4. Attempt  to improve  the existing defensive mechanism by designing a 
prototype of the improved defensive mechanism.

5. Implement the improved defensive mechanism and compare the results 
with the existing defensive mechanism.

1.7 Outline

Chapter 2 describes the background information with  regards to cyber attacks 
and how these attacks are launched. Chapter 3 describes the methods that will 
be  used  to  achieve  the  goals  of  this  thesis  work.  Chapter  4  details  the 
implementation  of  existing  and  improved  defensive  mechanisms.  Chapter  5 
shows the results  from the  implementations.  Chapter  6  discusses  the results 
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achieved   in  detail  and  the  future  work  that  can  further  be  considered  to 
improve this thesis work.

1.8 Contributions

The thesis work was carried out by the combined effort of Emmanuel Nsambu 
and Danish Aziz. 

Emmanuel Nsambu
Designed, programmed and implemented the improved defensive mechanism 
against DoS attacks and SQL injection attack. 

Danish Aziz

Designed,  programmed  and  implemented  the  existing  defensive  mechanism 
against DoS attack and SQL injection. 

Combined effort
- The survey and investigation about the latest cyber attacks on web servers 
conducted at Mid Sweden University.

-  Conducting the investigation about the latest cyber attacks on a web server 
from online researchers’ articles, network security text books etc.

-   The testing of the improved defensive mechanism.

-   The compilation and writing of the thesis report.
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2 Theory
2.1 The Internet

The Internet is a collection of large computer networks around the world. For 
example, every country has its own computer networks and all these networks 
are  connected  together  forming  an  inter-connected  computer  network.  The 
number of Internet users reached approximately 2.2 billion in March 2012 from 
608 million  in  March,  2003.  [1]  The Internet  is  now used in  almost  every 
transaction.  It  can be accessed from smart  phones,  smart  devices  and many 
other devices for checking electronic-mail (e-mail), sending emails, Skype, etc. 
The main reasons for the rapid  Internet growth is that it is cheap, fast and it is 
easier to send images, video, text and audio, just to mention a few. For example, 
if an email is sent from one part of world to another it takes a few seconds to 
reach the other side of the world. The following graph in  Figure 1 shows the 
rapid growth in Internet users worldwide along the years.  

 

Figure 1 shows Internet users worldwide [2]

In offices, large organizations and homes, the majority  of  documents are saved 
on computers because it is not only cheap and reliable, but also easy to share. 
The downside is that it becomes easier to steal information from a hard-disk 
without the knowledge of the owner. The Internet has  many benefits, but when 
the  information  sent  from  one  computer  to  another  over  the  Internet  is 
compromised  it  thus  becomes  unsafe.  Information  can  be  intercepted  by 
unauthorized  people  while  in  transit  from  one  computer  to  another. 
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Additionally, it is possible for  an attacker to  install unwanted programs on the 
victim’s  computer  that  enable  the  attacker  to  steal  the  victim's  stored 
information.  This  stealing  of  information  is  called  Cyber  Crime.  Once  a 
machine has been  deliberately attacked by an  attacker in order to  steal  the 
information  the  action  is  known  as  a  Cyber  Attack.  In  recent  years,  the 
motivation  of  cyber  attacks  has  been  profit  or  political  impact.  Nowadays, 
governments  and  criminal  organizations  support  and  finance  highly  trained 
teams who plan and execute cyber attacks. The aim of these attacks is to steal 
confidential information that can be sold or can be used for personal  benefit by 
governments. A person who executes such attacks is called a Black Hat Hacker.

2.2 Hackers

A hacker is a person who enjoys entering  a system for the sake of learning and 
who  may  not  necessarily  be  dangerous.  However,  when  a  hacker  enters  a 
system,  for  example,  a  computer  system not  belonging to  him/her  with  the 
intention  of  causing  damage or  loss  to  the  victim,  then  he/she  becomes  an 
attacker or  cracker.  A  hacker  is  thus someone who enters into a system not 
belonging  to him/her and whose intention is either to steal information, learn, 
test  systems  or  for  personal  benefits.  Hackers  can  be  divided  into  several 
groups. [3]

2.2.1 White Hat

A hacker who breaks into a system for the purpose of learning or for testing is 
known as a  white hat hacker. The purpose of breaking into the system is not 
malicious. [3]

2.2.2 Black Hat

A hacker who  violates  computer security and breaks into a system for personal 
benefits or to damage the system is known as a black hat hacker. These hackers 
break into secure networks either to steal information or to make a network 
unusable and these are sometimes known as attackers. The attacker will initially 
choose  a  particular  network  in  which  he/she  has  developed  an  interest  in 
launching an attack and, following this, relevant information regarding  how the 
systems  work and  the  vulnerabilities  of  the  system will  be  collected.  After 
obtaining sufficient information about the vulnerability of the system, a plan 
will be made and an attack launched. [3]

2.2.3 Grey Hat

These  hackers are  between black and  white  hat  hackers.  They break into a 
system and inform the system administrator  that they have broken into the 
system  with  the  intention  of  being  hired  by  the  administrator  to  fix  the 
vulnerability in the system. [3]
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2.3 What is meant by Cyber Espionage? 

Cyber  espionage  refers  to  the  art  of  accessing  confidential  or  secretive 
information by unauthorized persons without the permission of the holders of 
such information via the Internet. The information can be accessed by using 
illegal methods such as malicious software in the form of Trojans, backdoor 
servers (retrieve sensitive information and send it back to the attacker), etc. The 
motive of such an attack may be based on the following: personal, political, 
economical, etc. [4] Cyber espionage can be carried out from inside or from 
outside the victim’s network. When an attack originates from inside the victim’s 
network, such an attack is known as an insider attack and when launched from 
outside the victim’s network it is known as an outsider attack.

Figure 2: shows a typical a step by step cyber espionage operation [5]

Step 1: The attacker uses the email as a venue to send the  malicious software 
(Trojan) via the Internet to the victim’s PC (Lawmaker’s PC). As the victim will 
not  have  any suspicions  regarding  what  arrives  with  what  appears  to  be  a 
harmless email, the decision may be made  to open the email and as a result this 
will trigger the Trojan into action.

Step 2: When the Trojan is activated by the victim it will immediately start its 
operations. In this case, the  Trojan will immediately be able to be in contact 
with the attacker’s server.

Step 3: The attacker’s server will in turn install a spy-ware on the victim’s PC 
in order to detect the sensitive or confidential information such as  usernames 
and passwords required by the attacker that may be saved or used on the 
victim’s PC. The spy-ware may even remain monitoring the victim’s PC for 
days or even months unnoticed until the required information is accessed.
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Step 4: When the required information or data is finally accessed, it is then sent 
to the attacker’s server where the attacker will use it as he or she pleases.

This type of attack is very common since it is not easily noticeable by the 
protection systems (firewalls, anti viruses, etc) that the victims may have 
implemented on their PCs. In addition, it is not easy to trace the attack’s origin 
since most attackers are very smart to the extent that they use other victims’ 
servers or machines as their bases for launching attacks as a way of covering up 
their traces after an attack.

2.3.1 Insider attack

An insider attack is an attack that originates from within the victim’s network. 
This type of attack is carried out by persons who have access authorization to 
use a particular network. Such people could be disgruntled employees or former 
employees  who  decide  to  organize  such  attacks  as  revenge  against  their 
superiors or as a means of embezzling funds. The attack could be carried out by 
individuals  or  groups  of  people  with  different  motives.  The  network  could 
belong to an organization such as a school, bank, hospital, etc. The majority of 
these attacks are carried out by people who have an intimate knowledge of the 
organization's network security system . This enables such people to sucessfully 
organize  both  effective  and  efficient  cyber  attacks  on  the  organization’s 
network. Statistics have shown that such attacks have an 80% occurrence rate 
as compared to outsider attacks. [6]

2.3.2 Outsider attack

An outside attack is one that originates from outside the victim’s network. Such 
attacks are organized by people who do not possess access authorization to the 
target  network.  The  attacker may  attack  a  network  by  forwarding  spam 
electronic-mails (emails), which may carry malicious software such as  Trojans  
as explained in Figure 2 above. The motive for this type of attack varies from 
attacker to attacker. This can include greed and generally  leads to the accessing 
of the victims’ usernames and passwords illegally in order to gain access to his 
or her funds. [6]
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Figure 3: shows fully protected from internal and external attacks [7]

In Figure 3, above even though the Enterprise network is fully protected from 
internal and external attacks, the internal attacks (insider attacks) may still be 
launched successfully. [7]

2.4 Web Server

Every HTTP request  sent  by a  client  goes  directly to  a  specific  web server 
which is specified in the header of the particular HTTP request. Web servers are 
computers  with  large  storage  and emails,  personal  bank accounts  and other 
details are stored in databases by means of computers. All this information is 
very  critical  and  requires  heavy  security  thus  making  the  security  of  web 
servers  to  be  a  significant  issue.  The  web  servers  can  benaccessed  from 
anywhere in the world so long as the client types their correct address in the 
URL (Universal Resource Locator) field in his/her web browser. [8]

Figure 4: Web Server and Client [8]

Web pages are stored on the disk of the web server. The user’s computer will  
send a request to the server that has a specific IP address. On the Internet DNS 
(Domain Name Server) is used for resolving alphabetic names to IP addresses 
and  vice  versa.  For  example  the  IP  address  for  http://www.google.com/ is 
“209.85.173.147”.  If  the  user  enters  the  alphabetic  name 
http://www.google.com/ in  a  web  browser  then  the  DNS  will  resolve  this 
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alphabetic  name  to  its  corresponding  IP address  and  will  then  forward  the 
request to that address.

2.5 Attacks on Web Servers

Web servers contain confidential information of potential interest to  attackers. 
In order to breach  a web server, an attacker requires the correct tools in order to 
launch  the  attack.  Usually,  attackers will  choose  their  target  based  on  the 
information they want to steal. At this stage, the system will be monitored in 
order to determine points to exploit, software vulnerabilities, listen to ports or to 
discover a security flaw, etc. Once a means is determined in order to break into 
the server, an attack will be launched. All that is required by an attacker is a 
computer, an Internet connection and a web browser to initiate an  attack on the 
victim’s  machine.  Web  servers  are  very vulnerable  and even with  the  most 
sophisticated firewalls installed, it is not possible to guarantee full protection 
with regards to web servers . The main reason for this is that ports 80 and 443 
are usually open through the firewall. An attacker can use these ports to launch 
an attack on the web server. Some of the web attacks executed on web servers 
are shown below.  

Figure 5: Web Server Setup [9]

2.6 Some of the top Web Server Attacks 

1. DOS Attack

2. URL Misinterpretation

3. Directory Browsing

4. Remote File Inclusion

7. Input Validation

9
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8. SQL Query Poisoning

9. Session Hijacking

10. Buffer Overflows   [9]

2.7 Denial of Service Attacks (DoS)

In general,  a  DoS attack floods a  single network by sending junk or bogus 
traffic that appears to be legitimate by using various distributed systems usually 
known as  zombie computers in order to launch the attack. The purpose of the 
DoS attack is to prevent legitimate network traffic from accessing the resources 
of a server. The server is kept busy attempting  to process the bogus requests 
from the attacker and, as a result, fails to respond to the legitimate requests. If 
too many bogus requests are sent to the server, this may fill up  the server’s 
memory, which would eventually cause the  the server to crash. DoS attacks 
disrupt  legitimate  connections  by preventing  a  legitimate  user  from using a 
specific service. [10] 

2.7.1 Buffer Overflow

With this attack, the attacker sends too much data to the buffer of the targeted 
device. Since the buffer has a  limited capacity in relation to  data, the attacker 
intentionally overflows the buffer by sending too much data. This results in a 
slow response from the device and could also lead to the crashing of the device. 
For backup purposes, if a buffer  overflows, the overflow data is sent to a new 
buffer. This may lead to the overwriting of the existing data found in the new 
buffer.  The  attacker may  decide  to  send  malicious  code  embedded  in  the 
overflow data with the intention of overwriting the old data in the new backup. 
As a result,  the system would then start  responding to  the new instructions 
generated from the attacker’s malicious code. [11]

2.7.2 Ping of Death

Data sent over the Internet is sent in the form of packets which can be broken 
into smaller fragments while in transit before reaching their final destination. 
When these fragments are recombined at their final destination they may form a 
packet  which  has  a  maximum  size  of  65536  bytes.  An  attacker may 
intentionally  send fragments  that  add up to  a  larger  packet  size  larger  than 
65536  bytes  to  the  victim’s  machine.  This  would  result  in  a  failure  of  the 
destination machine’s operating system in knowing what to do with this  large 
packet and, as a result, may cause there to be either a crash or a reboot . [12]   

2.7.3 SYN Flood Attack

When a host wants to establish a connection with a server using TCP (Transport 
Control Protocol), it sends a  SYN request to the server and the server in turn 
sends back a SYN+ACK. On receiving this, the host then sends an ACK to the 
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server  and  the  connection  is  established.  An  attacker  can  send  many  SYN 
requests to the target server from random hosts. When the server receives these 
SYN requests from those random sources it sends back a SYN+ACK to those 
random hosts, which  is called a half open connection. Those random hosts will 
never reply to the server, but the server will keep waiting for the ACK requests 
from those hosts  until  the  timer  runs  out.  The attacker  will  send too many 
requests  to  that  server  until  there  are  no  more  connections  remaining  for 
legitimate requests and thus legitimate users will be unable to access the server 
during this time.

Figure 6: SYN Flood DoS Attack [13]

2.7.4 Tear Drop Attacks

Tear drop is a program that sends IP fragments to a device over a network. 
Overlapping IP fragments are sent to the targeted machine and due to the bug 
that  may  exist  in  the  operating  system,  the  targeted  machine  may  fail  to 
assemble these overlapped fragments and, as a result, may crash. This attack 
does not cause any damage to the system, but one should be aware of the fact 
that it could lead to the loss of unsaved data especially if it occurs before such 
work is saved. To deal with this attack a reboot of the machine is recommended. 
[14]

2.7.5 Smurf Attack

The attacker uses a spoofed broadcast ping to flood the targeted network. The 
attacker will spoof a valid IP address  and will send a Ping request to its 
broadcast address. This  will result in all the machines on the network 
responding to that request with ICMP replies. The destination address for the 
ICMP replies  will be that  of  the targeted machine whose IP address  was 
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spoofed.  This  will flood the network  with  ICMP reply requests  by  all  the 
machines on the network which would result in congestion on the network. [15]

Figure 7: Smurf Dos Attack [15]

2.7.6 Distributed Denial of Service Attacks

Distributed systems are used to flood the targeted network. An attacker can use 
botnets or hijack vulnerable network machines (zombie machines) to launch 
this attack. Junk traffic will be sent by many networks to the targeted network 
and, hence, flooding it.  This will  lead to the victim of such an attack being 
unable to respond to legitimate traffic. [16] 

Figure 8: DDoS Attack [16]
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2.8 URL Misinterpretation  
URL is formed with special characters and it follows certain standards. Usually 
the data that has been transferred between a client and server will use either 
HTTP or HTTPS protocol. There are two methods that are used to pass data. In 
the first method, a server takes its input from the client through cookies or post 
field data and, in  the second method, the query field forming  part of a URL is 
used to send a request to a web server.  Requests are sent to the web server 
through  URLs.  The  queries  sent  to  the  web  server  must  be  encoded  using 
specific standards. For example reversed characters such as  “; /? : @ & = + $ , 
” can be used in a URL, but these can also conflict with a correct interpretation 
of a URL. An  attacker uses these characters with Unicode characters to send 
requests that a web server will interpret in an unusual way and thus the attacker 
can perform an attack on a server. [17] The example code is shown below:

 Web page - “getdata.php”: echo $HTTP_GET_VARS[“data”]; 

 URL-Encoded attack: http://target/getdata.php?data=%3cscript%20src=
%22http%3a%2f%2fwww.badplace.com%2fnasty.js%22%3e%3c
%2fscript%3e 

 HTML execution: <script 
src=”http://www.badplace.com/nasty.js”></script> 

2.9 Directory browsing

This attack is used to see all the contents of the web page. This is performed  by 
sending HTTP requests  and by using the URL of  the parent  directory.  This 
attack can provide  the attacker with useful information and with  configuration 
and  backup  files  of  the  web  server.  The attacker can  also  determine   the 
vulnerability of the web server through this type of attack. [18]

2.10 Remote file inclusion

This attack is conducted on servers that host websites and use the PHP language 
and takes place on websites that do not provide sufficient validation. This attack 
is  performed  in  two  steps,  the  first  being  that  the  attacker sends  a  simple 
validation script, for example, a simple printing command, to the server and if 
the server executes this script, it would mean that the server is vulnerable and 
hence, can be attacked. An example of such script is shown below:

 ?php /* ZFxID */ echo("Shiro"."Hige"); die("Shiro"."Hige"); /* ZFxID 
*/ ?

The second step is performed by  the attacker giving  the path of another script 
having the malicious code which is on a remote server. When the victim's server 
executes the command, the attacker then gains control of the server through the 
installed malicious code. 
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 ?php echo exec('cd /tmp;curl -O 
http://www.yeshouse.net/column/js/ddos.txt;perl ddos.txt;rm -rf 
ddos.txt*;'); ?

This attack can be used for various purposes, for example it can execute code 
on a server, steal and manipulate personal information and execute DoS attacks. 
[19]

2.11 Input validation

This type of attack is usually the main cause of all attacks. The attacker will 
send characters or information through the input field with a view  to causing 
the crash of an application or for it to behave in an unusual way. [20] This will 
be possible if  the user’s input is  not validated.  Some of the attacks that are 
associated with input validation are explained below.

2.12 SQL query poisoning

When a query is sent to the web server, it can be seen in the URL in the web 
browser. The query can be altered in the URL by the attacker. This may lead to 
misinterpretation of the query by the server. This attack may lead the attacker to 
gaining full access to a database. [21] An example of query alternation is shown 
in the URL below:

http://server/query.asp?item=3+OR+1=1

This type of attack can also be launched through a login form, especially if such 
a form does not have a user input validation implemented.

2.13 Session hijacking

With session hijacking, the attacker puts the malicious code into the web page. 
For example, malicious code can be added in the comment field on the web 
page.  The  attacker can  hide  malicious  code in  the  script,  for  example  Java 
script, [22] in order to obtain information from the victim and when  the victim 
logs into that page, the cookie value or anything that the attacker desires, will 
be sent to the  attacker without the knowledge of the victim. The  attacker can 
also use a virus or a worm to obtain  this session information from the victim. 
Once the victim’s information is sent to the attacker, the attacker will then start 
using it as he/she pleases.  
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Figure 9: Session Hijacking [22]
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3 Methodology 
A defensive mechanism against  insider  and outsider  attacks  especially those 
targeting web servers (in this case a web application) will be implemented. The 
existing defensive mechanism will be improved to suit the protection of the web 
server against the latest cyber espionage for both insider and outsider attacks. 

3.1 General information about cyber attacks on web servers
Information  in  connection  with  cyber  attacks  on web servers  and defensive 
mechanisms will be obtained from researchers’ online published articles, paper 
and websites. 

3.2 Practical  information on the existing cyber attacks and 
defensive mechanism.
A survey will be conducted  at Mid Sweden University in order to obtain the 
required  information  in  connection  with   the  existing  cyber  attacks  and the 
defensive mechanism. Questionnaires will be designed and distributed to the 
concerned officers as a way of gathering the required information about the 
latest cyber attacks and the existing defensive mechanisms employed to counter 
such attacks with the emphasis on web servers as the targets for such attacks. 
 

3.3 Development  of  the  existing  and  improved  defensive 
mechanism
The existing defensive mechanism will be surveyed and, if possible, improved 
upon in order to counter the latest cyber attacks on a web server. 

For  experimental  purposes,  a  web  application  will  be  developed.  The  web 
application will  support  the login function for the authorized users.   A web 
server preferably “Xampp server” will be downloaded and installed on one of 
the  researchers’ machines  that  will  be  accessed  on  the  local  host  address 
http://localhost or  http://127.0.0.1. This web server will be used to deploy the 
web  application  where  tests  of  attacks  and  defensive  mechanisms  will  be 
assessed.  In  addition,  the  Send  HTTP (Hyper  Text  Transfer  Protocol)  Tool 
software will be downloaded and installed on one of the researchers' machines. 
It will be used to send HTTP requests to the web server in order to analyze the 
response from the web server.
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Two designs will be implemented. One will involve  the testing of the existing 
defensive  mechanism  against  some  few  latest  cyber  attacks  targeting  web 
servers and the other will  be for testing the improved defensive mechanism 
against the same cyber attacks on web servers as those used to  defend against 
this  in  the  existing  defensive  mechanism.  The  results  from these  tests  will 
enable a proper assessment of the efficiency and effectiveness of the improved 
defensive mechanism to be made.
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4 Design and Implementation
4.1 The Latest Cyber Attacks on Web Servers -  Mid Sweden 

University 

A survey was carried out at Mid Sweden University regarding the latest cyber 
attacks  on  web  servers  and  the  existing  defensive  mechanism against  such 
attacks. The figures below show some of the information obtained when the 
survey was undertaken:

Figure 10: shows a questionnaire from officer 1

  Figure 11: shows a questionnaire from officer 2                       

The information from the above questionnaires has been used to determine the 
latest  cyber  attacks  on web servers  and in  this  case,  only two  attacks  were 
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considered, namely, a  DoS attack and an SQL injection attack. The information 
also enables  the  existing  defensive  mechanism  against  such  attacks  to  be 
determined.

4.1.1 DOS (Denial of Service Attack)

This  type  of  cyber  attack  mainly  targets  web  servers.  The  attacker sends 
requests that have a large payload size that the web server finds too large to 
process, hence, keeping the web server busy in only processing these requests . 
This leads to legitimate requests being denied the chance of obtaining responses 
from the web server. If this process of flooding the web server with these bogus 
requests  continues  in  the  form of  a  loop,  the  web  server  might  eventually 
succumb to this attack and, as a result, it will crash. This type of attack can be 
launched by using automated software that sends many requests simultaneously 
to the web server, or even a simple program such as  the command prompt on a 
local computer, usually known as CMD, can also be used for this purpose. To 
flood the web server with requests, multiple command prompt windows can be 
opened up to launch the DoS attack on the web server. For the purpose of this 
study, only HTTP requests are sent to the web server (as a way of launching the 
DoS attack) and a software tool known as Send HTTP Tool is used.

Launching the DoS attack using the Send HTTP Tool 

This project uses the Send HTTP Tool to test the defensive mechanism against 
DoS attacks by sending multiple HTTP requests to the web server.

Figure 12: shows the Send HTTP Tool

Figure 12 shows the tool used to act as a DoS attack launcher while testing the 
defensive mechanism against DoS attacks. The red marked fields are the most 
important fields to consider when sending HTTP requests to the web server. 
The “method” field defines the type of method to use when sending the HTTP 
request for instance, it could be  GET, POST, NOTIFY, etc. For this particular 
requirement it is GET that is selected since the tool is requesting the web server 

19



Defense Against the latest Cyber Espionage both insider and outsider attacks
Emmanuel Nsambu
Danish Aziz 2012-04-07

for a web page. The  “URL” (Universal Resource Locator) field is where the 
URL path of the web server  is  entered.  In  “the headers to send” field the 
connection box is checked. After the above configurations the  “send request 
now button” is then clicked to send the HTTP request.

4.1.2 SQL Injection

This is a type of cyber attack in which  the attacker uses the vulnerability of a 
website in order to access the database information that such an attacker is not 
authorized  to  see.  Such  an  attack  can  be  launched  in  a  number  ways,  for 
instance, through a login page into which  the attacker inputs SQL commands 
instead of the required user data. These commands are then processed by the 
database just like any normal SQL query and as a result, produce the output as 
required  by  the  attacker.  The  output  produced  may  be  Visa  card  security 
numbers that the attacker would require in order to access the users’ accounts, 
banking details, etc. In addition, an attacker may use an SQL injection method 
by attacking web pages that have URL (Universal Resource Locator) that can 
be  easily  altered  using  SQL commands  in  order  to  obtain  the  information 
required by the attacker from the database.  For the purpose of this study, the 
main focus will be on the SQL injection attack through a login page. 

Figure 13: shows the login form that is used to test the defensive mechanism against SQL 
injection through a login page

An  attacker can find the vulnerability of a login web page by inputting code 
with special characters that will be executed by the database as if it were an 
ordinary SQL query.  To check  whether  the  page  is  vulnerable,  the  attacker 
would  enter  some  text  with  special  characters  such  as  for  instance  an 
apostrophe  (example:  test’)  in  the  username  field.  This  code  would  then 
generate an error message from the database. When the  attacker receives the 
SQL error message from the database, it would then be known that the site is 
vulnerable  to  SQL  injection  and  thus  an  SQL  injection  attack  would  be 
launched on that site through that page. The error message received from the 
database would have the following appearance:  (you have an error in your 
SQL syntax; check the manual that corresponds to your MySQL server 
version for the right syntax to use near '' && login.password = ''' at line 1)  
where the login is the name of the table and the password is the name of the 
column password in the login table.
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Launching the SQL injection attack via a login page 
The attacker might decide to launch an attack on a site using an SQL injection 
attack through its login page after discovering that the site is vulnerable to SQL 
injection. If the login page contains a login form that requires the entry of the 
username and password the attacker would use the code that appears similar to 
(“test” or 1=1--) in the username field and then submit the form as a means  of 
evading authentication. This code would be interpreted by the database in the 
following way: usename = “test” or 1=1. This would mean that the username is 
either test or 1=1 where 1=1 is always true and hence, would be accepted as a 
valid username by the database authentication. When (--) is used at the end of 1 
(1=1--) it comments out all the following code. Since the password SQL code 
follows the username code, according to the error message generated as shown 
above, the code inputted by the attacker would cause  the password requirement 
to be invalid and hence, accept 1=1 which will be true. This would enable the 
attacker to log into the site without using valid login details.

Figure 14: shows a code snippet when an SQL injection attack is launched via a login form

In Figure 14 above, the red marking shows the position in the SQL query where 
the attacker’s malicious code (“test” or 1=1--) is added to the SQL query and 
executed. The green marking shows the code that is turned to inactive when (--) 
is  placed  at  the  end of  the  attacker's code  and  is  inputted  in  the  username 
textbox. This code contains code for the password thus, as it has been  turned to 
inactive, the SQL query will be executed as though there was no need for the 
password in the first place, thus enabling the attacker to log into the site without 
a valid username and password.

4.2 Existing Defensive Mechanism 

After undertaking a survey concenring  the existing defensive mechanism with 
regards  to  the  latest  cyber  attacks  on  web  servers  (DoS  attacks  and  SQL 
injection attack),  the design in Figure 15 below was finally arrived at:
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Figure 15: shows the existing defensive mechanism against the latest cyber attacks based 
on the survey undertaken [23], [24], [25]

In Figure 15 above, the attacker launches two attacks, namely,a DoS attack and 
an  SQL injection  attack.  The  existing  defensive  mechanism  uses  a  traffic 
monitoring  device,  in  this  case  snort, for  monitoring  and  detecting  unusual 
traffic, for instance, DoS attacks. An SQL injection attack is defended against 
by using a filter known as an SQL filter which is implemented in a PHP script. 
For the purpose of this study, a few defensive mechanisms were considered for 
defense against DoS and SQL injection (through a login page) attacks based on 
the  information  obtained  from  the  survey.  The  defensive  mechanisms 
considered for this study are:

SQL Injection Defensive Mechanism

- use correct data types for storing data in the database

- do not favour PHP over SQL when querying a database

DoS Attack Defensive Mechanism

- monitor unusual traffic accessing the web server

- reduce CPU power for processing requests

4.2.1 Use correct data types for storing data in the database

When storing, for instance, passwords in a database it is better to use correct 
data types that permit the use of a mixture of numbers, letters and characters 
such as VARCHAR and not plain INTEGER or TEXT or CHAR data types. This 
is because it is an easy process to determine  INTEGER and TEXT data types  if 
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an  attacker decides to use a brute force attack on a login page of a website. 
VARCHAR  passwords  are  somewhat  difficult  to  guess  as  they  have  a 
combination of camel case letters, numbers and other characters. It is also not 
recommended to use names of friends, relatives, pets, etc as passwords because 
these can easily be guessed and may lead to the exposure of  sensitive data such 
as account details, credit card details, etc.

Complex Password (VARCHAR passwords) Examples:

- Com4pleXPa9ss87

- VerYCompleX09

The  above  passwords  are  using  camel  case  together  with  numbers.  These 
passwords are said to be more secure since they cannot easily be guessed by an 
attacker using a brute force attack on a login form.

Weak Password (INTEGER or TEXT or CHAR passwords) Examples:

- password

- 12345678

- abcdefg

- 11111111

- Gift, blessing, snoopy, etc.

These passwords are considered to be weak since they can be easily guessed by 
the attacker using brute force on a login form.

4.2.2 Do not favour PHP over SQL when querying a database

Most databases are incorporated into web servers. Therefore, in order to access 
data from the databases, most programmers prefer to use PHP scripts together 
with  SQL to  formulate  queries  that  enable  the  retrieval  of  such  data  from 
databases. However, considering the fact that the majority of the SQL injection 
attacks target such SQL queries, it is important to formulate SQL statements in 
such a way that an attacker would find it difficult to access the data stored in the 
database.

23



Defense Against the latest Cyber Espionage both insider and outsider attacks
Emmanuel Nsambu
Danish Aziz 2012-04-07

Figure 16: shows the code snippet of the vulnerability in the login form where SQL is used 
together with PHP variables to form an SQL query

In  Figure 16 it would be easy for an  attacker to inject SQL code that would 
enable  access to data from the database illegally. Since the SQL statement is 
executed  within  the  database,  the  accessing  of  important  information  will 
merely  be a matter of time.

Figure 17: shows the code snippet of using SQL without PHP variables in the SQL query

In Figure 17 above, there are no more PHP variables included in the SQL query, 
meaning that the user input does not reach the database. The validation of the 
existence of a user is performed outside the database unlike in Figure 16 where 
it is  within the database. This makes it possible to control the manner in which 
database data can be accessed by users.

4.2.3 Monitor unusual traffic accessing the web server

Unusual network traffic could be any traffic that has an unusual pattern. This 
could be traffic from IP addresses sending multiple requests (in form of HTTP 
requests) to the web server at an unusual time say from around 12 am to around 
4 am in the morning. Additionally, traffic from a strange IP address would also 
be considered unusual network traffic. Based on the information obtained from 
the  survey  and  according  to  the  design  above  it  is  seen  that  the  existing 
defensive mechanism uses a network traffic monitor for monitoring the traffic 
going to the web server.  The network traffic monitor is placed in front of the 
web server in order to monitor the traffic before it arrives at the web server. 
Since there are so many intrusion detection systems available and because no 
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specific one was provided  during the survey, the decision was made  to use 
snort  IDS for  this  purpose.  However,  there  has  been  no  practical 
implementation of snort during this study and only an explanation regarding its 
working and implementation in the design above is given.

4.3 Snort IDS 

Snort  is  an  intrusion  detection  system that  monitors  traffic  going through a 
network. It is placed strategically on a network, to a position  where it can offer 
the  maximum  protection  to  computers,  servers,  etc.  This  study  looks  at  a 
situation where  snort is  placed in front  of the web server to  monitor  traffic 
going to the server.  Snort uses rules that enable it to detect intrusions. During 
the  monitoring  process,  it  sniffs  through  the  packet  while  comparing  the 
information in  the set  rule  to that  of the packet  before deciding whether  to 
forward the packet to the web server or to alert the Administrator.

4.3.1 The structure of snort IDS

Snort works  by  detecting  and  matching  the  incoming  traffic  with  the 
corresponding rules. As shown in  Figure 18 below, the detection engine will 
match the incoming traffic. After matching, it will decide whether to alert the 
user or to simply log the information. Logs retain all the information of the 
traffic and if a malicious activity occurs then the user is informed.

Figure 18: shows how snort works [26]

4.3.2 Components of Snort

Snort has the following components:

Decoder
Snort  takes  packets  from  different  interfaces,  decodes  them  into  a  system 
readable format and prepares them to be processed.

Pre-Processing

Combines  the fragmented packets,  read packet  headers,  decode HTTP, URL 
etc., prepares packets for the engine.
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Detection Engine
It is the most important part of snort   and is the point at which the packets are 
matched with the defined rules, and the action taken depends on the set rule.

Logging and Alert

The appropriate action is taken after a decision is reached regarding whether to 
alert a user about a situation or to log information for the user to check at a later 
stage.

Snort Rules
Snort rules can be written by a user based on the user’s needs. Below is an 
example of a snort rule.

Figure 19: shows an example of how a snort rule is written

For the purpose of this study the protocol component in Figure 19 above will be 
replaced by HTTP and source the address by “any” and port by “80”. The alert 
message can be determined by the user depending on how the user wants to 
identify the messages.

The  above  rule  will  alert  the  user  when  an  IP  packet  originating  from 
"www.google.com" reaches any destination IP address and port. 

4.3.3 Reduce web server CPU power for processing requests

Whenever a web server receives a request from a client to access a web page or 
site, it uses the CPU (Computer Processing Unit) power to process the request 
of the client in order to discover the corresponding reply to the request. If an 
attacker floods the web server with bogus requests (DoS attack) the web server 
will spend too much CPU power attempting to process the requests from the 
attacker and, as a result, the system crashes. To avoid this, configurations are 
made in the web server as shown in  Figure 20 to conserve the CPU power 
based on the amount of  client requests expected though out the day.
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Figure 20: permitted connections configurations in the web server

ThreadLimit  – This is the number of server threads permitted. This number 
should be equal  to the ThreadsPerChild (number of threads created by each 
child process within a parent process) number or greater.

ServerLimit – This sets the number of active processes (child processes within 
parent processes). This is set based on the number of simultaneous connections 
expected (maxClients).

StartServers – This sets the number of idle threads in all processes waiting to 
serve client requests. This is also determined by the number of simultaneous 
connections expected. This means that if many connections are expected then 
this  number  would  be raised so as  to  cater  for  the amount  of  simultaneous 
connections to the web server. This number must be checked during operation 
so  that  it  does  not  go  beyond  the  lower  (minSpareThreads)  and  the  upper 
(maxSpareThreads) boundaries.

MaxClients  – This is the number of simultaneous connections a web server 
would be able to handle in a given period of time. As shown in Figure 21 below, 
this number would be altered, based on the time of the day, when a web server 
would be accessed and the number of simultaneous connections expected.

MinSpareThreads – This is the lower boundary of idle threads in all processes

MaxSpareThreads - This is the upper boundary of idle threads in all processes. 
Sometimes this number is set to the same number as the maxClents number.

ThreadsPerChild - This is the number of server threads created by each child 
process within the parent process.

MaxRequestsPerChild  –  This specifies the maximum number of requests a 
child process can handle. If it is set to 0 then this means that there is no limit 
and ,in this case, the child process would handle infinitely many requests.
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Figure 21: shows a graph of the permitted connections to the web server per day

Figure 21 above shows the number of permitted user  connections  to  a web 
server per day. From around 12 pm to around 3 pm it is assumed that the web 
server receives the greatest number of  requests and hence, much CPU power 
should  be  allocated  for  processing  users’ requests  around  this  time.  From 
around 6 pm to around 6 am the web server receives less user requests hence, 
less CPU power should be allocated for the processing of those requests during 
that time. Since most attackers carry out their activities during the early hours 
of the morning, during which  they expect less security, it would be difficult for 
them to launch a DoS attack on a web server that has reduced CPU power due 
to the reduced number of  connections expected.

4.4 Improved Defensive Mechanism 

In order to improve on the existing defensive mechanism against SQL and DoS 
attacks on a web server, a new design was implemented. The design is similar 
to  the  existing  defensive  mechanism,  however,  the  improved  defensive 
mechanism incorporates a DoS filter inside the web server and a dynamically 
updated blacklist of the blocked IP addresses, continuously monitored by the 
administrator. The blacklist is also displayed on the website so that it is visible 
to  the users. The blacklist consists  of blacklisted IP addresses that have been 
blacklisted based on the type of attack they were involved in.
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Figure 22: shows the improved defensive mechanism against the latest cyber attacks [23], 
[24], [25]

In  Figure 22 above, both SQL injection and DoS attacks are prevented from 
accessing the database and the web server respectively based on the SQL filter 
and the DoS filter implemented in the improved defensive mechanism design. 
The IP addresses that are blacklisted are then displayed on the website.  The 
administrator continuously monitors the traffic accessing the web server as well 
as the blocked or blacklisted IP addresses in real time, while logged into the 
website as an administrator.

4.4.1 The DoS Filter

DoS filter is the name given to the filter implemented in the improved defensive 
mechanism to  block  all  the  DoS  suspicious  traffic  from accessing  the  web 
server. For the purpose of this study a script known as “Mod Evasive” is used. 

Mod Evasive

Mod evasive is a module for the Apache server. It is very useful against the 
stopping of DoS attacks,  HTTP DDoS attacks  and also against  Brute Force 
attacks. For this project, Mod evasive was used to stop DoS attacks on the web 
server (Xampp server installed one of the researchers’ machines) on which the 
designed web application for testing DoS and SQL attacks was deployed.

The mod evasive module file “mod_dosevasive22.so” was downloaded, added 
to the web server’s modules folder and then included in the httpd.conf file of the 
Xampp server in order to be loaded whenever the server is started, as shown in 
Figure 23 below:
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Figure 23: shows mod_dosevasive22.so added to the httpd.conf file

Mod Evasive Configuration
In order for the mod evasive module to work effectively, the mod evasive script 
has  to  be  added  to  the  httpd.conf file  of  the  web  server  and  certain 
configurations have to be made. The web server then uses the configuration to 
detect DoS attacks and then deal with such attacks accordingly. 

Figure 24: shows mod evasive module configurations in the httpd.conf file

In Figure 24 above, mod evasive is configured in order to detect and deal with 
DoS attacks whenever such attacks occur. These configurations are explained 
below:

DOS Hash Table Size

This table maintains the size of the top level nodes for each child's hash table.  
An increase in the size of the table offers a  better performance, especially if the 
server is very busy. However, using the higher values will use more memory 
allocated to the hash table, which eventually leads to a rapid loss of memory in 
the the web server.

                                                         Syntax:
DOSHashTableSize value

                                                        Example:

DOSHashTableSize 3097
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The website and the web server in this project are middle sized and to maintain 
optimal traffic flow a bigger value is used. Since the website also has many 
images and scripts, in order to maintain  the web server’s performance and fast 
access to the website by clients, a “3097” value is used.    

DOS Page Count

This value sets a limit regarding the number of times a page can be accessed 
within a certain time. If a client is attempting to access the page more than the 
limit value then the client’s IP address will be added to the blacklist

                                                     Syntax:
                                         DOSPageCount Value

                                                    Example:

                                            DOSPageCount 3

A small threshold value is used here in order to maintain  the limited bandwidth 
as regards this project work, the configured threshold (DOSPageCount) value is 
3 as shown in the example above. If a client attempts  to access the page more 
than 3 times, then he/she will be blocked from accessing the website further. Of 
course this value (3) is used for demonstration purposes only. This is because, 
in real time applications, this value must be greater in order to avoid blocking 
legitimate users from accessing a particular site.  

DOS Site Count

This value controls the request of the objects on the website accessed by the 
same client. If the value exceeds the threshold value the client’s IP address is 
then added to the blacklist and blocked from accessing the website.

                                                      Syntax:
                                           DOSSiteCount value

                                                     Example:

                                           DOSSiteCount 10000

A large value of “DOSSiteCount” is used for this project work since the website 
contains many images and scripts. If this value is low then the web page would 
not be able to display images and applets properly. Larger values will provide 
better results if the website is large and contains  many  images and applets.

DOS Page Interval

Page Interval will set the threshold value for the website page count.

                                                       Syntax:
                                           DOSPageInterval value
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                                                        Example:
                                               DOSPageInterval 50

DOS Site Interval

DoS Page Interval sets the threshold value for the site count. 

                                                         Syntax:
                                              DOSPageInterval value

                                                         Example:

                                              DOSPageInterval 50

A threshold value for the website page count is set to 50. 

DOS Blocking Period

When a client’s IP address is blocked, it is added to the blacklist temporarily for 
a certain amount of time. The duration of this time for blocking a specific IP 
address depends on the value set in the configurations (“DOSBlockingPeriod”). 
During this time the client is totally unable to  access the website . 

                                                          Syntax:
                                             DOSBlockingPeriod value

                                                          Example:

                                             DOSBlockingPeriod 10

For the purpose of this project work, the “DOSBlockingPeriod” value is set at 
10, meaning that the client whose IP address has been blocked from accessing 
the website would only be blocked for 10 seconds after which access is granted 
again. However, in real time applications, this value would definitely be higher 
since the requirement is that blocked or blacklisted IP addresses must  undergo 
some sort of examination or investigation before access to the website with the 
same IP address is granted again.

DOSWhiteList  

DOSWhiteList  are  the  IP addresses  that  are  allowed  to  access  the  website 
multiple  times.  Multiple  commands  may be  used  for  multiple  IP addresses’ 
configurations and also wild cards can be used up to three octets.

                                                           Syntax:
                                              DOSWhiteList ip address

                                                           Example:

                                              DOSWhiteList 127.0.0.1
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127.0.0.1 is the IP address of the localhost server on one of the researchers’ 
machines. Since the website is accessed by the localhost server to update the 
blocked IP addresses in the blacklist of the website, it is necessary to allow the 
localhost server such access. If the local server IP address is not added to the 
white list then mod evasive would block the localhost server from accessing the 
website. 

How Mod Evasive Works

When HTTP requests reach the web server; the following steps will be taken by 
mod evasive:

- The IP address of the client will be looked up in the block list. 

- The IP address and the URL will be hashed into a key. Then, a look up will be  
preformed into the internal hash table maintained by mod evasive to determine 
whether  the  client  has  requested  the  page  more  than  the  number  of  times 
required in a given time. 

If it is found that the requesting IP address has indeed requested the same web 
page more than the threshold value (3)  set in the mod evasive configurations, 
then the 403 error page will be sent back to the client from the web server and 
the client will no longer be able access the page.  Mod evasive conserves the 
system’s bandwidth that assists  in preventing   the DoS attacks. All the above 
blocking actions are fully tweak-able and each value can be set according to 
one’s needs and according to the size of website. 

Figure 25: shows the Mod Evasive functionality

The web server is accessed by the IP addresses 192.168.1.2, 192.168.1.4 and 
192.168.1.5. Mod evasive will perform all the checks during the time the above 
IP addresses access the web server. The IP address will be hashed and will be 
added to the hash table. If the number of times a page is accessed by any of the 
IP addresses exceeds the threshold value set for the mod evasive options, then 
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such an IP address would be blocked. As demonstrated above in Figure 25 when 
192.168.1.4 attempts to access the web server beyond the “DOSPageCount” 
value of 3, it is blocked. The threshold value set for the web server is 3 and if 
any IP address exceeds this value, it is blocked from accessing the web server 
and a  403 error page displaying the access denied information is sent to the 
user.

4.4.2 The SQL Filter

SQL  filter  is  the  name  given  to  the  filter  implemented  in  the  improved 
defensive  mechanism to block all  the  user’s  SQL injection  suspicious  input 
from  accessing  the  database  through  the  web  server.  The  SQL  filter  is 
implemented in a PHP script that is incorporated in the web application. Most 
attackers enter special characters in the input fields of web pages in order to 
obtain access to confidential data that they are not permitted to view. For this 
reason therefore, the PHP script (SQL filter)  checks for such user input that 
contains special characters for instance (/ ’ * \ - _ <> , . [ ]).

Figure 26: shows a code snippet for checking for special characters from user input

When a user enters data of this form in the input field  on this website, the PHP 
script will then check the entered data against a predetermined list of special 
characters,  included in  the code.  If  the PHP script  obtains  a  positive match 
regarding  the entered data and the special characters, it then retrieves the user’s 
IP address and adds it to the blacklist.

Figure 27: shows a code snippet for checking whether the retrieved IP address already 
exists in the blacklist if not then its added
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In  Figure 27, when a user enters data  with special  characters,  the user’s  IP 
address will be retrieved by the PHP script and checked against the blacklist 
database  and,  if  a  match  is  returned,  then  the  IP address  is  blocked  from 
accessing  the  website  further.  When  no  match  is  returned,  the  retrieved  IP 
address is then added to the blacklist database and a warning message "Your IP 
address  has  been  blacklisted  because  you  were  trying  to  use  special 
characters that are not allowed" is displayed to  the user.

4.4.3 The Blacklist

The blacklist  is  the name given to  a  list  that  contains all  the blacklisted IP 
addresses, the day and time when such IP addresses where blacklisted, as well 
as the information in connection to the type of attack. This list is populated 
from the blacklist database whenever an IP address is blacklisted (stored in the 
blacklist database). The blacklist is posted on the website and it is visible to all 
users who visit the website. The users can access the blacklist and checkout the 
information about the type of attack, but with regards to this particular project,  
only information about the two web server attacks; SQL injection attack and 
DoS attack is displayed to the user. 

Figure 28: shows a code snippet for the blacklist

SQL injection blacklisted IP addresses cannot access the website again until 
such IP addresses are  removed from the blacklist  by the administrator.  DoS 
attack IP addresses can access the website after the blocking period has elapsed, 
but, of course, in real time applications the configuration could differ, meaning 
that such IP addresses could also be blocked permanently until released by the 
administrator such as an  SQL injection attack on IP addresses.

4.4.4 The Administrator operations

The administrator is charged with the responsibility of monitoring the traffic 
reaching the web server and also for monitoring the updating process of the 
blacklist database in real time. If the administrator decides that a particular IP 
address is, indeed, not a threat to the web server’s operations after intensive 
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investigations, then  that particular IP address must be deleted from the blacklist 
database and  only then is it able to regain  access to the website. With regards 
to this project work, the deletion of the IP addresses from the blacklist database 
can only grant access to the website if such IP addresses were blacklisted for 
SQL injection. As for IP addresses blacklisted for DoS attack,  the period of 
blocking in order to access  the website is only temporary as shown above, but, 
in real time applications, this can be configured in such a way that the period is 
permanent or until such IP addresses are deleted from the blacklist database.  In 
order for the administrator to monitor the traffic accessing the web server, he or 
she is supposed to first log into the site and during this time  is able to  monitor 
the incoming traffic accessing the web server as well as the blacklist. When an 
IP address  is  blacklisted  the  alarm sounds which  alerts  the  administrator  in 
relation to  the blacklisting of the IP address into the blacklist database. This is 
of advantage to the administrator if he/she is some distance from the monitoring 
desk.  The  incoming  traffic  and  the  blacklist  are  updated  dynamically.  The 
information regarding the incoming traffic is read from the access.log file of the 
web server while that of the blacklist is read from the blacklist database.

Figure 29: shows a code snippet for refreshing the web page for monitoring the incoming 
traffic and the blacklist update

In Figure 29 above, the web page is required to refresh after every five seconds. 
This means that after every five seconds the  access.log file of the web server 
will be read and information would be displayed on the monitoring web page 
and would be visible to the administrator. In addition, the blacklist would be 
read after  every five seconds and thus   if  there is  any added blacklisted IP 
address, it would be displayed to the administrator when the web page refreshes 
after every five seconds. This makes the monitoring operation close to that of 
real time.

4.4.5 The Database operations

The database contains two tables: the blacklist table and the login table. The 
blacklist  table  is  used  for  storing  the  blacklisted  IP addresses.  It  has  three 
columns: date column, ip_address column and attack column. The login table is 
used for storing the login information of the users and is checked whenever a 
user wants to log into the site. 
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5 Results
After a challenging and demanding period of designing and implementation of 
the existing and the improved defensive mechanisms against the latest cyber 
attacks that target web servers, the following results were obtained:

5.1 Existing Defensive Mechanism 

The results for the existing defensive mechanism against the latest cyber attacks 
on web servers are explained below:

5.1.1 Use correct data types for storing data in the database

When the  administrator  designs  a  database  using  the  correct  data  types  for 
storing passwords in the database, it becomes difficult for the attacker to gain 
access to such a database since it will prove difficult for the attacker  to guess 
the correct password. 

If  the administrator uses  VARCHAR data type,  it  would mean that the users 
would have the option of setting their passwords as a mixture of passwords and 
numbers  as  well  as  camel  case,  which  is  a  method  that  would  protect  the 
passwords of the users from being accessed by attackers.

Password stored as VARCHAR data type 
Com4pleXPa9ss87

5.1.2 Do not favor PHP over SQL when querying a database

The majority  of  the  SQL injection  attacks  target  the  database  through SQL 
queries  therefore,  it  is  important  that  database  programmers  and  designers 
tighten their security against such attacks. One means is by restricting the use of 
a  mixture of  PHP code together  with SQL. If  an  attacker attempts  to  input 
malicious SQL code in the login form, then such code would not be able to gain 
access to the database since the SQL queries would be designed using plain 
SQL and not together with PHP variables that store the user input.
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Figure  30:  shows  a  code  snippet  for  user  login  with  the  corresponding  database 
information to be retrieved

Figure 30 shows the user login details checked from outside the database. This 
means that if an attacker wants to access the database it would not be possible 
because it would not be possible  to send any data to the database since the user 
information that is stored in PHP variables is not included in the SQL query.

5.1.3 Monitoring network traffic using snort IDS

Snort rules can be used to monitor traffic on ports and connection. For example, 
if snort is used to monitor HTTP traffic using  port 80 then  a rule can be wriiten 
as shown below:

alert any any 80 -> any any (alert: "HTTP traffic";)

If an attacker attempts  to send HTTP traffic to port 80 and, based on the rule 
above,  snort  will be able to detect this intrusion and alert the administrator or 
log the information in the log file.

5.1.4 Reducing CPU power for processing HTTP requests

The  reduction  of  CPU  power  for  processing  HTTP  requests  enables  the 
administrator to have control over when the web server should process many 
HTTP  requests  and  when  it  should  process  less  HTTP  requests.  This  is 
accomplished by setting up the web server to operate at full power during peak 
hours, for example, during the day and at less power during the hours when 
less simultaneous connections are expected, for example, around 12 am to 4 
am. The majority of the  cyber attacks occur  in the early  hours of the morning, 
for instance, around 12 am to 4 am. This is because attackers believe that during 
this  time  the  network  is  most  vulnerable  since  they  expect  most  network 
security personnel to be away from their monitoring positions.  If a DoS attack 
is launched on a web server using the existing defensive mechanism in the early 
hours  of the morning,  then such an attack would be dealt  with by the web 

38



Defense Against the latest Cyber Espionage both insider and outsider attacks
Emmanuel Nsambu
Danish Aziz 2012-04-07

server. This is possible in such a way that when the attacker sends  many  bogus 
requests  to  the  web server,  the web server  would  not  spend  much  time 
processing those requests as would have been the case  if it was configured to 
respond to many requests.

5.2 Improved Defensive Mechanism 

The improved defensive mechanism uses a DoS filter that detects DoS attacks, 
blacklist IP addresses and also blocks those IP addresses from further access of 
the web server. A DoS attack is launched using the Send HTTP Tool as shown in 
Figure 12 above. The SQL injection attack is launched when a user attempts to 
use special character input in a login form.

5.2.1 DoS attack launched

When  a  DoS  attack  (sending  many  HTTP requests  to  the  web  server)  is 
launched by an attacker (we use  Send HTTP Tool  to illustrate this attack), the 
web server will keep checking its Mod evasive configuration so as to determine 
whether a specific IP address should be blacklisted. Using the example of the 
Mod evasive configurations in Figure 24, the web server would allow the same 
IP address to access the web server not more than 3 times as shown in the 
DOSPageCount 3 command. During the 3 times access, the web server will 
send back an HTTP Ok response to the attacker via the Send HTTP Tool

                          Figure 31: shows the response from the web server

The details of the response page from the web server are shown below:
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Figure 32: shows the response properties when the status code is OK

Figure 32 above shows the response details from the web server to the attacker 
through the  Send HTTP Tool. Since the number of times the  attacker has sent 
the  HTTP  requests  to  the  web  server  is  still  equal  or  lower  than  the 
DOSPageCount 3 in  the  Mod evasive  configurations,  the status code of the 
transmitted HTTP request is “OK” as shown by the green circle in Figure 32.

When the HTTP requests from the attacker exceeds the 3 times set in the Mod 
evasive configurations, the attacker’s IP address is then blacklisted and blocked 
from  further  access  to  the  web  server.  The  web  server  will  then  return  a 
response in the form of the  403 error page to the  attacker through the  Send 
HTTP Tool showing an error message as shown in Figure 33 below:

Figure 33: shows the error message returned by the web server

The details of the response page from the web server are shown below:
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Figure 34: shows the response properties when the status code is Forbidden

Figure 34 above, shows the response details from the web server to the attacker 
through the  Send HTTP Tool. Since the number of times the  attacker has sent 
the HTTP requests to the web server is above the DOSPageCount 3 as set in the 
Mod evasive configurations the status code of the transmitted HTTP request is 
“Forbidden”  as  shown by the  red  circle  in  Figure  34.  This  means  that  the 
attacker has been blocked from further access of the website.                

Once the IP address of the attacker is blacklisted, the attacker can never again 
access  the  web  server  or  website.  However,  for  this  particular  study,  the 
blocking  duration  of  the  IP address  is  about  10  seconds,  but  in  real  time 
applications this number can be increased so that it enables the administrator to 
conduct  some investigations  regarding the blacklisted IP addresses before they 
are released from the blacklist.

After the IP address of the attacker has been blacklisted, if the attacker attempts 
to access the website through a web browser before the IP address is released 
from the blacklist, then the “Access Forbidden” page will be sent by the web 
server  and  displayed  in  the  attacker’s web browser  as  shown in  Figure  35 
below.
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Figure 35: shows the access forbidden error message displayed in the web browser

5.2.2 SQL Injection attack launched

For the purpose of this study, a login form is used for testing the improved 
defensive mechanism against the SQL injection attacks on the database. When 
the  attacker attempts to insert special characters (for example  test--) into the 
input field, for instance, a username field, with the intention of determining  the 
vulnerability of the site, this  IP address is retrieved, added to the blacklist and a 
warning message displayed .

Figure 36: shows the warning message displayed to the attacker

If the attacker attempts to input special characters again in the login form, the 
attacker’s IP address  would be permanently blocked from accessing the site 
until such a time as the administrator sees fit to release the attacker’s IP address 
from the blacklist.
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Figure 37: shows the access blocked message displayed to the attacker

5.2.3 Blacklist

When an IP address is blacklisted, it is stored in the blacklist database and a 
blacklist  is  populated from this  information.  The populated blacklist  is  then 
displayed on the website, which is visible to  other users . The blacklist contains 
information links that the user can click on in order to obtain  information about 
the attacks.

Figure 38: shows the blacklist displayed on the website

Figure 39: shows the attack information displayed to the user

Figure  39 shows  the  attack  information  in  connection  to  the  attack.  This 
information is displayed to the users so that they can fully understand what the 
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attack  is  all  about  and  why  that  attack  has  led  to  the  blacklisting  of  the 
corresponding IP addresses.

5.2.4 Administrator operations

The administrator can monitor the traffic accessing the web server and also the 
dynamic updating of the blacklist. To do this, the administrator must  firstly log 
into  the  website  as  an  administrator.  The  administrator  is  charged  with  the 
responsibility  of  examining  all  the  blacklisted  IP addresses  and  if  any  are 
discovered  without  any  SQL injection  or  DoS  attack  intent,  they  can  be 
removed   from the  blacklist  by clicking  on the  SQL delete  or  DOS delete 
buttons. Only the SQL delete or DOS delete buttons are provided for this study.

Figure 40: shows the traffic accessing the web server and the blacklist generated on the  
Administrator’s network traffic monitoring page

In  Figure 40 above, the traffic accessing the web server is monitored by the 
administrator in real time. The traffic accessing the web server is displayed in 
both green and red colours. The green colour is used for normal traffic and the 
red colour for blacklisted traffic. When an IP address is blacklisted it is stored in 
the blacklist database and displayed on the monitoring page of the administrator 
as a blacklisted IP address. The administrator is informed in real time about the 
blacklisted IP address as shown above and also when the alarm goes on. This 
means  that  even  when  the  administrator  is  some  metres  away  from  the 
monitoring  desk,  it  is  still  possible  to  know  that  an  IP  address  has  been 
blacklisted by the sound of the alarm, activated immediately an IP address is 
blacklisted.
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6 Conclusions 
The set goals of this study have been successfully achieved and   the correct 
method was chosen to attain the set goals. It is seen that the improved defensive 
mechanism offers additional security that can be used to counter some of cyber 
attacks such as  SQL injection and DoS attacks  targeting  web servers. 

6.1 Existing Defensive Mechanism

The existing defensive mechanism against the latest cyber attacks offers great 
protection to the web server. The SQL injection attack is controlled by using the 
correct data types for storing data in the database and also by using pure SQL 
queries with no PHP variables included while querying the database. However, 
using the correct data types for storing data in a database is somewhat prone to 
brute force attack. A brute force attack would be successful on such a site if the 
attacker has the time to wait and  crack the password and also use the correct 
tool to launch the attack. This is indeed true since there are so many tools online 
that an  attacker may opt to use in order to launch a brute force attack on the 
website. 

The defensive  mechanism against  the  DoS attacks  in  the  existing  defensive 
mechanism offers protection to the web server against such attacks. This is true 
in the sense that if an attack is launched, for instance, in the early hours of the 
morning during  the  time  when  the  web server  is  configured  to  handle  less 
requests from the users, the web server would be able to deal with such an 
attack without spending too much time attempting  to find replies to the many 
bogus requests  that might be sent by the  attacker.  This means that if  a web 
server is configured to respond to only 600 requests, it will only deal with 600 
requests,  irrespective  of  whether  the  attacker sends  more  than  that  number. 
However, this is not an easy task as  it is not practically possible to estimate the 
number of client  requests  that  a web server would be receiving beforehand, 
especially if it is an online shop web server.

6.2 Improved Defensive Mechanism 

The improved defensive mechanism, on the other hand, tackles some defensive 
issues discovered in the existing defensive mechanism and attempts  to improve 
on the system as a whole. Its SQL injection defensive mechanism is stricter than 
the existing one. The defensive system continuously monitors the form input 
field  for  user  input,  which  consists  of  some special  characters  that  are  not 
allowed to be used. If such content is detected in the user input, the user’s IP 
address  would  be  blacklisted  and  eventually  blocked  from  gaining  further 
access to  the site . This, together with the existing defensive mechanism against 
SQL injection  attacks,  would  definitely  prove  difficult  for  the  attacker to 
breach.
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DoS attacks  are  defended against  in  the  improved defensive  mechanism by 
setting the number of times requests should be received from the same user. If  
this number is exceeded then the IP address of the user would be blacklisted and 
eventually blocked from gaining further access to  the web server . 

6.2.1 The blacklist

The blocked IP addresses are displayed to the users in order to make  them 
aware of the existence of such attacks. This enables users with similar servers to 
borrow a leaf from the improved defensive mechanism (displaying blacklisted 
IP addresses and attack information) and adopt this method (block suspicious IP 
addresses and display them as blacklisted IP addresses to other users of the 
site).  This  would  eventually  reduce  the  attack  threats  on  such  web  servers 
because everyone would now be in a position to protect his or her web servers 
against  similar  attacks  based  on  the  information  displayed.  As  a  result,  the 
attackers would find it difficult  to detect vulnerability in network machines that 
they would want to use to launch such DoS attacks.

Users whose IP addresses are blacklisted are also informed about this action 
before they are blocked from accessing the site. This allows users whose IP 
addresses were mistakenly blacklisted to provide evidence regarding this action 
(blacklisting) to the administrator in order to have their IP addresses released 
from the blacklist.

6.2.2 Administrator operations

The administrator monitors the traffic accessing the web server as well as the 
dynamic updating of the blacklist  in real time. The defensive system is also 
equipped with an alarm that goes on whenever an IP address is blacklisted. This 
enables the administrator to know of the blacklisting event even when some 
metres away from the  monitoring desk.

That said, there is still  no defensive mechanism that can be implemented in 
order to fully wipe out possible attacks on web servers since most  attackers 
normally  use  the  implemented  defence  mechanisms  to  discover  ways  of 
launching  their  attacks.  However,  if  more  information  can  continuously  be 
posted on websites in connection with  cyber attacks, for instance, each website 
displaying the blacklisted IP addresses and the information in connection to the 
attack such an IP address was involved in, then this would cause a fairly rapid 
reduction in the attackers’ activities. However, since this project work focused 
on only a few web server attacks, namely an SQL injection attack through a 
login form and a DoS attack using HTTP requests, it is not entirely true that 
other SQL injection attacks and DoS attacks on a web server can be eliminated 
or reduced using the above mentioned defensive mechanisms.

Since this  was a  prototype design for study purposes  and was not  tested in 
complex real time networks, its performance, if used in real time situations, is 
not guaranteed.
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6.3 Future work

To improve on this project work the following should be considered: 

The  administrator  operations  should  be  improved  in  such  a  way  that  the 
administrator is  able to receive an email, or SMS, or even a call whenever an 
attack  is  detected.  This  would  assist  in  the  sense  that  even  when  the 
administrator is far away from work, say at home, it is still possible to  know 
exactly when an attack is detected by means of the defensive mechanism and 
hence, act accordingly. 

In  order  to  trace  back  the  route  for  the  attack,  the  web  server  should  be 
configured in such a way that it is possible for it to send information to other 
network neighbouring devices, including  routers, hosts and servers about the 
existence of the attack. This would enable administrators to examine the traffic 
that passed through the neighbouring devices all the way back to the attacker’s 
device. 

In addition, the information displayed to the users about the attacks should be 
displayed,  based  on  the  particular  attack  and  each  blacklisted  IP  address 
involved .   Tips should be provided to the users in relation to  avoiding  such 
attacks  in the future  and thus  users, who have similar servers, should  know 
exactly what is required  in order to secure their servers against such attacks.

More  SQL injection  and  DoS attacks  such  as  attacks  by  altering  the  URL 
(Universal Resource Locator) of a web page, ping to death using tools including 
command prompt, and many others should be considered to make this study a 
little more practically applicable.
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	Abstract
	This study was carried out with the intention of examining the defensive mechanism employed against the latest cyber espionage methods including both insider and outsider attacks. The main focus of this study was on web servers as the targets of the cyber attacks. Information in connection to the study was obtained from researchers’ online articles. A survey was also conducted at Mid Sweden University in order to obtain information about the latest cyber attacks on web servers and about the existing defensive mechanism against such attacks. The existing defensive mechanism was surveyed and a simple design was created to assist in the investigation of the efficiency of the system. Some simple implementations of the existing defensive mechanism were made in order to provide some practical results that were used for the study. The existing defensive mechanism was surveyed and improved upon where possible. The improved defensive mechanism was designed and implemented and its results were compared with the results from the existing defensive mechanism. Due to the fact that the majority of the attackers use defensive mechanisms’ vulnerability in order to find their way into devices such as web servers, it was felt that, even with the most sophisticated improved defensive mechanism in place, it would not be entirely correct to claim that it is possible to fully protect web servers against such attacks.
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