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Abstract

The Industrial Internet of Things (IIoT) has become a promising technology for the
improvement of the productivity, efficiency, and intelligence of the manufacturing
process. Industrial Wireless Sensor Networks (IWSNs) represent a main pillar
of IIoT to support communications within the field network level. For several
IIoT applications, IWSNs are defined by strict communication requirements in
terms of latency and reliability to support the proper functioning of the indus-
trial system and avoid production loss. However, there are many challenges in
efficiently satisfying these requirements. The key challenges investigated in this
thesis are related to the shortcomings of the existing IWSN standards to enable
timely delivery of aperiodic critical data, support traffic differentiation, and main-
tain reliable end-to-end communications. The overall objective of this work is to
improve the reliability and real-time communication at the field network level in
IIoT applications, particularly in process automation scenarios. Specifically, the
proposed solutions represent improvements within the data-link and network
layers of the IWSN protocol stack. The work in this thesis introduces the following
contributions.

The first part of the thesis focuses on improving real-time delivery for crit-
ical traffic and enabling traffic differentiation for mixed-criticality systems.
The contribution in this part comprises three approaches. The first approach
introduces a deterministic priority-based channel access mechanism for emergency
data in time- and mission-critical applications. The approach is based on a dy-
namic deadline-aware schedule to provide a delay-bounded performance for the
unpredictable emergency traffic along with efficient channel utilization. In the
second approach, a priority-based wireless fieldbus protocol is proposed to enable
traffic differentiation in mixed-criticality systems, where each traffic flow is given
a transmission priority according to its corresponding criticality level. The third
approach presents an optimized retransmission scheme to maximize the probability
that an emergency packet is successfully delivered within its deadline bound. The
results of the proposed schemes prove their effectiveness in providing real-time
delivery for critical traffic and efficient service differentiation for mixed-criticality
systems.

The second part of the thesis introduces a routing framework to improve the
connectivity and the end-to-end communication reliability of 6TiSCH networks.
The proposed solutions in this part are mainly designed on the basis of the standard
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Routing Protocol for Low-Power and Lossy Networks (RPL). The proposed frame-
work comprises the following approaches: 1) a reliable mobility-aware routing
scheme to support node connectivity and reliable routing in mobile 6TiSCH net-
works, 2) a congestion control and detection strategies to enhance packet delivery
performance under imbalanced network and heavy load scenarios, 3) a hybrid
multi-cast method to maintain downlink connectivity and mitigate routing memory
limitations in large-scale 6TiSCH networks. The conducted performance evaluations
prove the effectiveness of the proposed approaches to enhance network perfor-
mance in terms of reliability and delay metrics. The proposed approaches manage
to improve routing performance of 6TiSCH networks in terms of connectivity and
end-to-end data delivery, which in turn improves the real-time communication in
IIoT.
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oritized Random CCA MAC Protocol for Mission-Critical IoT Applications”.
In 2018 IEEE Conference on Communications (ICC), Kansas City, USA, May 2018,
pp. 1-6.

xi



xii CONTENTS

II L. Guntupalli, H. Farag, A. Mahmood and M. Gidlund, “Priority-Oriented
Packet Transmissions in Internet of Things: Modeling and Delay Analysis”.
In 2018 IEEE Conference on Communications (ICC), Kansas City, USA, May 2018,
pp. 1-6.
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Chapter 1

Introduction

In recent years, the Internet of Things (IoT) has become a highly active research
area, as it enables the interconnection of anything, anytime and anywhere [1, 2].
In IoT, unprecedented quantities of devices are interconnected in consumer applica-
tions (home appliances, transportation, mobile devices, etc.) to provide convenience,
efficiency and intelligence to consumers to better manage their personal time and
resources. Extending the technology, the Industrial IoT (IIoT) [3] envisions the adop-
tion of IoT for use in manufacturing, and has great potential to improve the produc-
tivity, efficiency, and intelligence of industrial automation [4, 5]. IIoT represents the
nature of the application of IoT in an industrial production and automation context,
facilitating the interconnection of anything (sensors, actuators, controllers, etc.) to
the Internet, thus integrating the Operational Technology (OT) domain with the In-
formation Technology (IT) domain. IIoT applications can be categorized into Process
Automation (PA) and Factory Automation (FA) [6]. In PA applications, the product
is processed in a continuous manner (e.g. oil, gas, chemicals). In FA applications (e.g.
automotive, medical, and the food industries) the products are processed in discrete
steps, i.e., the products are assembled together using sub-assemblies or single com-
ponents. FA is mainly characterized by short range communication (< 10m) and its
corresponding standards are mainly star networks, while PA has a longer range of
communication (> 100m), and the standards propose mesh networks [6, 7]. More-
over, since the discrete product in FA needs to be picked, assembled or palletized
at high speeds, the sampling rate and real-time requirements are often stricter than
those of PA. The work in this thesis focuses on wireless communications in PA sce-
narios within IIoT.

A typical IIoT system within the PA domain can be visualized by the architecture
shown in Fig. 1.1. The task of the field network is to deliver the information collected
by sensors to the control system and to deliver control commands from the control
systems to actuators. Industrial Wireless Sensor Networks (IWSNs) represent the
principle component to realize networking and wireless interconnections between
industrial devices within the field network. At the top of the the field network, the
control network (usually realized by wired connections) continuously supervises and
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2 Introduction

Figure 1.1: Architecture of IIoT in PA domain.

stabilizes the production process and acts on emergency events. The plant network
has the role of monitoring the on-site efficiency of the whole process via human op-
erator workplaces. All data is transferred to the cloud via a border router, which is
then collected and analyzed at the enterprise level to make business processes more
efficient based on relevant Key Performance Indicators (KPIs). To foster the IIoT,
and to bridge the performance of industrial solutions with IP-compliant networks,
the IPv6 over Time-Slotted Channel Hopping (TSCH) (6TiSCH)1 working group was
created by the Internet Engineering Task Force (IETF), aiming to provide IP network-
ing capability to the existing infrastructure of IWSNs [8]. IIoT applications within PA
are characterized by stringent Quality-of-Service (QoS) requirements in terms of la-
tency and reliability [9]. Delayed delivery or persistent communication losses may
lead to reduced productivity, system failure and safety issues. In that context, the
design of IWSNs at the field network level play a crucial role. However, there are
several challenges facing the efficient realization of IWSNs to support the require-
ments of IIoT applications. With respect to the architecture in Fig. 1.1, the work in
this thesis focuses on the wireless communications at the field network level within
PA scenarios. In particular, addressing reliability and latency requirements through
a robust and well-designed wireless communication for the IWSN.

1.1 Problem Statement

Among other QoS metrics, latency and reliability are of high importance in several
IIoT applications. This means that collected sensor readings and control commands
within IWSNs are expected to be delivered to the corresponding destination with
low latency and high reliability in order to maintain system functionality and sta-
bility. Such communication behavior is of a significant importance in time- and

1The terms of IWSNs and 6TiSCH networks are used interchangeably in this thesis. 6TiSCH networks
are basically IWSNs integrated with IPv6 networking capabilities to enable IIoT applications.
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mission-critical applications which involve the transmission of critical data, such as
emergency alarms, triggered due to anomalies or hazards. Within the field network,
this type of traffic must be reliably delivered to the sink node within bounded dead-
lines to avoid system failure and production outage or even worse safety issues [10].
Safety measures in PA applications imply that the control network must push the
industrial process to fail-safe mode to ensure the safety of humans and production
assets [11]. In accordance with the IIoT architecture in Fig. 1.1, the field network will
first attempt to deal with the emergency situation in a reliable and timely manner
without invoking the control network. If the field network fails, i.e. the End-to-
End (E2E) communication latency of emergency data exceeds the specified deadline
and/or the packet loss exceeds the predefined error tolerance, the control network
activates the fail-safe mode. The fail-safe mode leads to complete or partial inter-
ruption of the production process to prevent the consequences of emergency events.
However, interruption of the production process incurs significant financial losses,
since it can take an extended amount of time until the production is back at full rate
again. Therefore, it is desired that the field network deals with emergency events
independently from the control network and avoids unnecessary invocation of the
fail-safe mode. This means that; IWSNs within the field network must provide reli-
able and real-time communications of critical data. However, there are many chal-
lenges in realizing such behavior considering the current specifications of the IWSN
standards in PA applications. A summary of the challenges that are investigated to
approach the research problem are discussed in the following.

The available IWSNs standards for PA, which mainly rely on the concept of TSCH
[12], manage to provide energy efficient performance for the network and reliable
and bounded-delay transmissions for periodic non-critical data, such as periodic
monitoring. However, it is an inefficient way to schedule the transmission of un-
predictable critical traffic (emergency data) to fulfill its delay requirements. This is
because it is impossible to assign a dedicated time slot for its transmission due to
its non-deterministic occurrence. Moreover, a packet has to wait for its assigned
time slot in the slotframe, and accordingly suffers from additional delays, which is
unacceptable in critical applications. Another drawback with time-slotted access is
that if a time slot has to be reserved for the aperiodic traffic in each superframe,
several time slots will be wasted and remain idle as this type of traffic infrequently
occurs. Using slot resources in a good way is a non-trivial task when it comes to
slot resource constraint problems in IWSNs [13]. Moreover, contention-based ac-
cess approaches, e.g., slotted-ALOHA or Carrier-Sense Multiple Access with Col-
lision Avoidance (CSMA/CA), are unsuitable due to the high collision probability
and unpredictable time delays. Although 6TiSCH specifications offer the concept of
Tracks to provide a deterministic communications for time-critical flows [14], it suf-
fers from the same drawbacks as the time-slotted strategy. The problem is even more
challenging considering mixed-criticality systems where different traffic types coex-
ist [15, 16]. To this end, the fundamental problem is how to integrate different traffic
classes in a disciplined and prioritized way to meet their respective communication
requirements in a resource-constrained network. Moreover, transmission failures
and loss of connectivity are inevitable due to the dynamics of wireless links and the
harsh and dynamic channel conditions in the industrial environment. Communica-
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tion reliability has a direct effect on the delay performance as additional time is spent
either on retransmissions or changing to backup links in case of lost connectivity. In
case of link-layer retransmissions, if no Acknowledgement is received within a spe-
cific timeout, the node retransmits the same packet up to a maximum limit [17, 18].
Adopting a fixed retransmission limit for all nodes along the delivery path is an in-
flexible approach for time-critical applications. On one hand, this limit can be low;
that is a critical packet may be dropped even if there is still adequate time for more
retries before its corresponding deadline is violated. On the other hand, the limit
may be too high. That is, a node tries to retransmit an out-of-date packet, i.e. use-
less information, to the sink node, which is a waste of the communication resources.
Furthermore, retransmissions are typically scheduled in a contention-based fashion
in shared slots based on the random back-off mechanism, which in turn degrades
the delay performance of critical data transmission. Another issue that degrades the
communication reliability is the node mobility. IIoT applications involve the use of
mobile sensor nodes that are attached to workers, robots or products to form a hybrid
multi-hop Low-Power and Lossy Networks (LLNs) of both static and mobile nodes
[19, 20]. The mobility of sensor nodes affects the connectivity and the routing per-
formance of the network in terms of packet delivery and delay. It is important that
the mobile sensor nodes, such as robots, maintain connectivity with the network to
avoid packet losses and degraded reliability. The topology structure in 6TiSCH net-
works is constructed and managed through the standard Routing Protocol for LLNs
(RPL) [21]. In RPL, there is no mechanism that is exclusively designed to support
mobility in a reliable fashion. It is only stated that mobile nodes should not forward
information [22], i.e. used as leaf nodes, which is not realistic in practical scenarios.

In addition, 6TiSCH networks are realized using resource-constrained devices.
Considering the limited resource capabilities of the LLN devices, the 6TiSCH proto-
col stack has been defined to support robust connectivity and reliable communica-
tion for small networks (around 30 nodes) under low traffic load [22]. In general, low
traffic load means that the network is capable of handling the traffic without conges-
tion at any part of the network. In heavy traffic conditions, intermediate nodes are
prone to congestion due to their limited buffer capacity or uneven load distribution
in the network. Congestion significantly affects the reliability and latency perfor-
mance as packets are dropped due to persistent buffer overflow. In the RPL standard,
there is no explicit mechanism to detect and react to congestion situations. Also, RPL
adopts a single queue model, where packets are ordered for transmission based on
the First In First Out (FIFO) policy [23] or Last In First Out (LIFO) policy [24]. In a
congestion event, this may cause critical packets to be blocked by a high number of
non-critical packets, hence there is a risk of violating the predefined timing limits or
the packet being dropped due to buffer overflow. Whereas much effort is given to
optimizing uplink communication in RPL, less attention is given to support connec-
tivity and reliability for downlink routing. Reliable downlink communications are
essential in IIoT applications where control and actuation commands are sent to spe-
cific nodes to maintain system stability and achieve the application objective. RPL
in its current definition is inefficient to support reliable downlink communications
in terms of scalability and memory requirements leading to significant degradation
in network performance. A practical deployment performed in this context [25] ar-
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gues that RPL-based networks should be limited to 30 nodes. Therefore, protocol
enhancements need to be investigated in order to support reliable downlink data
delivery in large-scale networks.

1.2 Research Objective and Scope

The overall research in this thesis focuses on improving the latency and reliability
of wireless communication at the field network level in PA scenarios in the IIoT.
Particularly, the objective is to identify the corresponding challenges and develop
solutions to improve the real-time delivery of critical data, support traffic differenti-
ation in mixed-criticality systems and enhance the E2E reliability of packet delivery.
From the application perspective, such performance improvements enables the field
network to reliably and timely deal with emergency situations, hence limiting the
invocation of the fail-safe mode. Other requirements such as energy efficiency, avail-
ability, and security are beyond the scope of this thesis.

The scope of this work and the corresponding solutions are limited to the data-
link and network layers in the protocol stack of the IWSN. The reason is that these
two layers fundamentally determine the basic data transport capabilities of the net-
work to satisfy the application requirements. Scheduling channel access for differ-
ent data through Medium Access Control (MAC) protocols directly affects the real-
time performance of the network. The routing protocol controls the point-to-point
connectivity of nodes and E2E reliability performance. Both are within the scope
of data-link and network layers. The proposed MAC protocols and channel access
mechanisms mainly follow the time-slotted approach in TDMA and TSCH modes.
The proposed solution space within the routing layer is based on improving the per-
formance of the standard RPL, which is the de-facto routing protocol for 6TiSCH
networks in IIoT. The proposed solutions are designed with consideration to the
compatibility aspect with existing IWSN standards (WirelssHART and 6TiSCH) so
that no major modifications are required when adopted in the existing IWSN tech-
nology.

In the context of this work, the term real-time is defined as the ability of the
network to deliver critical data within its specific timing constraints. Another im-
portant metric used throughout the thesis is the reliability, which is defined as the
ability of the network to maintain robust connectivity and high packet delivery per-
formance. Maintaining connectivity ensures stable point-to-point links along the
transmission path of the data, which improves the packet delivery performance in
turn. The packet delivery performance is demonstrated through the Packet Deliv-
ery Ratio (PDR) metric, which refers to the ratio of packets successfully delivered
to the final destination. Since high reliability performance could be achieved at the
cost of increased delay, it is also relevant to consider such a crucial trade-off. In this
context, another metric, namely on-time packet delivery ratio (on-time PDR), is used
throughout the thesis, which reflects the ratio of packets successfully delivered to
the final destination within a specified deadline.

Moreover, it is also necessary to define the two terms, criticality and priority
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within the scope of this work. Criticality reflects how serious the consequences
would be if the data is not reliably delivered within its timing constraint. The term
priority refers to the precedence of a particular traffic type to be scheduled for trans-
mission and to access the communication channel over other traffic types.

1.3 Research Goals and Questions

To realize the main objective of this work within its scope, two research goals have
been defined. Correspondingly, a set of Research Questions (RQs) have been formu-
lated to address these goals. The research goals and questions are as follows:

• Goal 1: To improve real-time communications in industrial networks and sup-
port traffic differentiation in mixed-critically systems in IIoT.

– RQ 1.1: Event-based critical traffic is unpredictable and characterized by strict
timing constraints. How can deterministic and real-time delivery of such traffic
be enabled along with efficient channel utilization?

Critical traffic, e.g. emergency alarms, is aperiodic and unpredictable.
However, once generated, it should be transmitted as soon as possible
to its destination. In the available industrial standards, channel access is
mainly scheduled based on the time-slotted strategy, which cannot guar-
antee immediate channel access to the generated critical traffic. Instead,
it should wait until its reserved time slot, which incurs additional delay
that is unacceptable in time-critical scenarios. Also, it is more challenging
in situations where multiple sensor nodes are simultaneously triggered
to send critical data to the controller with different deadline bounds.

– RQ 1.2: How can the transmission of different traffic be efficiently scheduled
in mixed-criticality systems in a disciplined and prioritized way to meet their
respective real-time and reliability requirements?

The key difference between mixed- and single-criticality systems is that
the importance of data in mixed-criticality systems must be considered
together with real-time performance. The use of the same communication
resources to accommodate different traffic types with varying require-
ments is not addressed in the available industrial standards, hence it
cannot support mixed-criticality systems within IIoT.

– RQ 1.3: Is it possible to design a dynamic retransmission scheme to improve the
real-time performance of critical traffic?

The fixed transmission limit approach is short of taking the link quality
and delay requirement into account. This in turn decreases the prob-
ability of an emergency packet being successfully transmitted through
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its delivery path within its deadline bound. Moreover, if a retransmis-
sion attempt fails for some reason, an exponential backoff mechanism is
initiated; that is the next retransmission attempt is deferred for some slots.

• Goal 2: To improve connectivity and support reliable E2E routing in IIoT.

– RQ 2.1: Various IIoT applications involve the use of mobile nodes. How can RPL
be improved to support mobility in such applications to maintain connectivity
and improved reliability and delay performance in mobile 6TiSCH networks?

In 6TiSCH networks, RPL is primarily designed for static networks
and does not consider or specify how to mange routing in mobile IIoT
networks. Mobility of nodes causes frequent topology changes that
ultimately leads to loss of connectivity of child-parent links and in turn
performance degradation in terms of reliability and delay.

– RQ 2.2: How can RPL be improved to achieve fair load distribution and
improved packet delivery performance under heavy traffic scenarios in 6TiSCH
networks?

Basically, RPL specifies a simple parent selection technique to avoid
selecting parents with larger hop count or with a bad link quality. This
simple technique could lead to an imbalanced network and congestion in
turn. Congestion may occur due to the limited queuing capacity of the
LLN devices, or due to the imbalanced network topology created by stan-
dard parent selection strategies adopted in RPL. Furthermore, the queued
critical packets are likely to be dropped as a result of buffer overflow,
which may lead to undesired consequences. Ultimately, congestion has
a direct impact on the network performance in terms of packet delivery
and real-time communication.

– RQ 2.3: How can reliable downlink connectivity be maintained in large-scale
6TiSCH networks considering routing memory limitations of the LLN devices?

As mentioned earlier, 6TiSCH networks in IIoT are realized using
resource-constrained LLN devices. In large-scale networks, these devices
may lack to sufficient routing memory space to establish downlink routes
for particular destinations and all packets destined to unreachable nodes
will be dropped, hence the reliability of downlink traffic is significantly
lowered.
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Figure 1.2: Research methodology employed in the research work.

1.4 Research Methodology

The research investigated in this thesis follows a theoretical approach that is backed
up by simulations. The research methodology of this research is illustrated by Fig. 1.2
and described in details in the following. The first step of the research was a qual-
itative literature study of IWSNs communication in IIoT applications. The aim was
to gain basic knowledge of the specific characteristics and requirements of wireless
communication at the field network level. A review of the IWSN technology and
standards was conducted simultaneously to pinpoint the research challenges with
respect to the requirements in IIoT applications. To this end, supporting reliable and
real-time communications for PA applications was adopted as the research objective
to be addressed in this work.

The next step was to define the solution space to approach the defined research
objective. Within the IWSN protocol stack, the formulated research objective was
approached within the scope of data-link and network layer, particularly, through
the design of efficient MAC and routing protocols. Selecting this specific scope can
be elaborated as follows. First, real-time communication can be achieved by improv-
ing the E2E delay performance of data transmissions. Generally, channel access de-
lay and retransmission delay are the most stochastic components with magnitudes
larger than all the other constituents of the E2E delay. These two components are
mainly controlled by the adopted MAC protocol with the data-link layer. Second,
the routing protocol within the network layer controls the point-to-point connectiv-
ity and E2E reliability performance of the network, which in turn has a direct impact
on the delay performance. Then, a second cycle of literature studies was carried
out to investigate the existing approaches and the research efforts with respect to
the formulated research problem within the research scope. At this point, based on
the potential weaknesses and shortcomings of the IWSNs technology and the re-
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lated research work, the research goals were defined and the corresponding research
questions were synthesized.

The journey towards achieving the overall research objective started by attain-
ing Goal 1 where the focus was to design scheduling algorithms and MAC proto-
cols to enable real-time communication for critical data and traffic differentiation in
IWSNs. To this end, a delay-bounded MAC protocol was firstly designed to pro-
vide deterministic and real-time channel access of emergency flows in IWSNs along
with efficient channel utilization. Another MAC approach was introduced to enable
efficient traffic differentiation and prioritized channel access mechanisms for mixed-
criticality systems. Then, an optimized emergency-aware scheme was proposed to
improve real-time communication against unreliable wireless links in the industrial
environment. The next step was to address Goal 2 to improve connectivity and
support reliable E2E data delivery for both uplink and downlink communications
within the scope of the network layer. Since RPL is the standard routing protocol in
IIoT, a set of routing-based solutions were introduced to address the limitations of
RPL with respect to the formulated research questions corresponding to Goal 2.

Probability theory and discrete Markov chains are used to evaluate the proposed
solutions analytically to provide an intuition on the performance. Moreover, the
effectiveness of the proposed protocols is revealed by introducing comparisons
with the available industrial standards and the most-related state-of-the art through
extensive discrete-time simulations in MATLAB. The simulation environment was
modelled to be as close as possible to the real industrial environment. An iterative
stage is included before approving the final contribution of the proposed solutions.
The purpose of the this stage is to rectify and reshape the solution model when the
obtained results and investigations fail to meet the expectations imposed by the
research questions.

The final stage of the research work was to verify that the research questions
are solved and the overall research objective was achieved. Further, limitations of
the proposed solutions space were identified and directions for future work were
outlined

1.5 Contributions

The contributions of this work are summarized in the following peer-reviewed arti-
cles:

• Deterministic Channel Access for Multiple Emergency Flows (Paper I): A
slot stealing MAC protocol is proposed to provide deterministic real-time com-
munication for time- and mission-critical applications in IWSNs. The proposed
MAC handles concurrent transmissions in emergency situations where multi-
ple sensor nodes are simultaneously triggered to send critical data to the con-
troller. The triggered nodes are deterministically scheduled by the controller
node to enable real-time delivery of their critical data based on a dynamic
deadline-aware schedule. The transmission of critical data is characterized by
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a deterministic delay bound to guarantee predictable performance. The results
show that the proposed method achieves better performance in terms of delay
and channel utilization compared to TDMA-based IWSNs. This work aims to
answer RQ 1.1.

• Priority-Aware Wireless Fieldbus Protocol for Mixed-Criticality Systems
(Paper II): The work targets RQ 1.2 by introducing a priority-aware wireless
fieldbus protocol to handle different data flows in mixed-criticality industrial
applications. A process monitoring scenario of plastic extrusion is used to
define the protocol requirements and elaborate the working principle of
the proposed work. Traffic differentiation is enabled using a distributed
priority-based channel access mechanism where each data flow is scheduled
for channel access based on its criticality level. Additionally, a novel random
Clear Channel Assessment (CCA) mechanism is proposed to enable a reliable
and low delay channel access for the aperiodic control traffic. The results of
this proposed work show that efficient traffic differentiation is achieved with
improved real-time performance of critical data compared to existing work.

• Reliable Emergency-Aware Communications for 6TiSCH Networks (Pa-
per III): The work defines a low delay strategy of incorporating emergency
traffic to the TSCH schedule in 6TiSCH networks. Moreover, a distributed
optimization algorithm is designed to set the proper retransmission limit such
that the probability of emergency data being successfully delivered to the final
destination within the specified deadline is maximized. Each sensor node
dynamically sets the optimal retransmission limit based on the link quality
and the remaining time to deadline. This work mainly addresses RQ 1.3.

• Adaptive Routing Strategy to Support Mobility in IIoT (Paper IV): A reliable
mobility-aware routing protocol is proposed to handle the frequent network
disconnectivity of mobile nodes which adversely affects the network perfor-
mance in terms of packet delivery. The proposed protocol aims to answer
RQ 2.1 by adopting a dynamic motion detection mechanism based on the link
quality to cope with topology changes by timely updating parent nodes. The
findings in this work indicate that maintaining point-to-point connectivity can
highly improve both, the E2E reliability and real-time performance of IIoT net-
work.

• Fair Load Distribution and Congestion Control in 6TiSCH Networks (Pa-
per V): A congestion detection and control framework is presented to improve
network performance in terms of packet delivery under heavy traffic scenarios
and imbalanced network formation. Congestion is controlled through a new
joint routing metric considering queue occupancy along with the hop distance
and the link quality metrics. The proposed framework aims to provide a com-
prehensive answer to RQ 2.2. Furthermore, this work comprises a multi-queue
model to enable traffic differentiation in 6TiSCH Networks, which is consid-
ered a second contribution to RQ 1.2. Unlike the single-queue model, the
proposed multi-queue model ensures that critical data is less prone to conges-
tion problems, hence maintaining reliable real-time communications for critical
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Figure 1.3: The mapping between the formulated research questions and the publications.

data.

• Improved Downlink Communications in Large-Scale 6TiSCH Networks
(Paper VI): With respect to RQ 2.3, a novel hybrid method is proposed to main-
tain downlink connectivity and mitigate memory limitations for large-scale
6TiSCH networks in control applications within IIoT. The proposed method
allows downlink packets to bypass the path-agnostic area of the network
through a special multi-case group, while another recovery phase is carried
out simultaneously to bring the communication overhead to minimum. The
demonstrated results show that the proposed hybrid method attains robust
connectivity and improved downlink packet delivery performance compared
to the standard RPL.

Fig. 1.3 shows the mapping between the defined research questions and the pub-
lications included in this thesis.

1.6 Thesis Outline

The rest of the thesis is organized as follows: Chapter 2 gives an overview of the
wireless communication in IIoT and relevant features of the existing industrial stan-
dards for PA. Chapter 3 introduces the design and modelling of priority-based MAC
protocols for time-critical applications in IIoT. Chapter 4 presents improved routing
protocols to maintain network connectivity and enhance the communication reliabil-
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ity of RPL-based networks. Chapter 5 gives a summary of the contributions included
in this thesis. Chapter 6 summarizes the conclusions and presents directions for fu-
ture work.



Chapter 2

Background

This chapter includes a brief introduction of wireless communications in IIoT within
PA scenarios and the corresponding industrial standards. With respect to the thesis
objective and scope, the main focus of this chapter is on the related functions of data-
link and network layers within the protocol stack of these standards.

2.1 Field Network Communications in IIoT

IIoT is a key enabler of Industry 4.0, where different industrial assets (sensors, actua-
tors, robots, ..., etc.) are interconnected and integrated with control and management
platforms via the Internet to improve the operational efficiency and productivity of
the manufacturing process [26]. From the industrial perspective, IIoT can be de-
scribed as a three-layer architecture, comprising an application layer, a communica-
tion layer and a physical layer [9]. The application layer represents the considered
industrial application, which includes a number of industrial devices for monitoring
and control purposes. The communication layer represents the communication net-
works that support the interconnection of the industrial devices at the field network
level, such as IWSNs, WiFi, Bluetooth and 5G. Finally, the physical layer is composed
of the deployed physical devices in the industrial plant.

Wireless communications within the field network play a critical role in achieving
the desired QoS of IIoT applications. Traditionally, communications within indus-
trial networks were realized through wired communications, which are served by
fieldbus systems [27] such as PROFIBUS [28], wired-Highway Addressable Remote
Transducer (wired-HART) [29] or Controller Area Network (CAN) [30]. The cabling
burden and loss of flexibility of the wired solution impose many limitations to enable
ubiquitous IIoT [9]. Moreover, classical fieldbuses cannot be directly included in IIoT
systems, since their features (mainly the physical medium they use and the medium
access protocols) are not compatible with those of the Internet and their performance
is not sufficient for transporting Internet packets. Particularly, these networks do not

13
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support IPv6, which is at the basis of IIoT.

Adopting emerging wireless technology through the deployment of IWSNs of-
fers competitive advantages over the wired solutions, such as low cost, flexibility,
ease of deployment/maintenance and self-configuration [31]. Different from con-
sumer IoT, communication networks in IIoT are expected to satisfy strict require-
ments in terms of latency and reliability. Failing to satisfy such requirements hinders
the proper functioning of the industrial system and could lead to economical loss or
system outage. However, the intrinsic uncertainty of the wireless medium and the
harsh channel conditions in the industrial environment impose challenges to satisfy
such communication requirements of IIoT applications. It is even more challeng-
ing with regard to time- and mission critical applications within IIoT, where critical
data (e.g., emergency alarms) need to be delivered reliably within stringent deadline
constraints to avoid system outage or even worse safety-critical situations [32].

2.2 Overview of the IEEE 802.15.4-based IWSN Stan-
dards

A set of industrial standards have been developed to support wireless communi-
cations within industrial PA applications. All these standards are built on the top
of the IEEE 802.15.4 physical layer [33]. The IEEE 802.15.4 exploits 16 channels
within the unlicensed 2.4 GHz band, where each channel is a 2 MHz wide with a
channel spacing of 5 MHz. Data is transmitted at a bit rate of 250 kbit/s based on
Offset Quadrature Phase Shift Keying (OQPSK) modulation combined with Direct
Sequence Spread Spectrum (DSSS). The relevant features of each standard are dis-
cussed in the following. Considering the scope and the solution space in this thesis,
the discussion focuses on the main features of data-link and network layers.

2.2.1 ZigBee

The ZigBee wireless standard is based on the IEEE 802.15.4 specifications and is
mainly suitable for applications where low-power consumption is given higher im-
portance than providing real-time performance [34]. ZigBee uses a hybrid approach
for CSMA/CA and TDMA to manage data transmissions. Fig. 2.1(a) shows the slot-
frame structure in ZigBee. Each slotframe has active and inactive periods. The ac-
tive period is composed of three parts: beacon, Contention Access Period (CAP) and
Contention Free Period (CFP). Following the beacon, the nodes contend for channel
access during the CAP using the CSMA/CA approach. In the CFP, the coordinator
centrally assigns Guaranteed Time Slots (GTSs) to allow a deterministic data trans-
mission. The ZigBee standard provides two different routing schemes, tree routing
[35, 36] and Ad hoc On-Demand Distance Vector (AODV) routing [37, 38]. The rout-
ing algorithms depend on the topology used in the network. The ZigBee network
supports star, tree, and mesh topologies as shown in Fig. 2.1(b). ZigBee was reported
to be unsuitable for industrial applications due to its insufficient robustness, coexis-
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Figure 2.1: Comparison between the IWSN standards in PA [31]: (a) slotframe structure; (b)
network architecture.

tence and security [39].

2.2.2 WirelessHART

WirelessHART [18] is the dominant standard in the industrial market offering so-
lutions for monitoring and process control for PA applications. WirelessHART was
officially released by the HCF in 2007, aiming to be compatible with existing HART
devices [40]. WirelessHART operates at the 2.4 GHz band and supports up to 15
channels. Channel access in WirelessHART is based on the TDMA approach to pro-
vide collision free and deterministic communications, mainly for non-critical moni-
toring and control scenarios. Data communications are carried out through consec-
utive slotframes, where each slotframe consists of a number of 10 ms time slots as
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shown in Fig 2.1(a). CSMA/CA-based channel access is also utilized within a num-
ber of shared time slots. Slotted channel hopping along with channel blacklisting are
utilized to mitigate the effect of interference and noise. WirelessHART provides two
routing approaches, source routing and graph routing [18]. In source routing, a sin-
gle route is established between each source and destination, and the source route is
statically specified in the packet itself. In graph routing, a set of redundant routes are
defined between the source and the destination nodes, each with a unique graph ID.
The actual route taken is based on the current network conditions when the packet
is conveyed from the source to the destination. Due to its knowledge of the entire set
of route information, the network manager is responsible for correctly creating the
paths in each graph, and downloading the information to each individual network
device. The WirelessHART network supports both star and mesh topologies [31].

2.2.3 ISA100.11a

The ISA group established the ISA100.11a standard in 2009, mainly aiming for a ro-
bust and secure communication for monitoring and process control applications [41].
A notable architectural resemblance is found in ISA100.11a and WirelessHART. For
instance, the use of 2.4 GHz operational frequency, implementation of TDMA-based
access and channel hopping functions are some of the many similarities. Time slot
duration in ISA100.11a is configurable (10-12 ms) to provide greater flexibility for dif-
ferent system requirements, and enable optimization for coexistence with other de-
vices [42]. Both WirelessHART and ISA100.11a provide similar routing approaches,
which include source and graph routing. Like WirelessHART, the ISA100.11a net-
work supports both star and mesh topologies [31].

2.2.4 WIA/PA

The WIA-PA standard was developed by the Chinese Industrial Wireless Alliance in
2011 with the aim of providing energy efficient, highly reliable and intelligent multi-
hop IWSNs that are more reactive to dynamic change in the network [43]. It has
16 channels in the 2.4 GHz band with three different modes of frequency hopping,
slotted channel hopping, adaptive channel hopping and adaptive frequency switch.
WIA-PA adopts the IEEE 802.15.4 MAC layer without modification in order to easily
co-exist with extensive existing IEEE 802.15.4-based systems. WIA-PA employs a su-
perframe structure compatible with ZigBee, where the CAP and the CFP parts have
redefined purposes as shown in Fig. 2.1(a). WIA-PA adopts a static routing method
to forward packets [31]. The network manager sets up the connection relationships
for all routing devices and then distributes the routing relationship information to
each device. The algorithm of the static routing is not defined and is left for the
vendors to specify. As shown in Fig. 2.1(b) atypical WIA-PA network supports a hi-
erarchical network topology that is star plus mesh [31]. The first level of the network
has a mesh topology, which consists of routers and gateways, while the second level
is a star topology, composed of routers and field devices.
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Figure 2.2: 6TiSCH protocol stack.

2.2.5 IEEE 802.15.4e

The IEEE 802.15.4e working group was created in 2008 to enhance the IEEE 802.15.4
MAC protocol to provide improved support for PA applications [44]. The IEEE
802.15.4e standard offers three MAC-based operation modes for PA applications:
TSCH, Deterministic Synchronous Multi-channel Extension (DSME) and Low La-
tency Deterministic Network (LLDN) [44]. This in turn offers a higher flexibility to
select the proper MAC mode in accordance with the application requirements. The
core technology of the TSCH is mainly inherited from Wireless HART and ISA100.
The key technology of the DSME is also adopted by the WIA-PA standard in ad-
vance, where it uses a versatile multi-superframe structure that extends the number
of GTSs and increases the number of frequency channels used. LLDN mode defines
a fine granular deterministic TDMA access. The operation of each mode is mutually
exclusive and the operator is recommended to select one of operation modes to form
a network. Unlike TSCH and DSME, LLDN has been designed for star topologies
only, where a number of nodes need to periodically send data to a central sink.

2.3 IETF 6TiSCH

The aforementioned standards were designed to address the PA use cases without
considering the design of a full protocol stack that provides IP compliance to sup-
port IIoT applications [45]. In this context, the 6TiSCH working group has been cre-
ated by IETF to enable IPv6 connectivity over the IEEE 802.15,4e TSCH mode. The
6TiSCH protocol stack [46] is depicted in Fig. 2.2. The TSCH MAC mode is placed
under an IPv6-enabled protocol stack, as shown in Fig. 2.2, running IPv6 over Low-
Power Wireless Personal Area Network (6LoWPAN), RPL and the Constrained Ap-
plication Protocol (CoAP). 6TiSCH aims to combine the IEEE 802.15.4 PHY and IEEE
802.15.4e TSCH MAC layers with higher IETF layers (i.e., 6LoWPAN, RPL, CoAP.)
so as to create an open-standard based protocol stack for deterministic IPv6-enabled
IWSNs. The working group has defined an operation sub-layer, called 6top, whose
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Figure 2.3: Example of TSCH schedule.

function is to build and maintain a schedule and perform TSCH configuration and
control procedures [47]. CoAP acts as the web-transfer protocol for the LLN nodes,
RPL constructs and maintains a routing topology while 6LoWPAN compacts IPv6
headers to reduce the size of packets to transmit over the wireless medium. Regard-
ing the current specifications of the 6TiSCH stack, the goal of IPv6-integration was
achieved. However, the standard still lacks support for the reliability and real-time
requirements, as well as traffic differentiation capability. The work in this thesis
introduces improvements within the IEEE 802.15.4e TSCH and RPL layers in the
6TiSCH protocol stack.

2.3.1 The TSCH Schedule

In 6TiSCH networks, transmissions are carried out according to a matrix-like sched-
ule as shown in Fig. 2.3. In the TSCH schedule each time slot-channel pair is referred
to as a cell, which is defined with slot-offset and channel-offset values to indicate
the time and channel. According to the TSCH definition, there can be two kinds
of scheduled cells, namely reserved and shared. The former refers to a cell, that
can be assigned to only one particular transmission pair. Hence, cells of this type
are contention-free. In the latter, there can be multiple transmission pairs sched-
uled to the same cell, and a proper contention management is required. While in
WirelessHART and ISA100.11a the schedule is built in a centralized manner, 6TiSCH
considers three different modes for building and maintaining the TSCH schedule,
namely minimal scheduling, centralized scheduling and distributed scheduling [45].
In minimal scheduling , the TSCH schedule is static and either preconfigured or
learnt by a node at joining time. The minimal schedule can be used during network
bootstrap or when a better schedule is not available. The 6TiSCH minimal config-
uration draft [48] reports a description of the minimal schedule to use in 6TiSCH
networks. In centralized scheduling [49], a specific entity in the network called Path
Computation Element (PCE), collects network state information and traffic require-
ments of all the nodes. Then, it builds the schedule, making sure that the QoS re-
quirements of all the network flows are met. Finally, it installs the schedule into the
network. In distributed scheduling [50], nodes agree on a common schedule by us-
ing distributed multi-hop scheduling protocols and neighbor-to-neighbor schedul-
ing negotiation. 6TiSCH offers the concept of Tracks to provide a deterministic path
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Figure 2.4: Example of the DODAG structure in RPL-based networks.

between the source and the destination for time-critical flows [14]. A Track consists
of a set of reserved and directed cells along a multi-hop path to guarantee delivery
within specific bounded delay without the influence of other flows over the 6TiSCH
network.

2.3.2 RPL

RPL has been defined by the Routing over Low power and Lossy networks (RoLL)
working group as the de-facto routing protocol for 6TiSCH networks in IIoT ap-
plications [21]. RPL is a tree-based routing protocol that organizes the network as
a Destination-Oriented Directed Acyclic Graph (DODAG), created by a root node,
know as DODAG root, as shown in Fig. 2.4, which also provides the default gate-
way to the Internet. An RPL-based network may consist of several DODAGs with
different DODAG roots, each one is defined by a unique RPLInstanceID, how-
ever, a node is allowed to associate with only one DODAG root. In this thesis, we
consider the communications within a single DODAG. RPL is mainly designed to
support LLNs, which stand for networks with very limited resources in terms of
energy, computation and bandwidth making them highly exposed to packet losses.
Each node in the DODAG is assigned a RANK. The RANK is an integer value that
represents the node’s relative position to other nodes with respect to the DODAG
root. The rank is used in RPL to avoid and detect routing loops, and allows nodes
to distinguish between their parents and siblings in the DODAG. The rank strictly
increases in the downward direction of the DODAG, and strictly decreases in the up-
ward direction. In other words, nodes on top of the hierarchy receive smaller ranks
than those in the bottom, where the smallest rank is assigned to the DODAG root
as depicted in Fig. 2.4. RPL supports three communications patterns: Multipoint-to-
Point (MP2P) traffic pattern, Point-to-Multipoint (P2MP) and Point-to-Point (P2P)
[51]. MP2P represents the uplink traffic, where the nodes report data messages to
the DODAG root. In P2MP, sometimes termed as multi-cast, the DODAG root sends
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data messages to the other nodes, producing a downlink flow. In P2P, a node sends
messages to the other node (not the DODAG root) thus, both uplink and downlink
forwarding may be required. In this work, we consider MP2P and P2MP communi-
cation patters. Building and maintaining the DODAG is controlled through a set of
RPL messages [52]: DODAG Information Object (DIO), Destination Advertisement
Object (DAO) and DODAG Information Solicitation (DIS).

Uplink Routes

Uplink communication is used to deliver sensory information and measurements up
to the DODAG root to monitor the industrial process. The process of building the
uplink routes, i.e. MP2P communications, is controlled by the DIO messages. In ad-
dition to other routing information, the DIO carry the rank, the relative position of
an RPL node with respect to the DODAG root, and a routing policy called the Ob-
jective Function (OF) that specifies how an RPL node computes its rank and selects
its preferred parent accordingly [53]. Initially, the DODAG root DODAG root mul-
ticasts DIO messages to its neighboring nodes announcing its rank and the OF that
should be used. When receiving a DIO, an RPL node (a) adds the sender address to
its candidate parents set, (b) calculates its own rank, (c) selects its preferred parent
from the candidate parents, and finally, (d) updates the received DIO with its own
rank and then multicasts the calculated rank to other neighboring nodes. The node
may also silently discard the received DIO based on the criteria defined in the RPL
specification. This process lasts until all nodes have set up their routes in the upward
direction towards the DODAG root.

Currently, two OFs have been standardized for RPL, namely, the Objective Func-
tion Zero (OF0) [54] and the Minimum Rank with Hysteresis Objective Function
(MRHOF) [55]. The OF0 is designed to select the nearest node to the DODAG root as
the preferred parent with no attempt to perform load balancing. The OF0 does not
specify which metric/metrics should be involved in the calculation of rank increase.
For parent selection, a node running OF0 selects the parent with least possible rank
as its preferred parent. OF0 also considers selecting another parent as a backup in
case the connectivity with its preferred parent is lost. In the MRHOF, a node calcu-
lates the path cost through each neighbor by adding up two components: the value
of the candidate neighbor node’s or link’s metric and the value of the selected met-
ric advertised in the Metric Container. After calculating the path costs of all candi-
date parents, a node selects the parent with lowest path cost as its preferred parent.
However, unlike OF0, MRHOF switches to a new parent only if the new minimum
calculated path cost is smaller than the preferred parent’s path cost by a predefined
threshold, which is the hysteresis part of MRHOF [56].

Downlink Routes

RPL uses the DAOs messages to construct and maintain downlink routes. An RPL
node willing to announce itself as a reachable destination from the root point of
view, unicasts a DAO to its preferred parent advertising its own destination prefix
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[21]. The processing of the received DAO by the parent relies on the current Mode of
Operation (MOP) advertised in the DIO messages. To this end, RPL has specified two
modes for creating and maintaining downlink routes, namely, storing (table-driven)
and non-storing (source routing). In the storing mode, when a parent receives a
DAO from one of its children, it: (a) stores the announced destination prefix locally
in its routing table along with the DAO sender address as the next hop to reach that
destination; and (b) forwards the received DAO, in turn, to its own preferred parent
to ensure the propagation of the advertised destination upward to the DODAG root.

In the non-storing mode, the advertised DAO also carries the address of the des-
tination’s parent in addition to the advertised destination prefix. However, a parent
receiving a DAO just forwards it to its own preferred parent without maintaining
any routing state, until it is finally received by the DODAG root. Once the DODAG
root receives the transmitted DAO, it maintains the received information in its rout-
ing table in the form of a child-parent relationships, used later by the data-plane to
construct a source route for the intended destination. Hence, when the root needs
to communicate with a specific destination, it attaches the source route of that desti-
nation to the packet header and forwards the packet to the next hop. A forwarding
node receiving this packet will simply inspect the source routing header to deter-
mine on which interface it should send the packet next. RPL permits a new node
to join the network at any time. In this case, the new node uses the DIS message
to request a DIO message from other nodes already incorporated in the DODAG.
Through the reception of the DIO message, the new node selects its preferred parent
according to the OF.

Trickle Timer

One of the key design principles of the RPL is minimizing the routing control over-
head and signaling cost in order to reduce energy consumption and enhance relia-
bility. To this regard, RPL employs the Trickle algorithm [57] to schedule the trans-
mission of the DIO messages used to construct and maintain the DODAG. DIO mes-
sages are emitted periodically from each node. The periodic timer t is set by the
trickle timer I that is bounded by the interval [Imin, Imax], where Imin is the mini-
mum interval size defined in units of time and and Imax = Imin × 2Idoubling , Idoubling
being some constant. t is randomly picked from [I/2, I]. Whenever t expires, a DIO
is sent if a counter c is less than a redundancy constant k. c is incremented when-
ever a node hears a DIO that is “consistent,” i.e. the node does not change its parent
set, preferred parent, or rank. This is to limit redundant transmissions if the node
detects that enough of its neighbors have transmitted the same piece of information.
If a node hears a DIO that makes it inconsistent, I is set to Imin, t is reset to the in-
terval of the new I , and c is reset to 0. This is so that a DIO message can be quickly
transmitted to update the DODAG. When I expires, if the node remains consistent,
based on the transmission of DIOs from its neighbors, I is set to min(2 × I, Imax),
otherwise, I is set to Imin, t is reset to the interval of the new I , and c is reset to 0.
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Table 2.1: Traffic classes in industrial PA applications.
Category Class Application Description

Safety 0 Emergency shutdown, leak detection Always critical

Control
1 Closed-loop regularity control Often critical
2 Closed-loop supervisory control Usually non-critical
3 Open-loop control Human in the loop

Monitoring
4 Alerting Short-term operational consequence
5 Logging and information gathering No immediate operational consequence

2.4 Traffic Classes in PA Scenarios

The International Society of Automation (ISA) committee divides the traffic in the
industrial PA domain into safety, control and monitoring [31]. Moreover, the three
categories can be further divided into six classes, as shown in Table 2.1, in descend-
ing order of criticality, where their requirements in terms of reliability and latency
vary accordingly. The safety category is the traffic of highest criticality, e.g. auto-
matic fire control and emergency shut-down, which is expected to be delivered with
high reliability within stringent time constraints. The control category encompasses
control loops with different criticality levels, ranging from the closed-loop regularity
(high criticality level) down to open-loop control (low criticality level). Finally, the
monitoring traffic involves alerting of functions with short-term operational effect
being served, and logging and information gathering that monitors slow-changing
physical variables that have no immediate operational consequences. Another clas-
sification of the different traffic in PA scenarios could be based on its generation pat-
tern as time-triggered and event-triggered. The time-triggered traffic is generated
based on predefined refresh rate, such as periodic monitoring and the regular feed-
back of the closed-loop regularity systems. The event-based traffic is generated due
to anomalies or when stability or a pre-specified control performance are about to be
lost, such as safety and closed-loop supervisory, alerting traffic. Due to their limita-
tions, the aforementioned industrial standards manage to serve classes 5 and class 3
of the monitoring traffic as well as the non-critical control traffic of class 2. However,
none of them defines how to efficiently manage the transmission/retransmission of
the event-based critical traffic of class 2, class 1 and class 0 in time- and mission-
critical applications. Since reliability and real-time performance is crucial for such
critical traffic types, the work in this thesis can be considered a contribution to push
the existing IWSN technology to support time- and mission-critical applications in
the IIoT.



Chapter 3

Improving Real-Time Delivery
of Critical Traffic in IWSNs

Considering its unpredictable nature along with its strict latency requirements, a
key challenge in IWSNs is to provide real-time delivery for critical traffic, such as
emergency data. The time-slotted approach in TSCH mode has no priority or traf-
fic differentiation scheduling mechanisms that consider criticality level and timing
constraints of the generated traffic. The remainder of this chapter presents a set of
MAC protocols to address these issues and provide solutions to RQ 1.1, RQ 1.2 and
RQ 1.3.

3.1 Deadline-Aware Channel Access for Aperiodic
Critical Flows

As mentioned in Chapter 2, the unpredictable critical traffic must be reliably deliv-
ered to the sink node within bounded deadlines to avoid system failures and out-
ages that could create significant cost and even endanger to human lives [10]. For
instance, in oil refinery plants [58, 59], the pressure within the piping system must
be kept within pipe tolerances. If the pressure exceeds a certain limit, an emergency
alarm is triggered to the controller in order to actuate either the shut-off valves or the
pumps to avoid explosion. Guaranteeing deterministic delay for this critical traffic
and its prioritization over other regular traffic is a key challenge as addressed by
RQ 1.1. The unpredictable nature regarding the occurrence of this type of traffic
causes difficulties in terms of providing efficient scheduling or channel access in or-
der to fulfil its rigorous delay requirements. Because of its static approach, the TSCH
mode (including the Track approach in 6TiSCH networks [14]) adopted by the IWSN
standards is an unsuitable approach for handling the transmission of such traffic in a
real-time manner considering the key limitations discussed earlier in Chapter 1. The
work in [58] proposed GinMAC, a centralized TDMA-based MAC protocol that pro-
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Figure 3.1: Time slot structure in SS-MAC.

vides real-time communications for time-critical data in single-hop IWSNs. Since the
proposed work is mainly based on TDMA, it will result in exclusive time slot usage,
which may prevent a critical flow from immediate transmission because it needs to
wait for its transmission slot. The works in [60, 61] addressed the problem through
introducing prioritized channel access for critical data, mainly based on opportunis-
tic channel access strategies, whereas the focus was only on the average delay per-
formance without considering the worst-case delay analysis. Moreover, the main
point missed in these solutions is how to incorporate the timing constraint require-
ments to provide deterministic channel access for multiple critical flows. A novel
MAC protocol is proposed in [62], where the channel access is scheduled based on
the assignment of arbitration frequencies that reflect the priority of the data to access
the medium. The proposed protocol is still in its early stage and needs a complete
redefinition regarding the PHY layer modelling of the gateway and sensor nodes.

The work in Paper I provides a solution to RQ 1.1 through the design of a slot
stealing MAC protocol (SS-MAC). The proposed solution improves the performance
of TDMA-based networks to provide a deterministic and delay-bounded communi-
cations for concurrent critical flows in single-hop IWSNs. The basic idea of SS-MAC
is to enable a critical flow to opportunistically access the medium as soon as it is
generated by hijacking the time slot assigned for other non-critical flows. Addition-
ally, SS-MAC introduces a dynamic deadline-aware scheduling, constructed by the
controller node, to enable a deterministic channel access when multiple critical flows
are triggered simultaneously.

3.1.1 Slot Stealing and Deterministic Channel Access Request

Critical flows are allowed to hijack pre-assigned time-slots for the non-critical traffic
and ask for guaranteed channel access. The critical flows are transmitted in the form
of consecutive transmission cycles based on a single-frequency time-slotted scheme,
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Figure 3.2: SS-MAC scheduling example with three critical nodes.

where each time slot follows the timing structure depicted in Fig 3.1. The network
is considered to include a set of nodes that are responsible for sending only critical
data as well as another set of nodes transmitting periodic non-critical data, where
each non-critical node is pre-assigned a time slot in the TDMA slotframe. To hijack
a transmission slot, the triggered critical nodes first send an indication signal align-
ing with the Emergency Indication Subslot (EIS), which has a duration of TEIS . A
slot owner listens to the EIS that precedes its allocated time slot and defers its trans-
mission if the channel is found to be busy. Fig. 3.2 describes a scenario where three
nodes are triggered to transmit critical data and is further illustrated as follows. The
EIS is followed by a Reservation Request Phase (RRP), which is further divided into
a number of subslot corresponding to the number of critical nodes in the network.
After sending the indication signal in the EIS, the critical node, asks for guaranteed
channel allocation for its critical flow transmission by sending a reservation request
packet to the controller in the slotted RRP aligned with its dedicated subslot. The
reservation request packet contains a binary coded payload, which corresponds to
the decimal value of the relative deadline of the critical data.

3.1.2 Deadline-Aware Scheduling Based on Earliest Due Date

During the Deterministic Schedule Phase (DSP) following the RRP, the controller
constructs a deterministic schedule based on an on-line Earliest Due Date (EDD)
scheduling [63], such that the node with the shortest relative deadline will gain the
highest priority and immediately access the channel. The relative deadline refers to
the remaining time until the absolute deadline. The controller assigns each request-
ing node with Channel Access Order number (CAO) based on its relative deadline,
which represents its priority and order to access the channel; that is the highest pri-
ority node is given CAO = 0, then the controller broadcasts the CAO values to the
nodes within the DSP. The node that receives CAO = 0, n1 in Fig. 3.2, will gain im-
mediate channel access and start its transmission in the following Data Transmission
Phase (DTP), while other nodes, i.e. n1 and n2 in Fig. 3.2, that receive CAOi > 0 will
enter a queuing stage. At the end of each transmission cycle, the controller removes
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the highest priority node from the schedule and updates the stored deadline di and
CAO values of the scheduled node ni as follows

di = di − Ts − TEIS

CAOi = CAOi − 1,
(3.1)

The updated values of di will be used for the EDD scheduling and CAO assignment
in the next transmission cycle in order to preserve the deadline-based priority for
the previously scheduled nodes if new critical nodes ask for channel access. At the
beginning of the (CAO + 1)th transmission cycle, a lower priority node will send an
indication signal in the EIS in order to defer the transmission of the non-critical traffic
even when there are no new channel access requests from other critical nodes. Then,
the node listens to the broadcast signal in the DSP and transmits its critical data
in the following DTP if it gets CAO = 0; otherwise, it will enter the queuing stage
again, which means that the controller has received channel access requests from
higher priority node(s) in the previous CAO - 1 transmission cycles, or in the RRP
of the current transmission cycle. It is worth mentioning that the controller applies
an acceptance test upon receiving the reservation requests from the triggered critical
nodes to ensure that the requested critical transmission will be completed within its
corresponding deadline.

Delay Analysis

Accordingly, the proposed SS-MAC defines an upper bound Dworst for the trans-
mission delay of the critical data, which mainly depends on the time that the lowest
priority node may spend waiting until it gets CAO = 0. Dworst can be given as

Dworst = KTss + TRxCAO + Tdata + (K − 1)(Ts + TEIS), (3.2)

where K is the number of critical nodes, Tss is is the subslot duration in the RRP,
TRxCAO is the time to receive the CAO, Tdata is the duration of the transmission of
the critical packet. This means that the delay of a critical node (Di) is upper bounded
by the value of Dworst, i.e. Di ≤ Dworst. The formulated delay-bound can be further
used to adjust the network parameters according to the timing constraints of the
critical application and gives insight whether all the deadlines can be guaranteed or
not.

During a critical event, which is normally rare, a portion of the non-critical data
suffers from a deferral delay due to the transmission of the critical data. The non-
critical traffic can be sacrificed in favour of the critical data, which has very tight
delay limits and violating these limits may lead to dangerous situations. Here, the
deferral delay of a non-critical node (slot owner) is defined as the number of frame
durations that node will be deferred from transmission. The worst-case deferral
delay occurs when all critical nodes are triggered simultaneously to send critical
data to the controller. In terms of the number of frames, the worst-case deferral
delay can be either N −K if the number of critical nodes K is less than the number
of non-critical ones, or d K

N−K e, where N is the network size.
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Figure 3.3: Worst-case delay comparison under different number of nodes.

Figure 3.4: Slotframe structure of TDMA and SS-MAC.

With the proposed on-demand channel allocation and the deterministic deadline-
aware scheduling strategies, SS-MAC provides enhanced worst-case delay perfor-
mance compared to the TDMA-based channel access mechanism for different values
of K, as shown in Fig 3.3. For instance, the SS-MAC improves the worst-case delay
of the TDMA by about 48% for N = 20 and K = 10.
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Figure 3.5: Channel utilization comparison between SS-MAC under different: (a) superframe
sizes x; (b) number of critical nodes K.

Channel Utilization

It is of importance to efficiently utilize slot resources in industrial networks and
avoid bandwidth wastage [13]. The scheduling strategy in SS-MAC maintains ef-
ficient channel utilization where each time slot is always busy either by critical or
non-critical nodes. Fig. 3.4 shows the typical slotframe structure of SS-MAC and the
conventional TDMA based on the network model considered in Paper I. Each super-
frame is divided into x frames of equivalent periods, which is specified by the node
refresh rate and each node is assigned a fixed time slot in each frame. In TDMA,
although there areK time slots scheduled in each frame for the critical data, only the
firstK time slots in the current frame are effectively used when the emergency event
occurs, while the remaining time slots in the subsequent frames remain idle. Con-
trary, in SS-MAC, in the event of an emergency, the critical nodes opportunistically
steal K time slots that are pre-assigned to the non-critical nodes, which are released
to their owners at the end of the emergency event. The channel utilization is defined
as the percentage of the total number of transmissions per time slot in a superframe,
which can be expressed as follows

U =
E[
∑N

i=1 Si]

E[ST ]
, (3.3)

where Si represents the total number of transmissions by ni in the superframe and
ST is the total number of time slots in the superframe. Based on (3.3), the obtained
results in Fig. 3.5 demonstrate that SS-MAC achieves almost full channel utilization
compared to TDMA-based networks under different numbers of critical nodes and
slotframe sizes x.
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3.2 Traffic Differentiation and Improved Contention in
Mixed-Criticality Systems

The existing scheduling approaches as well as the industrial standards focus only
on single-criticality systems, or assume that all data traffic in mixed-criticality sys-
tems are equally critical to the system’s correct operation. Moreover, considering the
single-queue model based on either FIFO or LIFO policies is inefficient, as critical
packets may be blocked and transmitted after non-critical ones, hence violating their
timing limits. In the critical state, ensuring reliable and real-time delivery of safety-
related and other critical traffic categories is of the highest importance, while other
non-critical traffic are expected to be delivered with best-effort performance. The
work in Paper I considers the IWSN with star topology, where the centralized con-
trol model is commonly used in industrial applications [62, 64]. A different approach
commonly used to ensure quality of service in IWSNs is clustering [65]. Segregation
of nodes into clusters can be designed to ensure quality of service in terms of mes-
sage latency, e.g. as proposed in [66]. Several research works have proposed unipro-
cessor/multiprocessor scheduling techniques to manage both criticality and priority
by means of a unified scheduling framework [67, 68]. However, none of these works
consider the communication aspect. In in [69], the demand bound functions are
used to analyse the relationship between the maximum execution demand of dif-
ferent critical flows and the availability of network resources in order to determine
the schedulability of the flow set. Schedulability is addressed in [70] as well, where
multi-user multiple-input and multiple-output capable nodes (that can receive and
send packets simultaneously) are exploited to forward data flows with different crit-
icality levels. The work in [16] presents a centralized optimization scheduling ap-
proach to improve the real-time performance and reliability requirements of data
flows with different levels of criticality. However, the work does not specify how
to handle the collision that may occur. In order to address RQ 1.2, the work in Pa-
per II introduces a criticality-aware wireless fieldbus protocol to handle different
data flows in cluster-based mixed-criticality networks.

3.2.1 Use-Case Scenario of Mixed-Criticality System

Mixed criticality systems can be found in different industrial applications, the pro-
posed protocol in Paper II considers the use-case scenario of a plastic extrusion plant
to elaborate the working principle of the proposed solution and define the corre-
sponding traffic categories. However, the proposed solution can be applied to other
mixed-criticality scenarios. Plastic extrusion [71] is a high volume manufacturing
process in which raw plastic material is melted and formed into a continuous pro-
file to form product items such as pipe/tubing, weather stripping, window frames,
adhesive tape and wire insulation. Usually, a plastic extrusion plant includes a num-
ber of extruders working in parallel. Process monitoring is crucial to maintain both
safety and product quality in plastic extrusion. Firstly, it is critically important to
measure pressure in the extruder to prevent serious accidents that can happen when
excessively high pressures are generated [72]. Exceeding safety pressure threshold
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may ultimately cause an explosion, the barrel cracking or die being blown from the
extruder. Melt temperature is also one of the most important variables, which has to
be maintained very carefully to produce a good quality product. It is important to
ensure that the melt is not degraded or overheated during extrusion. A tight tem-
perature profile along the barrel is very important to maintain a consistent quality of
the plastic material [72]. Accordingly, there are three traffic categories coexisting in
a plastic extrusion plant, which can be defined as follows:

• Tp3 traffic: refers to the periodic monitoring traffic of temperature measure-
ments from the thermocouple temperature type sensors in the extruder with a
typical refresh rate between 1 and 10 Hz [73].

• Tp2 traffic: denotes the aperiodic control traffic generated when a notable devi-
ation occurs in the temperature profile readings, which in turn initiates a tem-
perature control mechanism [72] to preserve the quality of the products and
avoid excessive economic loss.

• Tp1 traffic: represents safety critical alarms that are triggered when the bar-
rel pressure exceeds a predefined threshold either to inform the operator to
shut-down the extruder or initiate an automatic shut-down command from
the controller to the actuator.

Generally speaking, the three traffic categories Tp1, Tp2 and Tp3 can be mapped to
other mixed-criticality applications.

3.2.2 The Priority-Aware Wireless Fieldbus Protocol

A typical cluster-tree IWSN is considered as shown in Fig. 3.6, where the number
of clusters represents the number of extruder machines in the industrial plant and
each extruder (cluster) has a number of sensor nodes distributed along the barrel.
A redundant cluster head is directly attached in a wired configuration to each pri-
mary cluster head as a backup. Once the primary cluster head becomes unavailable,
the redundant device will take over the role, otherwise, it works in a standby mode.
Sensor nodes generate traffic types Tp2 and Tp3, while the safety-critical traffic Tp1 is
only generated by cluster heads, which act as emergency nodes in the network. The
communication between the cluster heads and the controller is established using a
multi-channel access scheme to facilitate parallel data transmissions without inter-
cluster interference. The same channel as selected by the cluster head will also be
used for the communication with the sensor nodes. The frequency hopping mech-
anism is used according to a predefined hopping sequence among clusters in order
to mitigate external interference. Two time slots with an equal duration of Ts are
used for the end-to-end transmissions of Tp2 and Tp3. The first one, denoted by Sn,
is the time slot for the sensor node to transmit data to the cluster head where each
sensor node in the cluster is assigned a dedicated Sn. The second one is SCH, which
is used by the cluster head to forward the received packet to the controller. Further,
each Sn is divided into a series of subslots with an equal duration of TCCA [74]. A
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Figure 3.6: Network architecture of the proposed protocol.

priority duration is defined at the beginning of Sn (see Fig. 4), namely Short Deferral
Space (SDS), which consists of a single subslot (TCCA) used for traffic differentiation,
as will be illustrated later. Three different channel access schemes are proposed as
shown in Fig. 3.7 and described as follows.

Channel Access for the Non-Critical Periodic Traffic Tp3

Tp3 transmissions are scheduled using the conventional TDMA mechanism. Before
attempting to access the slot resource, the slot owner, listens to the channel within
the period SDS as shown in Fig. 3.7(a). If the channel is idle, it is allowed to transmit
to the cluster head, which in turn forwards the Tp3 data to the main controller using
the subsequent time slot. Otherwise, if the channel is found to be busy, the slot owner
defers the transmission. A busy channel in this case is caused by the transmission of
Tp1 traffic or an ongoing channel access attempt by Tp2 traffic, and both cases defer
the transmission of Tp3 data. The deferred Tp3 traffic is dropped and instead new Tp3
data to be transmitted in the next assigned time slot.

Channel Access for the Aperiodic Control Traffic Tp2

Within the same cluster (extruder), multiple sensor nodes may compete to transmit
Tp2 traffic. An efficient contention-based mechanism is proposed to achieve low col-
lision rates and low delay delivery for the Tp2 traffic. As shown in Fig. 3.7(b), a set
of CCA subslots M ≥ 2 are inserted in each time slot. The contending nodes first
transmit a jamming signal in the SDS. Each contending node independently per-
forms CCA for a number of k subslots, where k is randomly selected from the set
{1, 2, ...,M − 1}. If the node detects a busy channel in one of the CCA subslots, then
it initiates a backoff stage. However, if the node detects an idle channel for a pe-
riod of k consecutive subslots, then it transmits a jamming signal in the remaining
(M − k) CCA subslots to occupy the current time slot. Hence, the node that selects
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Figure 3.7: Channel access mechanisms of the proposed protocol: (a) Tp1 traffic; (b) Tp2

traffic; (c) Tp3 traffic.

the smallest k gains access to the channel. The successful node then transmits its
Tp2 and waits for ACK from its corresponding cluster head. If the node successfully
receives the ACK, then the transmission is completed; otherwise, it utilizes a backoff
procedure to schedule a retransmission. As a result, the collision rate is reduced, if
not completely eliminated, when the nodes perform the CCA for the same period,
and hence timely delivery of Tp2 traffic is achieved.

Channel Access for the Safety-Critical Aperiodic Traffic Tp1

Due to its high criticality, Tp1 traffic is given the highest priority for channel access
over Tp2 and Tp3 traffic types. Once the excessive pressure alarm is generated, the
cluster head transmits the Tp1 packet directly to the controller as shown in Fig. 3.7(c).
This means that any communication will be accordingly suspended by the cluster
head. Due to the frequency diversity among clusters, in an emergency situation
when multiple alarms are triggered simultaneously from different extruders, cluster
heads can concurrently transmit their Tp1 traffic to the main controller without the
need of prior scheduling.

This way, for a typical mixed-criticality system, the proposed protocol achieves
the goals of service differentiation, handling the unpredictability of aperiodic traffic
types Tp1 and Tp2, deterministic delay for the safety-critical Tp1 data and efficient
channel utilization. It is worth mentioning that for large networks, the number of
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Figure 3.8: Synchronization mismatch between slot owner and higher priority node.

clusters might exceed the available 16 channels in the 2.4 GHz band. In that case, a
prior scheduling for the Tp1 transmissions is needed, such as adopting a frequency
reuse concept with proper transmission power control [75] or utilizing the deadline-
aware scheduling approach proposed in Paper I. The work in Paper III provides a
mathematical analysis of the proposed protocol in terms of worst-case delay of Tp1
traffic (straightforward analysis) and throughput and average delay of Tp2 traffic
(using probability theory and Discrete-Time Markov Chain (DTMC) model).

3.2.3 Analysis of Synchronization Mismatch

For our proposed protocol, time synchronization has a direct effect on the transmis-
sion of Tp2 and Tp3 transmissions, hence it makes sense to show how synchronization
mismatch may affect the performance of the proposed protocol. The synchronization
mismatch is discussed considering the two cases depicted in Fig. 3.8 and Fig. 3.9.
The survival window is the effective time period within which the slot owner can
successfully detect the jamming signal in the SDS. In Fig. 3.8, the timer of the high
priority node has a time offset TOffset and hence the survival window is shortened
as the timer changes in the direction of the time drift. If the synchronization error
exceeds the survival window, i.e. TOffset ≥ TCCA, the slot owner will not be able to
detect the jamming signal transmitted by the high priority node, and in this case, the
high priority node may lose the transmission opportunity in the current time slot, or
worse, collide with the slot owner.

Then next case shown in Fig. 3.9 discusses how a synchronization mismatch may
have a positive effect on the proposed protocol. The figure shows a scenario where
two nodes A and B, attempting to transmit Tp2 data in a particular time slot. With no
time shift, the two nodes select the same CCA period and collide as they cannot de-
tect each other. However, a synchronization mismatch either late or early as demon-
strated in Fig. 3.9(a) and Fig. 3.9(b), respectively, enables the contending nodes to
successfully detect each other before initiating the packet transmission. Hence, the
synchronization mismatch in this case changes a collision event into successful trans-
mission. It is worth mentioning that the nodes typically maintain a compensated
clock accuracy of 10 ppm [40] and with the considered refresh rate of 1 Hz, it means
that the nodes will have a maximum of±10µs time shift, which is much smaller than
TCCA = 128µs. Hence, the synchronization mismatch has little effect on the pro-
posed scheme, since the synchronization is typically maintained through the beacon
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Figure 3.9: Synchronization mismatch between two contending nodes: (a) node A is late; (b)
node A is early.

Figure 3.10: Average channel access delay for different values of TOffset.

frame transmitted by the cluster head at the beginning of each superframe. This can
be further illustrated through the average channel access delay results of Tp2traffic
shown in Fig. 3.10. As can be noted, there is a slight increase in the average delay of
the TOffset ≤ TOffset, while for TOffset ≥ TOffset the performance is degraded be-
cause of the increased collision probability due to the timing mismatch as illustrated
earlier.

3.2.4 Real-Time Performance

The real-time performance of the proposed protocol in Paper II was evaluated in
terms of delay and on-time PDR (the ratio of packets successfully delivered to the
final destination within a specified deadline) for Tp1 and Tp2 traffic types. The per-
formance is also compared with that of PriorityMAC protocol in [60]. Fig. 3.11 shows
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Figure 3.11: Delay comparison of Tp1 as a function of the network size.

Figure 3.12: Average channel access delay comparison of Tp2 as a function of the network
size.

the worst-case delay comparisons of Tp1 traffic as a function of the network size. The
delay is calculated as the duration between the time when the Tp1 packet is generated
and the instant when it is successfully delivered to the controller. The procedure is
repeated 10000 times and the results plot the maximum obtained values of these de-
lays. The value of σ used in the compassion denotes the probability that a Tp2 packet
is generated at the beginning of a time slot, and is introduced to indicate the mutual
effect of Tp1 and Tp2 traffic types on each others. First, Fig. 3.11 demonstrates that
the proposed method attains a steady delay performance of Tp1 traffic irrespective of
generation probability of Tp2 traffic. In PriorityMAC, the Tp1 traffic may be blocked
from channel access due to ongoing transmission of Tp2 or Tp3, which in turn affects
the worst-case delay of Tp1 traffic [60]. Second, the proposed work in Paper II signif-
icantly improves the worst-case delay of Tp1 traffic as its the transmission is initiated
once it is generated without any additional waiting time for channel access. Fig. 3.12
shows the average channel access delay comparisons of Tp2 traffic as a function of
the network size. The average channel access delay is defined as the time between
the generation of the Tp2 packet and the instant when it successfully gains access to



36 Improving Real-Time Delivery of Critical Traffic in IWSNs

Figure 3.13: On-time PDR comparison as a function of the network size for: (a) Tp1 traffic; (b)
Tp2 traffic.

the channel. The results in Fig. 3.12 clearly shows that the proposed random CCA
improves the channel access delay of Tp2, which enhances the successful contention
rate between the contending nodes compared to the conventional single CCA ap-
proach adopted in PriorityMAC.

The on-time PDR performance in Fig. 3.13 further emphasizes the effectiveness
of the proposed work to enhance the real-time performance of critical data in
mixed-criticality networks. The results in Fig. 3.13 shows the on-time PDR compar-
isons considering a deadline of 15ms for Tp1 and 200ms for Tp2 [6]. As shown in
Fig. 3.13(a), the proposed protocol manages to deliver almost all Tp1 packets within
the deadline limit, while in PriorityMAC the ratio is dropped by 25% compared to
the proposed protocol with a network size of 25 nodes. Additionally, the proposed
random CCA mechanism improves the on-time PDR of the Tp2 data compared to
PriorityMAC as shown in Fig. 3.13(b). Therefore, the proposed protocol has a higher
tendency to fulfill the timing constraints of Tp1 and Tp2.

3.3 Reliable Emergency-Aware Communication in
6TiSCH Networks

The priority-based MAC protocols introduced in Paper I and Paper II consider
packet losses mainly due to collisions. Wireless communication links have low
reliability, and transmission failures for critical traffic are inevitable due to the
harsh channel conditions in the industrial environment, e.g. multi-path fading,
shadowing and interference. The current specifications of the 6TiSCH standard lack
of the design of efficient communication strategies that consider the unpredictability
and timing constraints of time-critical traffic along with unreliability of wireless
links in the industrial environment. Transmissions failures are typically handled
through retransmissions. As mentioned in Chapter ??, the retransmission limit
directly affects the probability of a critical packet being delivered successfully within
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its deadline bound. Moreover, no packet priority mechanism is currently defined in
the 6TiSCH standard. In particular, the TSCH schedule is constructed based on the
assumption that all data has the same criticality/priority. Accordingly, both critical
and non-critical data contends for the set of shared cells assigned for retransmis-
sions, which is insufficient with respect to the real-time requirement of the critical
traffic. The 6TiSCH standard defines the concept of Track to create deterministic
delay guarantees for time-critical data [14], however, assigning an exclusive chain
of transmission cells does not mean that a critical flow gains immediate access to
the channel as soon as it is generated. The work in Paper III tackles these issues and
provides an answer to RQ 1.3 through a reliable emergency-aware communication
scheme for 6TiSCH networks, referred as REA-6TiSCH.

3.3.1 Incorporating Emergency Alarms and Optimizing the Re-
transmission Limit

The work presented in Paper III extends the slot stealing strategy introduced in Pa-
per I and Paper II to improve the real-time performance of critical data, e.g. emer-
gency alarms in 6TiSCH networks. The adopted strategy also applied retransmis-
sions of critical data, considering the unreliable wireless links in the industrial envi-
ronment. A node with a critical data is enabled to hijack cells assigned for regular
traffic along the delivery path from the source node to the sink node. The node se-
lects the nearest communication cell based on the the current Absolute Slot Number
(ASN) and a random channel offset. Once the emergency alarm is generated by the
source node, it transmits a jamming signal within the TsCCA period to hijack the
current cell from its owner as the latter detects a busy channel within the CCA sub-
slot. Upon failure, the source node tries to retransmit the emergency packet in the
subsequent time slot using the same channel offset, without a backoff procedure,
following the same aforementioned priority access scheme. The node tries to de-
liver the emergency packet to the next-hop node until a retransmissions limit r∗j is
achieved.

Considering transmission failures due to unreliable wireless links, a distributed
optimization algorithm is introduced in Paper III to improve the probability that an
emergency flow is delivered successfully within its deadline bound. The basic idea
of this algorithm is to enable each node along the emergency path to dynamically
adjust the limit of retransmissions in each hop, considering the link quality and the
remaining relative deadline. The optimization problem is formulated such that; the
transmission failure probabilities along the delivery path are minimized (objective
function), while guaranteeing the deadline bound (constraint). This leads to the for-
mulation of the following integer optimization problem

min
rj

H∑
j=1

p
rj
j

s.t.
H∑
j=1

rj ≤ D,

(3.4)
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Figure 3.14: E2E delay comparison for different refresh intervals.

where H denotes the number of hops to the DODAG root and pj is the probability
of a transmission failure in the j-th hop. D is the deadline bound for the triggered
emergency alarm normalized to the packet transmission time, where it is considered
that one transmission/retransmission trial takes one time slot duration in the TSCH
schedule. Since the objective function is strictly convex, it can be formulated as a
Lagrange dual problem [76], and be solved via the sub-gradient method using the
constant step size rule [77]. The optimization problem is solved at each node in the
delivery path of an emergency alarm as follows. The source node, i.e., the node
that generates the emergency alarm, solves the problem in (3.4) to find r∗1 for the
given values of H and D, while considering the default values of r2, r3, ..., rH . Each
next hop node solves the problem in (3.4) with the updated values of H = H−1 and
D = D−Ti, where Ti denotes the number of time slots spent to successfully transmit
the emergency packet from ni to ni+1. This is to consider for the remaining time until
the deadline of the emergency packet when estimating the value of r∗j . More details
on how the r∗1 using the Lagrangian duality can be found in Paper III.

The performance of REA-6TiSCH is compared with two scheduling modes of
Orchestra protocol: Orchestra Sender-Based slots (Orchestra-SB) and Orchestra
Receiver-Based slots (Orchestra-RB) [78]. Fig. 3.14 shows that the proposed REA-
6TiSCH manages to provide a steady and improved E2E delay for emergency data
for different refresh intervals compared to that in the Orchestra schemes. This is
primarily due to the feature of cell hijacking, which enables emergency alarms to
immediately take over the scheduled cells along the E2E delivery path to the sink
node, of which function is not defined in Orchestra.

Adopting the optimized retransmission scheme in REA-6TiSCH along with the
cell hijacking feature further improves the real-time performance of emergency traf-
fic in the 6TiSCH network as demonstrated by Fig. 3.15. As shown in Fig. 3.15(a),
REA-6TiSCH manages to deliver 95% of emergency packets on-time with 250 ms
deadline constraint, while almost all packets are delivered to the DODAG root on-
time within deadlines of 500 ms and 1 s. The on-time PDR decreases for the three
communication schemes as the number of hops increases. In Fig. 3.15(b), REA-
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Figure 3.15: On-time PDR comparison under different: (a) deadline constraints with 5 hops;
(b) number of hops with a deadline constraint of 500 ms.

6TiSCH still outperforms Orchestra-SB and Orchestra-RB by 150% and 227%, respec-
tively, with 9 hops network.
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Chapter 4

Improving Connectivity and
Communication Reliability in
6TiSCH Networks

This chapter discusses key limitations of the RPL standard to support connectivity
and reliability for both uplink and downlink routes in 6TiSCH networks. The chapter
also introduces a set of routing protocols to address these challenges and provide
answers to RQ 2.1, RQ 2.2 and RQ 2.3, which correspond to mobility, congestion
and downlink connectivity issues, respectively. Since RPL is the de-facto routing
protocol for 6TiSCH networks in IIoT, the proposed approaches are designed on the
basis of RPL specifications.

4.1 Mobility-Aware Routing

Many IIoT applications involve mobile nodes to cover a wide area of the industrial
location or collect information from hazardous spots. Moving nodes must maintain
connectivity with their parents to avoid QoS depredations due to frequent topology
changes. As shown in Fig. 4.1, a mobile node may move outside the communica-
tion range of both its parent and children. Upward (downward) traffic from the
children (parents) will be lost accordingly, which significantly degrades the reliabil-
ity and real-time communications in turn. The mobility issue in wireless networks
has been widely studied in Mobile Ad-hoc Networks (MANETs). Initially, the RoLL
group studied the possibility to adopt existing routing protocols for MANETs in mo-
bile IIoT networks [79]. Since routing requirements of conventional MANETs [79]
are different from those of industrial LLNs, the RoLL group concluded that these
protocols are inadequate to meet the specified routing requirements of LLNs in IIoT
applications. RPL considers Neighbor Unreachability Detection (NUD) [80] to deter-
mine if a neighbor is no longer reachable. A neighbor is considered reachable if the
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Figure 4.1: Mobility issue in an RPL-based network.

node has recently received a confirmation that packets recently sent to the neighbor
were received by its IP layer, or if a reachability confirmation is received as a reply
to a probing message. However, the NUD takes place after a number of packets
have already been lost, which adds to the delay and packet loss. As an answer to
RQ 2.1 Paper IV presents a reliable routing protocol for mobile 6TiSCH networks.
The proposed protocol comprises two parts, described in the following.

4.1.1 Motion Tracking and RANK Update

The first part aims to track the motion of mobile nodes to update the candidate par-
ent set and avoid network loops through a dynamic RANK update mechanism. The
movement status of a mobile node is estimated using the values of the Received Sig-
nal Strength Indicator (RSSI) embedded in the DAG metric container in DIO mes-
sages. The DIO receivers compares the recently received RSSI (RSSIr) with the one
received in the previous DIO (RSSI2) using a margin value δ as a hysteresis to ac-
count for the influence of channel fading on RSSI values, i.e. to decide if the RSSI
difference is either due to channel fluctuations or movement. If RSSIr < RSSIp + δ,
it means that the two nodes are moving away from each other, hence the receiver
increases its current RANK by the MinHopRankIncrease value [21] to avoid net-
work loops; that is the children of the receiver node no longer select it as a par-
ent. Otherwise, if RSSIr ≥ RSSIp + δ, it indicates that the nodes are moving
closer to each other, and the receiver sets its RANK as the transmitter RANK plus
MinHopRankIncrease, i.e. the sender can still be used as a potential parent.

4.1.2 Adaptive DIO Frequency

The second part introduces a dynamic adjustment of the DIO message frequency in
order to timely detect topology changes and decrease overhead. The main idea is to
adjust the DIO message interval according to the RANK updates; that is the lower
the RANK of the node the more frequent the transmission of DIO messages. Sending
DIO messages from lower RANK nodes is more important than sending them from
higher RANK nodes as it will help disconnected nodes to attach to parents faster. In
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Figure 4.2: Network performance comparisons with a mobility density of 75%: (a) PDR; (b)
average E2E delay; (c) network overhead.

that respect, a node adjusts its DIO interval IDIO as follows

IDIO = Imin +RANK × t, (4.1)

where RANK is its current RANK and t is the interval increment constant.

As demonstrated by the results in Fig. 4.2(a) and Fig. 4.2(b), the proposed
mobility-aware routing protocol attains improved PDR and E2E delay performance
under network scenarios of high density of mobile nodes compared to that of RPL
and the EC-MRPL approach in [81]. In addition, the adaptive DIO transmission
strategy relaxes the network overhead (number of transmitted DIO messages), and
in turn the energy consumption as depicted in Fig. 4.2(c).

4.2 Congestion Control and Traffic Differentiation in
6TiSCH Networks

RPL is primarily designed to handle reliable routing in LLNs under light traffic con-
ditions. However, in high traffic conditions, parent nodes are prone to congestion
problems, especially those close to the DODAG root. Experimental measurements
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Figure 4.3: Imbalanced 6TiSCH network scenario: (a) routing topology (b) LIFO queue model
of node F.

revealed that in high traffic scenarios, the main cause of packet loss is due to con-
gestion problems, i.e. buffer overflow [82]. However, it is not specified how to
detect and control congestion in 6TiSCH networks by the RPL standard. The OFs
defined in the RPL standard allow each node to select its preferred parent regardless
of the queue occupancy of neighbouring nodes. Even in light load scenarios, the low
rate traffic generated by each node can cause congestion at a particular part of the
network where the traffic is highly concentrated, e.g. a parent node serving large
number of children compared to other nodes. This in turn leads to an imbalanced
network as shown in Fig. 4.3(a). Node C is overloaded with children compared to
nodes A, B and D, which have the sameRANK. This in turn incurs a significant traf-
fic load at node E, the parent node of node C, which is responsible for forwarding
the traffic of more than 50% of the network size. Typically, LLN devices are resource-
constrained and have small queue sizes. These small queues start to overflow before
the congestion becomes heavy enough to be detected through the ETX and Trickle
timer. This issue is investigated in Fig. 4.4, which shows that queue losses constitute
the dominant part of packet losses compared to channel losses (almost 16%) even
in high traffic load conditions. The remainder of this section describes the conges-
tion control and traffic differentiation mechanisms proposed in Paper V to answer
RQ 2.2.

4.2.1 Congestion-Aware Parent Selection

The congestion control mechanism encompasses two stages. The first stage is to
detect the congestion at parent nodes through the monitoring of their queues oc-
cupancy state. This is done through the backlog factor BF (ni) that represents the
queue occupancy of a node ni. BF (ni) is defined as the ratio of the number of back-
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Figure 4.4: Packet loss under different traffic rates

logged packets in the output queue Q(ni) to the total queue size L(ni). The conges-
tion is detected once the Load-Balancing (LB)-criterion is satisfied, which is defined
as follows

max
{
BFmax, BF

[m+1]
max (ni)

}
> δ, (4.2)

where BFmax is the maximum backlog factor recognized for all parent candidates
of ni within the last m consecutive slotframes, BF [m+1]

max (ni) is the maximum backlog
factor of all parents of ni in the current slotframe and δ is the congestion threshold.
For further illustration, the maximum backlog factor of parent nodes recorded by
node ni within the jth slotframe is given as

BF [j]
max(ni) = max

pi∈Parent(ni)
{BF (pi)} .

Then, ni maintains these values and calculates the maximum for the recent m slot-
frames as follows

BFmax = max
j∈{1,2,...,m}

{
BF [j]

max(ni)
}
.

Finally, ni uses the sliding window to update BFmax for every slotframe, and selects
the maximum of these values and compares it with the congestion threshold δ as
given in (4.2).

Then, the node selects another non-congested parent using a modified parent
selection strategy based on the BF of its neighbours. A new routing metric RLB(pi)
to consider load balancing when selecting P ∗i

RLB(pi) = H(pi) + 1︸ ︷︷ ︸
RANK(pi)

+ETX(ni, pi) + λBF (pi), (4.3)

where λ is a weighting coefficient that controls the effect of BF (pi) on the parent
selection process. Since we have 0 ≤ BF (pi) ≤ 1, we should have λ > 1 for BF (pi)
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Figure 4.5: DODAG created by: (a) conventional RPL (b) RPL with congestion control.

to have a notable effect compared toH(pi) and ETX factors. Then, when a congestion
is detected, i.e. (4.2) is satisfied, a new parent P ∗i is selected as

P ∗i = min
pi∈Parent(ni)

{
RLB(pi)

}
. (4.4)

To avoid the thundering herd problem [83], a node chooses to change to a new parent
according to (4.4) with the following probability

Pswitch = max {Γ (BF (Pi)−BF (P ∗i )) , 0} , (4.5)

where 0 < Γ < 1 is a small coefficient that represents the node combativeness to
change its parent to avoid congestion.

4.2.2 Modified Trickle Timer

The backlog information is distributed via the DIO messages, which are transmitted
based on the Trickle timer. Unless a topology change occurs, or the node experiences
a change in its neighbour candidate set, DIO messages are transmitted with low fre-
quency, and this may cause the nodes to have inaccurate and outdated congestion
information, hence fail to achieve load balancing. Therefore, a modified Trickle reset
strategy is proposed, in which the Trickle timer interval is reset to its minimum value
if the node suffers a certain number of consecutive queue losses. Each node records
the number of queue losses within a predefined period, if the number exceeds a cer-
tain limit, the Trickle timer is reset. Therefore, the proposed reset strategy allows
the nodes to acquire the queue backlog information through the DIO messages in a
timely fashion to act hastily to congestion events, while keeping the DIO messages
overhead to a minimum. The adopted congestion control method ensures a bal-
anced network and fair load distribution among nodes as shown in Fig. 4.5. The
adopted parent selection mechanism manages to reduce the standard deviation of
the number of children per node from 1.6 to 0.73. Load balancing in turn enhances
the network performance in terms of PDR, as shown in Fig 4.6, which is the result of
mitigating queue losses due to congestion. With the adaptive parent selection mech-
anism and the modified Trickle timer, the proposed work achieves improved PDR
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Figure 4.6: PDR comparisons under different traffic rates.

Figure 4.7: The proposed multi-queue model: (a) sub-DODAG; (b) queue model of node B.

performance compared to that of the congestion control method (CoAR) proposed
in [84].

4.2.3 Multi-Queue Model and Priority-Based Routing

There is no mechanism defined in the 6TiSCH standard to consider packet priority
in RPL routing. A packet received by an intermediate node, i.e. parent node, is
placed in a single queue and scheduled for transmission to the next hop either in
LIFO or FIFO fashion without considering its criticality. Accordingly, critical pack-
ets, e.g. emergency packets may be blocked by the transmission of lower priority
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Figure 4.8: The CDF of the E2E delay of all traffic types: (a) CCTD; (b) CoAR.

Figure 4.9: Worst-case delay comparison of: (a) traffic in Q1; (b) traffic in Q2.

ones, hence violating their timing constraints. Considering the scenario in Fig. 4.3(b),
an emergency packet that arrives to the output queue of node F at time t = i is
blocked due to the transmission of the recently arrived regular packet, which may
cause the emergency packet to miss its deadline. Therefore, there is a need to con-
sider traffic differentiation at the routing level. The work in Paper V includes the
design of a multi-queue model to support traffic differentiation in 6TiSCH networks
in IIoT applications. The proposed model considers the traffic categories that coex-
ist in a typical mixed-criticality scenario as that introduced in Paper II. As shown
in Fig 4.7, based on its criticality, a classifier places the received packet in one of
three queues, Q1, Q2 and Q3, where Q1 includes the highest priority packets that
always transmitted first. The packets in Q1 and Q2 are ordered based on the Earliest-
Deadline-First (EDF) approach [63], while packets in Q3 are transmitted based on the
FIFO approach. This way, the proposed multi-queue model always ensures a priori-
tized routing for the critical data over the non-critical compared to the conventional
single-queue model as shown in Fig. 4.8, which shows the Cumulative Distribution
Function (CDF) of the E2E delay of all traffic types.
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Another important advantage of the proposed multi-queue scheme is that higher
priority data avoids the congestion problem. Critical traffic occurs occasionally,
hence Q1 and Q2 are likely less prone to congestion problems at parent nodes, which
in turn improves the reliable and real-time communication of the critical data even
under heavy traffic load of non-critical data. As shown in Fig. 4.9, the proposed
method ensures a steady and improved worst-case delay performance of the critical
traffic in Q1 and Q2 compared to RPL and CoAR. Moreover, the proposed model in-
cludes a detailed mathematical analysis of the average queuing time for each queue.
Further details can be found in Paper V.

4.3 Downlink Connectivity in Large-Scale 6TiSCH
Networks

Although several research efforts have been introduced to improve the uplink com-
munication in 6TiSCH networks, less attention has been given to the downlink com-
munication aspect. In practice, there is a downside in the specified MOPs in RPL to
support reliable downlink communications in large-scale 6TiSCH networks in terms
of connectivity, overhead and memory limitation. For the storing mode, in large-
scale 6TiSCH networks, storing the routing information would be too demanding
for the resource-constrained LLN devices, where a parent node might not have suf-
ficient space in its routing table to store routing information of some destinations in
its sub-DODAG. RPL defines an optional Acknowledgment (ACK) message (DAO-
ACK) to acknowledge the reception of the DAO [21]. An intermediate node replies
to the received DAO message with a rejection when it lacks space in its routing table,
leaving the DAO source unidentified to upper nodes including the DODAG root. In
RPL, it is not specified how to handle such rejection and in most cases the rejection
message is not even sent while the DAO message is just dropped silently. Accord-
ingly, several destinations and intermediaries will be unknown for the DODAG root
point of view, hence dropping all packets destined to unreachable nodes. Such be-
haviour, however, is not acceptable in industrial monitoring and control applications
where strict reliability and latency requirements are required. Most of the existing
works [85, 86] suggest using a hybrid approach of storing and non-storing MOPs,
which is not encouraged by the RPL standard [21].

The work in Paper VI proposes a Hybrid Subscription-Recovery (HyS-R) method
to maintain downlink connectivity and mitigate memory limitations in large-scale
6TiSCH networks. The proposed HyS-R comes into action when a node receives
a DAO rejection from its parent. This corresponds to the situation depicted in
Fig. 4.10(a) where node C announces itself as a possible destination by sending
a DAO message to its parent B. As B has available space to store C in its routing
table, it replies with a DAO-ACK to C. Then, B continues to announce C upward
by sending the DAO to A, however, the latter replies with a DAO rejection since
it has no space in its routing table to add the routing information of C. Hence, C
remains unreachable for the DODAG root, then our proposed HyS-R comes into
effect. The proposed method is based on a relief group that is used as alternative
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Figure 4.10: Example scenario of HyS-R: (a) successful registration of destinations at C; (b)
transmission to unknown packet through the relief group; (c) operation of the recovery phase.

Figure 4.11: The change of the relief group size over time during a 10-hour period with a
network size of 200 nodes

route to unreachable destinations in the network. An intermediate node subscribes
to the relief group when it fails to advertise a destination to its next-hop node.
When the DODAG root needs to send a packet destined to an unreachable node,
it forwards the packet to the relief group using its registered multi-cast address.
The packet is then picked-up by the member that has a route to the corresponding
destination. Once a destination is detected by one of the group members, the normal
unicast routing is resumed until the packet is finally received by its destination. An
example is shown by Fig. 4.10(b) where the DODAG root needs to transmit a packet
to node C, which is unreachable as its DAO advertisement was blocked by node A.
Instead of dropping the packet, the DODAG root transmits the packet to the relief
group using its unique multi-cast address. The packet is only processed by node B
as it has a marked entry that matches the original destination address embedded
in the packet. Then, node B resumes the unicast transmission by transmitting the
packet to the next hop defined in the routing table, which is node C. This way, the
subscription phase of HyS-R maintains downlink connectivity even for unreachable
destinations that have been rejected due to memory overflow. For the adopted
multi-cast function in HyS-R, the Stateless Multi-cast RPL Forwarding (SMRF)
protocol [87] can be used, which is already interoperating with RPL.

In addition, a recovery phase is introduced to to keep the number of the relief
group members and the communication traffic to a minimum. In the recovery phase,
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Figure 4.12: Performance comparisons: (a) downlink PDR; (b) average duty cycle; (c) effi-
ciency factor.

all members of the relief group seek to discover alternative DAO parents through
the multi-cast DIO messages. When a member of the relief group receives a DIO
message from a neighbour that has available routing memory, it sends a DAO mes-
sage to the DIO sender advertising one of its marked destinations. Upon receiving a
DAO-ACK, the corresponding advertised destination is unmarked. When the group
member manages to advertise all its marked entries, it leaves the relief group. There-
fore, the overall behaviour of the relief group follows a decreasing trend, where the
group size tends to decrease with time as depicted in Fig. 4.11. First, a high number
of nodes join the group when failing to forward DAO messages. Then, the number
decreases as nodes unsubscribe from the group as a result of finding alternative DAO
parents through the recovery phase. The size of the relief group may remain almost
stabilized for some time when one or more members fail to find neighbours with
available memory during the recovery phase. The adopted HyS-R manages to im-
prove the downlink PDR of both storing and non-storing MOPs of RPL in large-scale
6TiSCH networks as shown in Fig. 4.12(a), while Fig. 4.12(b) shows that it incurs an
increased duty cycle compared to the two modes of RPL, which is mainly due to
two reasons. First, the recovery phase in HyS-R introduces additional DAO trans-
missions, i.e. the node’s radio is activated for additional time. The second reason is
basically a direct consequence of the improved performance of the downlink PDR
as shown earlier by Fig. 4.12(a). HyS-R delivers more packets to more destinations
compared to RPL modes, hence, on average, a node stays active for a longer period
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than in conventional RPL modes, which have lower packet delivery performance.
Therefore, the increased duty cycle of HyS-R could be considered a reasonable price
to pay for the scalability of networks of memory-constrained devices. The trade-
off between the achieved reliability in the downlink connectivity and the incurred
energy consumption is further emphasized in Fig. 4.12(c) using the Efficiency Factor

Efficiency Factor =
downlink PDR

duty cycle
.

The potency of HyS-R is more influential for large-scale networks as shown by
Fig. 4.12(c) where the PDR improvement gained is much more than the duty cycle
cost. Indeed, this exactly coincides with the main goal of the work in Paper VI
to improve and maintain the downlink communications in large-scale 6TiSCH
networks as addressed in RQ 2.3.



Chapter 5

Summary of Publications

This chapter summarizes the papers associated with this thesis and presents some
of the limitations not covered in the papers.

Paper I

A Delay-Bounded MAC Protocol for Mission- and Time-Critical
Applications in Industrial Wireless Sensor Networks

Motivation and Contribution

IWSNs designed for time- and mission-critical applications require timely and
deterministic data delivery within stringent deadline bounds. This means that the
transmission of critical traffic, such as safety-related data, should be characterized
by a deterministic delay bound. In addition, another vital challenge is considered
to schedule the transmissions in emergency situations where multiple sensor
nodes are simultaneously triggered to send critical data to the controller within
different deadline bounds. The work in this paper presents a slot-stealing MAC
protocol to enable deterministic real-time communication for time-critical data in
IWSNs. Time-critical flows are deterministically scheduled by the controller node to
transmit critical data based on a dynamic deadline-aware schedule. The proposed
protocol is evaluated mathematically in terms of the transmission delay to give the
upper bound for the worst-case delay. Furthermore, the performance of SS-MAC is
compared with TDMA-based WSNs such as WirelessHART and the results show
that the proposed protocol improves the performance of time-critical applications in
terms of worst-case delay and channel utilization. Moreover, the proposed SS-MAC
is shown to be compliant with the existing industrial standards, e.g. WirelessHART.
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Novelty

The slot stealing mechanism has been addressed in many works in the litera-
ture, however, SS-MAC introduces the following novel features. First, while
most works consider scheduling only a single critical flow at a time, SS-MAC
deterministically schedules the transmission of multiple critical nodes that are
triggered simultaneously during a particular emergency situation. Second, SS-MAC
guarantees the required deterministic performance in time- and mission-critical
applications by providing an upper bound for the worst-case delay of critical data,
while previous works in the context of slot stealing mostly evaluate the performance
in terms of average delay, while overlooking the worst-case delay guarantee.

Limitation

The number of emergency nodes that can be handled is the main limitation of
the proposed solution. Using SS-MAC in large-scale networks is not efficient as it
may introduce high latency for critical nodes. In addition, the performance of the
proposed scheme has been evaluated under ideal assumptions of error-free channel
and perfect synchronization, which is considered unrealistic in real industrial
scenarios.

Author Contribution

Hossam Farag is the main author of this article and responsible for conceiving
the protocol idea and conducting the numerical evaluations. Hossam Farag wrote
the paper under the supervision of Prof. Mikael Gidlund and Dr. Patrik Österberg.
All authors contributed to address the comments of the reviewers during the
peer-review phase.

Paper II
Priority-Aware Wireless Fieldbus Protocol for Mixed-Criticality
Industrial Wireless Sensor Networks

Motivation and Contribution

Many IIoT applications involve mixed-criticality systems where different data
flows with different levels of criticality coexist and are characterized by different
requirements regarding delay and reliability. The fundamental problem in this
context is how to integrate these traffic classes in a disciplined way to meet their
respective requirements in a resource-constrained network. This paper introduces
a priority-aware wireless fieldbus, where each data flow is scheduled for channel
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access based on its criticality level using a distributed prioritized MAC mechanism
that ensures a guaranteed channel access for the most critical traffic over other traffic
types. A real-world scenario of plastic extrusion is used to elaborate the working
principle of the proposed protocol. The performance of the proposed protocol
was evaluated analytically and extensive simulations were conducted to prove the
analytical claims.

Novelty

The work in this paper presents a comprehensive performance assessments of
the proposed protocol to validate the mathematical model and evaluate its ef-
fectiveness under different performance metrics. Although several works in the
literature addressed traffic differentiation in mixed-criticality systems, the work in
this paper is the first to: 1) provide a deterministic channel access and conflict-free
transmissions for multiple safety-critical flows that are generated simultaneously,
2) propose a novel random CCA mechanism to mitigate the collision probability of
contending acyclic control traffic.

Limitation

The main limitation of this work is the assumption of having transmission er-
rors only due to collision, while not considering other factors, such as fading and
interference, that have a direct effect on the latency and real-time performance.
Moreover, the proposed solution is limited to mixed-criticality applications realized
with 2-hop IWSNs.

Author Contribution

Hossam Farag conceived the proposed protocol, developed the analytical model
and conducted the simulations. The paper was written by Hossam Farag and Prof.
Emiliano Sisinni. Prof. Mikael Gidlund and Dr. Patrik Österberg helped to review
the paper. All authors contributed to address the comments of the reviewers during
the peer-review phase.

Paper III
REA-6TiSCH: Reliable Emergency-Aware Communication Scheme for
6TiSCH Networks

Motivation and Contribution

The IEEE 802.15.4e TSCH mode along with the Track concept in in 6TiSCH
networks manage to provide reliable and deterministic performance of the non-
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critical periodic traffic. However, there is no mechanism defined to enable timely
delivery of the acyclic critical data. Moreover, adopting the conventional fixed
retransmission approach cannot guarantee real-time communication for such traffic.
The work in this paper introduces a priority-based channel access method to incor-
porate the unpredictable emergency alarms in 6TiSCH networks. To further improve
the transmission reliability, a distributed optimization algorithm is proposed to
improve the probability that an emergency flow is delivered successfully along its
predefined path within its deadline bound.

Novelty

Whereas most existing works focus on constructing and maintaining the TSCH
schedule, to the best of the author’s knowledge, the work is considered the first
effort to investigate the problem of optimizing the retransmission limit to ensure
reliable and real-time communications for emergency traffic in 6TiSCH networks.

Limitation

Although the proposed optimized retransmisison scheme improves the trans-
mission reliability, it has a direct effect on the predictability and determinism of the
critical data. The investigation of such effect is the major limitation of this work.

Author Contribution

Hossam Farag conceived the idea of the paper, developed the mathematical
formulas, and conducted the simulation results. Hossam Farag wrote the paper in
collaboration with Simone Grimaldi. Prof. Mikael Gidlund and Dr. Patrik Österberg
had a supervisorial role and helped to review the paper writing. All authors
contributed to address the comments of the reviewers during the peer-review phase.

Paper IV
RMA-RP: A Reliable Mobility-Aware Routing Protocol for Industrial
IoT Networks

Motivation and Contribution

Movements of mobile nodes in IIoT applications degrades the network perfor-
mance in terms of reliability and delay where the node is likely to lose connectivity
with its parent. There is no mechanism in RPL that is exclusively designed to sup-
port mobility in a reliable fashion. The work in this paper presents a mobility-aware
routing protocol to support node mobility in IIoT networks. The proposed routing
approach utilizes a dynamic motion detection mechanism based on the link quality
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to cope with topology changes by updating next-hop nodes. Moreover, an adaptive
timer is introduced to manage the transmission rate of control messages in order to
decrease the network overhead and in turn the energy consumption.

Novelty

The novel feature of this work is the dynamic adjustment of the RANK value
according to the estimated motion direction of mobile nodes. This information
is utilized to adjust the RANK to avoid network loops. Moreover, unlike other
complex approaches described in the literature, this work introduces a simple and
RPL-compliant routing approach that can be directly adopted in existing 6TiSCH
networks.

Limitation

The proposed routing approach is mainly based on the RSSI values to deter-
mine the movement of mobile nodes. This could be a limitation to the proper
functionality of the proposed method, as the RSSI is very sensitive to channel
fluctuations and interference from the surrounding wireless systems. Inaccurate
RSSI values may lead to improper parent selection and RANK computation.

Author Contribution

Hossam Farag is the main author of the paper and responsible for conceiving
the proposed approach, writing the paper and conducting the simulation results.
Prof. Mikael Gidlund and Dr. Patrik Österberg had a supervisorial role and helped
to review the paper writing.

Paper V
Congestion Control and Traffic Differentiation for Heterogeneous
6TiSCH Networks in IIoT

Motivation and Contribution

RPL is mainly designed to handle light traffic conditions in 6TiSCH networks.
However, parent nodes are prone to congestion problems, especially those close
to the DODAG root. Moreover, there is no explicit strategy in RPL to prioritize
the transmission of different traffic types in 6TiSCH networks according to their
corresponding criticality. The work in this paper extends the working principle of
RPL to support fair load distribution and traffic differentiation in 6TiSCH networks.
The congestion is detected through monitoring and sharing the status of the queue
backlog among neighbour nodes. We define a new routing metric that considers
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the queue occupancy when selecting a new parent node in congestion situations.
In addition, the work presents a multi-queue model to provide prioritized data
transmission at the routing level for critical data over the non-critical data. Each
traffic type is placed in a separate queue and scheduled for transmission based
on the assigned queue priority, where critical data is always transmitted first. In
addition, a stochastic mathematical model is introduced to formulate the average
queue waiting time of the proposed multi-queue model.

Novelty

The work proposes a novel parent selection mechanism for RPL-based net-
works that considers hop-distance, link quality and queue occupancy. In addition,
the proposed work presents a probabilistic parent selection strategy to mitigate
the thundering herd problem, which is overlooked in existing works dealing with
congestion in 6TiSCH networks. Moreover, to the best of the author’s knowledge,
this is the first effort to address traffic differentiation in 6TiSCH networks.

Limitation

The major limitation of this work is the assumption of a smooth and successful
transmission of the backlog information through DIO messages among neighbour
nodes, which is not the case in real scenarios. Failing to receive the DIO message
may affect the the performance of the proposed congestion control mechanism. In
addition, the paper lacks an analysis of the incurred energy consumption due to
additional overhead.

Author Contribution

Hossam Farag conceived the idea of the paper, developed the mathematical
formulas, wrote the paper, and conducted the simulation results. Prof. Mikael
Gidlund and Dr. Patrik Österberg had a supervisorial role and helped to review the
paper content and address the comments from reviewers.

Paper VI
HyS-R: A Hybrid Subscription-Recovery Method for Downlink Con-
nectivity in 6TiSCH Networks

Motivation and Contribution

Reliable downlink communications are essential in IIoT applications where
control and actuation commands are sent from the DODAG root to other nodes to
maintain system stability and achieve the application objective. RPL in its current
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definition is inefficient to support reliable downlink communications in terms of
scalability and memory requirements leading to significant degradation in network
performance. The work in this paper introduces a hybrid subscription-recovery
method to maintain downlink connectivity and mitigate memory limitations in
large-scale 6TiSCH networks. A special multi-cast group, relief group, is used
as an alternative route for the DODAG root to reach unknown destinations. The
group includes all nodes that received rejection for their unicast DAO messages. To
limit the group size and communication overhead, each node in the group seeks to
find an alternative DAO parent through the DIO messages sent by its neighbours.
The obtained results demonstrate that the proposed method achieves significant
improvements in the downlink connectivity compared to that of RPL storing and
non-storing modes with a marginal energy cost.

Novelty

The work proposes a novel downlink routing strategy for unreachable nodes
based on the current specifications of RPL. While most existing works focus on
optimizing uplink communications in RPL, this work is considered one of the few to
improve downlink communications against memory limitation issue in large-scale
6TiSCH networks.

Limitation

Although the work defines the working principle of the subscription phase, it
lacks a definition of the multi-cast protocol that controls the communications within
the relief group. Moreover, the paper relies on a simplified model to evaluate the
energy consumption of the proposed model, which might not reflect actual results
of the energy cost.

Author Contribution

Hossam Farag is the main author of the paper and responsible for conceiving
the proposed approach, writing the paper and conducting the simulation results.
Prof. Mikael Gidlund and Dr. Patrik Österberg had a supervisorial role and helped
to review the paper writing.
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Chapter 6

Conclusions and Future Work

The work in this thesis focuses on wireless communication of IWSNs in the IIoT with
a specific interest in PA applications. For several IIoT applications, failing to sat-
isfy the strict reliability and timing requirements could lead to production loss and
safety-related issues. The main objective of this thesis is to push the current IWSN
technology to support reliable and real-time communications for critical traffic in PA
applications within the IIoT. To approach the main objective, this work introduces a
set of solutions for improving the real-time delivery of critical data, supporting traf-
fic differentiation in mixed-criticality systems and improving the E2E reliability of
packet delivery. The proposed solution space spans the data-link (TDMA and TSCH
modes) and network (RPL routing) layers within the protocol stack of the IWSN.
Analytical models and discrete-time simulations are used to evaluate the proposed
solutions along with performance comparisons with the most related works.

6.1 Research Questions and Contributions: A Recap

The first research goal in this thesis is addressed by introducing a set of scheduling
and MAC-based solutions. Research Question 1.1 investigates how to develop a
deterministic and timely channel access for unpredictable critical flows along with
efficient channel utilization, which cannot be achieved using the conventional time-
slotted access adopted by the industrial standards. The work in Paper I, answers
Research Question 1.1 by proposing a slot-stealing MAC protocol that provides a
deterministic and prioritized communication for concurrent critical flows through a
dynamic deadline-aware scheduling. The obtained results show that the proposed
solutions guarantees a bounded delay for critical traffic and achieves efficient chan-
nel utilization in single-hop IWSNs. Research Question 1.2 investigates how to en-
able traffic differentiation in mixed-criticality systems while ensuring reliable and
real-time wireless communications for critical traffic. To answer this question, the
work in Paper II extends the idea of slot stealing by introducing a priority-aware
wireless fieldbus protocol to handle different data flows in mixed-criticality indus-

61



62 Conclusions and Future Work

trial applications. Traffic differentiation is enabled using a distributed priority-based
channel access mechanism where each data flow is scheduled for channel access
based on its criticality level, where the highest priority is given to safety-critical traf-
fic. Additionally, a novel random Clear Channel Assessment (CCA) mechanism is
proposed to enable a reliable and low delay channel access for the acyclic control
traffic. Different performance assessments are provided, that demonstrate the ef-
fectiveness of the proposed approach compared with related work. The proposed
contributions in Paper I and Paper II consider collision as the only source of trans-
mission failure. The research problem of improving the real-time delivery of critical
traffic considering unreliability of wireless links in IIoT is investigated in Research
Question 1.3. To answer this question, Paper III introduces a distributed optimiza-
tion algorithm to support real-time communications of emergency alarms in 6TiSCH
networks. The proposed algorithm aims to optimize the retransmission limit such
that the probability of emergency data being successfully delivered within the spec-
ified deadline is maximized. Moreover, the work defines a strategy to incorporate
emergency traffic to the TSCH schedule in 6TiSCH networks, which is considered as
another potential contribution to Research Question 1.1.

The second research goals is addressed by proposing a set of efficient RPL-based
routing approaches to improve reliability and real-time performance of uplink and
downlink communications. The problems of poor connectivity and degraded rout-
ing reliability in mobile-6TiSCH networks are formulated in Research Question 2.1.
Paper IV answers this questions by introducing a reliable mobility-aware routing
protocol that adopts a dynamic motion detection mechanism based on the link qual-
ity to cope with topology changes. The obtained results show that the proposed
routing approach maintains robust connectivity and improved packet delivery and
E2E delay performance. Research Question 2.2 investigates how to alleviate the
congestion problem to improve network performance in heavy traffic scenarios in
6TiSCH networks. A congestion detection and control approach is proposed in Pa-
per V, which adopts a novel parent selection strategy to achieve load balancing and
improved packet delivery performance in 6TiSCH networks. The simulations re-
sults demonstrate that the proposed work manages to improve packet delivery per-
formance and reduce queue losses under heavy traffic scenarios, thus answering
Research Question 2.1. Moreover, the work adopts a multi-queue model to support
traffic differentiation at the routing level in 6TiSCH networks, hence providing a
potential contribution to Research Question 1.2. Finally, since supporting down-
link communications for control traffic is a non-trivial task within IIoT, a hybrid
subscription-recovery method is proposed in Paper VI to maintain downlink con-
nectivity against routing memory limitations in large-scale 6TiSCH networks. As
demonstrated by the obtained results, the proposed method maintains robust down-
link connectivity and improved packet delivery performance compared to RPL stor-
ing and non-storing modes, hence Paper VI answers Research Question 2.3.

To this end, the contributions included in this thesis provide solutions to the for-
mulated research questions, hence approaching the overall research objective. Al-
though the work in this thesis is mainly tailored to PA scenarios in IIoT, the pro-
posed solutions or parts thereof can be applied to improve the QoS of wireless com-
munications in other domains. This because the proposed solutions are based on
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the rigorous requirements of the industrial domain, and would have better perfor-
mance (delay and reliability) considering other applications and environments that
are generally less severe than the industrial domain.

6.2 Ethical and Societal Considerations

Throughout the research work in this thesis, the author has attempted to be as critical
as possible towards positive results, and express the results in a manner that does
not market their contribution beyond their evaluated scope. Safety of humans and
environment is an important ethical issue related to this work. Failing to satisfy
the stringent timing and reliability requirements of safety-critical functions could
result in dangerous consequences. Stringent regulations for health, safety, and the
environment are now being enforced in many countries. These regulations require
continuous monitoring of safety for workers at a plant so that help can be dispatched
on time to prevent disastrous consequences that could endanger human lives, e.g.
fires, explosions, leakage of poisonous gases. Moreover, issues of security have not
been addressed in the thesis. No intentional intrusion has been assumed to have
occurred. A launched product, however, requires an integration of the proposed
solutions together with a security mechanism.

As a societal effect, the ubiquity of new technology, e.g. IoT and IIoT, every-
where in our surroundings has been a trigger for revolutionary applications that are
beneficial for individuals, cooperations and governments. New jobs, industries, and
economic models will emerge, and daily life will be changed in profound ways, al-
lowing humans and machines to interact in unprecedented and unanticipated ways,
and perhaps replace the human workforce. This rise of workplace automation in its
many forms has the potential to vastly improve productivity and augment the work
of human employees. Automation technology can help remove the burden of repet-
itive administrative work and enable employees to focus on solving more complex
issues while reducing the risk of error and allowing them to focus on value-added
tasks. However, as a side effect, this could lead to displace workers from specific
tasks that have been automated as a result of current and presumed technological
advances.

6.3 Future Work

The work of this thesis can be further extended in many directions considering the
limitations mentioned in Chapter 5. Since, the scheduling methods proposed in Pa-
per I, Paper II and Paper III are based on the time-slotted channel access, precise
time synchronization between sensor nodes need to be adopted. Instead of relying
only on the RSSI metric, efficient and timely channel assessment algorithms can be
proposed to improve the motion detection strategy introduced in Paper IV. More-
over, the scheduling (link-layer) and routing (network layer) solutions proposed in
this work can be integrated together in a cross-layer framework to further improve
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the network performance and address the limitations introduced earlier.

A major limitation of the conducted research is the lack of experiments and real
deployments of the proposed solutions. The effectiveness of the proposed work in
this thesis has been proved through different performance metrics obtained from
extensive discreet-time simulations. The author was very careful to select the simu-
lation parameters to mimic the industrial environment as far as possible. However,
an important next step is to conduct experiments and real deployment of the pro-
posed approaches to obtain an idea of their potential performance under real harsh
channel conditions in the industrial settings.

Another important future direction to consider is the integration of 5G networks
in industrial applications. 5G technology has a great potential to serve time- and
mission-critical applications in IIoT through its main service categories: enhanced
mobile broadband (eMBB), massive machine type communication (mMTC) and
ultra-reliable low latency communication (URLLC). The theoretical expectation is
that 5G should support 1 ms E2E latency for industrial applications. Practically,
considering the law of physics, it is hard to achieve this latency requirement to
enable remote control-by-cloud scenarios. More research, mostly within the physical
layer, needs to be done to investigate the possibility of achieving E2E latency as
close to 1 ms as possible. In addition, there are many challenges to be investigated
to unleash the potential of 5G in the industrial sector including but not limited
to: 1) the design of lightweight E2E network slicing solutions to meet the specific
requirements of an application, 2) adopting optimized radio resource allocation
techniques for industrial control applications. Moreover, recent promising technolo-
gies such as cognitive radio can be integrated with IWSNs to form an intelligent
framework that can adapt the network performance in an efficient way to meet the
strict requirements of time- and mission-critical applications.
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[46] X. Vilajosana, T. Watteyne, M. Vučinić, T. Chang, and K. S. J. Pister. 6tisch:
Industrial performance for ipv6 internet-of-things networks. Proceedings of the
IEEE, 107(6):1153–1165, 2019.

[47] Q. Wang, X. Vilajosana, and T.Watteyne. 6tisch operation sublayer (6top) proto-
col (6p)”. RFC 8480, 2018.

[48] X. Vilajosana and K. Pister. Minimal 6tisch configuration. Configuration-draft-i-
etf-6tisch-minimal-00, IETF, 2013.

[49] P. Thubert, M. R. Palattella, and T. Engel. 6tisch centralized scheduling: When
sdn meet iot. In 2015 IEEE Conference on Standards for Communications and Net-
working (CSCN), pages 42–47, 2015.

[50] N. Accettura, E. Vogli, M.R. Palattella, L.A. Grieco, G. Boggia, and M. Dohler.
Decentralized traffic aware scheduling in 6tisch networks: Design and experi-
mental evaluation. IEEE Internet of Things Journal, 2(6):455–470, 2015.

[51] B. Mohamed and F. Mohamed. Qos routing rpl for low power and lossy net-
works. International Journal of Distributed Sensor Networks, 11(11):1–10, 2015.

[52] A. Conta, S. Deering, and E.M. Gupta. Internet control message protocol
(icmpv6) for the internet protocol version 6 (ipv6) specification. RFC 4443, 2006.

http://en.hartcomm.org/hcp/tech/aboutprotocol/aboutprotocol_what.html
http://en.hartcomm.org/hcp/tech/aboutprotocol/aboutprotocol_what.html
https://isa100wci.org/


BIBLIOGRAPHY 69

[53] Oana Iova, Fabrice Theoleyre, and Thomas Noel. Using multiparent routing in
rpl to increase the stability and the lifetime of the network. Ad Hoc Networks,
29:45 – 62, 2015.

[54] P. Thubert. Objective function zero for the routing protocol for low-power and lossy
networks (rpl). IETF RFC 6552, 2012.

[55] O. Gnawali and P. Levis. The minimum rank with hysteresis objective function. IETF
RFC 6719, 2012.

[56] J. Tripathi, J. de Oliveira, and J.-P. Vasseur. Performance evaluation of the routing
protocol for low-power and lossy networks (rpl). IETF RFC 6687, 2012.

[57] P. Levis, T. Clausen, J. Hui, O. Gnawali, and J. Ko. The trickle algorithm. IETF
RFC 6206, 2011.

[58] Petcharat Suriyachai, James Brown, and Utz Roedig. Time-critical data delivery
in wireless sensor networks. In Distributed Computing in Sensor Systems, pages
216–229, Berlin, Heidelberg, 2010. Springer Berlin Heidelberg.

[59] W. Gharibi, M. Aalsalem, W. Z. Khan, N. Armi, and W. Ghribi. Monitoring
gas and oil fields with reliable wireless sensing and internet of things. In 2017
International Conference on Radar, Antenna, Microwave, Electronics, and Telecommu-
nications (ICRAMET), pages 188–191, 2017.

[60] W. Shen, T. Zhang, F. Barac, and M. Gidlund. Prioritymac: A priority-enhanced
mac protocol for critical traffic in industrial wireless sensor and actuator net-
works. IEEE Transactions on Industrial Informatics, 10(1):824–835, 2014.

[61] Bo Li, Lanshun Nie, Chengjie Wu, Humberto Gonzalez, and Chenyang Lu.
Incorporating emergency alarms in reliable wireless process control. In Pro-
ceedings of the ACM/IEEE Sixth International Conference on Cyber-Physical Systems,
page 218–227, 2015.
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