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Abstract 
Electronics for automotive needs to be able to handle different situations 

that can occur on the power line, such as high voltage transients. ISO-

16750 and ISO-7637 describes different pulses and tests a system needs to 

be able to handle. This report compares three different protection circuits 

that can output +5V and +12V built for low power devices. The circuits 

use different techniques for protection, one that uses TVS diodes, another 

that uses a voltage regulator IC with built in protection. The last protec-

tion uses P-channel MOSFET’s for protection. The circuits are compared 

against protection, price and leakage current. The most relevant transi-

ents to test a system against are decided to be pulse1, pulse 2a and load 

dump. A pulse generator consisting of a pulse shaping network and a 

common drain amplifier is used to create the test pulses. The result shows 

that all the circuits could protect against pulse 2a and load dump. How-

ever, all the circuits did fail against pulse 1 due to an undersized diode 

for negative voltage protection. The leakage current did not exceed 4µA 

for two of the circuits in the temperature interval of -40°C to +100°C. All 

the circuits started to have high leakage current when the temperature 

got up to +150°C. The price for the circuits didn’t differ that much, all the 

circuits cost below 3 US-dollar per circuit when making 10 000 circuits. 

The conclusions that could be made of the results are that all the circuits 

could protect against pulse 1, pulse 2a and load dump if correct diode is 

used for negative voltage protection. The protection that builds on P-

channel MOSFET’s should be the best choice for low power devices due 

to its low leakage current and potential for low cost. The disadvantage is 

the complexity and number of components needed for the circuit. The 

TVS diodes should be used if low complexity and low number of compo-

nents is preferred. The disadvantage is that TVS diodes gets hot if a load 

dump is applied and the interval between stand-off voltage and maxi-

mum clamping voltage is quite high. The study also shows that there are 

cheaper solutions than using TVS diodes.           

Keywords: Automotive, protection circuit, Load dump, pulse 1, pulse 

2a, ISO 16750, ISO 7637, voltage transients, double exponential transi-

ent, pulse generator.   
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Terminology 

Abbreviations and acronyms 

Ua Normal voltage  

Us Peak voltage 

tr Rise time 

tf Fall time 

td Duration time 

Ri In series resistor 

TVS Transient Voltage Suppression diode 

µC Microcontroller 

ISO International Organization for Standardization 

V Voltage 

A Electrical current  

Ω Ohm 
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1 Introduction 
The automotive industry is a one of the largest markets that many find 

great interest in. There is a lot of development done in the area to make 

more efficient motor vehicles with smart functions and high standards.  

Today’s vehicles have a lot of electronics installed for controlling all 

kind of things like the vehicles engine, ventilation, lights, windows, 

airbags and much more. The electrical systems that are installed in a 

vehicle must be reliable and not fail. The technology in vehicles get 

more advanced each year, due to the vehicles getting smarter with 

functions like self-driving and auto-stop. So, more electronics are 

installed which makes it more important that the electronics are reliable. 

Motor vehicles are one of the toughest environments in which 

electronics can be mounted due to high temperature variation, 

vibrations, dirt, water, chemicals, electrical interference and mechanical 

loads. So, the automotive industry has high requirements on the 

electrical systems installed in vehicles. The electrical systems that are 

used shall also be as small as possible due to space limits and the weight 

shall be as small as possible. To make the electrical systems slim, smaller 

packages are used for the electronics. This makes the electronics more 

sensitive against electromagnetic interference and high voltage 

transients.[1][2]  

1.1 Problem formulation 

One of the most threatening interferences are the high voltage transients 

that can occur on a vehicles battery supply line. The supply line is con-

taminated with these transients due to variation in current in combination 

with inductance. The change in current happens due to activation/deacti-

vation of different loads, and the inductance can be the load itself like 

alternator, electrical motor, relay or it can be the wiring harness. The high 

voltage transients that can occur happens for a short amount of time, and 

the transients have enough with energy to damage the electrical systems 

connected to the battery supply line. The two international standards 

ISO-16750-2 and ISO-7637-2 explains the different transients that can oc-

cur and why they occur, they also explain the test requirements a system 

needs to pass. These transients cause problems because protection is 

needed for the electricals systems so it doesn’t get damaged, and all of 

this increses complexity, number of components, price, size and weight 

to the systems.[1][2][3]  
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1.2 Overall aim  

The overall aim with this study is to compare different supply circuits 

with protection against the toughest transients that can occur on the 

battery supply line in a motor vehicle. The study should give a 

contribution to how protection can be designed for systems for 

automotive purposes, and the study should also show the importance of 

protection for electronics installed in motor vehicles.         

1.3 Scope 

Since the study is to be carried out for only 20 weeks, the work has been 

limited. The limitations that have been made are listed below: 

• Only the international standards ISO-16750-2 and ISO-7637-

2 will be used in the study to investigate the transients 

that can occur in motor vehicles.  

• The transients that can occur in a motor vehicle will only be 

investigated for a +12V system. 

• Only three different suggestions of protection that uses 

different techniques will be designed.  

• The circuits shall be designed for low power devices such 

as sensors. 

 

1.4 Concrete and verifiable goals  

The goals with this study are listed below: 

• Investigate the toughest and most relevant transients that 

could damage an electrical system. 

• Design three different solutions that could protect against 

the toughest high voltage transients. 

• Realize the different solutions and verify the functionality 

of the protection.  

• Compare the different solutions against functionality, price 

and leakage current.   
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1.5 Outline  

The report has been divided into seven chapters’ introduction, theory, 

method, implementation, results and conclusions. The first chapter is 

introduction that gives the background information of the study. The 

second chapter is theory that gives all the necessary information to 

understand the report. The third chapter is method that goes through 

the chosen method for this study. The fourth chapter is implementation 

that give information of how the work has been implemented. The fifth 

chapter is result that shows all the result of the tests. The sixth chapter is 

discussion where discussions are made on the whole study. The final 

chapter is conclusion, which provides information on which conclusions 

can be made from the results. References and appendixes can be found 

in the end of the report.    

1.6 Contributions 

All the research has been conducted by the author himself along with 

the content.  
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2 Theory 
This chapter gives the necessary theory to understand this report. The 

theory is divided into four subchapters that gives information about 

different electrical contaminations that can occur on a vehicles +12V 

battery supply line according to ISO-16750 and ISO-7637, like high 

voltage transients. It’s also explained why these transients occur and 

how they could be made. The importance of low leakage current is also 

explained and some related work to the subject is addressed. 

2.1 ISO-16750 and ISO-7637 

Two international standards that have been developed for automotive 

electrical systems are ISO-16750 and ISO-7637. These two standards 

describe different requirements an electrical system must pass before it 

is approved for automotive. The vehicle manufacturer usually sets their 

own standard on the electronics that normally is a bit stricter than the 

ISO standards. The different loads a system must pass are listed 

below.[2][3] 

• Electrical 

• Mechanical 

• Climate 

• Chemical 

 

A system must be tested for all the different loads to be approved for au-

tomotive. Each of these loads consist of several tests that a system must 

pass a certain class for each test. The classes describe how a system should 

act under and after a test. The different classes are listed and described 

below.[4][5] 

• Class A – “All functions of the device/system perform as 

designed during and after the test.”[4][5] 

• Class B – “All functions of the device/system perform as 

designed during the test. However, one or more may go 

beyond the specified tolerance. All functions return 

automatically to within normal limits after the test. 

Memory functions shall remain Class A.”[4][5] 

• Class C – “One or more functions of a device/system do not 

perform as designed during the test but return 

automatically to normal operation after the test.”[4][5] 
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• Class D – “One or more functions of a device/system do not 

perform as designed during the test and do not return to 

normal operation after the test until the device/system is 

reset by simple “operator/use” action.”[4][5] 

• Class E – “One or more functions of a device/system do not 

perform as designed during and after the test and cannot 

be returned to proper operation without repairing or 

replacing the device/system.”[4][5] 

 

One challenging task when designing electrical systems for automotive is 

the electrical loads that can occur in a vehicle. The main supply line of a 

vehicle can vary a lot in voltage due to conductive interference, load 

changes and installation/user mistake. Some of the different electrical 

loads and tests related to the main supply line that a system needs to 

withstand according to ISO 16750-2 and ISO 7637-2 are listed be-

low.[5][6][7] 

• ISO 7637-2:2011- Pulse 1 – This pulse is occurring when the 

supply line is disconnected from an electrical system that 

has an inductive load connected in parallel with the 

system. The shape of the pulse can be seen in figure 1 

below.[5][6]  

 
Figure 1: Illustration of pulse 1.[5] 

The parameters for a +12V system test pulse are given in 

table 1 below. The test shall be performed by applying a 

minimum of 500 pulses.[5] 
Table 1: Parameter values for pulse 1.[5][6] 

Parameter (Unit) +12V system 

Ua (V) +13.5±0.5 

Us (V) -75 - -150 
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Ri  (Ω) 10  

tr   (µs) 0.5 - 1 

td  (ms) 2  

t1   (s) >0.5  

t2   (ms) 200 

t3   (µs) <100 

 

• ISO 7637-2:2011- Pulse 2a – This pulse simulates voltage 

transients that can occur when sudden changes of current 

happens for a device connected in parallel with a system. 

The pulse occurs due to the inductance in the wiring 

harness. The pulse can be seen in figure 2 below. [5][6]   
 

 
Figure 2: Illustration of pulse 2a.[5] 

 The parameters for the pulses are given in table 2 below. This test    

 shall be performed by applying a minimum of 500 pulses.[5] 

 
Table 2: Parameters values for pulse 2a.[5][6] 

Parameter (Unit) +12V system 

Ua (V) +13.5±0.5 

Us (V) +37 - +112 

Ri  (Ω) 2 

tr   (µs) 0.5 - 1 

td  (ms)  0.05 

t1  (s) 0.2 - 5 

 

• ISO 7637-2:2011- Pulse 2b – This pulse should simulate the 

situation when DC motors acts as a generator after the 

ignition switch has been turned off. The shape of the 

pulse can be seen in figure 3 below.[5][6] 
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Figure 3: Illustration of pulse 2b.[5] 

 

The parameters for pulse 2b are given in table 3 below. This test  

shall be repeated a minimum of 10 times.[5] 

 
Table 3: Parameter values for pulse 2b.[5][6] 

Parameter (Unit) +12V system 

Ua  (V) +13.5±0.5 

Us  (V) 10 

Ri   (Ω) 0 - 0.05 

t12 (ms) 1±0.5 

t6   (ms) 1±0.5 

tr   (ms) 1±0.5 

td  (s)  0.2 – 2 

 

• ISO 7637-2:2011- Pulse 3a – These bursts of pulses 

simulates the negative transients that can occur due to 

switching processes, such as switches and relays. These 

pulses are influenced by the wiring harness capacitance 

and inductance. Figure 4 shows an illustration of the 

transient. [5][6]  
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Figure 4: Illustration of pulse 3a.[5] 

The parameters for the pulses are given in table 4 below. 

This test shall be performed by applying the pulses for 

one hour.[5] 

 
Table 4: Parameter values for pulse 3a.[5][6] 

Parameter (Unit) +12V system 

Ua (V) +13.5±0.5 

Us (V) -112 - -220 

Ri  (Ω) 50 

tr   (ns) 5±1.5 

td  (ns) 150± 45 

t1  (µs) 100 

t4  (ms) 10 

t5  (ms) 90 

 

• ISO 7637-2:2011- Pulse 3b - These bursts of pulses 

simulates the positive transients that can occur due to 

switching processes, such as switches and relays. These 

pulses are influenced by the wiring harness capacitance 

and inductance. Figure 5 shows an illustration of the 

transient. [5][6] 
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Figure 5: Illustration of pulse 3b.[5] 

The parameters for the pulses are given in table 5 below. 

This pulse shall also be tested by applying the pulses for 

one hour.[5] 

 
Table 5: Parameter values for pulse 3b.[5][6] 

Parameter (Unit) +12V system 

Ua (V) +13.5±0.5 

Us (V) +75 - +150 

Ri  (Ω) 50 

tr   (ns) 5±1.5 

td  (ns) 150±45 

t1  (µs) 100 

t4  (ms) 10 

t5  (ms) 90 

 

• ISO 16750-2:2012- 4.2 - Direct current supply voltage - 

This test is to test a systems functionality for the 

minimum and maximum voltage. The voltages are 

divided in different codes as can be seen in table 6. [5][7]  

 
Table 6: Voltage interval for different codes.[5][7] 

Code Usmin (V) Usmax (V) 

A 6 16 

B 8 16 
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C 9 16 

D 10.5 16 

The test should be performed with in the operating 

temperature that are specified in ISO 16750-4. The system 

should pass class A for the decided code that it shall 

handle. [5][7] 

• ISO 16750-2:2012- 4.3 Overvoltage -The overvoltage test 

consists of two tests for a +12V system. The first test is to 

apply +18V to all relevant inputs to the system, and the 

system shall have a temperature that is 20°C below the 

maximum operating temperature. The system shall be 

tested for 60min in this condition and pass minimum class 

C. The second test is to apply 24V for 60±6 seconds in 

room temperature. The systems functionality shall 

minimum pass class D.[5][7]  

• ISO 16750-2:2012- 4.4 Superimposed alternating voltage -

This test should simulate a residual alternating current. 

The test shall be performed by applying an alternating 

voltage with a sweep between 50 Hz – 25k Hz. A system 

shall pass class A during this test.[5][7] 

• ISO 16750-2:2012- 4.5 Slow decrease and increase of 

supply voltage - This is to simulate a discharge and 

recharge of a battery. The voltage shall start on the 

minimum supply voltage then have a decrease rate of 

0.5±0.1V/min to 0V and then be increased with the same 

rate to the minimum supply voltage. The system shall 

minimum pass class D.[5][7] 

• ISO 16750-2:2012- 4.6 Discontinuities in supply voltage -

This section is consisting of several test. The test in section 

4.6 is Momentary drop in supply voltage, reset behavior 

at voltage drop, staring profile and load dump. The tests 

are listed below.[5][7] 

o ISO 16750-2:2012- 4.6.1 Momentary drop in supply 

voltage - The momentary drop can occur when a fuse 

blows in a circuit, so all the other circuit get a momentary 

drop in the voltage. The test for a +12V system is made so 

the system shall run on the minimum supply voltage and 

then have a drop down to +4.5V for 10ms. The system shall 

pass minimum class B for this test.[5][7] 
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o ISO 16750-2:2012- 4.6.2 Reset behavior at voltage drop -

This test is used for verifying the test behavior for system 

that’s for example uses a microcontroller. The test is 

performed so that the system shall run on the minimum 

supply voltage. The voltage shall drop 5% of the supply 

voltage for 5 seconds and then go up again for 10 seconds 

and then drop down again with an additional 5% voltage 

drop of the supply voltage till it reach 0 volt drop. Under 

the 10 seconds the reset behavior can be checked. The 

system shall pass minimum class C for this test.[5][7] 

o ISO 16750-2:2012- 4.6.3 Starting profile - This test should 

simulate the voltage behavior when a vehicle starts. The 

starting profile can be seen in figure 6 below.[5][7] 

 
Figure 6: Starting profile illustration.[5] 

The parameters for the different starting profiles are given 

in table 7.[5][7] 

 
Table 7: Parameter values for starting profile.[5][7] 

Parameter (Unit) +12V 

system 

Level 1 

+12V 

system 

Level 2 

+12V 

system 

Level 3 

+12V 

system 

Level 4 

Ub   (V) +12±0.2 +12±0.2 +12±0.2 +12±0.2 

Us6 (V) 8 4.5 3 6 

Us   (V) 9.5 6.5 5 6.5 

tf  (ms) 5±0.5 5±0.5 5±0.5 5±0.5 

t6 (ms) 15±1.5 15±1.5 15±1.5 15±1.5 

t7 (ms) 50±5 50±5 50±5 50±5 

t8 (s) 1±0.1 10±1 1±0.1 10±1 
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tr (ms) 40±4 100±10 100±10 100±10 

A system that are relevant for a vehicles operation must 

pass class A for this test. Other system can have different 

class depending on the requirements of the system.[5][7]  

o ISO 16750-2:2012- 4.6.4 Load dump Without Centralized 

Load Dump Suppression – The load dump is one of the 

strongest pulses. The pulse occurs when a discharged 

battery is disconnected when the alternator tries to charge 

the battery. The sudden change in the high current creates 

the load dump due to the alternator’s inductance. The load 

dumps shape can be seen in figure 7 below.[5][7] 

 
Figure 7: Illustration of non-suppressed load dump.[5] 

The load dumps parameters are given in table 8 below. The 

load dump test shall be performed by applying 10 pulses 

with an interval of one minute between the pulses.[5] 

 
Table 8: Parameter values for non-suppressed load dump.[5][7] 

Parameter (Unit) +12V system 

Ua (V) 14±0.2 

Us (V) +79 - +101 

Ri  (Ω) 0.5 - 4  

tr   (ms) 5 - 10 

td  (ms) 40 - 400 

 

A system needs only pass minimum class C.  

 

o ISO 16750-2:2012- 4.6.4 Load dump With Centralized 

Load Dump Suppression 
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This load dump test is the same as mention above. The only 

different is that the load dump is clamped down to 35 V 

during the load dump. This can be seen in figure 8 

below.[5][7]  

 
Figure 8: Illustration of suppressed load dump.[5] 

 The parameters for the clamped load dump are given in table 9. 

 This load dump shall only be tested with 5 pulses with an 

  interval of one minute.[5] 

 
Table 9: Parameter values for suppressed load dump.[5][7] 

Parameter (Unit) +12V system 

Ua (V) 14±0.2 

Us (V) 79 - 101  

UsClamp (V) 35 

Ri (Ω) 0.5 - 4  

tr (ms)  5 - 10 

td (ms) 40 - 400 

 

The minimum class a system must pass is also class C for this 

load dump. 

• ISO 16750-2:2012- 4.7 reversed voltage -This test should 

simulate if a system is wired wrong or connected wrong 

to the battery. The test shall be performed by applying 

14V with wrong polarity to the relevant inputs for 60±6 

seconds.[5][7]  

 

ISO-16750-2 and ISO-7637-2 shows that the supply line of a vehicle can 

vary a lot in voltages, and that the high voltage transients that can occur 

can damage electronics connected to the battery supply line. Protection is 

therefore needed for automotive electronics. 
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2.2 Voltage transients  

High voltage transients occur when there is a sudden current change to 

an inductive load. Equation 1 shows Lenz’s law for back EMF in an 

inductor, where V is the induced voltage, L is the inductance of the coil 

and di/dt is the change of current over time.[12] 

𝑉 = −𝐿 ∙
𝑑𝑖

𝑑𝑡
                   (1) 

The equation shows that a change in the current will induce a voltage. 

So, for example an alternator is fully charging a load, so it gives 120A of 

current and outputs 16V and the alternator has an inductance of 10mH. 

Suddenly the load is removed so the current goes from 120A to 1A, the 

time it takes for the current go from 120A to 1A is 10ms. So, a voltage 

transient will occur and if using equation 1 and putting in the numbers 

the transient should go up to near 119 volts.[12] 

 

The transients that can occurs in vehicles is so called double exponential 

transients. The transient can be divided into two parts, the rising part 

and the falling part. Equation 2 below shows the relationship between 

voltage and the two parts. V is the voltage, 𝑒−𝛼𝑡 is the falling part and 

−𝑒−𝛽𝑡 is the rising part.[13] 
  

𝑉(𝑡) = 𝑒−𝛼𝑡 − 𝑒−𝛽𝑡                   (2) 
Figure 9 shows an example of a double exponential pulse and the two 

parts of the transient is also shown.[13] 
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Figure 9: Double exponential curve with its two parts illustrated. 

The double exponential transient can be made with a pulse shaping 

circuit that can be seen in figure 10 below.[8]  
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Figure 10: Double exponential pulse shaping circuit. 

The pulse shaping circuit above works so that relay 1 controls the 

charging of capacitor C1. When relay 1 is closed it does charge C1 to the 

voltage V1, when C1 is fully charged relay 1 can open and isolate C1 

from the voltage source V1. After this relay 2 can close and the energy in 

C1 can be released through R1, R2 and C2 and a pulse is created on the 

output. The pulse is shaped by C1, C2, R1, R2 and V1. The voltage 

source controls the amplitude of the pulse. C1 and R1 controls the 

falling part of the pulse and R2 and C2 control the rising part of the 

pulse. Equation 2 can be rewritten to equation 3 for the circuit 

above.[8][14] 

 

𝑉(𝑡) = 𝑉1 ∙ (𝑒−
𝑡

𝐶1∙𝑅1 − 𝑒−
𝑡

𝐶2∙𝑅2)                  (3) 

 

The energy in a pulse can be calculated by using equation 4 below.[15] 
  

𝐸 = ∫ 𝑃(𝑡) 𝑑𝑡

𝑡1

𝑡0

                  (4) 

 

So how much energy does pulse 2a and 3b contain? 

The energy of the pulses can be calculated by rewriting equation 4 to 

equation 5 that can be seen below.[15] 
  

𝐸 = ∫
(𝑉(𝑡))

2

𝑅𝑖
 𝑑𝑡

𝑡𝑑

𝑡0

                  (5) 
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Equation 5 gives the maximal energy that a pulse can give, because it 

uses the limiting resistor in the calculation. So, by using equation 5 

combined with equation 2 the energy for pulse 2a and 3b can be 

calculated to be around 80mJ for pulse 2a and 20µJ for pulse 3b. So, 

there is a big difference in the amount of energy in the pulses. Pulse 3b 

has low energy that can be filtered by a capacitor that is big enough. 

While pulse 2a can’t just be filtered with a small capacitor. The energy 

that a capacitor can store is given in equation 6 below. E is the amount of 

energy; C is the capacitance and V is the rated voltage.[6][14][15]      

𝐸 =
𝐶 ∙ 𝑉2

2
                       (6) 

A 1µF capacitor that is rated for 250V can hold up to 31mJ when it’s 

fully charged. So, a 1µF capacitor can’t filter out pulse 2a while it can 

filter pulse 3b, there will just be a small voltage difference when pulse 

3b occur. It is okay for the voltage to vary a bit. A system for a vehicle 

needs to be able to run on voltages between 6-18V so a small difference 

is not a problem. Load dump and pulse 2a could be filtered by adding a 

big coil and capacitance. Although this adds cost, weight and size so 

another method needs to be applied to filter the transients. Big 

capacitors also tend to leak a lot of current, so it’s not suited for low 

power devices.[14]  

 

2.3 Related work  

That the pulses explained above can occur and that protection is needed 

in vehicles is nothing new. This has been known for a long time and pre-

vious researches have been made on the topic. The load dump is one of 

the biggest transients that can occur. [8] shows that the load dump con-

tains most energy of all the pulses. The history of the load dump is de-

scribed by [9] that also explains some of the problems and the importance 

of the testing that also is explained by [10]. The load dump has got a lot 

of attention due to the high energy it contains. But how are it with the 

other transients like pulse 1 and pulse 2a that has low rise time. How can 

protection against those transients be made? Because protection against 

those transients needs to react quickly due to the low-rise time that is in 

microseconds (µs), while the load dump has a rise time of milliseconds 

(ms). The characteristics of the transient’s dose change over the years due 

to the vehicles does also change. The transients explained in [8] has lower 

energy and peak voltage than the transients that are described above. So, 

a new study of how to protect against the pulses today needs to be done. 

Not only because the characteristics of the pulses changes also due to the 
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electrical components gets more advanced and better. So, there can 

maybe be some other methods for protection that can be made now, that 

was not availed for some years ago.[1][8][11]  

2.4 Transient protection  

Protecting against voltage transients can be achived by using different 

methods. Some challenges for voltage transients protection is that it 

should be fast enough to filter the transients, have low leakage current 

and be able to handle high voltages.  

Protection against positive transients can be achieved in different ways. 

One way would be to just filter them out with a big coil and capacitor. 

But this solution takes a lot of space and isn’t designed for low power 

devices, big capacitors also tend to have large leakage current. So, other 

methods need to be used for protection. A commonly used method is to 

clamp the voltage down to a specific voltage level by shortening the 

transient to ground. This is normally made by using a TVS diode or a 

MOV (metal oxide varistor). TVS diodes are like normal diodes just that 

they can handle high power peaks and have very fast reaction time. The 

diode has not an exact breakdown voltage and can vary quiet much. So, 

when choosing TVS diode the parameter maximum break down voltage 

is the most important. Because this is the voltage that it will not exceed. 

The TVS diode is put in parallel with a circuit and act as a short during 

transients and clamp the voltage down and can still provide the circuit 

with current. The most challenging pulse for a TVS diode is the load 

dump because it has the most energy, and because the protection makes 

a short a lot of power needs to be dissipated. So, the circuit gets very hot 

and draws a lot of power during a load dump. The positive with this 

protection is that everything on the same line also gets protected due to 

the TVS diode.  

It comes more and more integrated circuits that provide protection for 

automotive purposes. One of those circuits is MIC5283 which is a 

voltage regulator created by MICREL that should be able to protect 

against voltage transients and have low quiescent current. This 

regulator uses a different technique than the TVS diode protection, 

instead of clamping the voltage down it can reject the transients. 

Another method that could be used is to cut the input from the output 

when transients occur. This can be made in many different ways, but 

one way would be to use a transistor to block the transients once they 

occur. [3][11][17] 
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To protect against negative transients there are two different solutions 

that could be used. One is to use a series diode to block any reversed 

voltage. The benefit to use a series diode is that only one component is 

needed, and the footprint can be small. Series resistors aren’t good to 

use for high power applications due to large power losses over the 

diode. Another method to use is a MOSFET that solves the problem 

with power losses. Because a MOSFET can have low on resistance so 

very low power losses can be achieved. But the negative with using a 

MOSFET is that more components are often needed and that adds cost 

and complexity to the circuitry. 

2.5 The importance of low leakage current 

The leakage current of a battery driven system is of big importance, 

because the leakage current of a device is something that always is there 

and can’t really be changed. It can be changed by disconnecting the 

power or have low temperature, because the leakage current of a 

component does decreases for lower temperatures. To do this maybe not 

always possible or smart to do. A low power device such as a sensor 

could be installed to the vehicle’s network and be on even when the 

vehicle is off. The sensor may take some measurements and then go to 

sleep. The main time the sensor should be in sleep mode and it’s the 

leakage current that has biggest impact of the average current 

consumption. So, the leakage current can’t be large for this type of 

application installed in a vehicle, because that could discharge the 

battery when the vehicle isn’t used. In newer vehicles it can be up to 

hundreds of sensors connected to its network, so it can be understood 

that if those sensors aren’t disconnected while the vehicle is off. Then 

the leakage current will be added for each sensor.  

The time it takes for a battery to get uncharged can be explained with 

equation 7 below. Ah is the amp hours of the battery and A is the average 

current draw by a system and t is the time in hours it takes to drain the 

battery.[16]  
  

𝑡 =
𝐴ℎ

𝐴
                       (7) 
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This is a simplified calculation of the time it takes to drain a battery, for 

longer times and small currents like low power devices the internal 

leakage of the battery should be included in the calculation and the 

aging of the battery to be correct. But if skipping the internal leakage 

and aging of a battery and using equation 7 to calculate the time it takes 

for different current to drain a battery. A 95 Ah battery is a normally 

sized battery for many vehicles, figure 11 below show the number of 

days it takes to drain a battery for different current draw and different 

number of sensors that have the average current draw.[16]   

 

Figure 11: Number of days it takes to drain a 95Ah battery for different load 

currents. 

The graph above shows that it should be reasonable that a system 

should not draw above 100µA in average. Theoretically it should take 

near a year to discharge a battery of 95Ah for 100 sensors that’s drawing 

100µA in average. So, by this it should be reasonable to say that the 

leakage current for only the protection combined with power supply for 

a system should not exceed around 5µA for low power devices.  
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3 Method 
The literature study of the international standards ISO-16750-2 and ISO-

7637-2 resulted in, that the toughest and most relevant transients that 

protection is needed for are pulse 1, pulse 2a and load dump. Protection 

is needed against these transients due to their high energy and high 

voltage, which could easily damage an electrical system and can’t just be 

filtered with a capacitor. There are different methods that can be used to 

protect against these transients as was described in the theory chapter. 

 

The protection circuits that will be compared are protections that can be 

used for low power devices and uses different techniques for protection. 

Meaning that the chosen solutions should have potential to have low 

leakage current. The protection circuits that will be used have been 

divided into protection 1, protection 2 and protection 3 that are listed 

and described below. The three different protection circuits use different 

techniques for protection against positive transients. But uses same 

technique for the protection against the negative transients, which will 

be made by using a series diode to block any negative voltage. The 

series diode is chosen because it reduces the complexity and number of 

components needed, and the power losses will be small due to low 

current will flow through it. This can lower the price for the solutions. 

• Protection 1 – This protection circuit will use TVS diodes to 

protect against positive transients, by clamping the transient 

voltage down to certain level. This circuit have the advantage 

that few components are needed, and it should be able to provide 

power during a transient. A series diode is used for protection 

against the negative transients.   

• Protection 2 – This protection circuit will be using a voltage 

regulator with high input voltage, which are capable to reject any 

positive transients that appears on the input. This solution has 

the advantage of being two in one. It can provide power and 

protection in the same case that makes it ideal for low power 

devices. A series diode is used for protection against the negative 

transients.  

• Protection 3 – This protection circuit will be using a P-channel 

MOSFET that should disconnect the input from the output 

during a positive transient. This protection will be more complex 

than the other solutions. A series diode is used for protection 

against the negative transients.     
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The protection circuits described above should be able to provide +5V 

and +12V because that are two normally used voltages. These voltages 

will be created by either using a voltage regulator or a DC-DC 

converter. The voltage regulator is preferred for all the protection 

circuits, because they normally have lowest leakage current for low 

current consumption. But if a voltage regulator can’t be used a DC-DC 

converter will be used instead. The components will be chosen by taking 

the one with lowest leakage current that can be found on Digikey.  

 

The protection circuits will be evaluated by comparing protection 

functionality, price and leakage current. Because these are three 

important factors when designing low power electronics for automotive.     

 

Pulse 1, pulse 2a and load dump will be used to evaluate the 

functionality of the different protection circuits. Because as described 

above these are the most relevant transients that a protection needs to be 

able to handle. The criteria for the different protection circuits to pass 

the functional tests are listed below: 

• Protection 1 – When a positive transient appears on the input it 

should be clamped down to a certain voltage level and that 

level should not be exceeded on the output. When a negative 

transient appears on the input it should not be seen on the other 

side of the series diode.   

• Protection 2 – When a positive transient appears on the input it 

should not be seen on the output of the voltage regulator. The 

regulator should give a constant voltage during a transient. 

When a negative transient appears on the input it should not be 

seen on the other side of the series diode.  

• Protection 3 – When a positive transient appears on the input it 

should not be seen on the output of the protection circuit. This 

circuit should cut the input from the output when the input is 

exceeding a certain voltage level. When a negative transient 

appears on the input it should not be seen on the other side of 

the series diode. 
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The three different circuits will be simulated using LTspice to verify the 

functionality against pulse 1, pulse 2a and load dump. LTspice is used 

because it is easy to use, and it has the test pulses from ISO-16750-2 and 

ISO-7637-2 implemented. This makes it easy to simulate the 

functionality of the suggested circuits. The circuits will be simulated by 

importing the models of the components that can’t be found in the 

standard library. If a model does not exist a similar one will be used 

instead and if there is no model at all the functionality will only be 

tested with real measurements.  

 

Real measurements on the protection functionality and leakage current 

will also be made on the protection circuits, by making a PCB of the 

different circuits and applying transient pulse 1, pulse 2a and load 

dump on all the listed protection circuits according to the international 

standards. The transients will be created by building a pulse generator 

that can provide these transients. The reason why not using a signal 

generator that can provide these transients is because those are quite 

expensive and there are limitations in the budget for this study. So, it is 

cheaper to build an own pulse generator that can provide these 

transients.  
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4 Implementation  
This chapter describes the implementation of the three different 

protection circuit’s protection 1, protection 2 and protection 3. The 

prototype and the measurements are also described in this chapter. The 

implemented circuits are described below and have been divided into 

different subchapters.   

4.1 Protection 1 

The schematic of protection 1 can be seen in figure 12 below. This circuit 

is using two TVS diodes D1 and D2 as protection from voltage 

transients. The TVS diodes protects the circuit by clamping the voltage 

down to a specific voltage. The TVS diodes used in this circuit should 

only let a maximum of +40V trough on the +12V line. So, the electronics 

that should be connected to the +12V line must be able to handle +40V. 

The +5V line is created by LDO1 that is a linear voltage regulator that 

outputs +5V. The circuit is protected from negative transients by the 

schottky diode D3. The advantage of using TVS diodes as protection is 

that they are reliable, fast and can provide the circuit with current even 

when it is clamping transients. The disadvantage of using TVS diodes is 

that they can be quite expensive and they work as a short during a 

transient so they to be able to dissipates a lot of power and can get really 

hot due to that.[18]       

 

 
Figure 12: Schematic of protection 1. 
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4.2 Protection 2  

This protection is using a different method for protection than 

protection 1. The schematic can be seen in figure 13 below. The circuit is 

using a voltage regulator that has a wide input range from +6V to +120V 

and outputs +5V. The +5V should be protected from voltage transients 

due to its high line rejection. The circuit is protected from negative 

transients by the schottky diode D4. The +12V is created by using a DC-

DC converter that takes the protected +5V and converts it up to +12V. 

This circuit should be able to provide power to the load during high 

voltage transients.[17]  

 
Figure 13: Schematic of protection 2. 
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4.3 Protection 3  

The schematic for protection 3 can be seen in figure 14. The solution is 

like the one explained in [22]. The idea with this protection circuit is that 

when high voltage transients is occurring on the input it should turn off 

PMOS2 so that the transient does not reach the output. So, this circuit 

will not be able to provide power during a voltage transient. This can be 

solved by having a capacitor bank that can provide the right amount of 

power during a transient on the input line. The circuit is protected from 

negative transients by the schottky diode D5. The +5V is created by a 

voltage regulator. The protection circuit is designed so it should turn off 

PMOS2 around +27V. The calculations and more detailed explanation of 

the circuit can be seen in appendix B. 

 
Figure 14: Schematic of protection 3. 

 

 

4.4 Simulations 

Simulations of the protection circuits was made in LTspice to verify its 

functionality against pulse 1, pulse 2a and load dump. Only protection 1 

and 3 was simulate, due to no model for the voltage regulator used in 

the circuit could be found. The used schematics of the simulation can be 

seen in figure 15 and figure 16 below, where a 10k resistor was used as 

load on the output.  
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Figure 15: Schematic of protection 1 in LTspice. 

 

 
Figure 16: Schematic of protection 3 in LTspice.  

The protection circuits were tested by applying the different transients 

using the sources ISO-16750-2 and ISO-7637-2 in LTspice. The transients 

were applied to the input and the output was measured for pulse 2a and 

load dump. The negative transient pulse 1 was measured by measuring 

the input and measuring after the series diode. Protection 3 was measured 

for pulse 2a and load dump with no load on the output and with a 10k 

load on the output to see if it is load dependent.  
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4.5 Prototype PCB 

A prototype PCB was made for the three different solutions as can be 

seen in figure 17 below, that shows the PCB (printed circuit board) with 

all the components mounted to it. All the components used for the 

protection circuits can be seen in the price calculation table in appendix 

A. The same index is used in the table as the schematics for protection 1, 

2 and 3.  

 

Figure 17: Prototype PCB with all the protection circuit mounted to it. 

The size of the PCB is 75 x 107 mm. All the circuits’ takes +12V as input 

and have +12V and +5V as output that shall be protected from voltage 

transients that occur on the input. 

4.6 Leakage current measurement 

The leakage current of the protection circuits will be measured by using: 

• +12V power supply 

• µCurrent Gold (Low current measuring device) 

• Multimeter (Fluke 177 True RMS) 

• Climate chamber 

The setup of the measurement can be seen in figure 18 below.  
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Figure 18: Setup for leakage current measurement. 

The circuits will be measured by placing the PCB in a climate chamber 

and applying +12V to the input while having no load on the output. The 

leakage current will be measured by using a µCurrent Gold in series with 

one of the circuits. The µCurrent Gold is a current measuring device that 

measuring current and outputs it as a voltage. It has three different modes 

that are for measuring current in different ranges as nA, µA and mA. Each 

mode can measure current in the range of 0-1250 for nA, µA and mA. The 

accuracy for the nA and µA range is ±0.05% and ±0.1% in the mA mode. 

The precision of the tools are good enough for this measurement. The 

µCurrent Gold will be set to 1mV/µA mode and the multimeter will be 

connected so the leakage current can be measured. The leakage current 

will be measured over different ambient temperatures to see how it 

changes because of temperature. It is expected that the leakage current 

will rise with the temperature. The temperatures that will be tested are     

-40°C, -20°C, 0°C, +20°C, +50°C, +100°C and +150°C. The measurement 

will be made 15 minutes after the climate chamber has got up to the right 

temperature to be sure that the circuits has the same temperature as the 

chamber.[23]  

4.7 Protection measurements 

The voltage transients pulse 1, 2a and load dump will be created by using 

the circuit that can be seen in figure 19 below.[8][19] 
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Figure 19: Circuit of pulse generator. 

The pulse generation circuit is consisting of a pulse shaping circuit and a 

common drain amplifier. Figure 20 below shows the two circuits.[8][19] 

 
Figure 20: Explanation of the two parts of the pulse generator. 

The pulse shaping circuit works so that relay 1 control the charging of the 

capacitor C1. The resistor R1 is only used to limit the current through re-

lay 1. When C1 is fully charged to the set voltage a pulse can be created. 

The pulse is created by first opening relay 1 and then closing relay 2. 

When relay 2 is closed the capacitor C1 will be discharged trough the 

pulse shaping network that is consisting of R2, R3 and C2. The rise time 

of the pulse is controlled by the resistor R3 and capacitor C2, it should not 

be forgotten that the gate on Q1 has a gate capacity. The resistor R2 is 

controlling the discharge curve of the pulse. This is the same as equation 3 

shown in the theory part.  This pulse is fed to the gate to Q1 that is con-

figured as a common drain amplifier. The timing of the relays will be con-

trolled by an external microcontroller. Relays are used so that complete 
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isolation can be made, the relays should be having fast switching speed 

like reed relays. 

The common drain amplifier takes the pulses fed to the gate and amplifies 

the power of the pulses. The gain of the amplifier is less than 1 so the 

applied voltage to the pulses need to be a bit higher to give the right out-

put. The capacitors C4 and C5 are connected to the drain to stabilize the 

voltage that is fed to the drain. Resistor R5 is put in series with the output 

to limit the energy for the pulses on the output, and C3 is a small value 

capacitor used to filter any ripple that can be on the pulses. More detailed 

explanation of the common drain amplifier is explained in [20]. 

The pulses 1, 2a and load dump will be created by adjusting C1, C2, R2 

and R3 until the circuit gives similar pulses as the test pulses. The voltage 

sources V1 is set to the voltage that the pulses should have and the voltage 

source V2 is set to the offset that the pulse generator should output.  

The protection circuits will be tested as figure 21 shows by using the 

pulse generator circuit and connect it to the protection circuit.  

 

Figure 21: Measurement setup for the pulse testing. 

The pulses will be tested one by one to each protection circuit, the pulses 

will be controlled by a microcontroller (µC). The measurements for the 

positive pulse 2a and the load dump will be made by measuring the input 

and output of the circuits with an oscilloscope. The input and output will 

be compared to see if the circuit is letting any voltage transient’s trough 

the protection circuit after 500 pulses of pulse 2a and 10 pulses of the load 

dump have been applied according to the ISO standards. The output that 

will be measured for each circuit is listed in table 10 below. 
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Table 10: Relevant outputs for the measurement. 

Protection circuit Output 

Protection 1 +12V 

Protection 2 +5V 

Protection 3 +12V 

These outputs are where the transients will be shown first if there is any. 

So, if no transients are shown on this outputs after the whole test then the 

circuits have passed the test. All the circuits will be measured with a 10k 

ohm resistor on the output. Protection circuit 2 and 3 will also be meas-

ured with no load to see if that makes any difference to the protection. 

Protection 1 is not affected by the load on the output because the TVS 

diodes are connected paralleled with any load.   

The negative pulse 1 will also be measured by using an oscilloscope but 

other measuring points will be used. The input will be measured and the 

cathode side of diode D3, D4 and D5 will be measured as output for re-

spective protection circuit. Pulse 1 will be applied by reverse the polarity 

of the pulse generator. Pulse 1 will be applied 500 times according to the 

ISO standards. The pulse will not look like the one in ISO-7637-2 that goes 

from Ua to 0V and then the pulse starts. The pulse that will be used will 

have Ua equal to 0V. This pulse will do the same work. The test will be 

passed if the measurement on the cathode side of the series diode shows 

constant 0V and no negative voltage are shown.     

4.8 Cost calculations 

Cost calculation for the protection circuits will be made by taking the 

price from Digikey for the components used in the circuits. This because 

Digikey is a normal supplier of electrical component to many 

companies, and this is also where the components were bought for the 

prototype PCB.    The price will be calculated by taking the price of one 

component to the maximum volume that is available on Digikey, and 

then add the components together for each circuit and volume and then 

calculate what the price is for different volumes. This will give an 

overview of the price difference between the different solutions. 
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5 Results 
This chapter goes through all the results from the simulations, real 

measurements and the price calculation. 

5.1 Leakage current 

The leakage current for protection 1 and 3 was quite similar as can be 

seen in figure 22 below. The circuits started to leak a lot somewhere 

between +100°C and +150°C. 

 
Figure 22: Results of leakage current measurement of protection 1 and 3. 

The leakage current of protection 2 was much larger than for protection 1 

and 3 and can be seen in figure 23. The result of protection 2 was not ex-

pected, because its leakage current did go down for temperatures be-

tween -40°C to +100°C, and then it started to rise somewhere between 

+100°C and +150°C.  
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Figure 23: Result of leakage current measurement of protection 2. 

5.2 Voltage transients 

This section shows the results for the functionality test against 

transient’s pulse 1, pulse 2a and load dump. The results have been 

divided into subchapters for each voltage transient and each subchapter 

shows the result for all protection circuits. Both the results of the 

simulations and measurements are shown.      

5.2.1 Pulse 1 

Pulse 1 created by the pulse generator can be seen in figure 24 below. It 

can be seen that the nominal voltage is 0V for this pulse as was also men-

tioned in the implementation.  
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Figure 24: Pulse 1 outputted from the pulse generator. 

The components used in the pulse generator for creating pulse 1 are listed 

in table 11 below. The polarity of the output was reversed to create the 

negative pulse 1. 

Table 11: Components used in the pulse generator to create pulse 1. 

Index Value  

C1 1µF 

R1  1kΩ 

C2 100pF 

R2 1kΩ 

R5 10Ω 

V1 152V 

V2 0V 

 

Protection 1 

The result of the simulation for protection 1 against pulse 1 can be seen in 

figure 25 below.  
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Figure 25: Simulation in LTspice of protection 1 against pulse 1.   

The measured result for protection 1 against pulse 1 can be seen in figure 

26 below. This is after 500 pulses of pulse 1 has been applied. 
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Figure 26: Result of pulse 1 against protection 1. 

It can be seen from the results above that the simulation and the measure-

ment show different results.  

Protection 2 

The measurement result of pulse 1 against protection 2 can be seen in the 

figure 27 below. It can be seen that the whole transient goes through the 

series diode. This is after 500 pulses of pulse 1 has been applied. 
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Figure 27: Result of pulse 1 against protection 2. 

Protection 3 

The result of the simulation of protection 3 against pulse 1 can be seen in 

figure 28 below. 
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Figure 28: Simulation of protection 3 against pulse 1. 

The measured result of protection 3 against pulse 1 can be seen in figure 

29 below. This is after 500 pulses of pulse 1 has been applied. It can be 

seen that the whole transient goes through the series diode for the meas-

urement, while the simulation shows that no negative voltage goes 

through the diode.  
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Figure 29: Result of pulse 1 against protection 3. 

5.2.2 Pulse 2a 

Figure 30 below shows pulse 2a outputted from the pulse generator with 

no load connected to the output. It can be seen that there is two dips in 

the curve that is due to the relay in the pulse generator bounces. 
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Figure 30: Pulse 2a outputed from the pulse generator with relay bouncing shown on 

the pulse. 

The components used for creating pulse 2a are listed in table 12 below. 

Table 12: Component used in the pulse generator to create pulse 2a. 

Index Value  

C1 10nF 

R1  2.2kΩ 

C2 0.1nF 

R2 1kΩ 

R5 2Ω 

V1 103V 

V2 18.45V 

Protection 1 

The simulation result of protection 1 against pulse 2a can be seen in figure 

31 below. 
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Figure 31: Simulation of protection 1 against pulse 2a. 

Figure 32 shows the measured results for protection 1 against pulse 2a 

after 500 pulses. It can be seen that the TVS diodes makes a good work to 

clamp the voltage down to not exceed +40 volt. It can be seen that the 

simulation and measurement differ a little bit in voltage but follows the 

same pattern.    
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Figure 32: Result of pulse 2a against protection 1 with a 10k ohm load on the output. 

Protection 2 

The results for protection 2 against pulse 2a can be seen in figure 33 and 34 

below after 500 pulses have been applied. It can be seen that the voltage 

regulator makes a dip in the voltage in the start of the pulse, for both with 

and without load on the output. 
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Figure 33: Result of pulse 2a against protection 2 with no load on the output. 

 

Figure 34: Result of pulse 2a against protection 2 with 10k ohm load on the output. 
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Protection 3 

The result of the simulation for protection 3 with no load against pulse 

2a can be seen in figure 35 below.

 

Figure 35: Simulation of protection 3 against pulse 2a with no load on the output. 

The measured response against pulse 2a for protection 3 after 500 pulses 

can be seen in figure 36. The protection circuit shows that it is fast enough 

to protect against pulse 2a, and it limits the output voltages too approxi-

mately +27 volt even when there is no load on the output both for the 

simulation and measurement. 
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Figure 36: Result of pulse 2a against protection 3 with no load on the output. 

The simulated result for protection 3 against pulse 2a with 10k ohm load 

on the output can be seen in figure 37 below. 

 

Figure 37: Simulation of protection 3 against pulse 2a with 10k load on the output. 
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The measured result for protection 3 against pulse 2a with 10k ohm load 

on the output can be seen in figure 38 below. The simulated and measured 

result shows almost the same result as for no load. 

 

 

Figure 38: Result of pulse 2a against protection 3 with 10k ohm load on the output. 
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5.2.3 Load dump 

The load dump created by the pulse generator can be seen in figure 39 

below.   

 

Figure 39: Load dump outputted from the pulse generator. 

The components used for creating the load dump are listed in table 13 

below. 

Table 13: Components used in the pulse generator to create the load dump. 

Index Value  

C1 1µF 

R1  180kΩ 

C2 0.1µF 

R2 27kΩ 

R5 2Ω 

V1 102V 

V2 18.45V 
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Protection 1 

The simulation result of protection 1 against load dump can be seen in 

figure 40 below. 

 

Figure 40: Simulation of protection 1 against load dump. 

The measured result for the load dump test on protection 1 after 10 load 

dumps can be seen in figure 41 below. The results show that the TVS di-

odes can clamp the voltage to not exceed +40 volts during a load dump. 

The simulation and measurement show equal results with only some dif-

ferences in voltage.  
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Figure 41: Result of protection 1 against the load dump with a 10k ohm load on the 

output. 

Protection 2 

Figure 42 and 43 shows the results for protection 2 when a load dump is 

applied to the input. The result shows the response after 10 load dumps 

have been applied. It can be seen from the figures that the voltage regu-

lator can provide a constant +5V during the load dump.  



High voltage transient protection for 

automotive  

Viktor Lindholm 

Results 

2019-06-27 

 

Based on the Mid Sweden University template for technical reports, written by Magnus Eriksson, Kenneth Berg and 

56 

 

 

Figure 42: Result of protection 2 against the load dump with no load on the output. 

 

Figure 43: Result of protection 2 against the load dump with 10k ohm load on the 

output. 
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Protection 3 

The result of the simulation for protection 3 with no load against load 

dump can be seen in figure 44 below 

 

Figure 44: Simulation of protection 3 against load dump with no load on the output. 

The measured result for protection 3 against load dump can be seen in 

figure 45 below. The measured result shows the response after 10 load 

dumps have been applied to the input. The protection circuit cuts the volt-

age for the output near +27V. The simulation and the measurement show 

equal results.   
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Figure 45: Result of protection 3 against the load dump with no load on the output. 

The simulated result for protection 3 against load dump with 10k ohm 

load on the output can be seen in figure 46 below. 
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Figure 46: Simulation of protection 3 against load dump with 10k ohm load on the 

output. 

The measured result for protection 3 against load dump with 10k ohm 

load on the output can be seen in figure 47 below.  

Both the simulation and measurement show that the output section is 

cutting the input from the output. Because the output goes down to 0 

volt and then comes back when the input voltage is near +27V. 

 

Figure 47: Result of protection 3 against the load dump with 10k ohm load on the 

output. 

5.3 Price 

The price for each protection circuit can be seen in figure 48 below. The 

calculations have been made by taking the prices for different volumes 

for each of the components from Digikey. The price for each component 

that have been used in the calculation can be seen in appendix A, that 

shows a table of all the prices in US-dollar for each component for differ-

ent volumes. 
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Figure 48: Cost calculation for each circuit. 

 

The price difference for small volume is largest between the different 

protection circuits, and for bigger volumes the price is almost the same 

and not exceeding 3 US-dollar for all protection circuits. The lowest 

price is for protection 3 when making 10 000 of it. This result just give an 

overview of what it can cost, it should also be remembered that the 

circuits is a combination of protection and power supply for a system 

that needs +12V and +5V supply. Some of the component used for the 

protection circuits was not the cheapest and could most likely be 

replaced with some cheaper components if looking in appendix A.    
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6 Discussion  
All the three protection circuits could provide protection against the 

positive transients pulse 2a and load dump, according to the criteria that 

was set in the method. The circuits did fail against pulse 1 but this was 

because all the circuits did use same type of series diode for negative 

voltage protection. The diode had to low breakdown voltage so it could 

not protect against pulse 1. That miss showed the importance of 

protection, because most of the circuits got damage due to undersized 

protection. The problem can be solved by changing the series diode with 

higher breakdown voltage as is explained in [21]. The simulations gave 

quite equal results as the measurements for all the transients except 

pulse 1. The results also show that all the circuits has the potential to be 

class A for pulse 2a and load dump if bigger capacitors are put to 

protection 2, and protection 3 needs a capacitor bank to be able to give 

power during a transient. The protection circuits did not differ so much 

in price for larger amounts, but that result did just give an overview of 

how the price could be if everything was purchased from Digikey. The 

price for the protection circuits would be much different if company 

discount and larger amounts would have been added to the calculation. 

The price could be reduced by replacing some of the component to 

cheaper ones. Because all the protection circuits uses some film 

capacitors that are quite expensive and could probably be changed to 

some other capacitors. The voltage regulators used in the solution aren’t 

the cheapest ones but they have low leakage current. The price could be 

different if those was replaced, but that would affect the leakage current 

of the solutions.  

Protection 1 and 3 did have the lowest leakage current and did not 

exceed 4µA in the temperature range of -40°C to +100°C. When the 

ambient temperature got up to +150°C all the circuits did leak alot. 

Protection 2 did leak quite much due to the DC-DC converter that 

produced +12V. A measurement was made with the converter in 

standby mode and was measured to be around 8.2µA in room 

temperature. 
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The different protection solutions have its own advantages and 

disadvantages. Protection 1 have low complexity and reduces the 

amount of component that needs to be mounted. But it does only clamp 

the voltage down to +40V, so everything connected to that line needs to 

be able to handle up to +40V. The benefit with protection 1 is that it 

draws the whole supply line down to +40V as can be seen in the results, 

where the input line also gets clamped down and this does not happen 

for the other protection circuits. So, everything that is connected to the 

same line is also protected to +40V, in newer cars this technique is 

already used for protection against the load dump. The generator has 

TVS diodes built in that clamps a load dump to +35V. Therefore many 

IC’s that are automotive proved are specified to handle up to +40V. A 

disadvantage is that the TVS diodes gets really hot and draws a lot of 

power during a load dump, that maybe could be an issue for some 

implementations where heat could start a fire. This should be 

considered when designing a PCB with TVS diodes as protection. The 

TVS diodes is also quite expensive which makes the solution quite 

expensive. The circuit did have low leakage current which is good for 

low power devices.  

Protection 2 has low complexity with quite little components, the added 

number of components is due to the DC-DC converter. So, if +12V is not 

needed, then protection 2 might be a good choice and even more so if 

low complexity is preferred. The circuit could protect against the 

voltage transients applied to it. The output voltages were constant +5V 

almost the whole time. It made a small dip during pulse 2a but this can 

be solved by adding larger output capacitor, and that does not make any 

change of the price for larger volumes. This circuit is good when the 

system needs to handle large differences on the input but keep the 

output constant. The disadvantages with this circuit is that the +12V line 

can only provide a small amount of power, and the whole solution does 

have a leakage current of around 8.2µA when the DC-DC converter is in 

standby mode. This is little more than twice as much as protection 1 and 

3. In order to have a low leakage current the converter would have to be 

controlled and that would add complexity. This also depends where the 

solution is installed, the +12V line maybe need to be constantly on.  
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Protection 3 has the highest complexity and number of components. The 

circuit could protect against the transients and did limit the output 

voltage to +27V. This circuit have the disadvantage that it cuts the input 

during a transient so the output capacitors needs to be correct calculated 

if power should be provided during a transient, which could be 

expensive if the device connected to the protection are drawing much 

current. But the circuit is designed for low power devices and it does 

depend where it is installed. If class A isn’t needed then there is no 

problem that the input is cut and a capacitor bank won’t be needed and 

the price does not change for the solution. This circuit was the cheapest 

one and can be made cheaper by changing some of the film capacitors 

used and also change the voltage regulator. This changes could lower 

the price but the leakage current would probably be a bit larger. So, the 

circuit could be designed differently depending on what is most 

important price or leakage current.   

The solutions that would probably be the best for low power devices 

would be protection 2 and 3. Protection 3 can limit the output voltage to 

+27V and can be redesigned to cut at a lower voltages. This makes it so 

that the components on that line doesn’t need to be able to handle high 

voltages. The solution also has the lowest leakage current and that makes 

it good for low power devices, although the protection does cut the input 

during a transient this could be resolved by have a capacitor bank that 

can provide power during a transient for the device. Protection 2 uses one 

IC for both protection and power supply for +5V. This solution can pro-

vide constant power during a transient. The solution is best if only +5V is 

needed and would then be cheaper if no DC-DC converter is used.     

The report also shows that there are cheaper solutions than using the TVS 

diodes as protection and that IC’s with built-in protection can be trusted. 
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Further work     

Further work that can be made is to investigate if cheaper components 

could be used for the circuits and still provide proper protection. The 

tests could be redone with lower loads to investigate when the circuits 

do brake.  The tests can be redone with a signal generator that can 

provide the pulses according to ISO-16750-2 and ISO-7637-2, and the 

results compared with the ones in this report. This should be done with 

the series diode changed to one with higher breakdown voltage. More 

work that can be done could be how the pulse generator could be rebuilt 

with other components so that the relay bouncing problem would 

disappear. The pulse generator would need to bench tested to see if it’s 

stable at low ohm. The circuits would need to be implemented to a 

complete prototype so all the international standard tests could be 

tested to verify the circuits before it could be automotive approved.  

Social and ethical aspects 

This work could help to make more reliable electronics so vehicle manu-

factures could provide their customers with robust solutions. This would 

help customers feel safe on the roads knowing that the electronics of the 

vehicle would not go dead by any of the possible disturbances on the sup-

ply line. This could make it so people won’t be afraid of damaging the 

electronics of their vehicles, because it its protected and will not be dam-

aged. The customer could change battery, make jump start or even 

change electronic spare parts and feel safe in doing so.        
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7 Conclusions 
The report shows that it is possible to gain new insight into automotive 

safety by investigating relevant transients which could damage vehicle 

electronics. It has also been shown possible to design different solutions 

aimed at protecting against these transients with varying effectiveness. 

The study also tested each solution for each chosen transient, showing it 

was possible to verify the functionality and lastly comparing for price 

and leakage current.  

 

The most relevant pulses to test a protection circuit against are pulse 1, 

pulse 2a and load dump that could be made by using a pulse generator. 

The tested protection circuits (which were all built on different 

techniques) showed that they could reliably protect against all of the 

produced pulses. However, this requires the use of a series diode with 

higher breakdown voltage than the one used in this study. The price for 

all the different solutions did not exceed 3 US-dollar for 10 000 units and 

didn’t differ that much in price. Protection 3 is probably the one that can 

be built cheapest and also protection 2 if the DC-DC converter is 

removed. The leakage current did not exceed 4µA in the temperature 

range of -40°C to +100°C for protection 1 and 3. Protection 2 did leak a 

lot due to the DC-DC converter needed for producing +12V. The circuit 

did only leak 8.2µA in room temperature with the converter in 

shutdown mode. That is twice as much than the other solutions. The 

best choice for low power devices are probably protection 3 due to it 

having the lowest leakage current. TVS diodes should be used if low 

complexity and low number of components is preferred.    
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Appendix A: Price for each 
component for different volumes 
The price in US-dollar of each component can be seen below. The index 

number refers to the circuit in the solution alternatives chapter. All the 

values are gathered from Digikey.  
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Appendix B: Protection 3 – 
Explanation and calculation 

 

The protection circuit can be seen above. This shows only the protection 

part. The protection works so that the diode D5 is used for negative volt-

age protection and is nothing advanced just a blocking diode. The capac-

itor C13 is used to filter and pushing out any transient overtime so the 

rise time gest larger for occurring transients. The idea with the protection 

is to cut the output at a certain voltage level so any incoming transient 

can arrive to the output. So how does this circuit work? 

The main idea is that the two P-channel MOSFET’s PMOS1 and PMOS2 

should control the actual protection. So PMOS1 should turn off PMOS2 

for a certain voltage level. So, let’s start with how a P-channel MOSFET 

works.  

A typical P-channel MOSFET can be seen in the figure below.  

 

Some important considerations to consider when choosing the MOSFET 

for the protection circuit are the gate to source voltage 𝑉𝐺𝑆 and the drain 

to source voltage 𝑉𝐷𝑆 . The 𝑉𝐷𝑆 needs to be large enough to withstand the 

voltage across the drain and source so in this case for a high voltage pro-

tection the 𝑉𝐷𝑆 needs to be high to not damage the MOSFET. The 𝑉𝐺𝑆 



High voltage transient protection for 

automotive  

Viktor Lindholm 

Appendix B: Protection 3 – 

Explanation and calculation 

2019-06-27 

 

Based on the Mid Sweden University template for technical reports, written by Magnus Eriksson, Kenneth Berg and 

71 

 

controls the state of the MOSFET. The states of the transistor can be seen 

in the table below where 𝑉𝑇𝐻 is the voltage threshold. The voltage 

threshold is the minimum voltage to make a conductive path.  

Condition State 

𝑉𝐺𝑆 ≥ |𝑉𝑇𝐻| On 

𝑉𝐺𝑆 = 0 Off 

So, by looking on the table above it can be noticed that in order to have a 

low-cut voltage for the protection circuit. A low 𝑉𝑇𝐻 is needed to be able 

to turn PMOS2 off as quickly as possible. So, know when we know how 

the MOSFET’s works we can see what the Zener diodes and resistor is 

doing for the circuit. 

Z2 and Z3 is used to protect the MOSFET to not exceed the maxi-

mum 𝑉𝐺𝑆. Z1 is used to control when the protection circuit should cur 

the voltage. When the voltage at the input goes over the voltage of Z1 

the diode starts to lead current trough R1 and the Zener voltage will be 

applied to the gate of PMOS1. So, the circuit could be explained by the 

equation below. 

𝑉𝐶𝑈𝑇 = 𝑉𝑇𝐻 + 𝑉𝑍1 

This is almost true because the Zener voltage will only be there if the 

right amount off current is flowing true the Zener diode. So, the resis-

tors have a very important role in this circuit. The resistors shall be se-

lected so the right amount of current flowing through the Zener diode at 

the cut voltage. This needs to have a good balance between the current 

for the Zener voltage and the maximum power the Zener are rated for 

that is related to the maximum input voltage that the circuit can handle. 

The current trough Z1 can be written as the equation below.    

  

𝐼𝑍1 =
𝑉𝑖𝑛 − 𝑉𝑍1

𝑅1
+

𝑉𝑖𝑛 − 𝑉𝑍1−𝑉𝑍2

𝑅2
 

The circuit will have some delay between the switching of the compo-

nents so even the cut voltage has been calculated correct the input volt-

age my go up little over the cut voltage due to the delay. This should be 

enough to understand the circuit to design one with different cut volt-

ages. 

 

 


