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Abstract
Nowadays, a growing number of startups, who used to produce nonintelligent devices, are seeking transformation and hope to achieve their
Internet of Things (IoT) deployment. In other words, they begin to focus
on producing smarter devices to meet user’s needs. At present, various
IoT cloud platforms are emerging one after another, but using these
resources can be costly for small companies. Since the entire IoT system
is complex, it involves many links, the purpose of this project is to create
a suitable IoT platform for small companies. The system applies
JavaWeb technology with the framework of Spring MVC + Spring +
Hibernate (SSH), uses open source User Interface (UI) solution and
MySQL database management system (DBMS). At the same time, the
system adopts Hypertext Transfer Protocol (HTTP) as the
communication protocol to complete the data transmission between
devices and the platform. Finally, the system is deployed in the server
built on the Raspberry Pi. The system is measured from multiple aspects
on the established scenario. The results show that companies and users
can use the platform as expected, and companies can expand the system
to further realize their IoT deployment in the future.
Keywords: IoT system, JavaWeb, SSH, MySQL, HTTP, Raspberry Pi.
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Terminology
Abbreviations
AEP

Application Enablement Platform

AI

Artificial Intelligence

AOP

Aspect Oriented Programming

API

Application Programming Interface

BAP

Business Analytics Platform

CMP

Connectivity Management Platform

CoAP

Constrained Application Protocol

CSS

Cascading Style Sheets

DAO

Data Access Object

DBMS

Database Management System

DMP

Device Management Platform

ERD

Entity Relationship Graph

JDBC

Java Database Connectivity

JS

JavaScript

JSP

Java Server Pages

HTML

Hypertext Markup Language

HTTP

Hypertext Transfer Protocol

IOC

Inversion of Control

IoT

Internet of Things

IP

Internet Protocol
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MQTT

Message Queuing Telemetry Transport

MVC

Model-View-Controller

ORM

Object Relation Mapping

PaaS

Platform as a Service

RDBMS

Relational Database Management System

SMEs

Small and Medium-sized Enterprises

SQL

Structured Query Language

TCP

Transport Control Protocol

UI

User Interface

URL

Uniform Resource Locator
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1

Introduction
IoT is an important part of the new generation of information
technology. As the name implies, Internet of Things means things
connected to the Internet [1]. This has two meanings: First, IoT is built
on the Internet, which is the expansion of the Internet. Second, its clients
extend to items, and information is exchanged between items.
IoT has the following characteristics [1][2]:
First, a variety of sensing technologies are widely used. A large number
of sensors are deployed in IoT. Each sensor can collect information from
the outside, and different types of sensors capture different information.
Moreover, the obtained data has real-time performance. Sensors collect
data according to certain rules and continuously update data.
Second, it is a network built on the Internet. The core and foundation of
IoT technology is still the Internet. Through various wireless and wired
networks combined with the Internet, the information of objects can be
transmitted accurately and in real-time. The data transmission process
must follow various network protocols.
Finally, Internet of Things itself has an intelligent processing capability
to intelligently control objects. IoT obtains data from sensors and then
analyzes them to meet the needs of different users.

1.1

Background and Problem Motivation
It is reported that the number of networked devices worldwide has
exceeded 17 billion. Many of these are small-embedded devices with
sensors and actuators, enabling new types of intelligent applications. All
these smart devices [3] connected and collaborating together form what
we call the Internet of Things.
Many startups and small companies want to sell products that are IoT
ready as well. However, there are many links in the IoT [4]. From the
device to the intermediate channel, and then to the cloud, the links are
very complex and diverse. It’s might too hard for a small company to
complete all technical modules. Today, the IoT market is dominated by
1
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large providers and their cloud platforms. However, these are expensive
and difficult to use.
Hence, the idea of this project is to create a ready-to-use IoT system that
Small and Medium-sized Enterprises (SMEs) can use to jumpstart their
IoT deployments.

1.2

Overall Aim
The goal of this project is to create a ready-to-use IoT system for SMEs.
I choose Raspberry Pi 3B+ as the server because it's cheap and efficient,
use existing open source database MySQL for the back-end, apply HTTP
protocol to transfer data. Finally, SMEs can keep track of their devices.
Such as saving sensor data in the database, monitoring service intervals
and so on. In addition, users can view and control status of devices
through the browser at any time.
To then, also be able to do quantitative measurements of the final
implementation to evaluate the suitable scale that it can be used for. For
example, in terms of cost, latency, scalability and usefulness. All in
order to determine the benefits, drawbacks and differences for the IoT
system.

1.3

1.4

Concrete and Verifiable Goals
•

Survey the area of IoT cloud platforms and IoT systems.

•

Implement the IoT system using cheap hardware and open source
solutions.

•

Determine a scenario to evaluate the platform on and perform
measurements.

•

Evaluate the end results and propose future work.

Scope
The project focuses on the construction of the IoT back-end system.
SMEs can simply download this system, make minor adjustments and
then start selling their IoT ready products. The platform can also be
extended to support a wider variety of products.

2
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1.5

Outline
Chapter 2 describes the background knowledge of the Internet of Things.
Chapter 3 describes the process in which the project is done. Chapter 4
describes the overall framework and technology used in the project.
Chapter 5 describes the technical implementation of the system. Chapter
6 describes measurements of the system. Chapter 7 describes the
conclusions drawn from the project.

1.6

Contributions
The whole project and report take nearly four months to complete by
myself. There are many resources available in this field, which is very
helpful for me to understand and master knowledge.

3

Internet of Things – A ready-to-use IoT system for Instant Deployment for
Startups and Small Companies
Shuangyu Wang
2019-06-16

2

Theory
This chapter further investigates the field of Internet of Things and
analyses the IoT platform in detail.

2.1

Architecture of IoT
IoT mainly includes four layers [5][6][7], from the bottom up: perception
layer, network layer, platform layer and application layer. It can be seen
in figure 1.

Figure 1: Four layers of IoT

1) Perception layer: The perception layer is mainly used to collect
physical events and data in the physical world. It is the source of
identifying objects and collecting information in IoT.
2) Network layer: The network layer is responsible for transmitting and
processing the information acquired by the perception layer.
3) Platform layer: The platform layer collects sensor data from the
bottom layer. Upward is for application service providers, providing
a basic platform for application development.
4) Application layer: The application layer is the interface between the
IoT and the user. It combines with industry demand to realize the
intelligent application of IoT.

4
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2.2

IoT Platform
IoT platform [5][8] is the key hub in IoT network architecture and
industrial chain. That is, it’s the core of IoT world. This is what to be
achieved in this project.
An IoT platform is a multi-layer technology that enables straightforward
provisioning, management, and automation of connected devices within
the Internet of Things universe. It basically connects your hardware,
however diverse, to the cloud by using flexible connectivity options,
enterprise-grade security mechanisms, and broad data processing
powers. For developers, an IoT platform provides a set of ready-to-use
features that greatly speed up development of applications for
connected devices as well as take care of scalability and cross-device
compatibility. [9]

2.2.1

Classification
According to the functions, IoT platforms can be divided into four subplatforms [7]:
1) Connectivity Management Platform (CMP): It generally used on the
service provider network. Specifically, it connects to IoT SIM card.
2) Device Management Platform (DMP): It mainly provides a series of
functions such as remote monitoring, setting adjustment, software
upgrade and troubleshooting for IoT terminals.
3) Application Enablement Platform (AEP): It is Platform as a Service
(PaaS), which provides application development and unified data
storage. It is built on top of the CMP platform.
4) Business Analytics Platform (BAP): It includes two main functions:
basic big data analysis service and machine learning. The data
collected on the cloud platform is analyzed, processed and
visualized.
Different IoT platforms have their own areas of expertise and unique
advantages. A small number of platforms have covered all functions.

2.2.2

Application
Smart device providers and startups can use IoT platform to equip their
products with remote control and real-time monitoring functions,
5
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notifications and configurable alerts, and integration with consumers’
smartphones and other devices. [10]
IoT platform is an important technology to improve customer
experience in retail, healthcare, hospitality, and travelling domains. It is
used to achieve highly personalized services and ensure stress-free
interaction between the customer and the company. [10]
IoT platform is cost optimization for companies in the industrial,
agriculture, and transportation through remote monitoring of
equipments and vehicles, predictive maintenance of equipment,
collecting sensor data for real-time production analysis and security,
and end-to-end cargo delivery tracking. [11]
Some companies develop IoT infrastructures. Such as connected car
services, smart grid metering, city-wide air quality monitoring, smart
building deployment and many other services. It aims at offering a
variety of new services to regular customers, public service companies
and large corporations. [11]
2.2.3

Strategic Trends
The next generation of business ecosystems will be increasingly more
digital, intelligent, and connected [12]. The IoT plays a pivotal role in
what they call "an intelligent digital mesh", thus setting a higher bar for
modern IoT platforms in several areas.
Digital twins – offer a more powerful way to monitor, control, and
manage assets. Digital twins provide a comprehensive digital
representation of real-world devices and systems, thus improving their
state monitoring and enabling faster responses to external and internal
events.
Intelligent things – utilize Artificial Intelligence (AI) and machine
learning to extract more insights from collected data and optimize their
interactions within an IoT ecosystem. As basic IoT use cases have been
successfully gaining ground, further enhancement offered by AI will
galvanize even greater progress.

6
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2.3

Connect the Device
Only when the device is connected to the network, can it be regarded as
an IoT device. Three key points are involved here: access method [13],
communication network and communication protocol [14].

2.3.1

Access Method
Direct access: The IoT terminal device itself has the ability to connect
directly to the network, such as the NB-IOT communication module and
the 2G communication module.
Gateway access: The IoT terminal device does not have the network
access capability. It needs to be connected to the network through the
gateway after the local network is deployed. The IoT gateway is an
intelligent device that sits between a local LAN and an external access
network. The main functions are network isolation, protocol
translation/adaptation and data transmission within and outside the
network. The architecture of using the IoT gateway is shown in the
figure 2.

Figure 2: IoT gateway [15]

2.3.2

Communication Network
Mobile network: 2G, 3G, 4G, 5G, NB-IOT, etc. Mainly used in outdoor
equipment.
Broadband network: WIFI, Ethernet, etc. Mainly used in indoor
equipment.
7
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2.3.3

Communication Protocol
Devices and devices, devices and the cloud need to communicate with
each other. Through interoperability, the value of the Internet of Things
will be revealed. So, we need a set of IoT communication protocols.
Only devices that follow this set of protocols can communicate with
each other and can exchange data. Commonly used IoT communication
protocols are as follows:
Message Queuing Telemetry Transport (MQTT) [16]: It’s a publish and
subscribe, extremely simple and lightweight messaging protocol,
designed for constrained devices and low-bandwidth, high-latency or
unreliable networks. The design principles are to minimize network
bandwidth and device resource requirements whilst also attempting to
ensure reliability and some degree of assurance of delivery.
Constrained Application Protocol (CoAP) [17]: It is a specialized web
transfer protocol for use with constrained nodes and constrained
networks in the Internet of Things. The protocol is designed for
machine-to-machine (M2M) applications such as smart energy and
building automation.
Hypertext Transfer Protocol [18]: It functions as a request–response
protocol in the client–server computing model. A web browser, for
example, may be the client and an application running on a computer
hosting a website may be the server. The client submits an HTTP
request message to the server. The server, which provides resources
such as HTML files and other content, or performs other functions on
behalf of the client, returns a response message to the client.

2.4

Usage of IoT Data
After obtaining a large amount of IoT device data, humans can explore
laws of data and its commercial value, predict the future state of the
device. We’ll discuss three main applications [19][20].

2.4.1

Basic Application - Monitoring
After collecting the device data through the Internet of things, if the
state of the device data exceeds the preset state, it will automatically
give an alarm. The administrator will deal with it in the first time and
can issue commands through remote operation.
8
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2.4.2

Further Application - Statistics Report
Through the statistical method, the historical operation data of the
equipment are statistically analyzed. Different reports can be analyzed
for different dimensions. It is then displayed on a chart or large screen.
Administrators can quickly and intuitively understand the operation
status of the entire IoT devices.

2.4.3

Advanced Applications - Data Mining/Machine Learning
This part needs to dig out something valuable from the data. For
example, by continuously tracking and analyzing the equipment data
over a period of time and combining with the past equipment operation
and maintenance experience of human beings, the machine learning
method can be used to predict the probability of equipment failure and
the possible causes after failure, and provide the maintenance plan.
To sum up, the value of IoT lies in improving production efficiency and
management efficiency, which greatly promotes the improvement of
social productivity.

9
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3

Methodology
This chapter introduces the implementation process of the entire project.
It can be seen in figure 3 below.

Figure 3: Project implementation process

3.1

Information Collection
The first step is to use the abundant network resources to learn the
knowledge related to IoT system, from software to hardware, in order to
understand the field in detail. The main tasks are to analyze the current
popular open source and non-open source IoT platforms, learn the
architecture of IoT systems and master the market needs of terminal
devices.
Most of the information is found with the help of the following search
tools: Google [21], Google Scholar [22] and CSDN [23].

3.2

Demand Analysis
The second step is to analyze the demands according to the current
situation of the company. We take into account the equipment and user
needs, and refer to the design of existing platforms, and then determine
the function modules that need to be involved.

3.3

System Overview Design
The third step is to design the overall architecture of the system.
According to the project scale and function, we select the appropriate
system framework, including the front-end and the back-end.

3.4

Detailed System Design
The fourth step is to develop the function modules of the system. The
technical problems encountered in the process are mainly solved by
learning the open source code on GitHub [24].
10
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3.5

Evaluation
After the system development is finished, we enter the evaluation phase.
The system is evaluated from multiple aspects in the established
scenario to analyze system performance. Consider the economic
situation of small companies, we focus on measurement in terms of cost,
latency, scalability, usefulness, etc. Then analyze the strengths and
weaknesses of the system and make proposals for future work.

3.6

Summary
Finally, we summarize the goals set in chapter 1 and analyze the
positive and negative effects of the project from the social and ethical
perspective.

11
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4

Design
This chapter outlines the overall design of the system, including
function modules, architectures of front-end and back-end.

4.1

Function Module
System function is mainly composed of five parts: IoT device, login, user
management, device management and device communication. It’s
shown in figure 4 and explained later.

Figure 4: Function modules of the system

4.1.1

IoT Device
The scenario I set up is that the company used to produce ordinary table
lamps, but now it starts to make the lamp with a temperature and
humidity sensor to achieve their IoT deployment.
The device transmits the sensor data to the platform in real time. Users
can view the data and control the device through the platform.

4.1.2

Login
Administrator: Manage all devices and users.
Customer: Only view their own device(s).

4.1.3

User Management
The user management module can achieve following functions:
View user information: Username, tel., email, address and role.
Add user: Create a new user and assign role.
Edit user: Modify information for an existing user or delete it.

12
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4.1.4

Device Management
The device management module can achieve following functions:
View device information: Device number, owner, status (on or off),
real-time temperature and humidity data.
Control device: Remote console light switch.
Add device: Create a new device and assign it to an existing user.
Edit device: Modify information for an existing device or delete it.
The device view module, which used by the customer, will only
implement view device information and control device.

4.1.5

Device Communication
Data transmission is achieved through HTTP communication protocol,
which is based on the wildly successful REST model and Transport
Control Protocol/Internet Protocol (TCP/IP).
TCP [ 25 ] provides reliable and stable transmission. TCP is reliable
because it makes three handshakes to establish a connection before
passing data. In the data transfer, there are confirmation, window,
retransmission, congestion control mechanism. After the data is
transferred, the connection is also disconnected to save system resources.

4.2

Front-end Architecture
Based on the use of Hypertext Markup Language (HTML), Cascading
Style Sheets (CSS) and JavaScript (JS), the front-end adopts SmartAdmin.
It’s a management framework created based on Bootstrap technology
and various JS plugins (especially jQuery).

4.2.1

jQuery
jQuery [ 26 ] is a very type-rich library that encapsulates common
JavaScript function, provides a simple JavaScript design pattern, and
optimizes HTML document manipulation, event handling, animation
design, and Ajax interactions.
jQuery is being widely used, simplifying JavaScript programming
greatly. The core features of jQuery can be summarized as follows:
unique chain syntax, short and clear multi-function interface; efficient
and flexible CSS selector; rich plug-ins and convenient plug-in extension
mechanism; compatible with a variety of mainstream browsers.
13
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4.2.2

Bootstrap
Bootstrap [27] is the most popular HTML, CSS, and JS framework for
developing responsive, mobile first projects on the web.
Bootstrap made more personalized improvements on the basis of jQuery,
formed a set of unique website style, and was compatible with most
jQuery plug-ins. Make front-end development faster and easier.

4.3

Back-end Architecture
The back-end adopts framework of SSH, which is Spring MVC + Spring
+ Hibernate. It uses MySQL as the DBMS.
The framework implements the 3-tier architecture [28]. That is, UI layer,
Service layer and Data Access Object (DAO) layer. They perform
different functions separately:
UI layer: Used to receive requests submitted by users.
Service layer: Complete the corresponding business logic processing.
DAO layer: Complete interaction with the database.
In order to better reduce the coupling degree between layers, in the 3tier architecture programming, we use abstract oriented programming.
That is, the upper layer calls the lower layer through the interface. The
real service provider of the lower layer, which is the implementation
class of the lower layer interface, service the upper layer. The service
standard (interface) is the same and the service provider
(implementation class) can be replaced. This achieves the coupling
between the layers. SSH performs its duties in a 3-tier architecture [29],
it’s shown in figure 5.
Spring MVC: The implementer of the UI layer. The Controller in
Spring MVC acts as the controller for the entire application,
completing the forwarding of user requests and responding to users.
Hibernate: As the implementer of the DAO layer, it completes the
functions of adding, deleting, changing, and checking the database.
Spring: The creation, initialization, destruction and maintenance of
associations between objects in the entire application are managed by
Spring

14
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Figure 5: The relationship between SSH and 3-tier architecture

4.3.1

MySQL
MySQL [30] is a Relational Database Management System (RDBMS), it’s
used for developing web-based software applications, both small and
large applications. MySQL is fast reliable and flexible and easy to use.
The design of the database will directly affect the quality and operation
of the system. Therefore, in strict accordance with the database design
process, through the user needs analysis, we get a conceptual model
independent of DBMS, then the conceptual model is converted into a
data model supported by MySQL. Finally, we optimize the relationship
model through paradigm theory.

4.3.2

Spring MVC
Spring MVC provides Model-View-Controller (MVC) architecture [31]
and uses methods to map paths. It provides a DispacherServlet that
encapsulates the functionality that is often implemented in web
applications and provides a common abstraction. At the same time,
MVC pattern results in separation of input logic, business logic and UI
logic of the application, and provides loose coupling between these
elements. Its work process is shown in figure 6.
Model: Host data and calculate requests submitted by users.
View: Provides a user interface to interact directly with the user.
Controller: Responsible for processing user requests and building
appropriate models, which are passed to the view for rendering

15
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Figure 6: Work process of Spring MVC

4.3.3

Spring
Spring [ 32 ] is an Inversion of Control (IOC) and Aspect Oriented
Programming (AOP) container framework. The core mechanism of IOC
provides a bean factory that reduces the complexity of service object
replacement. AOP centralizes management of common tasks such as
security, transactions, logs, etc., improving reusability and ease of
management.
Using Spring development, Bean objects, DAO component objects,
Service component objects, etc. can be managed by the Spring container,
which makes a lot of complex code development become very elegant
and concise, effectively reducing the coupling of code. Great
convenience for the later maintenance, upgrade and expansion of the
project.

4.3.4

Hibernate
Hibernate [33] is a Java Object Relation Mapping (ORM) development
framework. ORM is a technology for database operations in an objectoriented manner. So, Hibernate is used in the DAO layer to connect to
the database. Database access is done through a simple function call,
directly returning the result of mapping to a Java object. Using ORM can
mask the Java Database Connectivity (JDBC) Application Programming
Interface (API), let us write programs at a higher level of abstraction,
and be more efficient.
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4.4

Server-end Architecture
Due to the high cost of using cloud servers, we consider setting up our
own servers. Linux system has many advantages and is more suitable
for the operating system of the server. Raspberry Pi supports Linux
system with low cost and high performance, so we decide to use
Raspberry Pi as the server hardware.

4.4.1

Hardware Selection
The Raspberry Pi [34] is a credit-card sized computer that plugs into a
computer monitor or TV, and uses a standard keyboard and mouse.
Raspbian (Debian-based Linux system) is the official operating system
for Raspberry Pi. Raspbian comes pre-installed with plenty of software
for education, programming and general use. It has Python, Scratch,
Sonic Pi, Java and more.
The Raspberry Pi 3 Model B+ is the latest product in the Raspberry Pi 3
range. Main performance: 1.4GHz 64-bit quad-core processor, dual-band
wireless LAN, Bluetooth 4.2/BLE, faster Ethernet, and Power-overEthernet support (with separate PoE HAT).
So, we choose the Raspberry Pi 3B+ as the server hardware, which can
meet the usage requirements and is cheap. Next, we install the Raspbian
to build the server environment.

4.4.2

Environment Construction
We use MySQL + Apache Tomcat to build the Java Web server.
Download these two softwares on official websites and install them. The
specific version is MySQL 5.7 + apache-tomcat-8.5.40.
Apache Tomcat (also referred to as Tomcat Server) [35] implements
several Java EE specifications including Java Servlet, JavaServer Pages
(JSP), Java EL, and WebSocket, and provides a "pure Java" HTTP web
server environment in which Java code can run.
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5

Implementation
This chapter explains the implementation of the system in detail. The
system uses B/S mode architecture for development. The main design
ideas: First, design the structure of the database table, then build the
SSH framework, design and implement modules, and finally realize the
communication between devices and the platform. The development
environment is Eclipse IDE.

5.1

Database Design
Database design includes database conceptual design and logical
structure design.

5.1.1

Database Conceptual Structure Design
Through the demand analysis and data abstraction of the system, we get
the entities as well as the relationship between them, then the
conceptual model of the database is formed and represented by the
Entity Relationship Graph (ERD) [ 36 ]. The entities involved in the
system are: user entity (customer and administrator), device entity and
role entity. The overall conceptual structure is shown in figure 7.

Figure 7: Conceptual structure of database
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5.1.2

Database Logical Structure Design
On the basis of the conceptual structure design of the database, the
conceptual model is transformed into the corresponding logical data
table, that is, the structure of the database table is designed. The tables
used in this system are: role information table-sys_role, see table 1; user
information table-sys_appuser, see table 2; device information tableapp_device, see table 3.
Table 1: Role information table-sys_role

Field

Type

Length

Not Null

key

Comment

id

int

11

yes

yes

auto increment

name

varchar

255

no

no

role

note

varchar

255

no

no

permission

Table 2: User information table-sys_appuser

Field

Type

Length

Not Null

key

Comment

id

int

11

yes

yes

auto increment

ctime

datetime

0

no

no

create time

uname

varchar

255

yes

no

username

passwd

varchar

255

yes

no

password

tel

varchar

255

no

no

tel

email

varchar

255

no

no

email

address

varchar

255

no

no

address

roleIds

varchar

255

no

no

role id

roleNames

varchar

255

no

no

role name

LoginTime

int

11

no

no

times of login

loginDate

datatime

0

no

no

the lastest time
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device_id

int

11

no

no

device id

Table 3: Device information table-app_device

Field

Type

Length

Not Null

key

Comment

id

int

11

yes

yes

auto increment

breathtime

datetime

0

no

no

last used time

name

varchar

255

no

no

device name

appuser_id

int

11

no

no

user id

data

text

0

no

no

sensor data

remark

varchar

255

no

no

remark

Foreign keys setting:
The field device_id in sys_appuser table referenced field id in
app_device table.
The field appuser_id in app_device table referenced field id in
sys_appuser table.
The ERD of tables is shown in figure 8.

Figure 8: EDR of tables
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5.2

System Framework Implementation
This system uses SSH framework [37][38]. First, we need to configure
the Spring MVC framework in app-springmvc.xml, then configure the
Spring framework in app-resources.xml and integrate the Hibernate
framework. Finally, we introduce the app-resources.xml in web.xml and
configure servlet for Spring MVC.

5.2.1

Spring MVC
This part mainly starts component scanning and annotation, configures
static resources and view resolver. Key code in app-springmvc.xml:
<context:component-scan base-package="com.innerdb" use-defaultfilters="false">
<context:include-filter type="annotation"
expression="org.springframework.stereotype.Controller"/>
</context:component-scan>
<mvc:annotation-driven/>
<mvc:resources location="/web/" mapping="/web/**"/>
<mvc:view-resolvers>
<mvc:jsp prefix="/pages/" suffix=".jsp"/>
</mvc:view-resolvers>

5.2.2

Spring
1) This section mainly reads the configuration files and configures the
database connection pool. Key code in app-resources.xml:
<context:property-placeholder
location="classpath*:conf/jdbc.properties,classpath*:conf/config.pr
operties"/>
<bean id="myconfig" class="com.innerdb.core.config.LoadConfig"
init-method="loadConfig"></bean>
<bean id="tcpServer" class="com.innerdb.gateway.TcpServer" initmethod="contextInitialized"></bean>
<bean id="dataSource"
class="com.mchange.v2.c3p0.ComboPooledDataSource" destroymethod="close"></bean>

2) Data source configuration file (jdbc.properties): Stores the data source
Uniform Resource Locator (URL), driver name, database connection
user name and password. We use Hibernate to configure the c3p0
connection pool and integrate Hibernate framework in appresources.xml:
<bean id="sessionFactory"
class="org.springframework.orm.hibernate4.LocalSessionFactoryBean">
<property name="dataSource" ref="dataSource"/>
<property name="packagesToScan">
<list>
<value>com.innerdb.system.entity</value>
<value>com.innerdb.app.entity</value>
</list>
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</property>
<property name="hibernateProperties">
<props>
<prop key=" "> </prop>
</props>
</property>
</bean>

5.2.3

web.xml
1) Joining the configuration of Spring:
<!—let Spring starts with tomcat -->
<listener>
<listener-class>
org.springframework.web.context.ContextLoaderListener
</listener-class>
</listener>
<context-param>
<param-name>contextConfigLocation</param-name>
<param-value>classpath*:conf/app-resources.xml</param-value>
</context-param>

2) Configuring servlet for Spring MVC:
<servlet>
<servlet-name>springmvc</servlet-name>
<servlet-class>
org.springframework.web.servlet.DispatcherServlet
</servlet-class>
<init-param>
<param-name>contextConfigLocation</param-name>
<param-value>classpath*:conf/app-springmvc.xml</param-value>
</init-param>
<load-on-startup>1</load-on-startup>
</servlet>
<servlet-mapping>
<servlet-name>springmvc</servlet-name>
<url-pattern>/</url-pattern>
</servlet-mapping>

After these configurations, we create core programs as figure 9.

Figure 9: Classification of programs
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5.3

System Common Module
The front-end interfaces use the framework to quickly implement
responsive layout. These interfaces have the function of switching
backgrounds, full screen display and so on.
In order to ensure that the page style of the entire website is the same,
we set the index.jsp as the website common module, which is the basis of
all pages (except login page) to jump to.
When the user logs in, the system will judge its role to provide the
corresponding interfaces. The process is shown in figure 10.

Figure 10: Login process

When the customer jumps to device_view.jsp page, it’s not possible to
add, edit or delete devices. The rest is the same as administrator
permissions. This is achieved by matching the user role name. Key code
in device_view.jsp:
<c:if test="${USER.roleNames=='Administrator'}">
grid.navGrid('#jq_paper',
{addfunc: addfunc, editfunc: editfunc, delfunc:delfunc, search: false});
</c:if>

5.4

User Login Module
User roles in the system include administrators and customers. All users
need to enter their username, password and verification code to login.
The login page login.jsp is shown in figure 11.
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Figure 11: Login interface

The system first judges the verification code. If the verification code is
empty or incorrect, the system will output an error message box and
refresh the verification code. Key code in loginMy.js:
function validate(){
var inputCode=document.getElementById("surePwd").value.toUpperCase();
if(inputCode.length<=0){
alert("Please enter the verification code!");
createCode();
return false;
}
else if(inputCode!=code){
alert("Wrong verification code!");
createCode();
return false;
}
else{
return true;
}
}

After the verification code is passed, the system finds the corresponding
controller in AppUserAction.java according to the mapping path
/user/login, and then calls the service layer AppUserService.java. The
service layer will find the user’s information in the database according
to the username through persistence layer SimpleHibernateDao.java. Key
code in AppUserAction.java:
@RequestMapping({"login"})
public String login(HttpServletRequest request,String uname,String.
passwd){
AppUser user=(AppUser)this.userService.findUniqueBy("uname",uname);
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if((user!=null)&&(user.getPasswd().equals(MD5.encode(passwd)))){
user.setLoginDate(new Date());
user.setLoginTime(Integer.valueOf(user.getLoginTime().intValue()
+1));
request.getSession().setAttribute("USER",user);
this.userService.saveOrUpdate(user);
return "redirect:/index.jsp";
}
request.setAttribute("msg","Invalid credentials!");
return "forward:/login.jsp";
}

Key code in SimpleHibernateDao.java:
public T findUniqueBy(String propertyName,Object value){
AssertUtils.hasText(propertyName,"propertyName can’t be empty");
Criterion criterion = Restrictions.eq(propertyName,value);
return (T)createCriteria(new Criterion[]{criterion}).uniqueResult();
}

If the user exists, the currently entered password will be encrypted and
matched with the stored password. If the input password is correct, user
information will be updated and jump to the home page index.jsp. If the
user doesn’t exist or the password is entered incorrectly, the system will
output an invalid message box and the login page will be returned.
Encryption is implemented by the encryption algorithm MD5.java that
comes with java. Whenever a user initiates a page request, the system
will judge whether the user has logged in through filter
SessionFilter.java[39]. If the user isn’t logged in, it will jump to the login
interface. Key code in SessionFilter.java:
public void doFilter(ServletRequest req, ServletResponse resp,
FilterChain chain) throws IOException, ServletException{
HttpServletRequest request=(HttpServletRequest)req;
HttpServletResponse response=(HttpServletResponse)resp;
response.setHeader("Access-Control-Allow-Origin",
request.getHeader("Origin"));
String url=request.getServletPath();
if(StringUtils.startsWithAny(url,exclude)){
chain.doFilter(req,resp);
return;
}
AppUser user=(AppUser)request.getSession().getAttribute("USER");
if(user==null){
response.sendRedirect(request.getContextPath()+"/login.jsp");
}
else{
chain.doFilter(req,resp);
}
}
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5.5

User Management Module
We write the first administrator information in the database in advance.
After logging in as this administrator, users can be managed, including
adding, editing or deleting users. Each user can be assigned a role when
adding or editing. The interface user_view.jsp can be seen in figure 12.

Figure 12: User management

In the User List part, the system finds the corresponding controller in
AppUserAction.java according to the mapping path /user/list, and then
calls the service layer AppUserService.java. The service layer will find all
users’ information in the database through persistence layer
SimpleHibernateDao.java. Query results are parsed and sent to the frontend page for display. Key code in AppUserAction.java:
@RequestMapping({"list"})
public void list(PageRequest pageRequest,HttpServletRequest request,
HttpServletResponse response){
List<AppUser> users=this.userService.getAll();
String json=new JSON(users).buildWithFilters(2,new String[0]);
ResponseUtils.renderJson(response,json);
}

Key code in SimpleHibernateDao.java:
public List<T> getAll(String orderByProperty,boolean isAsc){
Criteria c=createCriteria(new Criterion[0]);
if (isAsc){
c.addOrder(Order.asc(orderByProperty));
}else{
c.addOrder(Order.desc(orderByProperty));
}
return c.list();
}
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5.5.1

Add or Edit
Selecting these two options will open the second layer, user_form.jsp,
where you can fill in user information and assign the role. The page is
shown in figure 13.

figure 13: User information

5.5.2

Role Selector
Clicking the “Select“ button will open the third layer, role_selector.jsp,
then we can set a role for the user. This step is quite important. Users
who don’t have the role can’t login to the system. The interface is
shown in figure 14.

figure 14: Role selector
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5.5.3

Delete
The mapping path is /user/delete. When deleting a user, first remove the
device owned by the user from the database, and then remove the user.
Key code in AppUserAction.java:
@ResponseBody
@RequestMapping({"delete"})
public Msg delete(String ids){
try{
AppUser
user=(AppUser)this.userService.get(Integer.valueOf(ids));
Device device=(Device)this.deviceService.findUniqueBy("user.id",
user.getId());
if(device!=null){
device.setUser(null);
user.setDevice(null);
this.deviceService.saveOrUpdate(device);
this.userService.saveOrUpdate(user);
this.deviceService.remove(device);
}
this.userService.remove(ids);
}catch(Exception e){
Msg msg=new Msg(false);
msg.setText(e.getMessage());
return msg;
}
return new Msg(true);
}

5.6

Device Management Module
The administrator can view the device status in this interface. Add, edit
or delete devices. The device can be assigned to an existing user when
adding or editing. When the administrator logs in, the interface
device_view.jsp is shown in figure 15.

figure 15: Device management
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When the device has never been used, the temperature and humidity
will show "N". Otherwise, when the device is online, the data is
displayed in real-time. And when it is offline, the latest updated data is
presented. The realization of Device List part has the same idea as the
User List part, which will be omitted here.
5.6.1

Add or Edit
Clicking these two buttons will open the second layer, device_form.jsp,
then we can create or modify a device and assign it to an existing user.
After saving operation, the user's device information will be updated.
The page can be seen in figure 16. Key code in DeviceAction.java:
@RequestMapping({"save"})
public Msg save(Device device){
AppUser user
=(AppUser)this.appuserService.get(device.getUser().getId());
user.setDevice(device);
try{if(device.getId() == null){
device.setUser(user);
this.deviceService.saveOrUpdate(device);
this.appuserService.saveOrUpdate(user);
}
else{
Device orgDevice=(Device)this.deviceService.get(device.getId());
try{ BeanUtil.copyNotNullProperties(orgDevice, device);
this.deviceService.saveOrUpdate(orgDevice);
}catch(Exception ex){
ex.printStackTrace();
}
}
return new Msg(true);
}catch (Exception e){}
return new Msg(false);
}

Figure 16: Add or Edit the device
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5.6.2

User Selector
When add or edit a device, we must assign a user for it, or the operation
won’t be saved. This is finished in user_selector.jsp, the page as figure 17.

Figure 17: Select user

5.6.3

Delete
The mapping path is /device/delete. First remove the device from the
user’s storage, unbind the user from the device. And then remove it
from the database of devices. It’s the same method as deleting the user.

5.6.4

Customer Interface
After creating a new user and assigning a device to it, we can login to
the system as a user. The interface is shown in figure 18.

Figure 18: Login as a customer
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5.7

Device Communication Module
The device sends data and accepts remote control by establishing a TCP
connection with the server.

5.7.1

Receive Device Data
The server uses the port 7890 to establish connections [40] with clients.
When the device is running, the server adds the device to the list of
running devices. Whenever data is received from the device, the server
will update the device's last online time (breathTime) and data (humidity
and temperature), and then display the data in real-time with status
“online” shown in the interfaces.
After connecting, if the device doesn’t send data for a certain period of
time (it’s turned off or goes wrong), the server will disconnect from the
device and display “offline” in the interfaces, and the data shows the
last uploaded data. Key code in Tcpserver.java:
public void startServer(){
try{
final ServerSocket server=new ServerSocket(7890);
while (true){
final Socket socket=server.accept();
final TcpThread t=new TcpThread(socket,
this.deviceService,this.appUserService);
TcpServer.clients.add(t);
t.start();
}
}
catch (IOException e){
e.printStackTrace();
}
}

Key code in TcpThread.java:
if (commond.startsWith("$")){
this.breathTime=new Date();
this.threadName=commond.substring(1);
this.device=((Device)this.deviceService.findUniqueBy("name",
this.threadName));
if (this.device!=null){
this.device.setBreathTime(new Date());
this.deviceService.saveOrUpdate(this.device);
TcpServer.devices.put(this.threadName,this);
}
}
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5.7.2

Remote Control Device
When click “on” or “off” in the device management interface, the
system will find the corresponding controller in DeviceAction.java
according to the mapping path /device/sendcommond. If the device is
online, the server will directly send instruction through the thread
connected with the device. Key code in DeviceAction.java:
@RequestMapping({"sendcommond"})
public void sendcommond(String no,int offset,int data,
HttpServletResponse response){
System.out.println(no+","+offset+","+data);
((TcpThread)TcpServer.devices.get(no)).send(offset+","+data);
ResponseUtils.renderJson(response,"{\"msg\":\"ok\"}");
}

Key code in TcpThread.java:
public void send(String msg){
try{
this.os.write(msg.getBytes());
this.os.flush();
}
catch(IOException e){
e.printStackTrace();
}
}
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6

Results
This chapter explains the deployment of the system and the
implementation of the device, and shows the measurement results of the
system from several aspects.

6.1

Deployment
The deployment environment is Raspberry Pi 3B+ (with Raspbian
operating system) + MySQL 5.7 + apache-tomcat-8.5.40.
First, we create a database called iIoT, then execute Structured Query
Language (SQL) file iIoT.sql in the database.
Following, we export the project as iIoT.war from Eclipse, then put it
under path /apache-tomcat-8.5.40/webapps. The default configuration for
database is username=root, passeword=root. We just need to modify it in
jdbc.properties (/webapps/iIoT/WebContent/ resource/conf) according to our
local setting.

6.2

Device
We use another Raspberry Pi to build a simple device that we need to
do the test. The device can access the network directly using WIFI. The
data is collected by a DHT11 temperature and humidity sensor [41], and
a LED [42] simulates the lamp. The device is shown in figure 19.

figure 19: Simple device
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We perform java -jar main.jar “device number” “server address” in the
terminal. The device runs the program to establish a connection with the
server, send data at regular intervals and receive remote control. Key
code in main.jar:
// establish the connection
try {
socket=new Socket(serverAddress,7890);
oStream=socket.getOutputStream();
is=socket.getInputStream();
oStream.write(("$"+deviceName).getBytes());
oStream.flush();
Thread.sleep(1000);
}
// invoke test.py to collect sensor data
try {
String exe="python";
String command="/home/pi/test.py";
String num1="1";
String num2="2";
String[] cmdArr=new String[]{exe,command,num1,num2};
Process process=Runtime.getRuntime().exec(cmdArr);
InputStream is=process.getInputStream();
DataInputStream dis=new DataInputStream(is);
String str=dis.readLine();
process.waitFor();
if(!"wrong".equals(str)){
currentData=str;
if(oStream!=null){
oStream.write(currentData.getBytes());
oStream.flush();
System.out.println("send"+currentData);
}
}
Thread.sleep(3000);
}
// switch light
while((len = is.read(buffer))!=-1){
try{ String commond="";
try{
commond=new String(buffer,0,len,"UTF-8");
}catch(UnsupportedEncodingException e1){
e1.printStackTrace();
}
if(commond.indexOf(",")==-1){
return;
}
String[] spidata=commond.split(",");
service.outPut(Integer.valueOf(spidata[0]),Integer.value
Of
(spidata[1]));
System.out.println("success!");
}catch(Exception e){
e.printStackTrace();
}
}
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6.3

Function Module Measurement
This section tests function modules of the system.

6.3.1

Login
We check the module by entering various correct and incorrect user
information. The results are shown in table 4.
Table 4: Login test

6.3.2

username

password

verification code

result

as expected

right

right

right

jump to index.jsp

yes

right

right

wrong

output
“Wrong
verification code!”
jump to login.jsp

yes

right

wrong

right

yes

wrong

right

right

output
“Invalid
credentials!” jump
to login.jsp

yes

User Management
Test results show that administrators can view all user information
normally, users can be successfully added, edited and deleted in this
section. It should be noted that the username and password are required
when adding or editing, and the user role must be selected, otherwise
the user cannot login to the system. Editing and deleting operations can
only be performed on a single record at a time. When deleting a user, all
devices of this user will be deleted together. The result is shown in
figure 20.
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Figure 20: user management test

6.3.3

Device Management
In this module, devices can be added, edited and deleted as expected.
Users must be specified when adding or editing. Editing and deleting
can only be performed on a single record. Because a user can have
multiple devices, deleting a device does not delete the user together. The
result is shown in figure 21.

Figure 21: device management test

6.3.4

Device Communication
After the device is turned on, the connection is successfully established
with the server, and the device status changes from “offline” to “online”,
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data transmission and receiving commands are started. Users and
administrators can view data in real time and control devices through
switch. The test results are shown in figure 22 and figure 23.

Figure 22: Multiple devices online at the same time

Figure 23: Device status from the customer's perspective

6.4

Performance Measurement
This section measures the performance of the system in terms of cost,
latency and scalability.
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6.4.1

Cost
The system is built on a variety of open source projects and runs on
inexpensive hardware, so development costs are low. Subsequent
domain name registration and maintenance requires a certain amount of
overhead, but it is also at a low level. Due to the limited resources
available at present, the cost of the equipment built for testing is higher
than the actual production, so the low-cost solution is needed in the
later stage.

6.4.2

Latency
The current test is done under the LAN. The page response speed is at a
normal level and the time is within 50ms. The result shows in figure 24.

Figure 24: Page response time

We use Wireshark to capture packets. We can see that the device data is
uploaded to the server at regular intervals and displayed in real time on
the pages. The switch control delay of the lamp is low, thus the real-time
remote control is realized. The result shows in figure 25.

Figure 25: Capture packets
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6.4.3

Scalability
As shown in the previous results, the system currently supports
multiple devices (the specific upper limit is not measured)
simultaneously online, and the functions implemented are as described
in the function modules. In the future, a large number of extensions can
be made, such as automatic analysis of device data to provide
suggestions for users; remote control for achieving different levels of
brightness. And the device end can also have many forms, for example,
for environmental monitoring, industrial production and so on.
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7

Conclusions
This chapter summarizes from five aspects. Including the goals set in
chapter 1 as well as the effects of IoT system from social and ethical
perspective.

7.1

Survey the area of IoT cloud platforms and IoT systems
At present, the number of IoT platform worldwide continues to grow
rapidly. On the one hand, the non-open source platforms with AWS IoT
[43] as an example have developed to a high level. These platforms have
numerous businesses and complete functions, which can almost meet all
the needs of users. There are also many excellent open source platforms,
such as KAA [ 44 ], ThingsBoard [ 45 ], etc. These platforms have a
relatively limited range of capabilities, but developers can make use of
these existing resources for secondary development. For small
companies, using existing platforms in the short term can save time thus
quickly achieve their IoT deployment. But in the long run, costs are
likely to increase as the deployment expands. In addition, the use of
existing platforms has the problem of excessive performance. Therefore,
it makes sense to develop a specific platform for the company.

7.2

Implement the IoT system using cheap hardware and
open source solutions
Considering the economic situation of small companies, we choose a
variety of open source solutions and inexpensive hardware to achieve
low-cost development. Specifically, we apply MySQL and the SSH
framework on the back-end and use a Raspberry Pi as the server. The
system is developed in strict accordance with the structured system
development method. Through demand analysis, system overview
design and detailed system design to implement modules like user
management, device management and device communication. Due to
the limited time, some non-critical functions of the system haven’t been
realized. Such as searching records by user name or device name, which
need to be further improved.
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7.3

Determine a scenario to evaluate the platform on and
perform measurements
IoT has a wide range of applications, from industrial field to healthcare,
providing a lot of convenience for our lives. In order to evaluate the
platform and perform measurements, we assume that the device to be
produced is a lamp with a temperature and humidity sensor. Users can
view data in real time and remotely control the device via web pages. In
the test phase, the Raspberry Pi is used to build a simple device to
simulate the work process by running a program. In the later stage,
device-side development is needed to reduce costs and achieve mass
production.

7.4

Evaluate the end results and propose future work
We use Raspberry Pi + MySQL + apache-tomcat to build the server
environment and then deploy the system on the server. We access the
system under a local area network and do measurements in terms of
function modules, cost, latency and scalability. The results show that
users can use the system as expected. The platform supports multiple
devices simultaneously online, and these devices have become "smart"
devices that allow users to track their status in real time and remotely
control them. In the future, companies can produce more types of
devices and expand the platform to enhance their competitiveness.

7.5

Social and ethical effects
Using this IoT platform, SMEs can start their IoT deployment at low cost.
However, compared to developed platforms, this platform only
supports basic functions. Therefore, enterprises may need to further
develop according to their service in the future.
At the same time, IoT is accompanied by a series of ethical issues [46],
one of which is user privacy [47]. On the one hand, companies need to
analyze the collected data to meet business needs. They will track device
status, such as storing online time and sensor data. On the other hand,
companies may abuse the collected data. For example, according to the
stored device information, the user's usage habits will be obtained. Then
the advertisement may be presented based on the information.
Therefore, enterprises should use the data reasonably within the
allowed scope to improve their profit margins.
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But in general, the project will have a beneficial impact on society. It can
increase the income of the company and make people's lives more
convenient. The Internet of Things is affecting more and more aspects of
our lives.

7.6

Final comments
During the development, I have encountered many difficulties due to
lack of experience. However, with the help of teachers and classmates,
as well as looking up materials, every problem is solved smoothly.
Through this project, I realize the importance of demand analysis. If we
busy entering the system design and development stage without clear
system requirements, it is likely to be start over, waste time and effort.
In short, through the completion of this project, not only improved my
self-learning ability, but also improved the hands-on ability. I have
made great progress in programming and laid a solid foundation for
future research.
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