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Abstract 
Today, the Internet of Things is widely used in various fields, such as 
factories, public facilities, and even homes. The use of the Internet of 
Things involves a large number of sensor devices that collect various 
types of data in real time, such as machine voltage, current, and 
temperature. These devices will generate a large amount of streaming 
sensor data. These data can be used to make the data analysis, which 
can discover hidden relation such as monitoring operating status of a 
machine, detecting anomalies and alerting the company in time to avoid 
significant losses. Therefore, the application of anomaly detection in the 
field of data mining is very extensive. This paper proposes an anomaly 
detection method based on multiple streaming sensor data and 
performs anomaly detection on three data sets which are from the real 
company. First, this project proposes the state transition detection 
algorithm, state classification algorithm, and the correlation analysis 
method based on frequency. Then two algorithms were implemented in 
Python, and then make the correlation analysis using the results from 
the system to find some possible meaningful relations which can be 
used in the anomaly detection. Finally, calculate the accuracy and time 
complexity of the system, and then evaluated its feasibility and 
scalability. From the evaluation result, it is concluded that the method 
proposed by this project can be used for correlation anomaly detection. 

 
Keywords: Anomaly detection, streaming sensor data, state transition 
detection, state classification, correlation analysis, Python. 
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Terminology 
Acronyms/Abbreviations 

IoT     Internet of Things 

ECG     Electrocardiography 

ApEn    Approximate Entropy 

EdgeDetector1D   One-dimensional edge detector  

KNN                                      K- nearest neighbor 

IDE     Integrated development environment 
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1 Introduction 
1.1 Background and problem motivation 
In recent years, the Internet of Things (IoT) has received extensive 
attention and development. There is a growing interest using the 
Internet of things technologies in industries such as logistics, 
manufacturing, retailing, and pharmaceutics [1]. Since the industry is 
now demanding lower and lower power consumption, so a large 
number of low-power sensors in industrial environments are being used. 
These sensors generate a huge amount of stream data which can be used 
for data analysis, which can monitor the operational status of industries, 
such as temperature, humidity, heat, light and so on. That’s why the 
data analysis is also a very important part in practice to help with 
making intelligent decisions. 

Anomaly detection is an important application of data analysis. It has a 
wide range of data sources, such as high-dimensional data, uncertain 
data, stream data, time series data and so on [2]. Anomaly detection is 
very popular in industrial applications since some anomalies can cause 
huge losses to the company. So being able to detect anomalies in time is 
critical in the factory. 

So far, there have been many existing types of research on anomaly 
detection, but most of the anomaly detection is mainly for 1. Outlier 
detection, detection of a single abnormal point. 2. Trend anomaly 
detection only for one data set. However, most of the time, the data set 
is multiple and high-dimensional and those data are highly correlated. 
Therefore, anomaly detection of multiple streaming data can be used 
more in practice.  

State anomaly detection of streaming data refers its most important part: 
Pattern analysis, which deals with the problem of detecting and 
characterizing relations in data, plays a central role of data analysis 
which is widely used in many areas: Artificial intelligence, computer 
science, industries and so on [3]. Pattern analysis refers to pattern 
recognition. And pattern detection and classification are two keys of 
parts in pattern recognition. To implement anomaly detection based on 
pattern, we need to find some new solutions about state transition 
detection and state classification based on the pattern detection and 
classification from streaming data and find correlation analysis solution 
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to discover the meaningful rules or relations which can be used in 
anomaly detection. 

1.2 Overall aim 
In practical applications, state anomaly detection based on multiple data 
sets are very useful, but there are not so many existing researches about 
it. State anomaly detection involves two important steps, state detection, 
and state classification. The former is used to detect the transition of the 
state; the latter is used to classify those states which are from the state 
detection step. 

In this project, the overall aim is to find new solutions to implement 
state transition detection, state classification and correlation analysis for 
state anomaly detection, and implement those solutions with 
programing language Python. Find some correlation among three real-
valued data sets which were continuously collected by sensor nodes 
from a factory if some relations exist among them. Also, Analyzing and 
evaluating the framework of the project and those solutions are also 
considered. 

1.3 Concrete and verifiable goals  
In this project, after implementing the solution and evaluating it, we 
have a total of five goals to achieve. 

Goal 1: Find and propose the related state transition detection algorithm 
based on pattern detection, this proposed algorithm can detect these 
state transitions of three streaming data sets and divide these three 
streaming real-valued data sets which are gathered from sensors in the 
factory, into a number of unknown states respectively. 

Goal 2: Find and propose the related state classification algorithm based 
on the unknown pattern classification, this proposed algorithm can 
cluster these unknown states to a certain number of classification 
respectively, in other words, get the marked states. 

Goal 3: Implement these two algorithms based on pattern detection and 
pattern classification in Python, visualize the results of state transitions 
and classification. 

Goal 4: Through these state classification results, find some correlations 
among these three data sets if correlations exist among them, and 
visualize the correlation result. 



Anomaly detection based on multiple streaming sensor data 
Menglei Min            2019-06-02 

8 
 

 

Goal 5: Evaluate the feasibility and scalability of the proposed solution 
by calculating the accuracy and time complexity of the solution. 

1.4 Scope 
This project focus on giving the correlation between different data sets. 
It is an improvement and combination of those existing pattern 
detection and pattern classification solutions, therefore it is not a 
complete innovation. This project focuses on the correctness of these 
algorithms. 

In practice, the data is more complex: higher-dimensional, larger 
amount. However, this project focuses on three sets of stream data. So 
the applicable data set for these two algorithms is continuous data and 
does not apply to non-continuous data. Besides, the data set to apply to 
these two proposed algorithms should have a potential tendency to 
change, in other words, the potential state changes. Otherwise, the 
algorithm cannot give the correct result. 

1.5 Outline 
The rest of this work is organized as follows: Chapter 2 mainly 
introduces theoretical knowledge which related to data analysis, 
anomaly detection, pattern detection and classification in pattern 
recognition. Chapter 3 describes a more specific project process and the 
methods and verifiable goals. Chapter 4 proposes the framework of the 
project, as well as the algorithm design based on pattern detection, 
pattern classification algorithms, and correlation analysis. Chapter 5 
describes the data set, programing language python, and the tool used 
in developing the system, and implementation of the framework and 
algorithms. Chapter 6 shows the results of the state transition detection 
and classification, making correlation analysis based on the results, and 
evaluates the system. Chapter 7 summarizes the work, make a 
conclusion for this work, and describes some future work and ethical 
considerations. 

1.6 Contributions 
This project was conducted by myself and supervisor Tingting provided 
me lots of guides.  The project also makes some meaningful contribution 
to lots of fields. A system framework for finding correlations between 
different data sets (from the same system) is proposed. This framework 
involves three important steps: pattern detection, pattern classification, 
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and correlation analysis. Therefore, two algorithms based on pattern 
detection and classification are proposed. This state transition detection 
algorithm based on pattern detection can be used to detect data state 
change points, thereby dividing the streaming data into consecutive 
unknown states. This state classification algorithm based on pattern 
classification can be used to classify multiple unknown states into a 
certain number of classifications, in other words, these similar states are 
classified as some state set. Therefore, the system framework, these two 
proposed algorithms, and correlation analysis solution can be used in 
further academic research of unknown pattern recognition and 
classification, and practical applications of anomaly detection based on 
multiple streaming data. 
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2 Theory 
This chapter describes the detailed theoretical knowledge related to the 
project. The first section introduces the data analysis. The second section 
is about anomaly detection, listing several mainstream anomaly 
detection types. The next section introduces the pattern analysis used in 
anomaly detection, and the following sections introduce the pattern 
recognition, and its general methods: the pattern detection and 
classification.  

2.1 Data analysis 
Data analysis is a process of collecting, cleaning, transforming and 
modeling data to discover valuable information which can help draw 
conclusions and decision-making. There are many ways to analyze data, 
and data mining is its most common method. Data analysis can be 
applied to a variety of fields, such as science, business, and so on. In 
today's business world, data analysis plays an important role and is an 
integral part of decision-making for company, helping companies make 
more effective and correct decisions [4] [5]. 

Data analysis involves dividing the process into separate components 
for individual examination [5]. So the general data analysis includes the 
following steps, as shown in Figure 2.1: 

 

Figure 2.1: The process flowchart of Data analysis. 
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2.2 Anomaly detection 
In the real world, there are some natural disasters, such as forest fires, 
volcanoes, earthquakes, tsunamis, etc. These phenomena cannot be 
predicted accurately if inaccurate and incomplete data are used. So 
before making a decision, it is extremely important to ensure the 
reliability and accuracy of the data source, in other words, ensuring data 
quality is extremely important. As we have known, the outlier point has 
a great influence on the data quality and controls the data quality, 
improving robustness of the data analysis. 

Anomaly detection refers to the term “Outlier”, which is defined in the 
WSN as, “those measurements that significantly deviate from the normal 
pattern of sensed data” [6]. And “anomaly” defined as a point in time 
where the behavior of the system is unusual and significantly different 
from previous, normal behavior [7]. Anomaly detection is one of the 
fundamental tasks of data mining along with model prediction, cluster 
analysis, and association analysis. Anomaly detection is widely used in 
various disciplines, such as statistics, machine learning, information 
theory and data mining [6]. Also applied in multiple fields, such as 
performance analysis, environmental monitoring, industrial monitoring, 
network intrusion, fault detection and so on. Outliers can be derived 
from noise and errors, actual events and malicious attacks, these 
different outliers sources have their corresponding detection techniques 
[8], as figure 2.2 shows. 

Figure 2.2: Three outlier sources and the corresponding detection 
solutions. 
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From the perspective of the attributes of the anomaly detection data, 
Anomaly can be classified into three different categories.  

2.2.1 Point anomalies 
If an individual data point is considered to be anomalous compared to 
the remaining points, then this point is considered anomalous, which is 
the simplest type of most anomaly detection researches. As figure 2.3 
shows, o1, o2 and the points of area O3 lie outside the area N1 and N2, 
hence they are considered as abnormal points.  

 

Figure 2.3: An example of anomaly points in 2-dimensional data set [6]. 

To give a real-life example, such as a person's bank spending transaction, 
generally speaking, there will not be too much spending fluctuation for 
each transaction, but one day, there is a large money spent transaction 
record (this person paid the house's down payment), which is 
considered to be an abnormal point. This can also be used to prevent 
illegal behaviors such as bank card theft. 

2.2.2 Pattern anomalies  
A pattern is defined as a subsequence between two consecutive points. 
A pattern is considered as an anomaly, if there are very few other 
patterns are similar to this pattern [2]. Pattern anomalies usually refer to 
looking for unusual pattern changes (continuous Electrocardiography 
(ECG) patterns of indication of arrhythmia), which are usually more 
complex and challenging than point anomalies.  

Pattern anomalies are not only related to the length, height, and slope of 
the data, as well as related to the time attribute. Also, make an example 
about bank card spending, generally people spend more money 
(Christmas gifts, more food, Christmas decorations, etc.) during the 
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Christmas period in December, but if there is a lot of consumption 
suddenly in June instead of in December, it was considered an 
abnormality. 

Another a real-life simple example as Figure 2.4 show: In December, the 
temperature dropped to the lowest record t1 in the year. In June of the 
following year, it also dropped to the lowest temperature t2, t1 and t2 
are almost equal. From the quantitative view, this is normal, but from 
the time view, it is not normal, because usually, June is a month with a 
high temperature.  

 

Figure 2.4: The monthly temperature of an area over last few years [6]. 

In real life, data is complicated, therefore pattern anomalies are more 
common in real life than point anomalies, and are more widely studied 
and used. 

2.2.3 Correlation anomaly detection 
Correlation is used to describe the mutual relationship between 
different variables [9]. Correlation anomalies are no longer about 
anomalies within a single data set, but rather anomalies between 
different data sets.  
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Figure 2.5: The number of sales and profits of a product in one year. 

For example, the correlation between the amount of sales and profit for 
a product in one year as figure 2.5 shows. As normal, when the amount 
of sales of the product increases, the profit also rises. For the pattern 
anomaly of a single data, the sudden increase in sales amount and the 
same sharp increase in profits will be considered an anomaly (July in 
Figure 2.5), but for the correlation anomaly, it is normal. For example, if 
the amount of sales increase sharply but profits don’t increase as sales 
(October in Figure 2.5), then it will be considered as an anomaly because 
profits have not risen in accordance with the previous relationship. 

In real life, many data are related, such as the correlation between 
current and voltage, the correlation between temperature and weather 
conditions. Hence the correlation anomaly is more common than the 
two anomalies mentioned above. 

2.3 Pattern analysis 
A pattern is a subsequence of two consecutive data points. Pattern 
analysis handles automatic pattern detection in data and plays an 
important role in artificial intelligence and computer science. Through 
the pattern, we can understand the relations, regulations, and hidden 
information in the data. There are linear relations and nonlinear 
relations which exist fewer regulations, and also nonlinear relations is 
more common in real life. 

The following figure shows the components of a general system for 
pattern analysis, including seven components: databases (results), 
methods, knowledge, control, learning, explanation and a user interface. 



Anomaly detection based on multiple streaming sensor data 
Menglei Min            2019-06-02 

15 
 

 

Figure 2.6: Components of a general system for pattern analysis [10]. 

Pattern analysis refers to multiple types of methods: pattern recognition, 
feature extraction, grammatical inference and so on [3]. Pattern 
recognition involves pattern detection and classification. Pattern 
detection and classification are two keys of methods in pattern analysis. 
Through pattern detection, the system can detect some significant 
patterns by learning old data. Those patterns can help systems make 
predictions to new data which are from the same source. Through 
pattern classification, the system can remember some characteristic 
patterns and then compare those patterns with the new patterns to 
detect some abnormalities of the system. Pattern detection and 
classification of pattern recognition will be introduced in the next two 
sections. 

 

2.4 Pattern recognition 
Pattern recognition is a process of identifying patterns through machine 
learning algorithms [11]. So to recognize the patterns, first, it has to 
detect the pattern from the data and then classify the divided patterns to 
categories. To recognize patterns, two algorithms have to be used: 
pattern classification and pattern detection 
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2.4.1 Pattern detection  
An Entropy-based offline state detection algorithm 1 was proposed in 
existing research [12]. This algorithm first calculates the ApEn 
(Approximate Entropy) value of a sequence and then performs Canny 
edge detection on several consecutive ApEn values. If there is an edge, 
the sequence is considered to be fluctuating and the state transition 
point exists. Therefore, the algorithm involves two important parts: the 
calculation of the ApEn value and the cannyEdge1D (one-dimensional 
edge detection). 

 
l ApEn     

ApEn [13] is a metric to estimate the predictability of time series data, 
that is, if a system is stable and predictable, the ApEn value is 
considered small. If a system has a state jump point, the system becomes 
unstable and the ApEn value suddenly becomes very large. ApEn of 
sequence (𝑠#)#%&'  can be computed as [13]: 

𝐴𝑝𝐸𝑛 𝑠# #%&
' 	 =

1
𝑁 −𝑚 + 1

𝑙𝑜𝑔𝐶#7
'879&

#%&

−
1

𝑁 −𝑚
𝑙𝑜𝑔𝐶#79&

'87

#%&

 

l EdgeDetector1D [14] 

Canny edge detection [15] generally refers to two-dimensional edge 
detection, that is, image edge detection. One-dimensional edge detection 
is used to detect large jumps points such as state transition points. 
Therefore, edge detection in the data field is a very important task. The 
process of edge detection is divided into the following steps [16]: 

1. Detecting the local maxima or minima of the first derivative. 

2. Detecting the zero-crossings of the second derivative. 
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Figure 2.7: Figures created by one-dimension edge detection [14]. 

Figure 2.7 shows the result of edge detection. It can be seen that the 
jump point of the state is detected and the data set is divided into 
contiguous states/patterns. 

However, Algorithm 1 is aimed at offline data, and it is necessary to 
read all the local data at one time. But the offline system is not enough, 
because abnormal detection requires timeliness. The time delay of an 
offline system is too much, which is easy to cause the failure of 
abnormal detection. Therefore, an algorithm based on online state 
transition detection has been proposed [17]. 

 
The algorithm 2 demonstrates online state transition detection in real-
time using the data observed so far. The algorithm first calculates the 
ApEn for a window of 𝜂  timeslot. Then the one-dimensional Canny 
edge detection will use the last 𝜂 timeslots to detect if the current time is 
transition point. So the difference between online and offline algorithms 
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is that the online algorithm is based on the information of last 𝜂 
timeslots rather than all the information that is currently unknown. 

2.4.2 Pattern classification  
Pattern classification is also divided into known patterns classifications 
and unknown pattern classifications. As the name suggests, known 
means that the characteristics of the pattern are known in advance. 
Unknown means that the characteristics of the pattern are unknown and 
the cluster is used to obtain the estimated pattern classification. This 
project will use the state classification based on the unknown pattern 
because it does not know the type of the pattern in advance. 

l Known patterns 

The signal is triggered by a limited number of possible pattern types. 
This list of possible patterns is known in advance. For example, a 
washing machine has three patterns: washing, dehydrating, and drying. 
Therefore, the operating pattern of this washing machine is known in 
advance. For the classification of such known patterns, it is only 
required to match the pattern with the known patterns list, and the 
highest matching degree is assigned to the current pattern. 

l Unknown patterns 

The pattern classification of the unknown pattern utilizes a clustering 
algorithm, usually the K-means algorithm [18] [19] [20], to classify the 
patterns into K classes, so that the patterns in each class are similar, but 
the patterns of different classes are far apart. The flowchart of the K 
means algorithm is shown in Figure 2.8. 

First, the value K of the number of clusters is input, indicating that the 
total number of clusters is not higher than K. Then randomly select a 
center point. Next, the remaining patterns are matched with the center 
point. If the matching degree is high, then classify the current pattern to 
the same cluster. If it is not high, a new cluster is created. Stop the 
algorithm until there are no more new cluster generations and no cluster 
changes.  
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Figure 2.8: Figures created by k means algorithm. 

After the K-means algorithm, the data points are divided into K classes. 
as Figure 2.9 shown, the points in the coordinate system are divided into 
three categories. 

 
Figure 2.9: Figures created by k means algorithm [20]. 
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3 Methodology 
It is often important to understand the workflow involved. Machine 
learning also has a workflow that is common in machine learning-based 
projects. Figure 3.1 shows the workflow of a typical machine learning 
project [21] [22]. 

 
Figure 3.1: The typical workflow for a Machine learning project 
[21][22]. 

This chapter describes the workflow of this machine learning project, 
and the workflow is divided into four parts: data preparation and pre-
work, model selection and implementation, results from analysis and 
visualization, evaluation, as shown in Figure 3.1.  

3.1 Pre-work and data preparation 
For the pre-work stage, related papers on anomaly detection need to be 
studied to obtain a preliminary figure of system design. In general, at 
the same time, it needs to collect the data which will be studied, but the 
data of this project is directly provided by the company, so this step can 
be omitted. The purpose of the project is to find the solution for 
correlation anomaly, to make the project more accurate, the data 
provided to the project is already pre-pressed in a good way. 

3.2 Model selection and implementation 
There are three broad categories of machine learning algorithms: 
supervised machine learning, unsupervised machine learning, and 
reinforced learning [23], as shown in Figure 3.2. Since the data used in 
this project has no label, and future action is not related to the current 
response, that’s why the unsupervised learning algorithm was chosen. If 
the data used in this project has a label and future action is related to the 
current response, then will use KNN (K- nearest neighbor) algorithm, 
instead of the K-Means algorithm. 
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Figure 3.2: Three categories of Machine learning algorithm [23]. 

The purpose of this project is to find some relations hidden behind the 
data, which can be used to detect the anomaly. The system involves the 
states classification, therefore, the classification method of unsupervised 
learning is chosen K-means in this project. The overall process is rough 
as follows: state detection of the data, then clustering the state into 
different categories, and finally make correlation analysis based on the 
corresponding state category. 

When the algorithm and method are determined, implementation will 
be performed. This project will use Python to implement the system. 
The implementation also involves the setting of various parameters. The 
multiple experiments should be used to compare the results based on 
different parameters so that the final parameters are optimal.  

3.3 Results analysis and visualization 
The presentation of the results is also very important. The results of 
state detection and state classification can be directly derived by the 
system. However, the results of the correlation analysis need to be based 
on an analysis of results from state classification. Visualization of the 
final result is also important to make the reader easier read. it can use 
the table or diagram to present the results so that the reader can 
understand the results at a glance. 

For the state transition detection, can generate the data graph with 
transition dividing where the reader can see the divided state. For the 
state classification, can draw the data graph with dividing and with the 
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marked number where the reader can see the divided state with the 
marked category number. For the correlation analysis, can draw a graph 
about the correspondence between three data sets and the table to show 
the possible meaningful relation from the correspondence graph. 

3.4 Evaluation 
First, the feasibility of the system should be evaluated. Feasibility means 
that the system can be used for anomaly detection. Therefore, the 
system can finally output meaningful rules/relations is required. This 
project involves two parts of accuracy: state detection accuracy and state 
classification accuracy. However, since the accuracy of the state 
classification is not easy to quantify, this project ignores its calculation. 
The calculation for accuracy of state transition detection is manual, to 
make people judge which state divided wrongly. 

Second, the scalability of the system also needs to be evaluated. 
Scalability means that the system's time complexity and space 
complexity are not high, so it can be scaled. Spatial complexity is not 
considered in this project, so only time complexity will be considered. 
So the time complexity of two proposed algorithm needs to be 
calculated. 
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4 System design 
In this chapter, we will introduce a general method of state correlation 
analysis between multiple streaming data sets. The entire workflow is 
divided into six parts. First, enter multiple original data sets. The data is 
then preprocessed to yield smoother data, but the data preprocessing 
section will be not highlighted in this paper. Next, some unknown 
states/events are obtained using the proposed state transition detection 
algorithm. These unknown states are then classified using the proposed 
state classification algorithm based on the unknown states, so each state 
has its state mark after that. Finally, the data sets of these marked states 
are used to obtain their correlations. The results include the occurrence 
frequency of the relations and the meaningful relations found. The 
specific methods used in the shaded part will be introduced next in this 
chapter:  

 

Figure 4.1: The process of pattern correlation analysis. 
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4.1 State transition detection 
4.1.1 Why need to find the state transition point 
The data source for this project is stream data, we use x to represent the 
continuous stream data collected by the sensor. We assume slotted time, 
such as (x&,	x<,	x=, x?,…). The signal is triggered by various events at 
different times and presents the characteristics of a pattern over some 
time (the pattern can be known and unknown, but in this project, 
patterns are unknown). We noticed that the pattern does not occur at a 
fixed time interval. The same pattern may also occur on several discrete 
time intervals.  So these patterns need to be identified using some 
methods.  

Take a simple example, Figure 4.2 shows the work power/time diagram 
of a machine. From figure 4.2, we can know that there exist some 
patterns (some of them repeat to occur), these patterns need to be 
discovered to make contributions for further research. The key to 
finding these patterns is to find the transition point between adjacent 
patterns. These points are shown in the figure where the intersection of 
the blue line and the data line. For other streaming data, the situation is 
same, first need to find the transition points. 

 
Figure 4.2: The power of a machine in a certain period. [24] 

Directly use the patterns is still too complicated, we continue to simplify 
it, using the state to replace pattern [25]. Figure 4.3 illustrates a general 
state transition diagram. First, there is an initial state, which will be 
triggered to transfer to another state under certain action, and then 
repeated under the actions trigger, and finally reach the end state.  
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Figure 4.3: General state transition diagram. 

So a continuous streaming data can be expressed as figure 4.4: 

…S,	S, S, … S, S,	S… 

 

Figure 4.4: The state illustration of continuous streaming data state. 

A simple example of life, the washing machine enters the initial state 
after plugging in and then performs different tasks in different 
instructions (actions). The instructions can come from people, such as 
choosing to wash cotton clothes or wool clothes. The instructions can also 
from the washing machine, such as from laundry state jumps to a spin 
state. When the final laundry is completed, the end state is reached. 
From the underlying view of the machine, each state represents a 
voltage trend. But for the user, the more concerned for them is the 
simple state, rather than complicated and incomprehensible voltage 
trends. Before finding those states, we must first find the state transition 
point between adjacent states, this is why need to find state transition 
point. 

4.1.2 Algorithm of state transition point detection 
This work proposes an improved online state transitions point detection 
algorithm in real-time based on algorithm 2 from chapter 2.4, as shown 
in Algorithm 3. From Section 2.4.1, two-dimensional edge detection is 
used to detect edges in the image, and one-dimensional edge detection 
is used to detect large jump points. Algorithm 3 Shows online state 
transition detection without the ApEn value. Why not use the ApEn 
value? Because the edge detection method of algorithm 3 does not need 
to use the ApEn value to detect the transition point. So it is easier to 
understand and implement than Algorithm 2. 
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We know that some patterns are unknown, but we can speculate the 
minimum pattern length from historical data. For example, each mode 
in the washing machine instruction takes more than 1 minute. We also 
know that the shortest mode of the washing machine should be the 
dehydration mode. So we can set the shortest mode to a threshold 𝜹.  

l Interpretation of Algorithm 3 

First, obtain the data sequence of the last 𝝓 timeslots up to the current 
time 𝒕𝒏𝒐𝒘. Then it will determine if an edge is detected in this sequence 
using the one-dimensional edge detector (EdgeDetector1D). If the edge is 
detected and the length of timeslots between the previous state 
transition point (previous event) and current time point is greater the 
threshold 𝜹, then we think that the edge exists, then update the previous 
event timestamp to the current and add the edge to global transition 
point set E. 

l Advantage of Algorithm 3 

This algorithm is online, not offline. This means that the algorithm is 
based on the most recent 𝝓 timeslot rather than all the collected data 
until so far. Nor does it use the ApEn value, so the data used directly 
which is much simpler. 
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4.2 State classification based on unknown patterns 
4.2.1 How the state classification works 
After getting these unknown states using Algorithm 3, the next step is to 
classify these unknown states into a certain number of categories: 𝐾. As 
shown in Figures 4.5 that combines with figure 4.4, demonstrates the 
principle of the state classification algorithm. The state S at the bottom 
represents a series of unknown states. 𝐾  represents the maximum 
number of clusters, and the value of 𝐾 is determined by the user. In 
other words, each state belongs to the following set 𝑲: 

𝑲 =	 {𝟏, 𝟐, 𝟑, 𝟒, … , 𝒌 −𝒎,…𝒌 − 𝟏, 𝒌} 

However, the classification of states is not increasing in order, so we 
introduce a set 𝑵. There are K elements in the set 𝑵, and the set 𝑵 is 
equal to the set 𝑲, but the order of the elements in the set 𝑵 is not 
necessarily the same as the set 𝑲.  

𝑵 =	 {𝑵𝟏,𝑵𝟐, 𝑵𝟑, 𝑵𝟒, … ,𝑵𝒌8𝒎,…𝑵𝒌8𝟏, 𝑵𝒌} 

In set 𝑵, 𝑵𝟏  does not necessarily equal to 𝟏, 𝑵𝒌  does not necessarily 
equal to 𝒌}. 

 
Figure 4.5: State classification diagram. 
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4.2.2 How to represent the state 
To implement state classification, we must find a way to specifically 
represent state/pattern and cluster. We noticed that since state transition 
points do not appear in fixed timestamps, so the length of the state in 
the same cluster may also be different. Therefore, we need some 
possible attributes to represent these continues states to calculate the 
distance d in algorithm 4. This project has proposed a total of six 
attributes as following. 

l Central tendency:  

1) Arithmetic mean, used to describe the overall height of the 
pattern in the coordinates. 

2) Value of Max – value of Min, used to describe the range of 
variation of the Y coordinate in the coordinates. 

3) Value of End –  value of Min, this is used in specific data to 
identify certain special changes. 

4) Value of end point – value of the start point, used to describe the 
initial and end of a state, which can be used to quickly 
determine whether two patterns are similar. 

l Statistical dispersion 

1) Standard deviation, used to describe the overall fluctuation of a 
pattern. 

2) Range, used to calculate the timeslot length of a pattern, can also 
be used to quickly identify whether two patterns belong to the 
same cluster. 

Since different data sets have their characteristics, they can select 
different attributes for clustering. All states of continues collected data 
will be clustered based on the tuple of these selected attributes. The 
distance will be calculated as the following: 

𝒅 = 𝒂 ∗ 𝑨𝒕𝟏𝟐 + 	𝒃 ∗ 𝑨𝒕𝟐𝟐 + 𝒄 ∗ 𝑨𝒕𝟑𝟐 + ⋯x*𝑨𝒕𝒏𝟐  

Here 𝑨𝒕  represent the attributed selected by the data set. The letter 
before the 𝑨𝒕 is the weight. The summary of all weights equals to 1. 
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4.2.3 Online state clustering algorithm 
To Implement Figure 4.4, the project uses the online the K-means 
clustering algorithm [26], which was introduced in Chapter 2.4.2, and 
Doubling algorithm [27]. Algorithm 4 specifically describes the steps to 
achieve the state classification as the following. 

 
l Interpretation of Algorithm 4 

This algorithm mainly consists of two stages: the update stage and the 
merging stage. The update stage is used to add a state to an existing 
cluster or create a new cluster. This update stage will be executed until 
the number of clusters exceeds k. When the number of clusters exceeds 
k, the algorithm performs the next merging stage. The purpose of the 
merging stage is to reduce the number of clusters when the number of 
clusters is greater than k. It merges clusters that the distance between 
these centers of clusters are within a certain distance. So the merging 
stage can ensure that the total number of clusters is always not greater 
than k. The detail state classification algorithm will be introduced in 
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three parts: initialization, update cluster, and merging cluster, as the 
following. 

1. Initialization:  

This algorithm starts by initializing the first k states as the initial k 
clusters, where C represents cluster set and c represents the central set of 
clusters. So in the initial state, each state itself is the cluster center 
because a cluster contains only one state. The minimum inter-cluster 
distance in clusters set C is assigned by 𝒅∗, 𝒅∗ = min||𝑪𝒊, 𝑪𝒋||𝟐𝟐, 𝑪𝒊,	𝑪𝒋 𝝐	𝑪,
𝒊	 ≠ 𝒋. How to specifically calculate d, related to the attributes selected in 
chapter 4.2.2. 

2. Updating Clusters:  

When a new state 𝒔𝒕  is received, the algorithm first tries to find the 
cluster  𝑪𝒊	whose center is nearest to the state 𝒔𝒕. If the distance between 
the nearest cluster center 𝑪𝒊	 and the state 𝒔𝒕 is less than 2𝒅∗, then the 
state 𝒔𝒕 will be added to this nearest cluster 𝑪𝒊. Due to the addition of 
new states, the current center point of cluster 𝑪𝒊	 will have a certain shift. 
The update method of the center point uses the discounted updating 
rule as the following: 

𝒄𝒊 ← 	 𝒄𝒊 + 	𝜶(𝒔𝒕 − 𝒄𝒊) 

The weight 𝜶	𝝐	(𝟎, 𝟏) determines how much the new state 𝒔𝒕 will affect 
the previous cluster 𝑪𝒊. The larger the value, the greater the impact. The 
value of 𝜶 is customized by the user. 

The standard online k-means updating rule as following: 

𝒄𝒊 ← 	 𝒄𝒊 +	
𝟏
|𝓔𝒊|

(𝒔𝒕 − 𝒄𝒊) 

Why use discounted updating rule instead of the standard online k-
means updating rule, because the former has been proven that it can 
provide better results when the cluster center will always change over 
time [26]. 

3. Merging clusters: 

Whenever the number of clusters is greater than k, the Merging stage 
will be triggered automatically to reduce the total number of clusters 
within k. In this step, the algorithm first finds the two nearest clusters 
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𝑪𝒊, 𝑪𝒋 and then merge them. During the merge process, the newly 
merged clusters are added to the cluster set C and the original old two 
clusters 𝑪𝒊, 𝑪𝒋 are removed. The center point of this new merged cluster 
𝒄e is also calculated, and the calculation is as follows. 

𝒄e ← 	
𝟏
{𝑪e}

𝒄𝒊
𝑪𝒊	∈		𝑪g

 

Finally, the cost of creating a new cluster is doubled, which means that 
the conditions for creating a new cluster become more demanding. The 
purpose of this is to prevent frequent clustering, merge clustering 
behavior, to improve cluster efficiency. 

4.3 Correlation analysis based on the frequency 
After getting the classification for each state, we can use a series of 
consecutive states to represent a continuous data set. We noted that the 
different data sets from the same environment can have different 
numbers of clusters/states.  

 

Figure 4.6: State classification diagram. 

For example, the up and down jump of the voltage value means the 
switch of the machine, So the two states of the voltage represent: on and 
off of a machine. But for other attributes, such as the temperature of the 
machine, it only records the trend of temperature from the beginning to 
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the off of the machine, so it only needs one state to represent the pattern. 
When the machine is switched again, it will repeat the similar pattern of 
temperature again. As shown in figure 4.6, the machine voltage has two 
states, but the corresponding machine temperature has only one state. 

From the above, we can propose a correspondence between two data 
sets. As illustrated in Figure 4.7, those two data sets that have been 
classified. So far, the state of data A has been clustered into four 
categories (N1, N2, N3, N4), and the state of data B has been clustered 
into three categories (M1, M2, M3). There is a hysteresis relationship 
between them (for example, a change in voltage causes a change in 
temperature. So the voltage changes first, then the temperature changes 
over the voltage).  
 

 
Figure 4.7: Correspondence based on two data sets. 

How to get a possible correspondence between them? We use the 
Frequency method: So far, the correspondence which occurs a lot is 
considered as possible correspondence between different data sets. 
From the Table 4.1, we can see that so far the corresponding relation 
𝑴𝟐 → 𝑵𝟏  occurs 2 times, 𝑴𝟏 → 𝑵𝟐  occurs 2 times, so it can be 
considered that the relation 𝑴𝟐 → 𝑵𝟏  and 𝑴𝟏 → 𝑵𝟐  are possible 
meaningful relation, as shown in Figure 4.7. 

Table 4.1: Correlation analysis based on two data sets. 

Relation Frequency Possible meaningful 
correspondence 

M1 → N2 2 M1 → N2 

𝑀2 → 𝑁1 

𝑀2 → 𝑁3 

2 

1 

𝑀2 → 𝑁1 

𝑀3 → 𝑁4 1 / 
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To extend the relation between two data sets to three data sets using the 
same methods. There are three data sets, and their correspondences are 
shown in Figure 4.8.  

 
Figure 4.8: Correspondence based on three data sets. 

Like before, use the Frequency method to get a table which can give the 
correspondence between data sets, as shown in Table 4.2. From Table 4.3, 
we can know that so far the corresponding relation 𝑴𝟐 → 𝑵𝟏 → 𝑷𝟐 and 
𝑴𝟏 → 𝑵𝟐 → 𝑷𝟑  occurs two times, so it can be considered that the 
relation 𝑴𝑴𝟐 → 𝑵𝟏 → 𝑷𝟐 and 𝑴𝟏 → 𝑵𝟐 → 𝑷𝟑 are possible meaningful 
relation, as shown in Figure 4.8. 

Table 4.2: Correlation analysis based on three data sets. 

Relation Frequency Possible meaningful 
correspondence 

𝑀1 → 𝑁2 → 𝑃3 2 𝑀1 → 𝑁2 → 𝑃3 

𝑀2 → 𝑁1 → 𝑃2 

𝑀2 → 𝑁1 → 𝑃1 

2 

1 

𝑀2 → 𝑁1 → 𝑃2 

𝑀3 → 𝑁4 → 𝑃1 1 / 
 



Anomaly detection based on multiple streaming sensor data 
Menglei Min            2019-06-02 

34 
 

5 Implementation 
This chapter presents the implementation of state detection and 
classification in Chapter 4. Also, it will introduce the dataset, the 
platform and programming language used to develop this project. 

5.1 Dataset 
The data set used in this project comes from a real factory. This work 
uses three data sets totally, each data set contains 50,000 records, each 
record contains real value. This article does not introduce data pre-
processing since the data provided to the project is already pre-pressed 
in advance, the following Figure 5.1 will show directly distributions of 
these three data sets after data pre-processing. 

 

 

 

 

 

 

 
Figure 5.1: a) Data set A after data pre-processing. 
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Figure 5.1: b) Data set B after data pre-processing. 

 

 

 

 

 

 

 
 

Figure 5.1: c) Data set C after data pre-processing. 

5.2 Platform and Language 
This project was developed on the tool PyCharm. PyCharm is an 
integrated development environment (IDE) for computer programming, 
mainly used for Python language development, developed by Czech 
company JetBrains [28]. Python is now a very popular programming 
language because of its simplicity and practicality in data analysis. The 
version of Python used in this project is Python 3.6.4. This project also 
uses a series of libraries, such as the matplotlib, numpy, math, deque 
from collections, as shown in Table 5.1. 

Table 5.1: The Python library used in this project. 

Python library Function 

matplotlib Draw the state dividing graph, 

math Support math functions 

numpy Provide a high-performance multidimensional array 
object, and tools for working with arrays [29] 

deque from 
collections 

Provide a container with fast appends and pops 
on either end 

csv Interface for providing data reading 
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5.3 The framework of the  implementation 
The implementation of the project includes three parts: data 
preprocessing, state transition point detection, state classification, and 
correlation analysis. The based implementation framework is shown in 
Figure 5.2.  

 

Figure 5.2: The framework of implementation. 

As mentioned before, the data preprocessing part is not specifically 
described in this project. The correlation analysis will be presented with 
results in Chapter 6 after getting all the classified states. So the rest of 
this chapter only introduce the shaded areas in Figure 5.2: State 
transition detection and state classification. 
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5.4 Implementation of state transition detection 
5.4.1 Workflow 
This section is the implementation of Algorithm 3 in Chapter 4.1.2. The 
specific logic workflow of implementing algorithm 3 is as shown in 
Figure 5.3. 

 
Figure 5.3: The logic workflow of implementing algorithm 3. 

First, get the data sequence of the last 𝝓  timeslots until now, then 
perform edge detection on this sequence using EdgeDetectoe1D. 
EdgeDetectoe1D contains four functions as following: 
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1) CreateGaussScaleSpace 

Computes the Gaussian scale space of the 1D input sequence. 

2) GaussianKernel1D 

Creates a centered Gaussian kernel of the specified derivative order and 
the specified scale.  

3) FindLocalExtrema 

Finds locally maximal or minimal values in the y direction of the input 
sequence. 

4) RegionStats 

Finds statistics for sequence broken up into distinct regions. In other 
words, find possible transition points. 

After EdgeDetectoe1D, the system gets a set of the transition point. If it 
is an empty set, means there is no state transition point, go directly to 
the next round of data reading. Otherwise, make a judgment to see if the 
time gap between the current state transition point and the previous 
transition point is greater than the parameter 𝜹. If not, it means that the 
current point is invalid, and the next round of data reading is directly 
performed. Otherwise, add this new state transition point to list. 

5.4.2 Parameters setting 
From the above, we can notice that the implementation of state 
transition point detection refers to two parameters: 𝝓  and 𝜹 . For 
different data sets A, B, C, due to their different characteristics, the work 
uses different parameter values. The setting of the specific parameters is 
as following Table 5.2: 

Table 5.2: The setting of parameters 𝝓 and 𝜹. 

Data set 𝝓 𝜹 

Data set A 350 600 

Data set B 450 1000 

Data set C 500 1600 
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In this project, for parameters 𝝓 and 𝜹, there is no special way to set 
their value. The setting in table 5.2 is a good result based on multiple 
experiments. It is worth noting that the parameters 𝝓 determine the 
total time of data reading and the accuracy of the transition point 
detection. Smaller values of 𝝓  have shorter data reading time, but 
sacrifice accuracy of the transition point detection. So the setting of 𝝓 
should need to achieve a good balance between data reading time and 
accuracy. 

5.5 Implementation of state classification 
5.5.1 Workflow 
This section is the implementation of Algorithm 4 in Chapter 4.2.3. The 
specific logic workflow of implementing algorithm 4 is as shown in the 
following Figure 5.4. This workflow is designed into three parts: 
Initialization, updating clusters and merging clusters. 

 
Figure 5.4: The logic workflow of implementing algorithm 4. 
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1) Initialization： 

Initialize the initial k states to k clusters, and then calculate the 
minimum distance d between clusters.  

2) Updating clusters 

Find the nearest cluster to 𝒔𝒕 , and then judge if the distance between 
them is less than 2d. If it is, then add the state to the cluster. Otherwise, 
add a new cluster. Weight 𝜶	𝝐	(𝟎, 𝟏) determines how the new state 𝒔𝒕 
will affect the previous cluster, it is set as 0.5 in this project. 

3) Merging clusters. 

Find two closest clusters and then merge them. Also, update the cluster 
center and remove the two old clusters and centers. Finally, double the 
distance d. 

5.5.2 The selection of k value based on k-means 
From the above, we noticed that the implementation of state 
classification involves two variables k and d. For the k, this project uses 
a different value for different data sets. For the value of k, as shown in 
Table 5.3. 

Table 5.3: The value of k based on different data sets. 

Data set 𝒌 

Data set A 8 

Data set B 10 

Data set C 5 

For the determination of k, there is no special method to set it in this 
project. The selection in Table 5.3 shows a good result based on multiple 
experiments. 

5.5.3 Attributes selection for representing states 
For the variable d, this project selects different attributes for different 
data sets to calculate the distance, the selection scheme is shown in the 
following Table 5.4. 
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Table 5.4: The attributes selection for d based on different data sets. 

Attributes Data set A Data set B Data set C 

Arithmetic mean √ √ √ 

Value of Max – value of Min √ √ √ 

Value of End –  value of Min   √ 

Value of end point –  

value of the start point 
√ √  

Standard deviation √  √ 

Range √ √ √ 

 

For how to select an attribute, it is based on the pattern of original data 
set to make a rough guess, and then select the attributes of the best 
experimental result. The weights of different attributes should also be 
considered. The setting of weights is also different based on the data sets. 
The specific weights are as shown in the following Table 5.5. 

Table 5.5: The weight setting for attributes of d. 

Data set Mean Max –
Min 

End – 
Min 

End – 
Start 

Standard 
deviation 

Range 

Data set A 0.65 0.1 \ 0 0.25 0 

Data set B 0.5 0.35 \ 0.15 \ 0 

Data set C 0.15 0.35 0.35 \ 0.15 0 
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For how to select the weight value, firstly determine which attributes 
have the most influence on the state, and then fine-tune based on 
multiple experiments to get the best results. We can also notice that 
some parameters are set to 0: such as Range and End – Start in data set 
A, Range in data set B and C. This is because these parameters are not 
used to calculate d directly, but are used for fast filtering. For example, 
the range of the two states differs greatly, or the value of the two states 
in End-Start is multiplied by less than 0 (the relation of the start and end 
points of the two states is different), so these conditions can be directly 
used to determine two states whether are similar. It can accelerate the 
clustering speed and reduce system execution time. 
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6 Results and Evaluation 
This chapter introduces the results of state transition detection and 
classification from Chapter 5, and make a correlation analysis based on 
these results. Also, it evaluates the framework of the project, and 
calculate the time complexity of the system and the accuracy of the state 
transition detection stage. 

6.1 State transition detection 
The following are the results of three data sets in the state transition 
detection stage using Algorithm 3. Parameter setting refers the Table 5.2 
for each data set. Since there may be incomplete states at the beginning 
and end of the data, each data set ignores the beginning and the end 
part to get better results. The beginning points and ending points of the 
three data sets are shown in Table 6.1. 

l Data set A 

 
Figure 6.1: a) Visualization of data set A after state transition detection. 
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The state transition points set without header and tail in data set A: 
	[4506,5377,6840,7643,9562,10261,11028,11925,12782,14744,15419, 
17110,17748,19203,20068,21729,22453,24078,25176,26553,27254, 
28899,29576,31500,32220,34020,34809,36670,37905,38832,39724, 
41128,42330,43581,44479,46144,46965,48593]																																								 

Data set A has detected 38 state transition points and got 37 states 
without header and tail. In addition, four states that change very much 
are also correctly identified (using the parameter 𝜹 removes those unreal 
states, otherwise such a state will be divided into multiple states).  

 

l Data set B 

 
Figure 6.1: b) Visualization of data set B after state transition detection. 

The state transition points set without header and tail in data set B: 
[4637,7030,9733,11157,12187,14888,17347,19417,21947,24279,26792, 
29042,31638,34219,36862,38968,41488,43787,46264,48829]																			 

Data set B has detected 20 state transition points and got 19 states 
without header and tail. A state that is difficult to divide like state 4 was 
also successfully detected.  
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l Data set C 

 
Figure 6.1: c) Visualization of data set C after state transition detection. 

The state transition points set without header and tail in data set C: 
	[4544,6922,9666,11286,14435,16882,19218,21883,24103, 26571, 

									28931,31397,34161,36659,38989,41336,43583,46149,48478	]														 
Data set C has detected 19 state transition points and got 18 states 
without header and tail. The state detection of data set C is more 
difficult because there are even dramatic changes in a single state. But 
these useless state transition points are removed with the appropriate 
parameter values of 𝜹. 

From the above, overall, these three data sets have got good results in 
state transition detection. Table 6.1 is a summary of the results of the 
three data sets after removing the header and tail. It shows that the data 
set A has 37 states, data set B and C have 19 and 18 steady states, 
respectively. From the view of the number of states, it can make a guess 
that one state of data set B or C may correspond to two states of the data 
set A. 
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Table 6.1: The summary of the result of state transition detection. 

Data set Number of states Start point End point 

Data set A 37 4506 48593 

Data set B 19 4637 48829 

Data set C 18 4544 48478 

 
 

6.2 State classification 
The following Figure 6.2 are the results of the state classification stage 
after the state transition detection, which use the algorithm 4 based on 
the k value setting in Table 5.3, attribute selection for each data set in 
Table 5.4 and weight setting of attributes in Table 5.5. For the type of 
state that only occurs once, no color is used for marking. For the type of 
state that occurs twice or more, they are marked with color, and the 
same color represents the same type of state. 

 

l Data set A 

 

Figure 6.2: a) Visualization of data set A after state classification. 
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As can be seen from the results of data set A, 37 states are clustered into 
8 categories. There are four types of states that have only occurred once, 
Type 5 occurs 16 times, Type 3 occurs 11 times, Type 7 occurs 4 times, 
and Type 0 occurs 2 times, respectively. The results are shown in Table 
6.2: a. 

Table 6.2: a) The results of data set A in the state classification stage. 

Type 0 1 2 3 4 5 6 7 

Frequency 2 1 1 11 1 16 1 4 

 

l Data Set B 

 

Figure 6.2: b) Visualization of data set B after state classification. 

As can be seen from the results of data set B, 19 states are clustered into 
10 categories. Compared to the other two data sets, 10 categories are the 
most, that is because there are 7 types of states only occur once. The 
remaining four states: Type 5 occurs 4 times, Type 7 occurs 4 times, 
Type 9 occurs 4 times, respectively. The specific results are shown in the 
following Table 6.2: b. 
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Table 6.2: b) The results of data set B in the state classification stage. 

Type 0 1 2 3 4 5 6 7 8 9 

Frequency 1 1 1 1 1 4 1 4 1 4 

 

l Data Set C 

 

Figure 6.2: c) Visualization of data set B after state classification. 

As can be seen from the results of the data C, 18 states are clustered into 
5 categories. Compared to the other two data sets, 5 categories are the 
least, because there are one types of states that occurs 13 times. The 
other four types of states: Type 2 occurs twice, and the other three types 
only occur once. The results are shown in Table 6.2: c below. 

Table 6.2: c) The results of data set C in the state classification stage. 

Type 0 1 2 3 4 

Frequency 1 1 2 1 13 
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6.3 Correlation analysis 
After the data classification stage, the correlation analysis is performed 
on the three data sets according to the method in Chapter 4.3. First of all, 
it can be guessed from Chapter 6.1 that one state in data set B or C 
corresponds to two states in data set A. And then based on the roughly 
start and end time of each state in each data set, this conjecture is also 
confirmed, except that the fourth state of state C corresponds to the 
fourth and fifth states of state B, and also corresponds to the seventh, 
eighth and ninth states of data set A. The specific state corresponding 
relations are shown in Table 6.3. 

Table 6.3: The state corresponding relations of three data sets 

A 5,7 5,3 5,0 1,5,3 5,3 5,3 5,3 5,2 5,7 5,3 5,7 5,3 5,3 4,0 5,3 6,3 5,7 5,3 

B 5 5 0 1,2 7 9 7 9 7 3 4 5 5 9 7 6 8 9 

C 4 4 0 1 4 4 4 4 4 4 4 2 4 3 4 4 4 2 

 
 

According to Table 6.3, the correspondence diagram Figure 6.3 between 
data sets is drawn. The directed segment represents the correspondence, 
and the number on the directed segment represents the total occurrence 
frequency of the specific relation. The same color represents the same 
correspondence, and different colors represent different 
correspondences that have existed so far.  

 

Figure 6.3: The state corresponding relations of three data sets. 
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As can be seen from Figure 6.3. For data set A and data set B, there are 
13 corresponding relations between them. And there are 10 relations 
which only occur once, two relations have occurred three times, one 
relation has occurred two times. For data set B and data set C, there are 
12 corresponding relations between them. There exist 9 corresponding 
relations which only occur once. Three corresponding relations occurred 
2 times, 3 times, and 4 times respectively.  

 

Table 6.4: The summary of state corresponding relations 

Data set Number of the 
corresponding 

relation 

Relation Frequency 

A and B 13 

(𝟓, 𝟑) 	→ 𝟓 3 

(𝟓, 𝟑) 	→ 𝟕 3 

(𝟓, 𝟑) 	→ 𝟗 2 

The remaining 10 
relations 

1 

B and C 12 

𝟕	 → 𝟒 4 

𝟓	 → 𝟒 3 

𝟗	 → 𝟒 2 

The remaining 9 
relations 

1 

 

From Table 6.4 we can see that there is a certain correspondence 
between the data sets, although there are many relations that occur only 
once. For example, the correspondence between data A and B: (𝟓, 𝟑) 	→
𝟓, (𝟓, 𝟑) 	→ 𝟕, and (𝟓, 𝟑) 	→ 𝟗, occur 3 times, 3 times, 2 times respectively. 
The correspondence between data B and C: 𝟕	 → 𝟒,	𝟓	 → 𝟒 , and	𝟗	 → 𝟒, 
occur 4 times, 3 times, 2 times respectively. For only 18 correspondences 
in total, the above-mentioned relations can indicate that it exists these 
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specific correspondences between the data sets. The relation or rule that 
can be mined is limited because the amount of data is limited (the 
amount of data record is only 50,000). If there is more data, it can mine 
more meaningful relations or rules. These discovered relations hidden 
behind the data can be used to further anomaly detection. For example, 
to check the state of the newly input data whether the corresponding 
relations exist in the discovered relations using the discovered relations 
based on a sufficiently large amount of data, 

 

 

6.4 Evaluation 
This section will evaluate the entire system and the results. The 
evaluation is divided into two parts: the result accuracy of the state 
transition detection, the time complexity of the state transition detection 
and state classification stages. 

6.4.1 Accuracy 
The classification of states is difficult to quantify since the classification 
result can be different from person to person. So the calculation of 
accuracy is only for state transition classification. 

Data set A has a detection error because state 7 and state 8 should be 
considered as one state. Data set B has a detection error because states 4 
and 5 should be divided into the same state. Table 6.5 shows the 
accuracy of three data sets in state transition detection. As can be seen, 
the accuracy shows a very good result, each data set reaches more than 
94%.  

Table 6.5: The accuracy of state transition detection  

Data set The number of 
states 

Number of states 
divided wrong 

Accuracy 

Data set A 37 1 97.3% 

Data set B 19 1 94.7% 

Data set C 18 0 100% 
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6.4.2 Time complexity 
 
l State transition detection (Algorithm 3) 

Assume that the total length of the data is N, and 𝝓 represents the 
length of the selected sequence, as shown in Figure 6.4. So the total time 
spent at this stage is approximately 𝑶(𝑵 ∗ 𝝓). In general, 𝑵 is much 
larger than 𝝓, so the total time complexity of this algorithm 3 can be 
estimated to be approximately: 𝑶(𝑵). 

 

Figure 6.4: Data reading in state transition detection. 

 
l State classification (Algorithm 4) 

Suppose that totally obtained n states after state transition detection, k is 
the number of clusters, d is the dimension of the state (The number of 
attributes used when calculating the distance). The time complexity of 
k-means is 𝑶(𝒏 ∗ 𝒌 ∗ 𝒅) [30]. In general, the values of 𝒌 and 𝒅 are not 
large, and 𝒏 will be much larger than these two values, so the time 
complexity of this algorithm 4 can be estimated to be 
approximately:	𝑶(𝒏) 

As can be seen from the above, the total time complexity of the two 
algorithms is 𝑶(𝑵) + 𝑶(𝒏). But in general, the value of 𝒏 is not so large 
compared with 𝑵. So the complexity of the two algorithms can continue 
to be simplified as: 𝑶(𝑵). 
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In summary, the accuracy of state transition detection has reached at 
least 94%, and correlation analysis also obtained six frequently 
occurring relations. So it can be considered that this system has found 
some meaningful relations that hidden behind data and make the 
contribution to the research of anomaly detection to a certain extent. It 
can be considered that this system is feasible for predicting anomaly 
detection. Furthermore, the time complexity is 𝑶(𝑵)，so the system can 
be also considered to be scalable for more data. 
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7 Conclusions  
Anomaly detection of multiple streaming sensor data is very important 
for the Internet of Things in the field of data mining. So the project 
proposes a corresponding solution and divides the proposal into five 
concrete and verifiable goals. Next is to verify the completeness of the 
five goals. 

Goal 1: In Chapter 2.5.1, algorithm 1 from existing researches for state 
transition detection is described. Algorithm 3 for state transition 
detection is proposed in Chapter 4.1.2. 

Goal 2: The algorithm 2 for state classification is mentioned in the 
related work in Chapter 2.4. Then Chapter 4.2.3 proposes an improved 
algorithm 4 based on algorithm 2. 

Goal 3: Chapter 4 has been designed for this entire system, and Chapter 
5 shows the implementation of the system in Python. Chapter 6.1 and 
6.2 visualizes these results of state transition detection and classification. 

Goal 4: Chapter 6.3 visualizes the correspondence between the three 
data sets, and count the number of relations and find out the meaningful 
relations hidden behind the data. 

Goal 5: Chapter 6.4.1 calculate the accuracy of state transition detection. 
Chapter 6.4.2 calculate the time complexity of state transition detection 
and state classification. Then evaluate the feasibility and scalability 
based on the results of the accuracy and time complexity. 

In practical applications such as factory/environmental monitoring, 
machine anomaly detection and so on, the proposed method can be 
used to detect abnormalities in time to avoid huge losses. In the 
academic field, the proposed method can be applied in pattern 
recognition, pattern classification, and anomaly detection in the field of 
data mining. 

 

7.1 Future work 
1. The data used by this project is one-dimensional data, but in real life, 

the data is often high-dimensional, so the solution can be further 
studied to high-dimensional data. 
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2. The anomaly detection accuracy of this solution needs to continue to 
be improved. 

3. Algorithm 3 involves the parameter k and weight of selected 
attributes. The setting of k and weight in the project is obtained by 
comparing the results of multiple experiments and find the best one. 
However, the number of trials is limited, and so it is still not certain 
that the value and weight setting are optimal. Therefore, it is very 
useful to find some specific method which can evaluate the value’s 
setting of k and weights. 

4. The relations found in the project is between data set A and B, data 
set B and C, it can be continued to find the relation between data  set 
A, B ,and C if more data and more time provided. 

7.2 Ethical considerations 
The development of technology will bring benefits to people, but it will 
also bring some negative effects. Anomaly detection can help companies 
detect anomalies in time and avoid huge losses. But at the same time, if 
the abnormal detection result is not accurate, it may also cause a lot of 
losses to the company. For example, the false positives of a machine, 
replace the machine which can work normally, lead to higher machine 
costs. 

Massive automation reduces labor use and will lead to higher 
unemployment and social instability. But the increase in unemployment 
is not necessarily bad, that is because today's society is becoming more 
and more aging, the labor shortage is getting worse and worse, 
especially in some developed countries where the labor is very 
expensive. At the same time, this technology can also be used in very 
harsh environments. This environment is not suitable for people's 
intervention. It is very good to replace human with automation in these 
kinds of environments. So overall, the impact of this project on society is 
positive. 
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