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Abstract
The Internet of Things (IoT) is increasingly becoming an integral component of many
applications in consumer, industrial and other areas. Notions such as smart industry,
smart transport, and smart world are, in large part, enabled by IoT. At its core, the
IoT is underpinned by a group of devices, such as sensors and actuators, working
collaboratively to provide a required service. One of the important requirements
most IoT applications are expected to satisfy is ensuring the security and privacy of
users. Security is an umbrella term that encompasses notions such as confidentiality,
integrity and privacy, that are typically achieved using cryptographic encryption
techniques.
A special form of communication common in many IoT applications is group
communication, where there are two or more recipients of a given message. In order to encrypt a message broadcast to a group, it is required that the participating
parties agree on a group key a priori. Establishing and managing a group key in IoT
environments, where devices are resources-constrained and groups are dynamic, is
a non-trivial problem. The problem presents unique challenges with regard to constructing protocols from lightweight and secure primitives commensurate with the
resource-constrained nature of devices and maintaining security as devices dynamically leave or join a group.
This thesis presents lightweight group key management protocols proposed to
address the aforementioned problem, in a widely adopted model of a generic IoT
network consisting of a gateway with reasonable computational power and a set
of resource-constrained nodes. The aim of the group key management protocols is
to enable the gateway and the set of resource-constrained devices to establish and
manage a group key, which is then used to encrypt group messages. The main problems the protocols attempt to solve are establishing a group key among participating IoT devices in a secure and computationally feasible manner; enabling addition
or removal of a device to the group in a security preserving manner; and enabling
generation of a group session key in an efficient manner without re-running the protocol from scratch. The main challenge in designing such protocols is ensuring that
the computations that a given IoT device performs as part of participating in the
protocol are computationally feasible during initial group establishment, group key
update, and adding or removing a node from the group.
The work presented in this thesis shows that the challenge can be overcome by
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designing protocols from lightweight cryptographic primitives. Specifically, protocols that exploit the lightweight nature of crypto-systems based on elliptic curves
and the perfect secrecy of the One Time Pad (OTP) are presented. The protocols are
designed in such a way that a resource-constrained member node performs a constant number of computationally easy computations during all stages of the group
key management process.
To demonstrate that the protocols are practically feasible, implementation result
of one of the protocols is also presented, showing that the protocol outperforms similar state-of-the-art protocols with regard to energy consumption, execution time,
memory usage and number of messages generated.
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Berggren, for their unreserved help regarding administrative aspects.
I’m grateful to Lisa Velander for reviewing the manuscript. She has pointed a number of errors out and provided me with suggestions for how to improve some of the
text. Insofar as the thesis is error-free and readable, it’s largely due to her. Of course,
I take responsibility for errors which might have made it to the print.
This thesis was written under the SMART project. I’d like to thank all the companies
who’re behind the project in terms of funding.
I owe a debt of gratitude to Øyvind Ytrehus of the Simula research group at University of Bergen, Norway, and Gerhard Hancke at the City University of Hong Kong,
Hong Kong, for hosting me and giving me opportunities to discuss and present my
research to their respective research groups.
I’d like to express my gratitude to Andreas Jacobsson of Malmö University for accepting to be my thesis defence opponent.
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Chapter 1

Introduction
By embedding computational and communication capabilities into everyday objects
[A+ 09], the conventional Internet is being extended in order that computation and
intelligence become pervasive. Pervasive interconnection of everyday objects enables the creation of services which help realize notions such as smart cities, smart
transport, and smart world [Sta14]. This move and paradigm of embedding intelligence and interconnecting everyday objects is generally called the Internet of Things
(IoT) [WW10]. IoT represents a network of globally or locally identifiable everyday objects, their integration with the conventional Internet, the multiplicity of enabling protocols, infrastructures, applications built on top of the infrastructure, policies and regulations governing their operations [Sta14]. Some of the technologies
that underlie IoT are Machine-to-Machine (M2M) communication [WSE14], Wireless Sensor Networks (WSN) [ASSC02] and RFID [Fin10]. IoT applications are built
and deployed on top of these platforms to realize various applications such as home
automation and home security management, smart energy monitoring and management, items and shipment tracking, surveillance and military, smart cities, health
monitoring, and logistics monitoring and management [Raz13].
IoT applications consist mainly of a group of small devices with sensing and/or
actuation capabilities, working collaboratively to provide a specific functionality.
Collaboration is achieved by sending data from one or more devices in a network
to another device or group of devices in the network. For instance, in a typical Industrial IoT (IIoT) application, a group of sensors monitoring a given component
send their readings of the conditions of the machine to a control center. The control
center, in collaboration with other entities, analyses the data and sends a command
to a group of actuators to effect a desired outcome to ensure safe and normal operation of the component.
A common mode of communication in IoT applications is group communication
whereby a group of two or more devices communicate with each other in such a
way that a sender broadcasts a message to the group rather than sending unicast
messages addressed to each device in the group. This has two advantages [KKT14].
First, since most IoT devices are resource-constrained, battery-powered, and with
1
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limited computational capabilities, broadcasting a single message to a group is more
economical to the sender than unicasting the message to each individual member.
Second, group communication enables a fast delivery of a message to multiple recipients, a feature that is very important in time critical applications. For these reasons,
group communication is a preferred mode of communication in many IoT applications.

1.1
1.1.1

Motivation
Group Communication in the IoT

In the conventional Internet, group communication is a common form of communication in various applications such as video conferencing [DGK+ 00], streaming applications [WK03], and other similar services [Mil99], where there are two or more
recipients of a message from a given sender. The entities in a group are uniquely
identified by an address, such as a multicast or broadcast address. The main rationale for using group communication is timely delivery of a message to multiple
destinations while generating the minimum amount of traffic possible.
Group communication is particularly appealing in the IoT [HGMH+ 11]. IoT devices are resource-constrained, battery-powered and generally have limited computational capabilities. Since sending multiple unicast messages requires multiple
processing, it is more economical for IoT devices to rely on broadcasting to save resources. Furthermore, by broadcasting a single message to multiple destinations, the
problem of generating unnecessary traffic is avoided.
In addition to the aforementioned arguments in favor of group communication
in the IoT, another reason why group communication is preferred is because of the
peculiar requirements of IoT applications. A lot of IoT applications require that a
message be sent to a group so that devices in the group act upon the message synchronously. Consider the following application scenarios:
• Smart lighting: A smart building may have its lighting devices grouped according to their location and connected to a switch, which acts as a gateway. It
is important that the switch is able so send group messages to the devices to
control lighting level and related functions.
• Software update: A gateway downloads a software update and simply broadcasts it to the group so that member nodes patch. The alternative is each device
downloads the patch independently, which results in generating unnecessary
traffic.
• Emergency broadcast: The control center of some automation may be forced to
stop or start many devices in the process with a single command, minimizing
time and resource requirements.
• e-health: A sensor implanted in a patient’s body may broadcast readings to a
group of receivers such as nurses, doctors and even chat servers.

1.1 Motivation
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This clearly shows that group communication in IoT is applicable in many application contexts. Given the nature of data that such IoT applications handle, certain
security guarantees are required to maintain proper functioning of applications and
maintain users’ privacy. Security breaches in IoT applications could lead to a number of issues, ranging from exposing users’ privacy to more serious dangers such as
death in the case of applications which handle patients’ medical data, or hazards in
safety-critical IIoT applications.

1.1.2

Security Requirements in Group Communication

The security goals in group communication are versions of the security goals in a
two party communication: confidentiality, integrity, non-repudiation, availability
and entity authentication [KMVOV96]. Confidentiality in group communication
deals with ensuring that a message intended to a group is not accessible to nonmember parties [TVS07]; integrity is the requirement that every member of a given
group receives a message unaltered [PBS+ 15]; non-repudiation service guarantees
that a member of a group cannot, at a later time, deny having sent or received a message to/from the group [LX13]; entity authentication is a service that enables parties
in communication to identify each other [KMVOV96]; and availability is giving a
guarantee that the system continues to function even in the face of adversity and is
usually achieved by having redundancy and other fault tolerance mechanisms.
Secure and privacy preserving group communication is achieved by satisfying
one or more of the aforementioned security goals. The cryptographic tools employed to achieve the security goals such as encryption, digital signatures and message authentication codes typically require that a key or keying material be established between the parties in a group before secure communication can take place
[KMVOV96]. Establishing a group key between IoT devices is a non-trivial problem,
made even more complex due, in large part, to the resource-constrained and dynamic nature of IoT environments [RALS11]. A naive way to go about establishing
keying material is to manually store the relevant information on each device in the
communication group, an approach that becomes impractical for large and dynamic
groups. A more realistic, albeit challenging, approach is to rely on cryptographic
protocols that make it possible for a group of devices to establish a cryptographic key
between themselves in a secure and computationally practical manner [RALS11].

1.1.3

Establishment and Management of Cryptographic Group
Keys in IoT

One of the most significant works regarding key establishment is the Diffie-Hellman
key exchange protocol [DH76], which enables two parties to share a secret value using public key cryptography. The protocol has been adapted to enable more than two
parties to share a secret value [STW96]. However, the protocol uses computationally intensive public key cryptography that is not suitable for resource-constrained
devices. Other key transport and management mechanisms based on symmetric
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key encryption [RSSS16, MNG17], and others based on public key cryptography
[KOO17, IOV+ 17, ÁBLLR16], have been proposed for the IoT. The key transport
mechanisms based on symmetric key encryption [RSSS16, SO12] generally leverage
a Trusted Third Party (TTP) to create, manage and securely send keys or keying information. Consequently, they do not scale well and are vulnerable to single point
of attack and failure. Key establishment mechanisms based on public key cryptography [ÁBLLR16, IOV+ 17] partially address the above problems by relying on cryptographic primitives that enable collaborative secure key establishment.
Group key management protocols designed to be used in the conventional Internet do not generally take into account the peculiar nature of IoT devices and hence
are not convenient for deployment in IoT. The need to design key management protocols tailored towards IoT domains has spurred a research in protocols based on
lightweight cryptography [EKP+ 07]. Despite the significant amount of work in the
literature to address this need [ÁBLLR16, IOV+ 17, RSSS16, SO12], there is still a
need for secure key management and establishment schemes that rely on lightweight
cryptography that address various complex issues related to key management that
will be discussed in Chapter 3. This thesis work is an attempt to bridge some of
the research gap in this regard regard by designing and implementing lightweight
group key establishment and management schemes from various lightweight cryptographic constructions.

1.2

Purpose and Scope

The main purpose of the work presented in this thesis is to design secure and lightweight group key management schemes that could be used in many of the IoT applications mentioned previously. Designing a group key management scheme for IoT
has many aspects, including functional requirements such as how a key or keying
material is established between devices in a group, how session keys are securely
generated and how nodes are added or removed from a group in a security preserving manner [JVW+ 14]. There are also other design aspects regarding what cryptographic primitives are used as building blocks, how lightweight and secure they are
and how they are implemented and deployed on devices. There are protocols in
the literature that address one or more of these issues to varying levels of degrees
[KOO17, IOV+ 17, ÁBLLR16, ÁBLLR16, IOV+ 17]. The core of this thesis is a presentation of lightweight and secure group key management schemes that enable IoT
devices in a group to establish, manage and generate session keys.
While IoT networks can be set up in different ways [HBK+ 14], the most commonly deployed architecture is one that consists of a gateway or a device with similar functionality and a set of end nodes connected to the gateway [ZWC+ 10]. As
a result, this thesis considers the scenario where there is an IoT network consisting
of a trusted entity such as a gateway and a group of two or more end devices. The
choice of this particular model is motivated by the fact that it is the most common
architecture in real world IoT application deployments [GBMP13]. For instance, in
a typical industrial IoT (IIoT) application, there would be a controller and a group

1.3 Research Questions and Objectives
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of sensors and/or actuators sending sensed data to the controller and acting on data
received from the controller. Furthermore, the proposed schemes under this model
can easily be adapted to other models, such as a group of IoT devices without a gateway, all connected to the Internet or other external network, by having one of the
devices assume the role of a gateway.
Problems related to ensuring reliable communication between devices, physical
safety of devices, and issues related to how to practically implement and deploy
cryptographic primitives on devices are beyond the scope of this thesis.

1.3

Research Questions and Objectives

Within the context of the purpose and scope stated in Section 1.2, the overall aim
of this thesis is to construct lightweight and secure group key management schemes
1
that could be used in IoT environments. As discussed previously, this is a multifaceted problem that involves making choices at non-technical levels regarding approach, and at technical levels regarding what cryptographic primitives protocols
should be constructed from.
Motivated by the standard practice in the field [FSK11], the research objectives
and questions this thesis deals with are geared towards how one can construct lightweight key management schemes from existing cryptographic primitives that are
considered secure. To this end, the following goals and research questions have been
formulated:
• Research Goal 1 (RG1): To construct a lightweight group key management
scheme from lightweight public key cryptographic primitives. The goal here is
to investigate possibilities for secure and lightweight key management constructions using public key primitives that are lightweight, such as elliptic
curve based crypto-systems. As stated above, any key management construction should address one or more of the issues mentioned; that is, what underlying primitives are used and how lightweight they are, how security of
the construction is proved, how the construction would be implemented, and
what security assumptions and models are considered. To achieve this goal,
the following research question is posed:
– Research Question 1 (RQ1): What existing public cryptographic primitives can be used, and in what way can they be combined, so that a secure
and lightweight IoT group key management scheme is realized?
• Research Goal 2 (RG2): To construct a lightweight group key management
scheme from lightweight symmetric key primitives. The One Time Pad (OTP)
is a lightweight cryptographic primitive, owing to the fact that bit-wise XOR is
the only operation it relies upon. Moreover, the OTP provides perfect secrecy
[Ver26]. However, the OTP is not practically useful due to the requirement
1 The

words scheme and protocol are used interchangeably in this thesis.
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that the key must at least be as long as the message to be encrypted [Sha49].
The research goal is to find ways of constructing IoT group key management
schemes that rely on the lightweight nature and perfect secrecy guarantee of
the OTP. The challenge is to find a workaround to the practical and theoretical limitations that are inherent to the OTP, while still exploiting the desirable
features of it. To this end, the following research question is posed:
– Research Question 2 (RQ2): How can one use the perfect secrecy security
guarantee provided by the OTP to construct a secure and lightweight IoT
group key management scheme?
• Research Goal 3 (RG3): To evaluate the various authentication mechanisms
used in IoT environments today and suggest new secure authentication mechanisms. To achieve RG1 and RG1 , it was assumed that there is a mechanism
for IoT devices to authenticate each other. This assumption is valid to show
theoretical constructions of unauthenticated key management schemes for IoT
environments. In practice, however, one also needs to have a mechanism that
enables two or more devices to mutually authenticate to each other. All other
security objectives can only be achieved if the parties involved in communication know each other. The goal is to study and analyze all the authentication
mechanisms in use today. To achieve this goal, the following research question
is posed:
– Research Question 3 (RQ3): What are the most commonly used proximitybased authentication mechanisms used in IoT environments today? What
are the benefits and drawbacks of each mechanism and what kinds of authentication mechanisms should be used in the future?

1.4

Research Methodology

The research methodology used in designing the group key management protocols
follows the standard research methodology in the design of security protocols. It was
based on a combination of analytical, theoretical and experimental research. The
analytical aspect of the research dealt with understanding the literature on group
key management protocols and identifying problems, which were then formulated
as research problems. It also included studying different security and adversarial
models, identifying the ones that fit the security requirements of IoT applications
and the kind of security attacks these applications are potentially subject to.
The theoretical part of the research included proposing and designing key management schemes from lightweight cryptographic primitives and justifying that the
construction are secure in the following sense: given a security model consisting of
security definitions, requirements and an adversarial model showing what a potential attacker can do, we consider a scheme is secure if an attacker with reasonable
computational power cannot break it. That is the standard notion of security of
any protocol [Yao82]. To construct secure schemes in this context, primitives that
have been proved to be secure or whose security relies on mathematical problems

1.4 Research Methodology
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believed to be computationally hard [CKT91] were used as building blocks. Furthermore, proofs and justifications for why constructions consisting of more than one
cryptographic primitives are considered secure are provided.
All the key management solutions proposed in this thesis were validated in terms
of their performance, through implementation (Paper II) or through theoretical analysis (Papers I and III). Moreover, for the security schemes in all the publications,
mathematical analysis is used to show the correctness of the protocols.
To demonstrate that our theoretical constructions are practically feasible, implementation was written on a simulated IoT network using the Coooja simulator in
Contiki [DGV04] (Paper II).

Literature study

Identify open
problems
Develop threat
model
Formulate research
questions
Propose group
key
management
protocol
Hard problems

Perform security and
complexity analysis

Implement protocol

Proposed
protocol

Analyze
performance

Figure 1.1: Research work flow.

The overall research work flow that was adopted in designing the protocols is
depicted in Fig. 1.1.
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Contributions

This thesis is based on the four papers listed previously, also included in full at the
end of this work. The papers address different aspects of the issues stated in section
1.3.
Paper I presents a lightweight group key management scheme that uses elliptic
curve based cryptography and the notion of cryptographic one-way accumulator.
The main contribution presented in this paper is a demonstration of a secure construction of a lightweight group key management scheme which uses point multiplication on elliptic curves as the main underlying cryptographic computation. The
novelty of this contribution is showing that a secure and lightweight key management scheme can be built that enables IoT devices in a group to share a secure key,
generate a group digital signature, generate group session keys and enable addition or deletion of a node from a group. Paper II is an extension of Paper I. Paper II presents an implementation of the scheme proposed in Paper I in Contiki
[DGV04]. The paper shows the feasibility of the scheme with regard to energy consumption, memory usage, execution time and number of messages generated. Paper
III presents a lightweight and secure group key management scheme from the OTP.
The novelty of the scheme is showing that despite the intrinsic weakness of the OTP,
it could be used as an underlying primitive to construct group key management, resulting in a scheme that is lightweight and unconditionally secure. Paper IV presents
an overview of proximity-based authentication mechanisms in use today in IoT environments. It presents an analysis of strengths and drawbacks of various authentication schemes, and a suggestion for more secure and convenient authentication
mechanisms.
A mapping of all the contributions and how they fit into the overall goal and
research questions is depicted in Fig. 1.2.

1.5.1

The Authors’ Roles

As the first author of papers I and III, I was responsible for the ideas, methods, security analyses and proofs, as well as presentations. For Paper II, I came up with
the implementation ideas, and Nico Ferrari – the first author of the paper – implemented the scheme and wrote the paper. All authors of Paper IV equally contributed
towards the ideas presented and the writing process.
The co-authors have helped me in terms of providing guidance, technical suggestions, corrections, and reviewing the manuscripts.

1.6

Thesis Outline

The remainder of the thesis is organized into four chapters, with the content of each
chapter as follows:

1.6 Thesis Outline
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General goal: Lightweight group
key management protocols

RG1: Group key management
from asymmetric key crypto
primitives

RQ1

Paper I

RG3: Authentication

RQ3

Paper II

Contribution: Lightweight
group key management
protocols, features for digital
signature and session key
generation, all in constant time

Paper IV

Contribution: A survey of
proximity-based authentication
mechanisms, highlighting open
challenges and suggestions for
future research directions

RG2: Group key management
from symmetric key crypto
primitives

RQ2

Paper III

Contribution: A
lightweight group key
management scheme
from the OTP.

Figure 1.2: A mapping of the contributions to the overall goal and sub-goals and the
novelty of each contribution
– Chapter 2 introduces the relevant mathematical foundation required to understand the cryptographic primitives that serve as building blocks of the protocols proposed.
– Chapter 3 presents a discussion of the broad topic of group key management
in the domain of the IoT, with focus on state-of-the-art and open challenges.
– Chapter 4 presents new lightweight group key management protocols proposed to address some of the challenges discussed in Chapter 4.
– Chapter 5 contains conclusions, providing overview, outcome, impact of the
research presented and directions for future work.
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Chapter 2

Background
This chapter briefly introduces the cryptographic primitives used as building blocks
in the group key management schemes that will be described in Chapter 4. The
chapter also introduces the hardness assumptions of the mathematical problems that
underlie the security of the primitives.

2.1

Mathematical Background

Definition 2.1. An algebraic structure is a set S together with one or more binary
operations, such that the following two conditions are true [Fra03]:
1. Each binary operation assigns exactly one element to each possible ordered
pair elements of S.
2. For each ordered pair of elements in S, the element assigned to it is again in S.
0

0

Definition 2.2. Let S, ∗ and S , ∗ be two binary algebraic structures. An isomor0
0
phism of S with S is a one-to-one mapping(function) φ mapping S onto S such
that
0

φ(x ∗ y) = φ(x) ∗ φ(y), for all x, y ∈ S.1
The implication (and advantage) of showing that two binary algebraic structures
0
S and S are isomorphic is that one can reason about S by only reasoning about
0
S , since they are structurally the same. For example, by showing that a less studied algebraic structure is isomorphic to {Z, +}, one gets the benefit of relying on a
well studied algebraic structure to talk about another algebraic structure that is less
known.
1 This

is called homomorphism property.
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There are a lot of algebraic structures, but here we focus only on groups since
they are important for our purposes.
Definition 2.3. A group hG, ∗i is a non-empty set G, with a binary operation (a, b) 7→
a ∗ b : G × G → G satisfying the following conditions [Fra03]:
1. For all a, b, c ∈ G, we have
(a ∗ b) ∗ c = a ∗ (b ∗ c), associativity of ∗.
2. There is an element e in G such that for all x ∈ G,
e ∗ x = x ∗ e = e, identity element e for ∗.
0

3. Corresponding to each a ∈ G, there is an element a such that
0

0

0

a ∗ a = a ∗ a = e, inverse a of a.
A group is called abelian or commutative if
a ∗ b = b ∗ a for all a, b ∈ G.
Definition 2.4. The number of elements in group G, denoted |G|, is called the order
of G. A group G is finite if |G| is a positive integer.
A group G is said to be cyclic if there is an element g ∈ G such that for for any
a ∈ G, there is an n ∈ Z such that a = g n , where g n = g ∗ g ∗ · · · ∗ g . Such an element
{z
}
|

g is called a generator of G.

n times

Example 2.1. For prime p, the set of integers {0, 2, · · · , p − 1} forms a cyclic group
under addition modulo p . The set of nonzero integers modulo p also form a multiplicative group denoted by Zp ∗ [Fra03].
In this thesis, we let G ⊂ Zp ∗ be a cyclic group of prime order q, where g is its
generator. The security parameters p and q are such that q | (p − 1) and the order of
g is q, that is, g is a generator of G.

2.2

Hard Computational Problems and Assumptions

This section briefly introduces some computational problems that are believed to be
intractable. The presumed computational hardness of the problems is related to the
complexity of the algorithms that are known solve them. Therefore, we first briefly
discuss algorithm complexity classes.

2.3 Elliptic Curve Based Cryptography
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Definition 2.5. (Negligible Functions): a function f : N → R is called negligible if
it approaches zero faster than the reciprocal of any polynomial. In other words, for
every c ∈ N there is an integer nc such that g(n) ≤ n−c for all n ≥ nc [Bel02].
The concept of negligible functions is important when talking about the success
probability of an attacker, as a function of some security parameters, such as key size.
We say that the success probability is too small to matter if it is a negligible function
of some security parameter.
Definition 2.6. (Polynomial Time Algorithm): A polynomial time algorithm is an
algorithm whose worst-case running time function is of the form O(nc ), where n is
the input size, in some reasonable encoding, and c is a constant. Polynomial time
algorithms are also informally called efficient algorithms [Bel02].
A computational problem for which there is a polynomial time algorithm to solve
it is considered an easy problem. A problem for which there is no such algorithm to
solve it is considered hard or intractable. There are a lot of computational problems
that are believed to be hard [Opp11], but here we focus on the the Discrete Logarithm Problem (DLP) and its variant, the Elliptic Curve Discrete Logarithm Problem
(ECDLP).
Definition 2.7. (Discrete Logarithm Problem): Given a finite group G, with generator g, the discrete logarithm problem asks to find an a between 0 and |G| − 1 from
g a , i.e, DLogg (g a ) [BL96]. This problem is considered to be hard and forms the basis
of many public key cryptographic systems.
Generally, all the algorithms that are hitherto known to solve the DLP take exponential time in the size of the input [Sho94]. However, depending on the underlying
algebraic structure on which the group operation is defined, the level of difficulty of
solving the the DLP varies [KMV00]. The DLP defined on the multiplicative group
of integers modulo a prime p is easier than when it is defined on the additive group
of points on an elliptic curve due to the disparity inherent in the algebraic structures
and operations defined on them [HMV06]. The implication is that a given security level provided by DLP on a multiplicative group of integers modulo prime p
can be achieved by formulating DLP on an elliptic curve with smaller parameters
[BMS+ 06]. This makes cryptography based on elliptic curves a good fit for IoT environments.

2.3

Elliptic Curve Based Cryptography

For our purposes, an elliptic curve E defined over a finite field F is an equation of
the of the form
y 2 = x3 + ax + b
(2.1)
where a and b are elements of a finite field F with pn elements for some large
prime p [Kob87]. There are also elliptic curves of other forms, but this is the one we
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use in our constructions and implementations following standard practice [KAS08].
The set of points (x, y), x, y ∈ F, that satisfy equation (2.1) plus an extra point, referred to as a point at infinity and denoted by O, and an ”addition” operation defined
as follows form a group [Kob87]. Geometrically speaking, to add two points Q1 and
Q2 together, one draws a straight line that passes through Q1 and Q2 and looks for
the third intersection with the curve, R1 . Then reflecting the point R1 along the x-axis
yields Q1 + Q1 . To add a point Q to itself, draw a line tangent to Q and look for the
0
0
second point Q at which the line crosses the curve E. The reflection of Q across the
x-axis is the sum Q + Q. The elliptic curve group operation is depicted graphically
in Fig. 2.1 [Lau04]. The symbol O serves as the additive identity element. A related
group operation is scalar point multiplication, whereby a given point is added to
itself a given number of times. The computation is effected via the common square
and multiply method for efficiency reasons [GLV01].

Figure 2.1: Group law on an elliptic curve
We can now state the Elliptic Curve Discrete Logarithm Problem (ECDLP).
Definition 2.8. (ECDLP:) Given an elliptic curve E over a finite field F, and two
points P and Q such that Q = kP for some integer k, the ECDLP is to compute k
[Mil85]. It is conjectured that this is a computationally hard problem.
Since the ECDLP appears to be harder than the DLP, the strength-per-key-bit
is substantially greater in elliptic curve systems than in conventional discrete logarithm systems [KMV00]. Consequently, smaller parameters, but with equivalent
security levels of security, can be used with an ECDLP-based crypto-system than
with conventional discrete logarithm based system [JMV01]. Using smaller parameters means faster computation and less storage requirement, making elliptic curve
based crypto-systems convenient for environments where processing power, storage
space, bandwidth or power consumption are constrained.

2.4 Cryptographic One-way Accumulator
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Cryptographic One-way Accumulator

A cryptographic one-way accumulator [BDM93] is a way to combine a set of values
into one accumulator value, in such a way that each participant whose value was
used in the computation is able to produce a witness that it has participated in generating the accumulator value. Formally, A one-way cryptographic accumulator is
defined as a one-way hash function f : X × Y → X such that ∀x ∈ X and ∀y1 , y2 ∈ Y
f (f (x, y1 ), y2 ) = f (f (x, y2 ), y1 ).
The function f can then be used to compute an accumulator value z for a set of values
{y1 , y2 , . . . , yn } ∈ Y given a base value x ∈ X by applying f repeatedly to each yi . It
can also be used to generate a witness zj for a value yj in the set, by accumulating all
yi such that i 6= j. Since the order in which accumulation was done is not relevant,
one can recover z = h(zj , yj ), and this holds for all yj ∈ Y.
In our proposed scheme, we will use this property to generate a witness and also
to complete the computation of a shared key as will be shown in Chapter 4. We use
point multiplication on an elliptic curve as a one-way accumulator in our proposed
scheme. The basic function f is defined as
f (s, P) = s × P = Q
It takes an integer value s and a point P on the curve and outputs another point
Q on the same curve. It is one-way since point multiplication can be done easily,
using repeated point addition [Kob87], while computing the reverse direction, i.e,
computing s from sP is hard due to the ECDLP assumption. Moreover, the function
is quasi-commutative since we have
f (f (s1 , P), s2 ) = f (f (s2 , P), s1 ) = (s1 s2 )P.
We exploit this property twice in our scheme. First, during group key establishment
and, second, when each node produces a proof of group membership. During key
establishment, a device multiplies a point by a sequence of integers in any arbitrary
sequence.
We end our brief discussion of mathematical background by introducing the OTP.

2.5

One Time Pad

The OTP is a pair of encryption algorithm E and decryption algorithm D over message space M, cipher space C and key space K with the following properties:
1. The message space M, cipher space C and key space K are all of length n-bits.
In other words, M, C, K = {0, 1}n .
2. E takes a random key k ∈ K and a message m ∈ M and outputs c = E(k, m) =
k ⊕ m in C.
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3. The decryption algorithm D takes a cipher message c ∈ C and a key k ∈ K
and outputs D(k, c) = k ⊕ c. The consistency requirement holds because
D(k, E(k, m)) = k ⊕ E(k, m) = k ⊕ (k ⊕ m) = (k ⊕ k) ⊕ m = 0 ⊕ m = m.
The OTP has two desirable properties. First, it is fast since the only computation
is bit-wise XOR. Second, it is unconditionally secure [Sti05]. This is true because if
k is uniformly sampled from the key space K, given a cipher c ∈ C and given two
distinct messages m1 , m2 ∈ M, the probability that c is the encryption of m1 is the
same as the probability that c is the encryption of m2 [Sha49]. This means that given
a cipher c, an attacker can learn absolutely nothing about the corresponding plain
text. This fact is alternatively called information-theoretic security.
The OTP also has two limitations. First, the unconditional security guarantee
holds if and only if the key length is the same as the message length [Sha49]. Second,
as the name implies, it can only be used once, as using it to encrypt more than one
message is insecure [DL04]. Due to these limitations, the OTP is not commonly used
in practise. Despite these limitations, we will show that the OTP can be put to good
use in constructing a secure and lightweight group key management scheme.

Chapter 3

Cryptographic Group Key
Management in the Internet of
Things
This chapter discusses the security requirements in IoT group communication, the
various aspects unique to the IoT that need to be taken into account when designing
group key management protocols, and the state-of-the-art of lightweight group key
management protocols.

3.1

Security and Privacy Requirements in Group Communication

Whether in two party or group communication, IoT applications must provide certain security guarantees to ensure the privacy and safety of users. Security is a
multi-faceted concept that includes a lot of aspects, but generally, a typical IoT application would be required to provide some or all of the following security services
[KMVOV96]:
• Confidentiality is a service used to keep the content of information from all but
those who are authorized. Various mechanisms such as physical protection
of information can be employed to provide confidentiality, but we are mainly
interested in mechanisms that employ cryptography to achieve confidentiality.
• Data Integrity is a service that deals with the unauthorized alteration of data.
In order to provide such a service, one must have a mechanism for detecting
data tampering, such as unauthorized alteration, deletion or insertion.
• Authentication is a service that deals with the identification of some or all of
17
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the entities involved in a communication and the data that is communicated.
As a result, authentication has two dimensions. Entity authentication deals
with identifying the parties involved in a communication. Data origin authentication deals with ensuring that data is from the right source and that it has
not been tampered with. Obviously, data origin authentication implies data
integrity.
• Non-repudiation is a service that prevents an entity from denying having participating in a communication, either as a sender or receiver. This service prevents
the possibility of dispute arising as a result of one or more entities denying previous actions.
Typically, cryptography is the tool used to achieve the aforementioned security
services. Encryption is used to achieve confidentiality, digital signatures are used to
achieve authentication and non-repudiation. In order to encrypt and digitally sign messages, encryption keys are required. A question that immediately emerges is how
cryptographic keys are established and managed among the entities that participate
in a secure communication.
Before delving into the discussion of group key management protocol, it is important to make a distinction between key establishment and key management protocols.
Definition 3.1. Key management is the set of processes which support key establishment and maintenance of ongoing keying relationships between parties, including replacing older keys with new keys, revoking keys, generating session keys and
other similar tasks [Cho06].
Definition 3.2. Key establishment is a subset of key management dealing with making a shared secret become available to two or more parties, for subsequent cryptographic purposes [Cho06].
Key establishment protocols deal only with making a shared secret available to
relevant parties only once, whereas key management schemes also include mechanisms for key management, key revocation, node addition and deletion and key
revocation. Therefore, key establishment is a subset of key management. As a result,
key management is the focus of this thesis.

3.2

Challenges in Designing IoT Group Key Management Protocols

Construction and implementation of secure and lightweight group key management
schemes is a non-trivial problem with a lot of challenges. Some of the issues involved
are the following:
• Identifying the group security services that need to be provided. These services may vary from application to application, but usually one would like to
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provide confidentiality of a group message so that only legitimate group members can access the message. There may also be scenarios where validating the
source and integrity of a group message is required. This is achieved by group
digital signatures and adding a message authentication code (MAC) to group
messages.
• Since a cryptographic key is a prerequisite for providing one or more of the
above security services, a mechanism for establishing and managing a key between the set of devices is required. There are generally three ways to do this
[Gol09]. In small and static networks key management can be done manually, by storing keys or keying information on each device and updating keys
when necessary. This approach is not feasible in large and dynamic networks
where keys need to be changed and updated frequently. The second approach
is to design key management protocols from scratch. This approach is generally not recommended since a crypto system that has not been publicly tested
and vetted is vulnerable. The third and most common approach is to build
key management construction from well studied existing cryptographic primitives. Therefore, an important issue when embarking on a research related to
key management is to decide a convenient approach regarding how and what
kinds of primitives are to be used.
• It is not enough to care only about primitives that satisfy a stated security objective in the domain of the IoT. Given that IoT devices are computationally
limited and resource constrained, it is important that the primitives employed
in the construction of any key management protocol are lightweight. The challenge in designing lightweight cryptographic protocols is to ensure that security levels are not sacrificed in an effort to force protocols to be lightweight.
• Designing secure protocols underpinned by sound mathematical proofs is no
good if the protocol is implemented incorrectly or insecurely. There are a lot
of attacks that exploit weaknesses in implementation [ZG13]. Therefore, to
achieve a given security objective, not only must a protocol have a secure design, but it must also be implemented securely.
• One has to show or prove that a security construction is secure. There are
generally two approaches: heuristic analysis and provable security approach
[Ng05]. In the former, a security protocol is assumed to be secure if it withstands known attacks. This is problematic because there could be unforeseen
attacks. Furthermore, it is not feasible to list all possible attacks and prove that
a protocol withstands them. The latter approach is to prove a security claim by
demonstrating that if the protocol can be attacked, then a problem believed to
be hard can be solved, using the attack scheme as a subroutine. This is what is
technically called a reduction argument [KM07]. While this approach is theoretically appealing, it is hard in practice, as proofs could get extremely messy
[Ng05]. In either case, it is important that there is a clearly specified security
model, security definitions, clearly stated assumptions and security goals.
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Lightweight Cryptography

Lightweight cryptography refers to a set of design principles and techniques for designing and implementing cryptographic primitives, algorithms and protocols tailored for resource-constrained environments such as RFID tags, sensors, contactless
smart cards, implantable devices, and others [KM08]. What all these have in common is that they mainly consist of IoT devices which are constrained in terms of
computational capability, memory space and battery power. Conventional cryptographic primitives and protocols were not designed with the objective of being implemented in resource constrained devices. As a consequence, the cryptographic
primitives and protocols commonly used in the conventional Internet are not feasible for IoT. Lightweight cryptography is an attempt to bridge this gap.
The main challenge in designing lightweight cryptography is finding an acceptable trade-off between guaranteeing acceptable security levels on the one hand and
performance and cost on the other hand [Pos09]. Security level is generally a function of some security parameter, such as key length or group size in the case of public
key cryptography [CBCM12]. A naive approach to realize lightweight cryptography
is to take an existing cryptographic primitive and run it with smaller security parameters. Although this meets the low cost and high performance requirement, small security parameter means that the security level is reduced, making attacks easier. As
a result, this approach is not generally recommended. A second approach is to build
cryptographic algorithms specifically designed for IoT, taking into account the limited nature of devices. This involves carefully designing cryptographic primitives
that are underpinned by computations that are inherently lightweight.
Generally, lightweight primitives can be designed from symmetric key or public key cryptographic constructions. Constructions that mainly rely on the binary
XOR operation are considered lightweight since the XOR operation is not computationally intensive both in hardware and software implementations [EKP+ 07]. As
a result, symmetric key cryptographic lightweight constructions based on bit-wise
XOR, such as the OTP, are suitable for IoT environments. However, since such constructions have limitations with respect to key length and distribution, they do not
answer all the security requirements in various IoT application scenarios, such as
digital signatures, key management and other related security aspects. To address
problems related to key management and digital signatures in IoT, public key cryptosystems based on lightweight mathematical underpinnings are employed. One such
construction is public key crypto systems based on elliptic curves. The inherent supposed hardness of the Discrete Logarithm Problem (DLP) defined on elliptic curves
has made it possible for the creation of many lightweight public key crypto systems that achieve various security objectives in IoT environments. Implicit digital
certificates [SCP+ 15] are one such lightweight crypto systems which make authentication possible without relying on the otherwise computationally complex PKI Internet solution. Elliptic Curve Digital Signature Algorithm (ECDSA) [JMV01] is a
lightweight digital signature scheme widely deployed in resource constrained environments. The Identity Based Encryption (IBE) schemes proposed in [BF01] are also
lightweight encryption schemes that are suitable for IoT as they are underpinned by
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algebra of elliptic curves.

3.3.1

Lightweight Group Key Management Protocols

A cryptographic key management protocol for IoT addresses issues ranging from
enabling three or more IoT devices to agree on a key or keying material (key establishment) to management aspects such as secure addition and removal of a node
to/from the group and generating session keys securely. In some cases, a key management protocol needs to have a mechanism to authenticate devices to each other, in
which case the protocol is called authenticated key management protocol [XMH06].
An authenticated key management protocol is desired in situations where IoT devices do not generally trust each other, or in situations where an attacker can feasibly masquerade as a legitimate member of a given group. In other words, a cryptographic group key management needs to have a mechanism for authentication,
group key establishment and secure group key generation.
In the following section, we briefly discuss various lightweight cryptographic
group key management constructions from both symmetric and asymmetric key
cryptographic primitives.
Lightweight Group Key Management Protocols from Symmetric Key Constructions
Symmetric key primitives can be used to address different aspects of group key management. We briefly discuss how symmetric key primitives are used to to provide
authentication, key establishment and session key generation.
• Authentication : By having a group of IoT devices share a common group key,
device authentication can easily be achieved by having a device send an encrypted message to any other device or group of devices in the network. Since,
by assumption, only legitimate devices have the secret key, if an encrypted
message decrypts to an intelligible message, it can reasonably be assumed that
it was sent for a legitimate member, effectively authenticating the device. This
kind of authentication mechanism is employed in many key establishment protocols. Such authentication mechanisms have an obvious weakness in that they
do not address the important problem of how to make the secret key available
in all the devices in the first place. In practice, a key or a keying material is
manually stored on the relevant devices and manually updated as required.
This is practical in small and stable networks, such as home automation application, but it becomes increasingly impractical in large and dynamic networks.
• Key establishment: [RSSS16] proposes a mechanism using symmetric key encryption to establish a group key among IoT devices in a network. The basic
set-up is that all devices in the group have pre-shared keys, and a carefully
designed symmetric key encryption algorithm is run in such a way that at the
end of the protocol all the devices in the group have the same secret key. There
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Algorithm family
Integer factorization
Discrete logarithm
Elliptic curves
Symmetric-key

Crypto-systems
RSA

80
1024

DH, DSA, Elgamal
ECDH, ECDSA
AES, 3DES

1024
160
80

Security level (bit)
128
192
256
3072
7680
15360
3072
256
128

7680
384
192

15360
512
256

Table 3.1: Computationally equivalent key sizes expressed in bits.
are several different variants of this basic pre-shared key set-up, relying on
pre-shared keys and various lightweight cryptographic symmetric key constructions [PP18, WGL00, MP04, Bri99].
• Session key generation: To the best of the author’s knowledge, there are no symmetric key based session key management mechanisms, with support for secure removal and addition of a node to the group, without running the key
establishment protocol from scratch.
Lightweight Group Key Management Protocols from Asymmetric Key Constructions
Lightweight group key management schemes can also be constructed from asymmetric cryptographic primitives. Public key primitives inherently involve more complex computations when compared to symmetric key primitives. Due to the inherent
weakness of symmetric key cryptography regarding key establishment, key management solutions based on asymmetric key cryptography are deployed, at the cost of
incurring the complex computational requirements.
Traditional secret key establishment mechanisms such as the Diffie-Hellman key
exchange protocol and its variants rely on public key primitives whose security relies
on the supposed hardness of the Discrete Logarithm Problem (DLP) or Integer Factorization (IF) problem. The supposed level or hardness of these problems depends
on the nature of the underlying algebraic structures on which they are defined. Due
to the reasons discussed in Chapter 2, DLP defined on the group structure induced
by the set of points on an elliptic curve is inherently harder than the same problem
defined on a conventional finite field [MOV93]. Consequently, crypto-systems based
on elliptic curve cryptography with smaller parameters provide comparable levels
of security to crypto-systems based on RSA or other conventional public key cryptosystems. This means elliptic curve based cryptographic primitives result in faster
and fewer computations, require less memory and consume less power as a result.
Table 3.1 shows a comparison of the different cryptographic primitives in terms
of key lengths required for a specific security level [PP09]. For example, an elliptic
curve crypto-system defined over a finite field over prime p of size 160-bits is equivalent to AES-80 or RSA with modulus n of size 1024-bits. The key length of elliptic
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curve based crypto-systems is significantly smaller, making them good candidates
for lightweight public key crypto-systems for many IoT applications.
A discussion of how elliptic curve based crypto-systems can be used to address
the various aspects of key management, including authentication and session key
generation is provided below:
• Authentication: authentication, both data and entity, is mainly achieved using
the Public Key Infrastructure (PKI) in the Internet. It is, however, difficult
to use the same solution in many IoT environments due to the complexities
inherent to the PKI. This has necessitated designing lightweight authentication mechanisms specifically tailored for IoT environments. One such mechanism is implicit certificates which, unlike conventional digital certificates, do
not require complex certificate verification process [VMQ98]. Moreover, implicit certificates rely on elliptic curve based cryptography, which makes them
lightweight. Raw public key based authentication mechanisms are also employed in some IoT applications [SSG13]. Some of the open issues regarding
authentication using public key cryptographic primitives are how to manage
certificates (renewal, revocation, expiry) and entity identification in the absence of a central trusted entity [LXC12].
• Key establishment: in a two-party setting, the most common public key based
key establishment mechanism is the Diffie-Hellman Key exchange protocol,
whose security relies on the presumed hardness of the DLP [DH76]. The original two-party protocol can be extended to a group key establishment protocol, as demonstrated in [STW96]. A variant of the original Diffie-Hellman
key exchange protocol whose security relies of ECDLP is used in IoT settings
[MWS04]. The Diffie-Hellman key exchange protocol can also be extended by
adding an authentication mechanism through certificates to prevent MITM attacks, in which case it is authenticated key exchange [BMP00]. Other group key
establishment protocols have been proposed such as MIKEY [ACL+ 04], designed for multimedia distribution; TESLA [PSC+ 05], designed for source authentication in broadcast communication; and other lightweight key establishment protocols based on public key cryptography [PBS+ 15, MWS04, MNG17].

3.4

The State of the Art

This section discusses the approaches and techniques that have been adopted to design group key management schemes in IoT.
Since key establishment is a precursor to key management, it is important to
explore key establishment protocols. There are generally two approaches to key establishment [Cho06]. The first is key agreement, whereby the parties agree on a key
in such a way that each participating party influences the outcome. The second approach is key transport, whereby one party creates or otherwise obtains a secret value
and securely transfers it to the other parties.
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Key transport protocols are convenient in IoT networks consisting of a set of end
nodes connected to a trusted entity, such as a gateway, which serves as a key distribution center (KDC) [SO12]. In such settings, the KDC unilaterally constructs the
key or keying material and securely sends it to each member of the secure group.
The group key is then a function of the keying material. When a new key is needed,
the process is repeated from scratch. This is practical in stable networks, i.e., low
node addition and removal rates, with a trusted entity with sufficient computational
capabilities and where communication happens only sporadically. This is obviously
not the typical IoT application scenario.
In a typical IoT application, a group of IoT devices connected to each other and to
a designated entity, commonly called a gateway, continuously collaborate with each
other to provide a specific functionality. In such a scenario, the above model with a
single KDC is not practical for the following reasons:
• There may not exist a dedicated KDC with enough computational power and
battery-life to sustain a network for a long period of time. Even when there
is one, it may sometimes fail or malfunction because of technical failure or
tampering [KKA13].
• Continuous generation of session keys is required in most IoT applications that
require devices to send secure messages more than once. Since using the same
key to encrypt more than one message is generally insecure [WGL00], having
a mechanism for generating session keys from already established parameters
is important.
Key establishment mechanisms based on key transport usually fall short of providing comprehensive solutions for establishing group keys in IoT. To remedy this,
many key establishment protocols based on key agreement mechanisms have been
proposed [RSSS16, PBS+ 15, MNG17, KH18, RALS11]. In key agreement based key
establishment protocols, all the relevant parties participate in the protocol and influence the value that is finally established as the shared secret or key. This bodes
well for IoT because the work is distributed among the set of devices constituting
a group and there is no single point of failure. Furthermore, since there is no single entity where all keying information is stored, a potential attacker cannot target a
device, and hence the network is more resistant to attacks.
While key agreement schemes without a central entity are good in terms of being distributed, the problem of trust naturally emerges. If there is no central entity
that acts as a trust anchor vouching for the claimed identity of other nodes, there
is no straightforward way for any two entities to verify the identity each other.
[KPT04] proposed a fully distributed key management protocol by extending the
Diffie-Hellman key exchange protocol for Internet group applications, such as multicasting in the Internet. However, such protocols are not practical for most IoT group
applications because of the heavyweight computations they involve and reliance on
identity vouching infrastructure such as PKI [AL03], which is infeasible for IoT networks. In general, key agreement protocols based on complex computations and
reliant on security solutions that do not take into account the limited nature of IoT
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devices are not feasible for IoT environments. As a result, key management mechanisms based on lightweight cryptography are generally preferred in environments
consisting of resource constrained devices.

3.4.1

Open Problems

Key management in IoT presents peculiar challenges owing in part to the fact that
constituent devices are resource constrained, deployed in environments where physical access to devices is possible, and there is usually no designated trust anchor
[KH18]. Moreover, IoT group applications could sometimes be highly dynamic in
that they involve high rate of devices joining or leaving the group, necessitating
the need to guarantee forward and backward secrecy and secure group session key
management mechanisms [EPG18].
The standard way to design a cryptographic protocol suitable for resource constrained IoT devices is to rely on lightweight cryptographic primitives. As discussed
in Section 3.3, a crypto-system based on elliptic curves on a finite field with prime
p of size 163-bits is considered lightweight, although lightweight constructions may
still be computationally intensive for tiny IoT devices, such as sensors powered by
8-bit processors. Therefore, one aspect of designing a lightweight group key management protocol is maintaining an acceptable balance between performance and security. Performance can be enhanced by using cryptographic primitives with smaller
security parameters but that comes at the cost of reduced security guarantees, which
is not desired in environments where an attacker has greater computational power
than the devices in the network. Designing a group key management protocol that
is both lightweight and secure is one of the open challenges that will be presented in
Chapter 4.
Device authentication is another open problem in designing key management protocols. Before devices establish a cryptographic key among themselves, it is important that each device has a mechanism to ensure that it is communicating with
authentic devices. Authentication in IoT is particularly difficult because conventional authentication mechanisms such as those based on the PKI are computationally intensive. Password or PIN based authentication mechanisms are also not suitable for IoT because small IoT devices do not generally have an input/output interface. Authentication mechanisms based on lightweight cryptographic constructions
[shi, YCW+ 16], and other mechanisms which take environmental context, such as
proximity into account [MMV+ 11, LH14] have been proposed. Some of the open
problems regarding authentication, such as device authentication in a group setting,
and establishing trust without trust anchor are discussed in [QHG+ 18].
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Chapter 4

Proposed Lightweight Group
Key Management Protocols
In this chapter, we delve into our proposed lightweight group key management protocols that are the main contributions of this thesis. In previous sections, we discussed the unique challenges that key management in IoT presents and the challenges that call for more research. Our proposed protocols address some of the open
issues with regard to group key establishment, group signature, group session key
generation and addition and removal of IoT devices to a group.

4.1

Network Model and Assumptions

We consider a network of k nodes all connected to a common gateway G, which may
itself be connected to the Internet or another network, as depicted in Fig. 4.1. Formally, the network can be modeled as a graph G = hG, N, Ei, where G is a gateway
that acts as a group initiator and manager and N is a set of nodes N1 , N2 , · · · , Nk ,
and E is the set of edges from G to Ni representing bi-directional communication
links. The model is a reasonable abstraction of many IoT applications. For example,
in a typical IIoT setting, the gateway could represent a controller and the nodes represent a set of sensors and/or actuators that receive command from the controller.
Similarly, in an e-health application, the gateway could represent a smart phone App
whereas the nodes represent a set of implants in a patient’s body. In either case, one
would like the entity represented by the gateway to send a group message to a group
of some or all entities represented by the nodes. Generally, the gateway itself would
be connected to an external network but that is not relevant for our purposes.
In all the protocols we propose, we make the following assumptions regarding communication protocol, security associations between and among devices and
other network deployment aspects.
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IoT network
Secure group

N1
N2

N4

N3

Gateway

External Network

Nm
Nm+1

Nk

Figure 4.1: Network Model. The network consists of a gateway and a set of nodes,
supported by a communication infrastructure. All or a part of the nodes may be
members of a group as shown in the figure (m of the k nodes are in the group).

• The proposed group key management protocols work at the application layer
and as such are agnostic to the specifics of underlying communication protocol(s) used. It is assumed that when we say entity A sends a message to entity
B, the underlying network has a mechanism for delivering the message, regardless of what the actual communication protocol is. Similarly, when we say
entity A broadcasts a message to the network, it is assumed that the underlying
network can reliably deliver the message to all the recipients in the network.
• Security associations between devices, whether it be setting up private/public
key pairs or pre-shared secrets, is done through other off-band mechanisms
that we do not discuss in this thesis. It is assumed that each node on the network has a way of getting and verifying the public key of another device in the
network.
• IoT group applications generally run on a group of devices uniquely identified by a specific address. Except when talking about implementation, we do
not generally talk about what specific addressing mechanism is employed to
identify a group.
• The main focus in this thesis work is designing lightweight group key management mechanisms. We also provide implementation of one of the proposed
protocols to demonstrate feasibility of the protocol. However, we do not generally focus on implementation related aspects such as how to securely implement the protocol to prevent side-channel attacks [BSP+ 11], or how to optimize implementation to minimize power consumption or other computational
resources.
The protocols we propose here address the following aspects of group key man-
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agement in IoT.
• Group key kstablishment deals with designing a secure and lightweight scheme
that enables the gateway and a set of the nodes (not necessarily all) to establish a keying material among themselves. The keying material securely shared
among the legitimate devices is then used to generate group session keys that
are used to encrypt group messages. The objective is to minimize the number
of messages generated by all nodes and the number of computations at each
node.
• A group session key generation mechanism is required in situations where there
are more than one group messages being broadcast, one after the other. Using
a group key to encrypt more than one group message is generally insecure due
to many well known attacks [Ble98], and therefore a key management protocol should have a mechanism for generating session keys independent from
each other. Independence of session keys from each other means that a given
session key carries no information about previous or future session keys. Generating independent session keys is not a hard problem in the conventional
Internet because a new session key can be generated by running the key establishment anew since there is not strict computational or power constraint.
In the IoT context, however, it is costly to run a group key establishment protocol anew every time a session key is required. We use the Psedo-Random
Function (PRF) primitive to generate session keys which are computationally
independent from each other. The key securely established using the session
key establishment protocol is used as a seed input to the PRF. Details of the
construction can be found in papers I and III.
• A group digital signature is required in situations where there is no designated
sender in a group. In such cases where any member of a group can broadcast
a message, it may be required that recipients have a mechanism that lets them
know who the sender is. Since a group key does not uniquely identify a single
member node, the key can not be used to produce a digital signature to be attached to a group message. In the proposed protocols, we use a combination
of the notion of cryptographic one-way accumulator and elliptic curve point
multiplication to produce a construct that effectively serves as a digital signature. The digital signature is then broadcast along with the group message.
The construction is such that it is computationally easy for the legitimate node
to produce the signature and for the recipients to verify the signature. Forging
the signature amounts to solving the ECDLP.
• Secure management of group membership is required in a dynamic group where
adding a new node or removing a member node from the group may be required. The exact definition of secure management of group membership may
vary from context to context, but any reasonable definition has to generally include two important properties. First, the group membership management has
to ensure that a newly added node does not have access to messages or session
keys used before it joined the group. This implies that session keys should not
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be stored in places accessible to a new node and that it should be computationally hard to compute past session keys from a current session key. Second,
the group membership management has to make sure that a node that has
been evicted from the group does not learn future session keys or group messages. In our proposed scheme, we use ephemeral session keys. This makes it
impossible for a new node or adversary to access past session keys. To make
computing session keys computationally hard for an attacker, we designed our
protocols in such a way that succeeding in computing a session key without being a member amounts to solving a problem supposed to be computationally
hard.

4.2

Papers

In previous sections and chapters, the necessity for lightweight group key management protocols for IoT and the challenges that make designing such protocols difficult have been discussed. In this section, group key management protocols proposed
to address some of the challenges regarding group key establishment and session
management will be presented. The research contributions presented here are part
of an attempt to answer the research questions posed in Chapter 1. The presentation
here is essentially a summary of the protocols proposed in the papers attached at the
end of this book. The contributions that underpin this thesis are the following:
1. Paper I - Lightweight IoT Group Key Establishment Scheme Using One-Way
Accumulator.
2. Paper II - Lightweight Group-Key Establishment Protocol for IoT Devices: Implementation and Performance Analyses.
3. Paper III - Lightweight IoT Group Key Establishment Scheme From the One
Time Pad.
4. Paper IV - Survey of Proximity-Based Authentication Mechanisms for the Industrial Internet of Things.

4.2.1

Paper I - Lightweight IoT Group Key Establishment Scheme
Using One-Way Accumulator

Paper I presents a lightweight group key management scheme from a lightweight
cryptographic primitive based on algebra on elliptic curves and the notion of cryptographic one-way accumulator. The proposed scheme answers the first research
question (RQ1) posed in Chapter 1. The scheme enables a gateway and a set of end
nodes to establish a keying material among themselves, manage session keys and
node membership securely. Three defining characteristics of the scheme are that it
is built from lightweight cryptographic primitives; that it enables nodes to establish
a keying material in O(1), meaning that the amount of computation and rounds on
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each node is independent of the number of nodes in the group; and that it makes it
possible for each member node to generate an equivalent of a digital signature when
sending a group message.
The entire security of the scheme emanates from the fact that ECDLP is supposedly computationally hard and the observation that elliptic curve point multiplication can effectively be used as a cryptographic one-way accumulator function. The
first point is a standard assumption in cryptography and has been briefly discussed
in Chapter 2. The second point regarding using elliptic curve point multiplication as
a cryptographic one-way accumulator and the rationale for using it warrants further
explanation.
First, let us see that a function f that takes as inputs an arbitrary integer n and
a point on P on an elliptic curve E defined over a finite field Fq , for prime q, and
outputs the scalar multiplication of n and P , is indeed a cryptographic one-way
accumulator. By the ECDLP assumption, we have that f (n, P ) = nP is a one-way
function [HILL99]. By definition of elliptic curve point multiplication,
f (n, P ) = P + P + · · · + P = Q
{z
}
|
n

and by the closure property of the group E(Fq ), Q is another point on the elliptic
curve. Therefore, for any integer m, not necessarily distinct from n, we have,

f (m, Q) = f (m, f (n, P )) = Q + Q + · · · + Q
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= f (n, f (m, P ))

So that f (m, f (n, P )) = f (n, f (m, P )), satisfying the quasi-commutative property
that a cryptographic one-way accumulator needs to satisfy. The third requirement
for f to be a one-way accumulator is that it be efficiently computable. The repeated
square-and-multiply [GLV01] algorithm is a fast and efficient method to do elliptic
curve scalar point multiplication. Therefore, f is efficiently computable.
The observation that point multiplication on elliptic curves can be used as a oneway accumulator can be exploited to enable a group of nodes and a trusted gateway to establish a common keying material easily and securely. Assume that P
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G

N1

N2

N3

Broadcast: Join Request : [Group ID]

1. sign(s1)
2. Encrypt (s1)
3. Send s1
time-out

1. sign(s2)
2. Encrypt (s2)
3. Send s2

1. sign(s3)
2. Encrypt (s3)
3. Send s3

1. Compute group_secret = s1s2s3
2. Send partial_secret to each node: encrypt
(s2s3) to N1; encrypt(s1s3) to N2; encrypt(s1s2)
to N3

1. group_secret =
s1(s2s3)
2. MSK = group_secret
* (P)

1. group_secret =
s2(s1s3)
2. MSK = group_secret
* (P)

1. group_secret =
s3(s1s2)
2. MSK = group_secret
* (P)

Group key = MSK

Figure 4.2: Group Key Initialization: The figure shows the messages exchanged between G and three end nodes replying to the join request before the specified timeout.

is a generator of the additive group of points of the points of an elliptic curve E
over Fq . If s1 , s2 , · · · , sn are secretly shared integers between gateway G and nodes
N1 , N2 , · · · , Nn . For each node Ni , G simply sends the value we call partial secret =
(s1 ∗ s2 ∗ · · · si−1 ∗ si+1 ∗ · · · sn )P . Node Ni then recovers the group keying material,
which we call group secret by simply multiplying partial secret by si . A run of the
protocol for the case when n = 3 is shown in Fig. 4.2.
The detailed security proofs and the other aspects of the protocol – digital signature, session key generation and group membership management – can be found in
Paper I.
The novelty of this protocol lies in its reliance on a single lightweight cryptographic primitive to provide the aforementioned group key management services.
Crucially, the protocol makes it possible for resource-constrained IoT nodes to es-
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tablish a keying material in constant time regardless of the number of devices in the
group. Furthermore, a node can be securely added or removed from the group in
constant time. The fact that all these operations and computations can be effected in
constant time makes the protocol a good solution for secure group establishment in
constrained environments with dynamic groups. To to best of the authors’ knowledge, there is no other group key management protocol that provides the aforementioned services in constant time.

4.2.2

Paper II - Lightweight Group-Key Establishment Protocol
for IoT Devices: Implementation and Performance Analyses

As the tittle indicates, Paper II in an extension of Contribution I. Paper II presents
implementation results of the protocol proposed in I. The main purpose of this experiment was to show that the proposed protocol is feasible for implementation in tiny
IoT devices and to demonstrate that the protocol provides considerable improvements when compared to state-of-the-art group key management solutions with regard to energy and memory consumption and number of computations performed
at each node. It is worth mentioning here that strict comparison with other protocols
is not possible because other solutions use other primitives and other implementation mechanisms.

Experimental Setup
The network model depicted in Fig. 4.1 was simulated in Contiki OS, using the
Cooja simulator [Seh13]. The ecc-nano [iSE] implementation of ECDH [LN08]. The
protocol was implemented in a group of Tmote Sky devices, whose description is
shown in Fig. 4.1.
Resource
Operating Voltage
Microcontroller
RAM
ROM
Low Power Mode (LPM)
Current consumption TX mode
Current consumption RX mode
Ticks/second
Table 4.1: Tmote Sky

3V
(16 bit)8 MHz
10 KB
48 KB
0.0545 mA
19.5 mA
21.8 mA
327680
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Evaluation and Results
The objective of the experiment was to test the practicality of the protocol when
implemented on tiny IoT devices, such as those with 8-bit microprocessors. In small
IoT devices, sometimes battery powered, the energy that a device expends to run a
protocol, the amount of computations performed and the amount of storage required
to store data needed by the protocol are, among other things, important parameters
that protocol designers need to minimize [HJFA13]. Therefore, we measured the
performance of the protocol with respect to these three parameters.
Energy
(mJ)

Duration
(s)

Generate signature
(ECDSA)

2.197

19.68

Verify signature
ECDH

2.006
2.197

17.112
19.206

EC Point
Multiplication

2.085

19.199

AES Encrypt
AES Dencrypt

≈0
≈0

0.010
0.014

Task

Table 4.2: Energy and execution time consumed by each cryptographic primitive that
is part of the protocol.
Tables 4.2 and 4.3 show the total amount of resources (memory, energy and
time) that the protocol requires. In terms of memory, each node needs to allocate
only less than 150 bytes of memory to store both the secret and network parameters.
Only 30763 bytes are needed to store and run the program code. Even extremely
tiny devices, like the one described in Table 4.1, can feasibly run the protocol as
far as memory is concerned. The time each node took to execute the constituent
cryptographic primitives is also shown in Table 4.2, with the elliptic curve related

Resource

Dimension
(Bytes)

P ubKey
P rivKey
GroupID

48
24
1

GatewayP ubKey

48

MSK

24

Table 4.3: The amount of memory required to store the protocol parameters.
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Table 4.4: Computational overhead for each step. PM =Elliptic Curve Point Multiplication. V = Signature Verification; S= Signing. PA = Elliptic Curve Point Addition.
AESE = AES Encryption. DESD = AES Decryption

Phase
Key establishment
Adding new node
Removing nodes

Node Computation Overhead
Our Protocol
Protocol 2 [PBS+ 15]
V + S + PM
4P M + 3P A
V + S + PM
4P M + 3P A
V + S + (AESD ≈ 0) + P M
4P M + 3P A

computations inevitably taking longer time to execute, but still within an acceptable
range [SOS+ 08]. It is worth noting that no attempt was made to optimize the implementation by doing precomputation of elliptic curve point multiplication [SOS+ 08]
or by choosing elliptic curves that are known to be fast for implementation [LD99].
The aforementioned measures are device and implementation specific in that a
more optimized implementation in a different hardware or simulation would yield
a completely different result. Therefore, they can not be used to compare the complexity of our protocol with other similar protocols. The sole purpose of presenting
these results is to show that the protocol is lightweight and that it could be reasonably deployed in a real world IoT application scenario.
In Table 4.4, a comparison of the protocol proposed here to another protocol
which uses similar cryptographic primitives proposed in [PBS+ 15] is provided. Instead of focusing on how much resource each computation consumes, which is hardware and implementation dependent, this table shows how many times each cryptographic primitive is computed for each task in our protocol: key establishment,
adding a new node and removing a node. The most resource intensive computation, point multiplication, is required only once in each task of our protocol, whereas
in [PBS+ 15], elliptic curve point multiplication is invoked 4 times, in addition to 3
elliptic curve points additions.

4.2.3

Paper III - Lightweight IoT Group Key Establishment Scheme
From the One Time Pad

In Paper III, a group key management scheme from symmetric key cryptographic
constructions is proposed. This contribution is an attempt to address the second
research question (RQ2) posed in Chapter 1. The security of key management protocols based on public key primitives relies on the supposed hardness of one or more
of the problem discussed in Chapter 2. The reliance on supposedly hard problems
has two security implications. First, it is not known for a fact that the problems are
indeed computationally hard and therefore in the unlikely event that they are not,
the security of protocols based on them breaks. Second, the supposed computational
hardness of the problems is a function of some security parameter such as order of
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a group [Mil85]: the bigger the security parameter the more computationally hard
the problem supposedly is. To keep up with the increasing computational capability, problems need to be defined with a sufficiently large security parameters [BP97].
As a result, a crypto-system defined on a supposedly computationally hard problem
becomes computationally intensive for tiny IoT devices. Although symmetric key
based primitives are inherently more lightweight, they are not a natural fit for key
management purposes. In fact, it is because symmetric key based primitives do not
generally provide a mechanism for key management that public key cryptography
was invented in the first place [DH76]. In Paper III, a group key management protocol whose security is underpinned by the perfect secrecy guarantee of the OTP is
proposed to reconcile this apparent conundrum. The routine computations related to
key establishment and session key management are simple bit XOR computations,
whereas tasks related to authentication are left to public key based solutions. The
result is that unnecessary reliance on computationally intensive public key computations is avoided.
The protocol construction is simple. Each node Ni and the gateway G secretly
share an n-bit value through some off-band mechanism. The value n should be sufficiently large so that the value 21n is negligible, as defined in Chapter 2. A one-round
run of the protocol in a group consisting of a gateway and three nodes is depicted in
Fig. 4.3.
The protocol has two novelties. First, the protocol is lightweight since OTP involves only bitwise XOR operation, which is fast. Second, the protocol is not just
computationally but also unconditionally secure. The second point is too strong of
a claim and as such warrants further explanation. The proposed protocol addresses
only aspects related to group group key establishment and session key management,
not issues related to authentication and identification. However, designing device
identification and authentication is part of key management, and it is a complex
problem in and of itself [BS11]. To the best knowledge of the author, there is no key
management protocol that solves all key management related security problems in
an information-theoretic (unconditionally) secure way. The caveat to the claim that
the protocol proposed in Paper III is unconditionally secure is that the claim does
not include aspects related to authentication. In a security model where devices
trust each other (which is not practical) the claim that the protocol is unconditionally
secure holds, although it is not true in general in other models.

Complexity Analysis
Regardless of the number of nodes in a group, each node computes two XOR operations of n-bit values, resulting in O(1) computational overhead to complete participation in the protocol. Similarly, node addition or removal is effected with each
member node performing one XOR operation of two n-bit values. The number of
XOR operations of n-bit values at the gateway grows linearly with the number of
nodes in the group. This is an acceptable overhead since most gateways in real-word
IoT deployments are capable of doing much more complex computations [DBN14].
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Group Table
Group ID: 123
Group Mgr: G
Members: N1, N2, N3
Group Key: NULL

Node Secret Table
N1 Secret: s1
N2 Secret: s2
N2 Secret: s3

G

N1

N2

N3

Broadcast: Join Request
[Group ID, Set of nodes, key size n]

1. Generate n bit y1
2. Compute M1 = s1 ⊕ y1
3. Send signed M1

1. Generate n bit y2
2. Compute M = s2 ⊕ y2
3. Send signed M2

1. Generate n bit y3
2. Compute M3 =s3 ⊕ y3
3. Send signed M3

Group Table
Group ID: 123
Group Mgr: G
Members: N1, N2, N3
Group Key: y1 ⊕ y2 ⊕ y3

1. Recover each yi as yi = Mi ⊕ si (i = 1,
2, 3)
2. Create A as A[1] = y2 ⊕ y3 ⊕ s1'; A[2] =
y1 ⊕ y3 ⊕ s2'; A[3] = y1 ⊕ y2 ⊕ s3'
3. Broadcast signed A

Key1 = A[1] ⊕ s1' ⊕
y1

Key2 = A[2] ⊕ s2' ⊕
y2

Key3 = A[3] ⊕ s3' ⊕
y3

Group Key = Key1 = Key2 = Key3

Figure 4.3: Initialization process. The figure shows control messages in the initialization stage between three end nodes and the gateway to establish a group key. si is an
n-bit secret shared between node Ni and G. yi is a n-bit value randomly picked from
0
n-bit message space M. Each si value is derived from si , by flipping every other bit
of si . The details, including security proof, can be found in Paper III.
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Paper IV - Survey of Proximity-Based Authentication Mechanisms for the Industrial Internet of Things

Paper IV presents a survey of various proximity-based authentication mechanisms
used in different IoT application contexts today. The work presented in this paper is
not a core component of the thesis but complements the previously discussed works
on group key management. In previous works, devices’ (mutual) authentication was
taken for granted; in that the statement “Node A sends a message to node B” meant
that A is indeed communicating with B. However, there is no reason to take this
claim for granted, since impersonation attacks are commonplace in IoT [TBH14].
Therefore, key management protocols need to have authentication mechanisms as
an integral part.
There are generally various authentication mechanisms in use on the Internet,
such as those based on PKI, traditional passwords and biometric information. However, none of these are suitable for IoT devices due to the computationally limited nature of IoT devices and their lack of input interface to enter credentials such as passwords. The unsuitability of conventional authentication mechanisms has spurred
the need to devise new authentication mechanisms that take the unique nature of
IoT devices into account. One such authentication mechanism is based on the physical proximity of IoT devices, termed proximity-based authentication mechanism.
Paper IV presents a survey of seven proximity-based authentication mechanisms
used in IoT: wire-, radio-, acoustic-, light-, gesture- and biometric-based authentication mechanisms. The novelty of this contribution is that it is, to the best of
our knowledge, the first comprehensive survey of such schemes, highlighting open
problems in each authentication mechanism and suggesting possible research directions.

Chapter 5

Conclusions
In chapters 1 through 4, the need for having group key management protocols for
IoT, the unique challenges in designing such protocols, and the contributions as part
of this thesis work to address some of the challenges have been presented. This
chapter presents an overview of the work done, evaluation of the presented work
vis-á-vis the research goals stated in Chapter 1, as well as a discussion of the direction
for future work.

5.1

Overview

The main purpose of this work is to contribute to the literature on the design and implementation of lightweight group key management protocols that can be deployed
in various IoT group applications. The work focused on understanding and presenting the challenges involved in designing lightweight group key management
protocols and proposing new schemes that address some of the challenges identified.
In general, a key management protocol solves three closely interrelated problems: devices authentication, key establishment and session key management. The
main challenge in designing a protocol that addresses these problems is ensuring
that the protocol is lightweight; that is, that the protocol is constituted by cryptographic primitives that are computationally feasible for resource limited devices.
In an effort to partially address the aforementioned challenge, two lightweight
group key management protocols were proposed, each following a different approach. In the first work, a key management protocol was proposed from a lightweight public key construction: based on elliptic curves. The protocol enables resource limited IoT devices in a group to establish a cryptographic key among themselves, generate session group keys, manage device leave/join operation and create
the equivalent of digital signature. The main contribution of this work is demonstrating that the supposed hardness of ECDLP can be combined with the the notion
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of cryptographic one-way accumulator to create a group key management protocol
in such a way that each task in the protocol can be achieved in O(1) time. To show
the protocol is practically feasible, it was implemented in a simulated environment
on Contiki. The results show that the protocol is indeed lightweight, but also confirms that there is an inherent level of complexity associated with public key based
protocols. The second work is an attempt to explore the possibility of designing a
group key management systems from symmetric key cryptographic primitives so
that the complexities inherent to public key based protocols can be avoided. To this
end, a protocol whose security is underpinned by the perfect secrecy of the OTP was
proposed. The main contribution of this work is demonstrating that the lightweight
and perfect secrecy nature of the OTP can be harnessed for use in IoT group management.

5.2

Outcome

Two new lightweight group key management protocols were proposed and one of
them also implemented to achieve the three research goals outlined in Chapter 1.
The research goals are listed again here for ease of readability.
1. Research Goal 1 (RG1): Construct a lightweight group key management protocol
from lightweight public key cryptographic primitives.
2. Research Goal 2 (RG2): Construct a lightweight group key management protocol
from lightweight symmetric key primitives.
3. Research Goal 3 (RG3): Evaluate the various authentication mechanisms used
in IoT environments and suggest new secure authentication mechanisms for
future use.
Roughly, the contribution presented in Papers I and II achieves RG1; the contribution presented in Paper III achieves RG2; and the contribution presented in Papers
IV achieves RG3. Below, a discussion of how each presented contribution achieves
the stated goals is provided.
RG1: Construct a lightweight group key management protocol from lightweight public
key cryptographic primitives.
Achieving RG1 required studying and investigating various public key based
cryptographic primitives. By design, public key primitives are convenient for solving key management related problems, with the sometimes undesirable property
of being computationally complex. The challenge involved in achieving RG1 was
to investigate and find a combination of lightweight public key based primitives to
construct a protocol that addresses the various aspects of group key management
discussed in previous chapters. This challenge was addressed by exploiting the supposed computational hardness of ECDLP and using it as a cryptographic one-way
accumulator to build a group key management protocol that enables devices to share
a group key, generate group session keys and digital signatures. Implementation
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of the protocol showed that it is feasible for practical purposes but that there is an
inherent level of complexity associated with public key cryptography based primitives. For example, scalar point multiplication on an elliptic curve took roughly 19
seconds on a simulated Tmote Sky with a 16-bit processor. Although the time and
other resources consumed by the protocol execution can be reduced by optimizing
the implementation and using faster curves, there is still a considerable amount of
inherent slowness and complexity that cannot be avoided.
RG2: Construct a lightweight group key management protocol from lightweight symmetric key primitives.
Symmetric key based cryptographic systems are naturally more lightweight, owing to the fact that they are not generally reliant on heavyweight mathematical computations. This fact is specially true of the OTP, which involves only computing XOR
or bits. The purpose of pursuing this goal was to exploit the lightweight nature and
perfect secrecy of OTP by designing a group key management protocol such that the
OTP is the core of it. To this end, a protocol was designed underpinned by the OTP
that enables tiny devices in a group to establish a group key among themselves and
generate session group keys, all in constant time regardless of the number of devices
in the group.
The literature on lightweight group key management protocols is rich with works
that rely on public key cryptographic systems. This is no coincidence. Public key
crypto-systems were invented to solve what is generally considered to be the Achilles
heel of symmetric key crypto-systems: key management. The protocol proposed to
satisfy RG2 shows that lightweight and secure key management protocols can be
designed from symmetric key primitives, and particularly from the OTP. The benefits of this are twofold: first, the protocol is lightweight and, second, the protocol
enables the devices in a group to share a keying material of any bit length without it
being computationally complex.
RG3: Evaluate the various authentication mechanisms used in IoT environments and
suggest new secure authentication mechanisms for future use.
This research goal was pursued to complement the other two with regard to device authentication. To achieve RG1 and RG2, it was assumed that there is an authenticated channel between any two devices in a network. This means that the
problem the protocols proposed are not authenticated key management protocols.
The purpose of setting this goal was to investigate various authentication mechanisms that could feasibly be used in IoT environments, paving the way for future
design of authenticated key management protocols. The outcome of this particular
research endeavor is a comprehensive and thorough presentation of commonly used
proximity-based authentication mechanisms, pointing out open challenges, as well
as suggestions for future design of secure authentication mechanisms.
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5.3

Conclusions

Impact

The research presented in this thesis work dealt with designing new security protocols that could be used in various IoT applications that are part of our daily lives.
The novelty introduced in the proposed protocols will contribute to the body of literature on lightweight cryptographic protocols. Given that the domain of the research
is IoT applications used in various consumer and commercial domains, the research
has social impact as well.

5.3.1

Scientific Impact

The scientific impact of the contributions comes from the novelty of the proposed
key management protocols. As part of this thesis work, new lightweight group key
management protocols for IoT showing new ways of constructing protocols from
secure and lightweight cryptographic primitives, new ways of generating a digital signature in group communication, and efficient ways of managing session keys
were proposed. The novelty of the protocols will add to the literature on how to
securely and effectively design security protocols suitable for resource-constrained
devices. Furthermore, the new design approach followed to construct the protocols
will hopefully serve as an input for other researchers when designing other protocols, which will further push the research frontier on lightweight cryptographic
protocols. Furthermore, the fact that the the key management protocols were built
from cryptographic primitives not typically designed for that purpose will open new
alternatives for other researchers to explore. The contributions presented here have
also laid the groundwork for future work by this author.

5.3.2

Social Impact

IoT applications are becoming part and parcel of our daily lives in various areas
such as home automation, industrial automation and smart transport. The key management protocols presented in this thesis could become integral components of
the security protocol suites that provide security services such as confidentiality,
safety and privacy in the aforementioned IoT applications. For IoT applications to
be trusted by users, it is important that the applications have strong security mechanisms built-in. Given that key management is a prerequisite for most security aspects
of IoT applications that we rely on in our daily lives, it is easy to see that the research
presented in thesis is highly applicable.

5.4

Ethical Considerations

Ethical aspects of designing cryptographic protocols include deliberately weakening
an algorithm with a malign intention of attacking the user at a later time [SFKR15],
introducing a backdoor to an algorithm [YY05], designing cryptographic protocols
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that could easily be broken by third parties, such as governments, by way of key
escrow [DS94], and similar nefarious practices that make cryptographic protocols
fail to do what they purport to.
The protocols presented here are based on publicly vetted cryptographic primitives and the security services they claim to provide are duly proved. Moreover, a
justification of why and how they are useful to secure IoT applications is thoroughly
provided. Therefore, there is no room left for the aforementioned types of ethical
shenanigans.
In terms of the bigger picture of upholding scientific integrity, the research has
been conducted with utmost honesty. No part of the thesis has been plagiarized
and all other works that have served as input to this research have been properly
credited.

5.5

Future Work

The proposed protocols presented in this thesis rely on a network model where there
is at least one trust anchor that coordinates the key establishment process. This
model has two obvious drawbacks: (i) as the number of devices in the network increases, the entity that acts as a trust anchor may prove to be a bottleneck and (ii)
there is generally a need to deploy IoT networks in an ad hoc manner without a
central entity. One research direction for future work is to devise a mechanism to
develop key management protocols for distributed, peer-to-peer IoT networks without a central entity. The challenge to be solved in this setting is to solve the problem
of how two or more devices with no prior interaction can establish trust between
themselves. In IP-connected IoT networks, trust between two IoT devices can be established with the help of the PKI infrastructure, but this does not generally work,
since IoT networks typically run on non-IP networks, and the inherent complexity
of PKI is not suitable for IoT devices even when they are IP-enabled. Therefore, it
would be interesting to study and design other mechanisms of establishing trust, and
relying on that, design key management protocols for IoT networks without a central trusted entity. One such mechanism that exploits physical proximity of devices
is proposed in [MMV+ 11], but it does not work in general, since two IoT devices are
generally not expected to be within a fixed physical proximity to each other.
Another future research direction relates to designing quantum-safe [CCJ+ 16]
versions of the protocols proposed here. The protocols presented in this thesis are
underpinned by classical cryptographic primitives. The working assumption in designing security protocols that rely on classical cryptography is that a practical quantum computer is a distant possibility. However, as Bernstein argues in [Ber09], it is
important that researchers develop quantum safe versions of the security protocols
to fall back to in the invent that quantum computers become a reality. Against this
background, it would be interesting to explore the possibility of designing lightweight
and quantum-safe group key management protocols that are practical for resourceconstrained IoT devices.
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[ÁBLLR16]
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