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Abstract
The purpose of this thesis work was to conduct a general research on existing
security techniques and come up with a considerable algorithm for data security
in cloud storage. Cloud storage is an infrastructure or is a model of computer
data storage in which the digital data is stored in logical pools. It unifies object
storage for both developers and enterprises, from live applications data to cloud
archival. It help to save valuable space on PC computers or mobile devices and
provides the easy storage and access of data anywhere in the world. However,
just as the benefits of cloud computing abounds, so also are the risks involved.
If data are not well secured or encrypted before deployment for storage in the
cloud, in case of negligence on the side of the developers, then hackers can gain
unauthorized access to the data. The behavior of existing security algorithms on
data were studied, the encryption and decryption process of the each algorithm
on data was studied and also their weaknesses against attacks. Apart from data
encryption, security policies also plays an important roll in cloud storage which
was also covered in this report. The research work was conducted through the
use of online publications, literature review, books, academic publications and
reputable research materials. The study showed that regardless of the challenges
in cloud storage, there is still a suitable algorithm for protecting data against
attack in the cloud. 

Keywords: Security-in-cloud-storage,  DES,  3DES,  Blowfish,  RC5,  AES,
Attacks-on-cloud-facilities, Data-Encryption-Standard, Data-protection.
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1 Introduction
Over the year, many organizations and private individual has been moving both
their  sensitive  and  less  sensitive  data  to  the  cloud  due  to  the  service  /
infrastructures advantages such as reduced cost of hardware that could have
been used at users end, data can be accessed anywhere at any time and provides
service  for  millions  of  people  simultaneously.  Just  as  the  adoption of  cloud
computing looks acceptable every now and then, so also are major concerns
which every user of the cloud facility always demand answers. These questions
are basically of how secure is the cloud facilities to be adopted for data storage. 

As security is considered the most viable threat to cloud adoption, it is very
essential to add adequate security to the infrastructure which is also the most
prioritized demand of the cloud users. I would in the project report suggest and
present a considerable security algorithms and policies needed to protect data in
the cloud from external attacks and how best to shield data from unauthorized
attempt.

1.1 Background and problem motivation

There  has  always  been  concerns  over  issues  of  privacy,  telecommunication
capacity,  government  surveillance,  anonymity  and  how actually  secured  are
data in the cloud. There are two (2) major concerns in cloud storage and these
are reliability and security, and since both sensitives and non-sensitive data are
stored  in  the  cloud,  then  the  need for  adequate  security  can  never  be  over
exaggerated.

Just as an apartment or a bank cash safe without proper keys / locks gives easy
access to the thefts (intruders) so also would a CS infrastructure without proper
security and security structures be opened to external attack which could then
lead to data theft or denial of service for the cloud service users. These made
me conclude and to come up through research with a suggestion on a simple
and reliable security algorithm to protect data in the cloud.

1.2 Overall aim

Using the right encryption algorithms in protecting data in the cloud is very
important, therefore the aim of the report is to compare the available encryption
algorithms and suggest the most suitable one for security of data in cloud. I
would also examine the different encryption algorithms for protecting data at
different stages of communication such as data in use and data at rest. Literature
would be reviewed on different security strategies for data protection in CS and
thereby a simple and efficient security standard would be suggested.

1
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1.3 Scope

This  report  addresses  the  concepts  of  CS,  the  importance  of  reliable  and
efficient encryption algorithms in securing data stored in the cloud. This paper
covers  some  security  challenges,  the  counter  measures  and  suggest  good
security polices to consider before moving data to the cloud. I am analyzing the
data encryption algorithms that both users and developers should consider.  It
would  also include how physical  storage center  should be  protected  against
external intruders. Experiment carried out by me would not be included in this
report.

1.4 Concrete and verifiable goals

This report has the objectives to answer the questions which include:

 What is Cloud Storage and it concepts?

 What are the Risk, Challenges and Counter measures of Cloud Storage?

 What does the EU General Data Protection Regulation (GDPR) says on
Cloud Storage and Data Encryption?

 What are the necessary Security Policies the Cloud users and developers
should consider?

 What are the existing data encryption algorithms for Cloud Storage and
how best are they applied to protect physical data cloud?

 Are their alternatives to the existing encryption algorithms?

 What is/are the suggested algorithms considered secure and adequate for
data protection in today's cloud infrastructure

1.5 Outline

This  report  is  outlined  such  that  the  Chapter  2  includes  review  on  cloud
security,  cloud adoption and it  challenges,  the security  policies  and what  to
know before storing data in the cloud. It covers the encryption algorithms for
cloud storage, security bridges and counter measures. It also covers the new
(2018) EU data security standard. Chapter 3 addresses the methods employed in
carrying  out  the  entire  project  work.  Chapter  4  addresses  the  analyses  of
encryption algorithms at different transmission stages of CS. This analysis was
based on known parameters of security algorithms. In chapter 5 the conclusion
was drawn and the feature work presented.
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1.6 Contributions

I would not be running my own test other using existing results and analyzing
them.
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2 Theory
There are lots of theoretical knowledge that plays very important roll in cloud 
service involvement and it wide acceptance. We would in this chapter discuss 
the background concepts of cloud adoption and the security of data stored in the
cloud. It is good to know or have an idea of what the CS is all about before 
moving data. Therefore, I shall in this chapter present basic concepts and 
benefits of cloud computing, the security challenges and the encryption 
mechanisms used in protecting stored data in the cloud.

2.1 Origin and adoption of Cloud Storage Services

Many years back, cloud computing became a popular way of sharing 
information, see figure 1. Cloud storage is a technology that allows you to save 
files in a storage medium not physical so that those files could then be accessed 
when needed. This means that through cloud medium, people around the world 
could store and communicate data at the benefit of time. But how would it have 
been if there is no such service called “cloud storage”, data storage would have 
been more expensive for both public and private users. For this reason, the 
cloud storage service was initiated to store users data for and to give room for 
those data reuse[1][2].

The adoption and the deployment models of cloud storage makes available the 
provision of inter-networking, platform, storage and software infrastructure 
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services that scale up and down depending on users demand, see figure 2. The 
deployment models are of four types which are:

2.1.1 Public Cloud

This is a service which allows multiple customers to store their applications and
data on the cloud service provider’s infrastructure simultaneously. The service 
may be free or offered on a pay-per-usage model. Examples of vendors offering
this type of service include Spotify and Google.  

2.1.2 Private Cloud

This provides many of the benefits of public cloud, what differentiate it is that 
the data is managed only within the organization of the consumer and this 
without the limits of network bandwidth. Examples of such data are personal 
information, health status records and financial records.

2.1.3 Community Cloud 

A community cloud is a type of cloud that is managed basically by group of 
origination's that have a common interest to protect. The members share access 
to the data stored in the cloud.

2.1.4 Hybrid Cloud

In this type of cloud model, both public and private cloud are combined. It can 
be said to be multiple cloud systems that are connected in a way that allows 
program and data to be moved from one system to the other. An example of 
such is Amazon’s Simple Storage Service.
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2.2 Cloud Storage Basic Concepts and Benefits

Cloud Storage is a service where data is remotely managed, backed up and 
accessed. This allows private and business organizations to store, share and 
access data via the internet anywhere and anytime[3][4]. Many types of data 
such as documents, pictures, files, videos, contacts and so on, could be housed 
in the cloud, see figure 3. Cloud storage systems generally rely on hundreds of 
data servers simply because computers occasionally require maintenance or 
repair, it's important to store the same information on multiple machines. This is
called “redundancy”. 

Without redundancy, a cloud storage system couldn't ensure clients that they 
could access their information at any given time. The facilities that houses 
storage systems are called “data centers”(More info on data center in later part 
of this paper)[7]. CS differentiate itself from cloud computing in the sense that, 
it allows data storage in the cloud, just as you would save data on a computer. 
Whether you’re talking of Google Drive, DropBox, or iCloud, the definition of 
cloud storage remains the same. Cloud computing on the other hand is linked 
with cloud storage in that you have to move data to the cloud (cloud storage) 
before you can make use of cloud computing systems[5].   
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Apart from the opportunity of data storage and easy access anywhere, anytime, 
below are other benefits of CS, see figure 4:

 Employees can use stored data from anywhere: For small 
and big businesses, workers can work from wherever they are provided 
the have internet connection and login identities.

 No need for own server: You do not have to go through the stress 
of securing a personal server before you move data to the cloud. By 
using for instance Google server, you avoided own server maintenance.

 Cost Savings: CS services helps you to save lots of money.

 Efficiency: CS allows for better efficiency, which make data available
to owners anywhere and anytime.

 Versatility: Different types of data could be store such as files, 
documents, contacts, videos, personal information and so on.

 Mobility: Telephone contacts and other documents can be stored in 
the Cloud which makes it easier for you to recover the data anytime you 
change your mobile.

7
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2.3 The General Data Protection Regulation (GDPR)

The GDPR is a new comprehensive data protection regulations that all EU 
members that provides IT services to EU citizens has to comply with latest by 
25 May 2018. The regulation defines an extended set of rights for European 
Union citizens and residents regarding their personal data and describes strict 
requirements for companies and organizations on collecting, storing, processing
and managing personal data. There are many benefits attached to the new 
regulation such as data privacy, prevention against data loss, protection against 
unauthorized access to data and the standard way of securing data stored in the 
cloud.

The goal of this paper was well addressed in the new regulation which is 
practicing the right standard of securing data in the cloud. Although the new 
regulation does not mention some specific algorithms for CS but it encourages 
the need for proper algorithms for data protection. In Article 5 of the 
publication, it was mentioned that the following should be considered by 
companies: data minimization, confidentiality and integrity, accuracy and 
storage limitation.

The GDPR which aim is to protect personal data at all stages of data 
processing, identifies two (2) different entities that both have obligations in data
protection: data controllers and data processors. The data controller which is the
entity that determines the purposes, conditions and means of the processing of 
personal data while the data processor is an entity which processes personal 
data on behalf of the controller, such as a cloud provider. 

Data encryption, it was mentioned in Article 34 of the GDPR that data 
encryption(end-to-end encryption) at the controllers’ end is very important since
this reduces the level of damage even if data breach occur at any level of data 
processing circle. Encryption reduces the risks of processing data in the cloud, 
as it reasonably makes re-identification of leaked personal data impossible with 
reasonable measures. The stronger encryption algorithm, the more it reduces the
liability of data controllers.

Other measures to protect data stored in the cloud, apart from a proper 
encryption of data, strategies such as data anonymity, data minimization, and 
data pseudonymization were all suggested. Compliance with the regulation is 
non-negotiable and if both the data controller and the data processor carries out 
proper protections on data, then risk of data loss or damage would be 
minimized, if not eradicated. The protection standard also applies to what the 
data controller needs to know before committing EU citizens data to data 
processor that resides outside EU zone (The third party countries).

8
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To really understand the importance of data storage, the regulation even 
attached certain fee to data protection negligence. That is, the data controller 
and data processor risks the penalty that accomplished failure of compliance 
from 25 May 2018. Depending on the infringed provision of the GDPR, fines 
may amount to a maximum of EUR 20 million, or, 4% of global annual 
turnover of the controller, whichever one that is bigger. 

2.4 Risk and Challenges of Cloud Storage 

Although storing data in the cloud provides just as many benefits, it also poses 
some concerns such as data availability and confidentiality. If either is 
compromised, customers could incur substantial losses, thus considering a CS 
services with adequate security standard, sound policies and governing 
agreements is of huge importance for consumers.   

In Cloud Storage, a risk is the probability or cause of a problem when a threat is
triggered by vulnerabilities. Storing data in the cloud could be describe as 
trading privacy for convenience of software service. Just as CS is growing day 
in day out, so also are the risk involve, as a result of this, many Law 
Enforcement Agencies (LEA) and Health Care Organizations (HCO) are yet to 
move their data to the cloud despite it convenience[9][10]. CS allows for better 
efficiency but also pose some doubt, here are some of the risks associated with 
it: 

 Data Loss: This is one of the major risk in CS, it render businesses 
and users idle / helpless anytime data loss occurs. It simple means data 
moved to the cloud has due to a reason been removed or deleted. 
Although storing data in multiple locations pose a threat but is the only 
way to protect users against data loss. 

 Security Breach: While cloud services do offer a sense of security 
for many businesses, files stored online are always at risk of being 
pirated or hacked. A security breach can expose sensitive customer 
information, intellectual property, and trade secrets, all of which can 
lead to serious consequences. For example, companies could face 
lawsuits and hefty fines as well as damage to the brand image that could
last for years. 

 Lack of Standards: Cloud have documented interfaces, however, 
no standards are associated with these, and thus it is unlikely that most 
cloud facility will be inter-operable.

 Denial of Service (DoS): DoS attacks have threatened computer
networks for several years. However, cloud computing has made them
more prevalent. These attacks tie up large amounts of processing power
and affect cloud availability and speed. When this type of attack occurs,
the best you can do as a user is to wait until the system is back. Figure 5.

9
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 Big Brothers Might Be Seeing You: Not quite long was it 
debated that the National Security Agency (NSA) was monitoring 
Google and Facebook users communication. For normal cloud users, 
this could just be tolerable, but for businesses and organizations with 
confidential data the opposite might be the case[4].

 Attack on Data Center: Perpetrator may gain access to the data 
where-house and damage the facility or disrupt the power supply, thus 
lead to data access denial[10].

Many of the times when risk occur in the cloud, it tends to come with some 
level of loses and as of today, no cloud storage provider can guarantee 100% 
up-time therefore before moving data to the cloud, certain level of risk should 
be considered. To calculate risk let’s consider the statement below[11]:

Risk = Threats * Vulnerability * Impact

While some level of risk are associated with CS, there are many more benefits 
why businesses, organizations and individuals should have already moved their 
data to the cloud. CS makes data storage and accessibility pretty easier and in 
addition to the benefits already mentioned, data synchronization and data 
recovery also puts it in a better position[12][13]. 

 Syncing: If you’ve committed any changes to one or more files, the 
cloud will automatically sync the changes across all affiliated devices. 

10
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 Recovery: One of the greatest advantages of using cloud storage is 
that you’ll always have a backup solution in case something goes 
wrong. 

 Mobile Accessible: Mobile workers have increased probability due 
to systems accessible in an infrastructure available from anywhere.

 Maintenance: Cloud service providers do the system maintenance, 
and provide access through APIs that do not require application 
installations onto PCs. This reduces maintenance requirements.

2.4.1 Cloud Storage Attacks and Weakness Exploitation

In Cloud Computing, there are series of malicious attempts on the data stored in
the cloud which are mainly a way for the attackers to gain unauthorized access 
to users data. It is of no doubt that the cloud developer and CSP are working 
hard to protected users and business data but just the more effort from the CSP, 
so also are the intruders working, even harder to exploit weaknesses in cloud 
setup and to gain unauthorized access to data. Attacks in Cloud Computing are 
of diverse forms such as Brute-Force attack, SQL injection attack, Known-
Plaintext attack, Ciphertext-Only attack and Man in the Middle attack. But in 
Cloud Storage, the major data threatening attack is the Phishing attack.

A new report shows that phishing remains a top attack vector, and hackers are 
targeting cloud storage providers like Google and Dropbox[23][24]. This means
since the CSP has implemented strong Data Encryption Algorithm (DEA), 
making it difficult for the attacker to break directly into data at rest in the cloud,
they instead turn to the users to exploit their Security Ignorance (SI) to access 
data in the cloud.

A phishing attempt scenario was when attacker forward messages (SMS, email)
to users that they sold some of their belongings on e,g “Blocket.se” and that 
they are to receive a discount on their service charges, so users should click on 
a link and provide their bank details to get back certain amount of money, see 
figure 6.

11
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Users supplying their bank details gives the attacker ability to break into the 
cloud and defraud their account. Of recent came a new in Sweden that Internet 
fraudsters do call home to the elderly people and pretend as if they were from 
the bank, but they are just professional hackers.

As noted by Dark Reading, these attacks have been so successful that numbers 
are rising drastically. In 2013, only 10 percent of phishing attacks targeted 
cloud storage services. In 2017, it reached 22.5 percent, just 0.5 percent less 
than those involving financial brands[24][25]. 

Another threat is a DDoS (Distributed Denial of Service) attack which is a form
of cyber attack on web servers which clogs the entry of legitimate users by 
blocking their request to log in or enter an online platform or site. This type of 
attack was confirmed on the Swedish transport system in 2017 when an attack 
struck the IT systems used by the Public Transport Authorities to monitor rail-
traffics. The DDoS cyber strike caused significant delays to train schedules and 
even forced the Transport system website offline.

In 2016 Finland also had their days when DDoS attack was carried out on it 
electrical system. The attack temporarily disabled the entire heating systems 
throughout two residential housing blocks in the middle of winter. It took a 
fervent intervention to get the system back in working state.

12
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Another practical example of attacks targeted towards cloud was when 
“LinkedIn” was hacked and the hackers was able to access millions of user data
which they later tried to sell on black market. This means that the cloud service 
provider did good job in protecting users data but the attackers tends smarter. It 
is now the responsibility of the CSP to seal off every hole the hackers might see
as an opportunity to get away with users data. 

End-to-end data encryption can protect data even if hackers gained access to it. 
Data encryption and security of CS facility are also important for CSP. Users, 
businesses and organizations also have a duty to properly protect their personal 
credentials. We shall in the later chapter analyze CS security algorithms for data
protection.  

2.5 Proper Awareness and Security Policies 

Determining the usefulness of something means taking a close look at the risks 
involved. All new forms of technology have some pitfalls, and the cloud is not 
immune. Before running out and choosing a provider or deploying data into the 
cloud, administrators (users and businesses) needs to be fully aware of the Pros 
and Cons of CS. Organizations and private individuals who are considering 
utilizing CS Services should also be aware that they will have to spend time and
energy finding the right company, this is because different SP (service 
providers) comes with different policies[14][15]. Migration processes and 
disaster recovery should also in no vise be forgotten, see figure 7.
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Both small and big businesses usually have sound securing policies in place 
before deploying their data to the cloud and this was necessary in other to 
protect the integrity and confidentiality of company data and the security of the 
corporate network. Many SP has their Data Center (DC) located in a country 
other that the country where businesses, users and organizations resides, 
therefore it is crucial for users or companies to ensure that cloud SP also have 
sound security policies since their data would be handed over to third-party 
organization.  

Before deploying data to the Cloud, the following should be considered:

 Cloud storage management must be a priority
 Ensure good security measures to save sensitive data 

 Location of cloud storage providers’ physical servers 
 Scalability of service to ensure enough storage space 

2.6 Securing Data Stored in the Cloud

Securing every other data is very important for all cloud service providers, this 
standard I say remains non-negotiable. The opposite might be the case for CS 
ordinary users but for small and big organizations, it is believed that, all data in 
use, in transit and at rest has to be properly encrypted. The data could be a text 
document, personal information or a file folder containing different 
information. Cloud Computing Services is delivered in three (3) models, which 
are:

 Infrastructure as a Service (IaaS)

 Platform as a Service (PaaS) and 

 Software as a Service (SaaS)

In all the models, data is been processed in one form or the other, therefore the 
security of the said data remains most important. These data in focus can be 
categorized in three (3) states; the Data in Use, the Data in Transit and the 
Data at Rest[16][17].

Data in Use: Could include anything from a file being copied between folders to files
being edited to data being transferred from a laptop to a thumb drive. For security 
purpose, it is recommended to control user access and also incorporate some type of 
authentication in other to ensure that users aren’t hiding behind stolen identities. 

14
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Data in Transit: when a user uploads or downloads data from a cloud server or when 
users shares data, that’s data in transit. The security approach is to ensure that your 
messages and attachments remain confidential and this by transmit them through an 
encryption platform.

Data at Rest: When data is simply existing in the cloud or on an endpoint device, the 
data is at rest. Encrypting hard drives is one of the best ways to ensure the security of 
data at rest. Data also can be encrypted and stored in different locations to decrease the 
likelihood of attackers gaining enough information to commit fraud or other crimes.

Human error and technical equipment failure also plays a very big roll in CS, 
this could even be when a data owner sends data to unintended destination, see 
figure 8. Encrypting data is important at all level of data transmission process, 
this will give the data such security it needs so that unauthorized persons gain 
no access to the contents. There are many encryption algorithms, which we 
would be discussing in the later part of this paper.

Encryption can be simple or incredibly complex, an example of a complex 
algorithm is when using the Advanced Encryption Standard (AES), which uses 
a certain key length. The longer the key, the more the protection it offers, but on
the other hand, more processing power would be required to handle the 
encryption and decryption processes. 

To fully secure data in the cloud, apart from the implementation of proper 
encryption algorithms, identity management (IM) also play a big roll. The 
principle of the IM is to ensure that it is actually the owner of the data that 
accesses the data and not otherwise[18].
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2.6.1 Data Encryption Concepts (Cryptography)

It is important to secure data transmission or communication over the network, 
and to do this, “encryption algorithm” plays a vital role. What encryption does 
on data is converts the data into scrambled form, that is, unreadable form of 
data which is known as “Cipher Text”. There are two (2) main processes in 
cryptography, these are data encryption and decryption. Encryption is done at 
the sender’s end while decryption at the receiver's end.

The conversion of (plain text to cipher text) is known as encryption and the 
reverse of this (cipher text to plain-text) is known as decryption, see figure 9.

The process in figure [9] is the science of making data and messages secure by
converting  the  end user  data  to  be  sent  into  cryptic  non-readable  form and
encrypting or scrambling the plain text by taking user data or that referred to as
clear  text  and converting it  into cipher  text  and then performing decryption
which is reverting back to the original plain text.

There are existing Security Algorithms (SA), likewise are the developers and
Cloud Service Providers also working and hoping on a new SA. The available
SAs are categorized into three (3) types (i) Symmetric algorithms (ii) Asymmetric
algorithms (iii) Hashing. [6][19]. I shall in the section [2.7] discuss the algorithms
in detail, see figure 10. 
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When data are properly secured while in use, in motion or at  rest,  then the
chances of intruders gaining access to the data is pretty slim, see figure 11.

2.6.2 Securing Data Physical Storage Facility

We cannot complete discussion on data security without emphasizing the 
importance of physical security of data center. Data Center (DC) refers to the 
data resting place, that is when the data is no in use or in transit, then where the 
data remain is at the DC. It is composed of networked computers and storage 
mediums that businesses or other organizations use to organize, process, store 
and disseminate large amounts of data[20]. A business typically relies heavily 
upon the applications, services and data contained within a data center, making 
it a focal point and critical asset for everyday operations, see figure 12. 
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Figure 10: Security Algorithms

Figure 11: Security Algorithms
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While security procedures might have been properly followed when data is in 
use, and proper data encryption on data in transit and at rest is thoroughly 
implemented, if security of DC is neglected, then whole work done on data 
would probably amount to nothing. CSPs would rather loan heavily from the 
bank to protect data center than to take it security for granted. If any form of 
damage happens to DC, it could lead to what we would describe as “total 
denial of service”. This means, individuals, businesses and organizations will 
suffer a huge setback. 

A standard DC could contain among others, a cooling system, either active, 
passive or a mix, a power system (including grid power, battery backup, and a 
generator), raised floors and cable raceways to interconnect equipment, 
standard sized cabinets arranged in rows, all manner of computers, disks, 
network routers and switches and miles of wire and optical fibers stitching it 
together[21].

Location of DC facility is very important for CSPs, the facility should be 
secured from both external intruders, malicious insider and internal damage. 
Below are some security measures that should always be considered[22]:

 Security camera: This means an extra security in absence of physical 
staffs. Even though there is a camera withing the facility, it is still very 
important to day and night monitor the camera remotely.

 Tick walls: The building house the gadgets should be made of heavy 
concrete walls and a very strong doors.
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Figure 12: Data Storage Facility
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  Mechanical protection: The windows, the keys, the roof and the floor 
to the storage room should be a special enough so that it would be 
difficult to break through.

 Fire proof: It should be construct so the materials used are fire proved. 
From outside, fire proof materials should be used while inside there 
should be fire / flame detectors.

 Iron barriers: Right in the building, there should be barriers which 
prevents direct contacts to the hard disk racks.

 Electrical: The electrical fittings should be properly fixed and it does 
not cause fire outbreaks. The windows and doors should be alarm 
protected. 

 Security zone: There should be clear distance considered a prohibited 
zone around the facility building. Some on the barriers it is usually 
written, “KEEP OFF”.

2.7 Description of Encryption Algorithms 

Considering the above, the concerns around cloud storage are the protection of
information from unauthorized access,  the risk of data  being disclosed,  lost,
corrupted  or  stolen  which  are  unacceptable,  and  the  risk  that  someone  (an
employee of the CSP) can access and disclose or corrupt data, known as insider
abuse or insider threat or insider attack. In other to negate these, data has to be
properly protected or encrypted.

In this  part  or the report  I  am going to  analyze the major  cloud computing
algorithms for data protection in cloud storage. The core concept of securing the
data in cloud is using encryption techniques. The data are first encrypted in the
trusted environment  before sending it  to  untrusted cloud for storage.  I  shall
analyze the existing algorithms such as follows:

 Hashing 

 Symmetric encryption algorithms

 Asymmetric encryption algorithms

We shall likewise discuss the proposed security algorithm referred to as:

 Honey encryption
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And then in the later chapter I shall compare some of the analyzed algorithms in
other to come up with the considerable algorithm for CS security.

2.7.1 Hashing Algorithm

Hashing  algorithm  is  a  cryptographic  hash  function.  It  is  a  mathematical
algorithm that maps data of arbitrary size to a hash of a fixed size. It’s designed
to be a one-way function, infeasible to invert. The input data is often called the
message, and the output (the  hash value or  hash) is often called the  message
digest or  simply  the  digest.  It  was  widely  used  in  Information  Security
application for digital signatures, message authentication codes (MACs), and
other forms of authentication[26].  It  was also use for indexing data  in  hash
tables, for fingerprinting, identifying files, detecting duplicates or as checksums
(we can detect if sent file didn’t suffer accidental or intentional data corruption).
See figure 13. 

The table 1 shows an example of how hashing algorithm works. The encryption
speed is in milliseconds. 

Input Number Hashing Algorithm Hash value

10, 667 KB Input number * 143bit 1,525,381
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Figure 13: Message encryption using cryptography hash function 

Table 1: Computation example of hashing algorithm 
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One of the computation standard used in hashing is the MD5 (message digest)
algorithm. It is a widely used cryptography hash function producing a 128-bit
(16-byte)  hash  value,  typically  expressed  in  text  format  as  a  32  digit
hexadecimal number[27]. See figure 15. 

MD5 algorithm was used for many years. It’s still widely used, but despite the
fact  that  it  was  initially  designed  to  be  used  as  a  cryptographic  algorithm
function, due to extensive vulnerabilities, it has been compromised. That is, it is
completely broken. Many people used the MD5 algorithm to store password in
the database believing it’s secure, but at a point even Google could decrypt and
produce the plain text of MD5 hash code[28]. 

Figure 16 shows how MD5 was used to store password in a database. It was so
cheap that should an insider intruder lay hand on the MD5 hash code he can just
drop it on Google and get the plain text.
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Figure 15: a popular hashing algorithm MD5

Figure 16: Storing password in a database with MD5 algorithm
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To be concise, in hashing a fixed length signature is created with the help of 
algorithms or hash function for the encryption of data. Each message consists of
different hash value, but the hashing has one drawback, that is, once the data is 
encrypted, it cannot be decrypted. This limitation of hashing was removed by 
Symmetric and Asymmetric algorithm.

2.7.2 Symmetric Encryption Algorithms

Symmetric encryption is a form of computerized cryptography using a singular
encryption key to guise an electronic message. The key which can be a number,
a word, or just a string of random letters, is applied to the text of a message to
change the content in a particular way, then when parties involved shares that
key,  password,  or  passphrase,  they  can  use  it  to  decrypt  or  encrypt  any
messages they want  to  share.  Symmetric encrpytion is  a two-way algorithm
because the mathematical algorithm is reversed when decrypting the message
along  with  using  the  same  secret  key[29].  Below  are  some  of  symmetric
encryption algorithms:

Data  Encryption  Standard  (DES):  It  was  a  data  encryption  algorithm
developed in 1977 and was the first encryption standard to be recommended by
the  National  Institution  of  Standards  and Technology (NIST).  It  uses  64-bit
blocks, 8 bits (one octet) of which are used for parity checks (to verify the key's
integrity). Each of the key's parity bits (1 every 8 bits) is used to check 
one of the key's octets by odd parity, that is, each of the parity bits is adjusted to
have an odd number of '1's in the octet it belongs to. 

The  algorithm  involves  carrying  out  combinations,  substitutions  and
permutations between the text to be encrypted and the key, this  done while
making  sure  the  operations  can  be  performed  in  both  directions
(encrypt/decrypt)[30]. The main parts of the algorithm are as follows:

• Fractioning of the text into 64-bit (8 octet) block

• Initial permutation of block

• Breakdown of the blocks into two parts: left and right, named L and R,

• Permutation and substitution steps repeated 16 times (called rounds) and

• Re-joining of the left and right parts then inverse initial permutation
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The algorithm code looks pretty much like below:

The working process of DES is that blocks of plain text and the key undergoes
permutation and substitution to produce block of cipher text. See figure 17.

To encrypt a plaintext message, DES groups it into 64-bit blocks. Each block is
enciphered  using  the  secret  key  into  a  64-bit  ciphertext by  means  of
permutation and substitution. The process involves 16 rounds and can run in
four  different  modes,  encrypting  blocks  individually  or  making  each  cipher
block dependent on all the previous blocks. DES remained a trusted and widely
used encryption algorithm through the mid-1990s. 
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However,  in  1998,  a  computer  built  by  the  Electronic  Frontier  Foundation
(EFF) decrypted a DES-encoded message in 56 hours. By harnessing the power
of  thousands  of  networked  computers,  the  following  year  EFF  cut  the
decryption time to 22 hours[31]. 

There are much more secure algorithms available. It could be said; much like a
cheap suitcase lock, DES will keep the contents safe from honest people, but it
won't stop a determined thief/attacker from stealing your data. 

BLOWFISH:  It  is  an  algorithm  developed  in  1993  by  Bruce  Schneier  to
replace DES. It a symmetric cipher that splits messages into blocks of 64 bits
and encrypts them individually. It takes a variable-length key, from 32 bits to
448 bits, making it ideal for both domestic and exportable use.  The algorithm
keeps two sub-key arrays: the 18-entry P-array and four 256-entry S-boxes. The
S-boxes accept 8-bit input and produce 32-bit output. One entry of the P-array
is used in every round, and after the final round, each half of the data block is
XORed with one of the two remaining unused P-entries[32][33]. See figure 19
below.

The algorithms code in Figure [18] above could be summarized as follows:
assuming that array P consist of eighteen 32 bit key sub-key, and we have four
32 bit S-boxes having 256 entries. See figure 20: (S1, 0, S1, 1,…………….,S1,
255),.…, (S4, 0, S4, 1, ……………., S4, 255). The plain-text (x→ 64-bit) was
divided into 2 32-bit XL and XR, then we XOR Pi XL which was later stored in
XL. Function was applied on XL and XOR with XR and the value of XL and
XR swapped. Then the swapping was reversed and XR and XL, XR now XOR-
ed with P17 stored in XR. Thereafter, XOR-ed XL and P18, after which XL and
XR and recombined[34]. The structure of the algorithm is shown in figure 20. 
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Divide x into two 32-bit halves: xL, xR    
   For i = 1 to 16:

XL= XL XOR Pi
xR = F(XL) XOR xR
Swap XL and xR

     Next i
Swap XL and xR (Undo the last 

    swap.)
xR = xR XOR P17
xL = xL XOR P18

     Recombine xL and xR

Figure 18: Blowfish Algorithm Figure 19: Feistel Structure of Blowfish 

http://en.wikipedia.org/wiki/XOR
http://searchsoa.techtarget.com/definition/Electronic-Frontier-Foundation
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Some good recommendations on this algorithm are that, no attack is know to be
successful against it and it is  known for both it tremendous speed and overall
effectiveness. It is also known for it better power consumption and throughput
compared to other algorithms. Blowfish can be found in software categories
ranging  from  e-commerce  platforms  for  securing  payments  to  password
management tools, where it used to protect passwords. 

RC5 Algorithm:  The algorithm was developed in 1994 by Ronald Rivest. It
has a key length of 2040 bits and number of rounds 0 to 255. The block size
ranges between 32, 64 and 128 bits key and has 12 rounds. It  consists of a
number of modular additions and eXclusive OR (XOR)s, the general structure
of the algorithm is a Feistel-like network and the encryption and decryption
routines can be specified in a few lines. It is shown in figure 21.
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Figure 20: Structure of Blowfish Algorithm



Security in Cloud Storage – A Suitable Security Algorithm for Data Protection
Adeshola Oduyiga 2018-08-08

A novel feature of RC5 is the heavy use of data-dependent rotations. RC5 has a
variable-length secret key, providing flexibility in its security level. The use of
the algorithm show that it is secure but it is slow in terms of speed.

Triple Data Encryption Algorithm (3DES): The algorithm was designed in
1998 as an enhancement of DES which was developed by IBM. It was created
to further strengthen data security since DES was too weak and easy to break
using  modern  computer  at  that  time.  Triple  DES algorithm performs  three
iterations of a typical  DES algorithm. it uses a secret key which consists of
168-bits. The key is then divided into three 56-bit keys which is then used in
the encryption process[35][36]. See figure 22.

Usually, users first generate and distribute a 3DES key K, which  consists  of
three different DES keys K1, K2 and K3. 
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Figure 21: RC5 algorithm diagram
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The  encryption  decryption  processes  could  be  described  as  follows:  first  a
plain-text (e.g 64bits) is encrypted with key K1, then the result of the first step

is  decrypted  using  K2,  then  at  the  third  step  the  decrypted  data  is  the  re-

encrypted using the K3. A ciphertext is produced as a result from the third step

which could be decrypted using a reverse process from K3 to K1.

The algorithm suffers from slow performance in software but is better suited for
hardware  implementation.  3DES  is  as  at  today  considered  secure  but  it  is
gradually  disappearing  from  use  due  to  some  of  it  setbacks.  It  has  low
performance in terms of power consumption and throughput when compared
with DES, and more time is needed for the encryption decryption processes due
to its three phase encryption status[37]. 

Advanced Encryption Standard (AES): It is one of the most popularly used
and most secured algorithm use today. It was first mentioned in 1997 when the
NIIT (National Institute of Standards and Technology) started officially looking
for  a  successor  to  the  ageing  encryption  standard  DES.  It  is  an  algorithm
developed  by  the  Belgian  cryptographer  Daemen  and  Rijmen,  also  called
“Rijndael”.  Because  of  its  proven  standard,  the  NSA started  using  it  for
securing documents with the classification "top secret", which then placed it on
top of other algorithms in 2001[38]. 
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Figure 22: The 3DES Algorithm structure



Security in Cloud Storage – A Suitable Security Algorithm for Data Protection
Adeshola Oduyiga 2018-08-08

It is a block cipher algorithm with a variable key length of 128, 192, and 256
bits  key.  The  algorithm is  based  on  several  substitutions,  permutations  and
linear  transformations,  which  are  repeated  several  times,  called  “rounds”.
During each round, a unique round key is calculated out of the encryption key,
and incorporated in the calculations. 10 rounds are required for a 128-bit key,
12 rounds are required for a 192-bit key and 14 rounds are required for a 256-
bit key. AES operates on what is known as a (4 x 4) column major order matrix
of bytes. See code below[39]:

The figure 23 below shows the basic structure of AES that accepts a group
“secret key” and “plain text” which is encrypted into cipher, the cipher is then
processed  into  ciphertext.  The  rounds  of  cipher  process  comprises  of  “Sub
bytes”, “ShiftRows”, “SixColumns”, and “AddRoundKey” 
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Figure 23: The AES Algorithm structure
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AES encryption is fast and flexible; it can be implemented on various platforms
especially  in  small  devices.  Also,  AES  has  been  carefully  tested  for  many
security applications. It is used in file transfer protocols such as HTTPS, SFTP
and FTPS, therefore it is considered a better security algorithm for stored data
in the Cloud[40]. The relationship between the key, rounds and the blocks was
demonstrated in the table 2.

Algorithm Key length Block size Number of
rounds

AES 128-bits 4 4 10

AES 192-bits 6 4 12

AES 256-bits 8 4 14

2.7.3 Asymmetric Encryption Algorithms

Asymmetrical encryption is also known as public key cryptography which is
different from symmetric encryption algorithm. It uses public and private keys
to encrypt and decrypt data.  One of the keys called the public key is made
public to whoever want to send you message and the other key called private
key is kept secret  to decrypt any message received. It is used in day-to-day
communication and protocols like OpenPGP and SSH. SSL/TLS rely on it for
encryption and digital signature functions. Such algorithm are explained below:

RSA: It  is  an internet communication and authentication system which uses
Ron Rivest algorithm that was developed in 1977. Its functionality is in such a
way that two (2) large prime numbers are multiplied, afterwards modulus is
calculated and then the result generated is used as public and private key. This
standard  provides  a  method  of  assuring  the  confidentiality,  integrity,
authenticity  and  non-reputability  of  electronic  communications  and  data
storage[41]. 

The steps of RSA algorithm include the following: divide the large message
into small blocks, raise the plain-text (m) to the power of e and to module of n
for encryption. And to decrypt we raise the power of d module n. See the code
below and figure 24.
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Key Generation: KeyGen(p, q)
Input: 

Two large primes – p, q
Compute n = p . q

φ (n) = (p - 1)(q - 1)
Choose e such that gcd(e, φ (n)) = 1

Determine d such that e . d ≡ 1 mod φ (n)
Key:

public key = (e, n)
secret key= (d, n)
Encryption:
c = me mod n

where c is the cipher text and m is the plain text.

RSA keys are typically 1024- or 2048-bits long, but experts believe that 1024-
bit  keys  could  be broken in  the near  future,  which  is  why government  and
industry are moving to a minimum key length of 2048-bits[42]. The algorithm
is still used for public and private key generation but one of the setbacks is that
it process is considered slow.

Digital Signature Standard(DSA): It is an information processing standard for
digital  signature  which  was  introduced in  1991 by the  National  Institute  of
Standard  and  Technology  (NIST)  as  a  better  method  of  creating  digital
signature.  Digital  signature  a  mathematical  scheme  for  demonstrating  the
authenticity of a digital message or document, it give the recipient the reason to
believe that the received message was created by a known sender. 

Digital signatures may also be generated for stored data and programs so that
the integrity of the data and programs may be verified at any later time. It was
adopted as FIPS 186 in 1993 and since then, four revision of it has be released
as follows: FIPS 186-1 in 1996, FIPS 186-2 in 2000, FIPS 186-3 in 2009,  and
FIPS 186-4 in 2013. Signatures are encrypted using the senders’ private key and

30

Figure 24: RSA algorithm encryption decryption
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since no one has the private key, receiver can be sure that the message was from
the sender. See figure 25. 

The entire process works in such a way that the original message undergoes
hashing process (SHA) and the hash value will then be encrypted using senders’
private key and the signed message is then sent over the network to the receiver.
At  arrival  of  the  digitally  signed  message,  the  receiver's  first  calculate  the
“message digest”, and then decrypt the message with the sender’s public key. If
the  original  message  and  the  decrypted  message  tallies,  then  the  message
authentication is okay, otherwise the message has been intercepted[43].

Diffie-Hellman Key Exchange: It is a specific method for securely exchanging
cryptographic key over  a public  channel.  It  was first  published by Whitfied
Diffie and Martin Hellman in 1997. 

The key exchange system allows two parties that have no prior knowledge of
each other to jointly establish a shared secret key over an insecure channel. The
mentioned key can then be used to encrypt subsequent communications using a
symmetric key cipher[44]. See figure 26.
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Figure 25: DSA encryption decryption process
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The key exchange process include both sender and receiver exchanging public
keys over  the network and both encrypting the key with their  private  keys,
thereafter the encrypted keys are exchanged, then finally both party can now
start communication over an insecure channel. 

El Gamel Encryption System:  It is an asymmetric key encryption algorithm
used  for  public  key  cryptography  which  is  comparable  to  Diffie-Hellman
system. It was invented by Taher Elgamal in 1985.  It uses the same domain
parameters (p, q, g) and private/public key pair (b, B = gb mod p) for a recipient
B[45].  The  plain-text  message  to  be  encrypted  needs  to  be  encoded  as  an
integer m in the range [1, p − 2]. 
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Figure 26: D-H key exchange algorithm

Encryption Algorithm:
INPUT: Domain parameters (p, q, g); recipient's public key B; 
encoded message m in range 0 < m < p − 1.
OUTPUT: Ciphertext (c1, c2).

    Choose a random k in the range 1 < k < p − 1.

    Compute c1 = gk mod p

    Compute c2 = mBk mod p

    Return ciphertext (c1, c2).
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One disadvantage of the ElGamal system is that the encrypted message 
becomes very big, about twice the size of the original message m. For this 
reason it is only used for small messages such as secret keys. 
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Decryption Algorithm:
INPUT: Domain parameters (p, q, g); recipient's private key 
b; ciphertext (c1, c2).
OUTPUT: Message representative, m.

    Compute m = c1p − b − 1c2 mod p
    Return m.
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3 Methodology
This  part  of  the  project  work  describes  the  research  process  undergone  to
answer the questions outlined in the first chapter. Reading through this chapter
would throw light on the problems (addressing security in cloud storage), how
and where facts are collected, the analysis of security algorithms, procedures to
be  considered  before  storing  data  in  the  cloud  and  how  I  arrived  at  my
conclusions.

3.1 Research process

This part contains the systematic process and the links between each phase of
the  research  work,  starting  with  problem  statement  through  to  the  report
presentation. The figure 27 described the process undergone during this thesis
work.

 

I have in this research work identified the problem statement, defined the topic
and background information was carried out. The needs for a proper security of
data could not be traded with the convenience cloud services brought. While 
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Figure 27: Representation of a research process
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cloud storage is considerable cheap to use, so also is the risk it involves. Even
the new GDPR standard place a very huge penalty on any negligence of data
protection. Although the standard does not specify a particular algorithm for
data encryption, but it states that data transmitted and stored in the cloud shall
be encrypted. Companies like ATEA in Sundsvall and Holodesk in Östersund
also contributed to the success of this research. 

The resources or materials used in this report was retrieved from different areas
such as the internet  and books,  I  then when on to evaluate and analyse the
information  collected  from different  resources  to  establish  the  best  security
algorithm for data encryption in the cloud. As a result of these facts came to
conclusion on the entire research process. The last part of this research was to
put together the gathered resources and thereby consider it for presentation.

3.2 Literature review

To complete this research work I went through data collected from different
resources  such  as  the  Google  Scholar,  Research  Gate,  Google  and  Books
published  on  cloud  storage  security.  Peer-reviewed  journals,  academic
publications, non-biased news journals and academic websites were exploited. I
tried to narrow down the age of our materials so that those considered for this
report were not more that three (3) years into its publication.

Articles  and  publication  that  centred  on  encryption  algorithms  was  closely
studied and out of  this  I  was able  to  answer the questions  that  lead to  this
research work. All materials was closely studied so that only the relevant once
were used.

3.3 Authenticity

Resources  used  in  this  research  are  considered  authentic  because  it  was
collected from reliable sources and the contents of the materials was compared
with other fact about the research area before considering it useful. The authors
of the materials were checked, the dates and under what condition the paper
were written were also considered.

Materials without good references and those their genuity were unclear was not
considered as authentic in our report.

3.4 Validity

To validate the information written is this research report, I cross checked the
authors  educational  level,  data  were taken from authors  or sources who are
professional  in  the  field.  Attention  was  paid  to  the  source,  citations  and
evidences in the reviewed materials. Peer reviewed articles in which the content
has already been viewed and credibility established by professionals other than
the author were used. 
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3.5 Analysis

Data and facts  related to this  thesis  was collected and was then used in the
analyses of suitable algorithms for data security in cloud storage. The analysis
was  carried  out  based  on  factors  such  as  the  algorithms  encryption  and
decryption processes, their key update techniques, the block size, the key length
and the their stands against attacks. Efficiency of the algorithms was analysed
and their  speed against  increase  in  size  of  input  data.  Information  of  these
parameters would be taken from other literature.

3.6 Result interpretation

After analysing the collected data, I then went further to conclude on the most
suitable encryption algorithm for cloud storage. I compared the procedures for
ensuring security of data in the cloud and then the suitable encryption algorithm
for data protection while in transit and at rest suggested. The conclusion section
mentioned the future proposed encryption algorithm and its resistance strength
against attack. 
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4 Analysis of Encryption Algorithms
This chapter presents details on the analysis of the existing encryption 
algorithms. There are several factors to be considered when analyzing 
algorithms, which involves looking in depth at each algorithm using supporting 
arguments and evidence for and against as well as how these interrelate to one 
another. I have chosen to analyze the existing algorithms based on the following
factors:

 The key length

 The algorithm complexity

 The method of attacks

 The algorithm mean processing time

 Different buffer size and speed up

 Comparison of security algorithms 

I have in chapters 2 described the types security algorithms, that is, asymmetric 
algorithm, symmetric algorithm and the hashing, but in this chapter, the main 
focus would be centered on the analysis of the “symmetric algorithm”. Some of 
the reasons for choosing the factors was that, a preferred or secure algorithm 
should have a relatively long key size which makes it difficult for hacker to 
break, it should be complex enough so that modern computers cannot over run 
it in a good number of years. It is important that the behavior and performance 
of an algorithm should be stable when different data loads are used. 

4.1 The key length of data encryption algorithms

A short key length means poor security. However, a long key length does not
necessarily  mean  good  security.  The  key  length  determines  the  maximum
number of combinations required to break an encryption algorithm.

Looking at the evolution of encryption algorithms, key length or size has played
a very important roll. Some of the algorithms were considered insecure simply
because  their  key  length  was  not  long  enough  to  protect  it  from cracks  or
mathematical  computation  attacks.  It  could  just  be  said  that  key  length  is
directly proportional to security. Mathematically, take key for K and security for
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S, then the above could be written as:

K α S

In modern cryptosystems, key length is measured in bits (i.e., DES uses 64 bit
keys),  and each bit  of  a  key increases  the difficulty  of  a  brute  force  attack
exponentially.  Lets  take  a  look  at  table  [3],  we  can  see  each  symmetric
algorithm with their key length (in bits)[53]. 

Table 3: Key-lengths of data encryption algorithms in bits

Parameters DES Blowfish RC5 3-DES AES

Developed 1977 1993 1994 1998 2000

Block size 64 64 32, 64 or 128 64 128, 192 or 256

Key length 56 32 – 448 MAX2040 112, 168 128, 192 or 256

Now lets consider a scenario to describe the key strength:  If a key is n bits
long, then there are two to the nth power (2n) possible keys. For example, if the
key is one bit long, that one bit can either be a zero or a one, so there are only
two possible keys, 0 or 1. However, if the key length is 56 bits long, then there
are 256 possible keys. 

As it were, trying possible keys is one of the known attack security algorithms
and computer capable of trying a billion keys per second would take about 18
minutes  to  find  the  correct  40-bit  key.  A Data  Encryption  Standard  (DES)-
breaking computer called Deep Crack, which was capable of 90 billion keys per
second, took 4.5 days to find a 56-bit DES key in 1999 which made it to be
considered insecure[45, 46, 47]. In security, keys are very important because
they are used to control the operation of a cipher so that only the correct key
can convert encrypted text “ciphertext” to “plaintext”.

4.2 The algorithm complexity

In this section I am going to analyse symmetric encryption algorithms based on
the  number  of  rounds  involved  in  the  encryption  and  decryption  of  data.
Complexity of an algorithm could be referred to as how complex an algorithm
is in terms of computational, time and logical capacity while completing a task.
It  covers  the  memory  usage,  numbers  of  rounds,  the  stages  involve  in  the
encryption and the steps involve in decrypting encoded data. Lets take a closer
look at how complex each algorithm are:
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DES:  Considering  the  DES algorithm,  it  is  an  implementation  of  a  Feistel
Cipher (which ensures that encryption and decryption are both similar). The key
length is 64 bits, though the effective key is 56 bits since 8 of the entire key are
not used by the algorithm, the 8 keys are only used to check parity. It uses 16
round Feistel  structure and operates  on half  a block (32 bits)  at  a time and
consist of four stages, expansion, key mixing, substitution and permutation. See
figure 28. To encrypt plain message,  the message is first subjected to initial
permutation (IP), then, a series of complex acts world be done on the key and
finally the text is subjected to final permutation (FP). IP and FP are inverses, FP
undoes the action of IP. IP and FP have no cryptographic significance, but were
included in order to facilitate loading blocks in mid-1970s 8-bit based hardware
but DES was known to perform slow in software. 

Figure 29 show a more detailed structure of DES. The f is a function including
IP output and providing FP after 16 input rounds. The L and R denotes the 2
separate blocks of 32bits each, thus the entire block is denoted by LR. The steps
involved could be explained as follow: let K be a 48-bit block derived of main
64-bit key, the input or total block is LR and the output of LR be L1R1, then the
computation  could  be  written  as  L1=R0  R1=L0  XOR f(R,  K).  If  KS  is  a
function with 64-bit key and an integer ranging 1-16 as input and 48-bit key of
KN  generates  an  output  as  KN  bits,  then  it  could  be  said  that  KN  =  KS
(N.KEY). Thus a complete encryption could be written as:

 LN=Rn-1 RN =Ln-1 XOR f (Rn-1, KN).
39
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For decryption, the reverse is the case and it is written as: R0=L1 L0=R1 XOR
f(L1,K).  Thus,  decryption  is  done  with  the  same  algorithm  as  applied  for
decryption and in each stage, the same k-bit is used as key for decryption and
we can say:

RN-1=LN LN-1=RN XOR f (LN, KN)

It could therefore be deduced that to compute decryption, R16L16 is input of IP
and R0L0 is input of FP which was the reverse of the encryption process. A
simple example could be written as;

if I take Message = 0123456789ABCDEF (hex), the Key = 13 34 57 79 9B BC
DF F1, then the encoded output would be 

Output = 85E813540F0AB405. [58]
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DES has proved to be a very well designed block cipher. There have been no
significant  cryptanalytic  attacks  on it  other  than  exhaustive  key search.  The
speed  of  exhaustive  key  searches  against  DES  after  1990  began  to  cause
discomfort amongst users. This led to the adoption of 3-DES.

3DES was an advancement of DES and it applies DES cipher three times to
each block of 64 bits data. That is, Encryption – Decryption – Encryption. It
uses key length 112 bits or 168 bits with 64 bits block size. It was meant to only
provide a relatively simple method of increasing the key size of DES in other to
increasing it security without the need to design a completely new block cipher
algorithm. Another thing that  differentiate  it  from DES was three (3) stages
involved in it’s encryption and decryption process. 

Figure 30 below shows the encryption and decryption processes  diagram of
3DES where the key K1 is first used to encrypt a plaintext block, the text was
then later decrypted with key K2 and for the third stage of the processes the key
K3 (which was the same as K1) was used to finally encrypt the output of K2. The
product turns a “ciphertext”. The decryption of this ciphertext was then a simple
reverse process of the encryption processes in a key reverse order.

The scenario is as follows:

ciphertext = EK3(DK2(EK1(plaintext)))
i.e., DES encrypt with K1, DES decrypt with K2, then DES encrypt with 
K3.

Decryption is the reverse: 
plaintext = DK1(EK2(DK3(ciphertext)))
i.e., decrypt with K3, encrypt with K2, then decrypt with K1.

41

Figure 30: 3DES Key Encryption Decryption processes



Security in Cloud Storage – A Suitable Security Algorithm for Data Protection
Adeshola Oduyiga 2018-08-08

Although 3DES with three independent keys has a key length of 168 bits, due
to the meet-in-the-middle attack, the effective security it provides is only 112
bits. This option makes it susceptible to certain known-plaintext attack and as a
result, 3DES was noted by NIST to have only 80 bit of security which could be
considered broken, as the whole 3des keyspace can be searched thoroughly by
affordable consumer hardware. Therefore, it could be said that the significant
differences between DES and 3DES was the implementation of the three keys
in 3DES. 

BLOWFISH uses key length variable from 32 to 448 bits with block of 64 bits,
its structure is Feistel network. It is a 16-round Feistel cipher and uses large
key-dependent S-boxes (See figure 19, 29). The algorithm is divided into two
(2)  parts:  the  key  expansion  and  data  expansion.  The  key  expansion,   will
converts a key of at most 448 bits into several subkey arrays totalling 4168
bytes.  These  keys  must  be  generated  earlier  before  any  data  encryption  or
decryption is done. The data expansion; this  include a function to iterate 16
times, each round consists of key-dependent permutation and a key and data-
dependent substitution. All operations are XORs and additions on 32-bit words.
[48]  

Here is an example of the encryption process: the P-array consists of 18 32 bit
sub keys.[60] 

1. Sub-key: P1, P2, P3, . . . all the way to . . . P18. 

There are 432 bit S-boxes with 256 entries each 

S1,0, S1,1, S1,2, S1,3, S1,255; 

S2,0,  S2,1, S2,2, S2,3, S2,255; 

S3,0,  S3,1, S3,2, S3,3, S3,255; 

S4,0,  S4,1, S4,2, S4,3, S4,255;

2. The encryption process: Lets recall that Blowfish has 16 rounds. Taking the
input (say i) is a 64 bits data, then “i” would be divided into 2 32 bits, that is
take dL and dR.

Then for i = 1 to 16;
dL = dL XOR Pi
dR = F(dL) XOR dR
swap dL and dR

At the completion of the 16 rounds, swap dL and dR once more
dR = dR XOR P17
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dL = DL XOR P18
Recombine dL and dR to procuce the cipher-text.

To decrypt the cipher-text generated by Blowfish, the process is exactly the
same as in the encryption stages except that the P-arrays are now in a reverse
other. That is,

P18, P17, P16, P15, …….. down to ……… P1

RC5 instead has the key length of MAX2040, it is a parametrized algorithm,
designed as RC5-w/r/b, where w is the word size in bits, r the number of rounds
(values are 0,1, …., 255) and  b the number of bytes in the secret key K. It
consists  of  a  number  of  modular  additions  and  eXclusive  OR (XOR)s.  Its
Feistel  like  structure  and  the  key  schedule  is  more  complex.  Its  suggested
rounds is 12 but can rage from 1 to 255. An example of the RC5 algorithm:

e.g RC5-32/12/7 
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can be explained as: two (2) 32-bits word inputs and outputs, 12 rounds, and 7-
byte (56-bits) secret key.

The encryption involves several rounds of a simple function, usually between
12 and 20 rounds. For instance if 2 plain-text was to be encrypted, the 2 plain-
text can be denoted by A and B and then the encryption process will look as
follows: 

A = A + S[0]
B = B + S[1]
for i = 1 to r do:

    A = ((A ^ B) <<< B) + S[2 * i]
    B = ((B ^ A) <<< A) + S[2 * i + 1]

return A, B 

The decryption code is pretty or less complicated as compare to the above:

for i = r down to 1 do:

    B = ((B - S[2 * i + 1]) >>> A) ^ A
    A = ((A - S[2 * i]) >>> B) ^ B

B = B - S[1]
A = A – S[0]

return A, B

The RC5 structure is shown in figure 22.

AES is an iterative round based symmetric key block cipher rather than Feistel
cipher,  it’s  based  on  substitution/permutation  network.  It  performs  all
computations in bytes rather than bits.  AES treats the 128 bits of a plain-text
block as 16 bytes. These 16 bytes are arranged in four columns and four rows
for processing as a matrix. Unlike DES, it uses 10 rounds for 128-bit keys, 12
rounds for 192-bit keys and 14 rounds for 256-bit keys. Each of these rounds
uses a different 128-bit round key, which is calculated from the original AES
key. 

Depending on the chosen key, an example of the first round of the algorithm
rounds  is  shown in  the  figure  29  and  it  comprehensive  encryption  process
shown in figure 30. AES implementation is divided into two parts, one is the
cipher module and other is the key expansion module. The cipher module is
responsible  for  performing  encryption/decryption  on  the  data  while  key
expansion module is responsible for preparing the key that is required for each
round of cipher.[61]
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For  each  of  the  key  length  selected,  the  algorithm  performs  key  addition,
substitution of bytes, shift rows, mix the columns and also add another key to
complete  each  rounds  of  computation.  That  is,  SubByte,  ShiftRow,
MixColumn,  AddRoundKey  operations  and  for  final  round  Mixcolumn
operation  is  skipped to  complete  the  encryption process.  let’s  consider  each
stage in the cipher module one after the other:

SubBytes performs a non-linear transformation independently on each byte of
the input state and this by substituting each byte of the state with a value from
the S-box. First transformation is performed by taking the multiplicative inverse
in the finite field GF(28) where an all zero bit input is mapped to itself and in
the second part, affine transformation is performed over GF(2). The input is an
8 bit vector in GF(2), then it is multiplied by a constant 8 by 8 bit matrix M 
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which is lastly added to 8 bit vector C. The computation of both constant M an
C is shown below.

ShiftRows function instead performs byte wise circular shifts on last three rows
of the state. The first row is not rotated, instead the second, third, and fourth
rows are rotated by one, two, three bytes respectively. This rotation provides
diffusion property of the AES algorithm. The importance of this step is to avoid
the columns being encrypted independently,  in  which case AES degenerates
into four independent block ciphers. 

MixColumns function takes four bytes as input and outputs four bytes, where
each  input  byte  affects  all  four  output  bytes  and  the  combined  using  an
invertible  linear  transformation.  The columns are  considered  as  polynomials
over GF(28) and multiplied modulo (x4 + 1) with a fixed polynomial a(x) given
by:

a(x) = {03}x3 + {01}x2 + {01}x + {02} 
The above equation can also be written in matrix multiplication as 
s´(x) = a(x)xs(x) and/or in matrix form as:

AddRoundKeys function is used to mix key information with the data that are
being operated upon. Inputs of this function are 16 byte state and 16 byte key
which is obtained from key expansion algorithm. The output of addroundkey is 
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a simple bitwise XOR operation between current round state and current round
expanded key. 

AES has built-in flexibility of key length, which allows a degree of ‘future-
proofing’ against progress in the ability to perform exhaustive key searches [49]
[62].

4.3 The method of attacks

To secure data in the cloud, proper security or data protection algorithm must be
implemented. Such as those mention in section 4.2. As efforts are been made to
secure cloud data from unauthorized persons using encryption algorithms, the
cloud intruders also focus on cracking down the algorithms in other to gain
access to the data stored in the cloud. While the good hearted ones working to
invent reliable algorithms for data protection so also are the enemies counter
working to hack algorithms.

There are versions or range of data encryption algorithms on which attack in
one form or the other has been tried. In all the algorithms, key length plays a
big  roll  in  every  data  protecting  algorithm,  it  is  important  to  implement  a
proven  key  suitable/secured  algorithm  in  cloud  storage.  This  section  will
examine the  successful  attack  known on some of  the  algorithms mentioned
section 2.7.

DES:  One of  the  attack  known on it  is  the  brute-force-attack  which  is  the
testing of all possible keys. It has 56-bits key size which means it possible keys
ranges at 256 = 72,057,594,037,927,936 keys. This algorithm was used in many
years for securing top data not until in 1998 when the first ever “Deep Crack”
computer, worth $250,000, successfully cracked a 56-bit key for the first time
in 56 hours. The algorithm was then considered insecure after the “Deep Crack”
was built. The keys has also been searched in lesser hours due to the invention
of other faster computers, thus this made the algorithm an insecure block cipher.

BLOWFISH has a key length ranging from 32 to 448 bits. It has gone through
a great deal of analysis and testing to prove its merit and was only found solid
against attacks due to the complexity of it subkey generation process. It does
take longer for the subkeys to be generated, as such Blowfish encryption has
never been hacked. No attack known against it. One of it disadvantages is the
weakness  in  decryption  process  over  the  other  algorithms  in  terms  of  time
consumption and it serially in throughput.

3DES  unlike the ordinary DES,  is  more secure and it  was not subjected to
brute-force  attack.  Although  3DES  is  very  efficient  in  hardware  but  not
particularly  in  software,  it  is  popular  in  financial  systems  as  well  as  for
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protecting biometric information in electronic passports. With three independent
keys, an overall key length of 168 bits is generated, which is a summation of
three 56 bits key that can face a meet-in-the-middle attack. This kind of attack
works in a way that when some plain-text and the cipher-text are known to
intruder, this makes the algorithm a subject of crack. The first and the third key
are the same which only the second key that is different. Since 56key length is
searchable, so also is the second key of the algorithm. What make the difference
between 3DES and DES is just the time it takes to complete the key searching. 

Another attack that rendered 3DES insecure is the SWEET32 attack.  In this
kind of attack,  the attacker  sniffs  all  data  sent  on a  network and then send
dummy data  to  your  server  until  a  key  used  for  a  connection  matches  the
attacker’s session key, and as soon as the key matches, then sensitive data can
be decrypted by determining how the key was chosen. Since it has an unsafe
keys, the algorithm was considered insecure[50][51].

AES is the only one of the symmetric algorithm that has not been officially
announced by the NSA or NIST as  insecure.  Although Dave Neal,  a  Dutch
researcher claimed to have discovered a tech approach to cracking AES but no
official  confirmation  of  this  yet  published.  Another  proposed  attack  is  the
eXtended Sparse Linearization (XSL) attack which is a method of cryptanalysis
for block ciphers[52].  The XSL attack relies basically on first  analysing the
internals  of  a  cipher  and  then  deriving  a  system of  quadratic  simultaneous
equations.  These systems of  equations  are  typically  very large,  for  example
8,000 equations with 1,600 variables for the 128-bit AES. The attack is notable
for requiring only a handful of known plaintexts to perform; previous methods
of  cryptanalysis,  such  as  linear  and  differential  cryptanalysis,  often  require
unrealistically large numbers of known or chosen plaintexts. 

The good thing about this algorithm is the fact that it has a 256 bits key length
which means to brute-force it, a 2256 possible keys has to be guessed and going
by  the  fastest  computer  today,  it  will  take  eternity(beyond  this  existing
universe) to compute the keys.  As a result,  AES would still  remain used in
commerce and government for the transmission of secret information until a
strong attack is known against it. 

4.4 The algorithm mean processing time

In  cryptography,  mean  time  is  the  difference  between  the  starting  and  the
ending time taken by a security algorithm to complete an encryption process.
There are many factors that can affect the mean time of an encryption process
such as the system specifications, the size of data to be processed, and the kind
of data  to be encrypted.  Due to  the complexity and the key length of  each
symmetric algorithms, different mean time applies to each of the algorithms.
Considering the key length/complexity of DES and that of AES in the cloud
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environment (see table 3 and section 4.2), the significant differences in their
mean time of encryption is clear since the AES structure is more complex. 

The table 4 below shows comparison of mean time algorithms with different
input  only  on  cloud  environment.  Mean  time  is  calculated  in  seconds.  The
presented data was a result from the experimental evaluation done by Rajkumar
Buya and Vijeyta Devi on eclipse-SDK and Google App Engine.

Table 4: Comparison of mean processing time of algorithms on the cloud 
with different input. The mean time in miliseconds.

Input DES 3DES Blowfish AES

10KB 2 2 2 1.5

13KB 2.5 2.3 2 2

39KB 6.5 4.5 2.75 3

56KB 9.25 6.7 3 3.75

4.5 Difference buffer size and Speed up

In  cryptography,  data  buffers  are  typically  used  when  there  is  a  difference
between the rate at  which data is encrypted and the rate at  which it  can be
decrypted. If the size of data to be encrypted increases then the speed during
encryption  and  decryption  can  decrease.  One  can  therefore  conclude  that
increase  in  size  of  data  to  be  encrypted  is  inversely  proportional  to  the
execution speed.

Mathematically, take  b as buffer and s as speed of encryption or decryption,

then b α 1/s.  At non-zero constant, the equation can be written as b = k/s.

This means that increase in the input size of data to be encrypted affects the
algorithm encryption and decryption speed. Shivla Mewada and Satya VEER
sighted [Rajkumar Buya and Vijeyta Devi] encryption algorithms experimental
evaluation carried out on eclipse -SDK and Google App Engine, the evaluation
was done for different input size of data to establish the performance of some
symmetric  encryption  algorithms.  The  table  5  present  processing  time  of
algorithms. 
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Table 5: Analysis speed up ratio of security algorithms on the cloud with
different input size calculated in milliseconds.

Input DES 3DES Blowfish AES

10KB 3.62 2 2 7.6

13KB 4 2.3 2.3 7.2

39KB 4.8 4.5 3 7

56KB 5.43 6.7 5.25 6.6

4.6 Comparison of Security Algorithms

From the facts gathered above, the comparison of the algorithms makes it more
clear  on  which  algorithm  is  suitable  for  data  security  in  the  cloud.  This
comparison would not only help the developers but also the users to identify the
right algorithms to implement based on their  hardware and software or data
protection needs. The Table 6 presents the a comparative study between DES,
3DES, RC5, Blowfish and AES based on factors such as key size, Block Size,
Ciphering  &  Deciphering  key,  Scalability,  power  consumption,   inherent
vulnerabilities, round and simulation speed. 

Considering the information on symmetric algorithms in this chapter and the
data  presented  in  (Table  6)  I  observed  that  DES is  the  most  insecure  data
encryption algorithm and should in no vice be used to protect data that are to be
stored in the cloud. Although DES consumes less power and it encryption and
decryption processes are moderate, but it subjection to brute-forced and linear
and  differential  cryptanalysis  attack  is  a  setback.  On  the  other,  it  could  be
established that AES which was developed in 2000 with more than one key size
is today considered secure due to it resistance to attacks such as brute-forced,
linear  and  differential  cryptanalysis  and  birthday  attacks.  It  encryption  and
decryption processes are pretty fast and it is excellent in software and hardware
implementation. 
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Table 6: Comparison of cloud data security algorithms, DES, 3DES, RC5,
Blowfish and AES

Factors DES Blowfish RC5 3DES AES
Developed 1977 1993 1994 1998 2000

Key Size 56 bits 32 – 448 bits 1 – 1024 bits 112, 168 bits 128, 192, 256
bits

Block Size 64 bits 64 bits 32, 64, 128 bits 64 bits 128 bits

Round 16 16 1 – 255 (12
suggested)

48 DES-
equivalent

rounds

10 / 12 / 14

Stimulation
Speed

Very slow in
terms of speed

Tremendous
speed compare

to others 

Slow in terms of
speed

Slow because
of it 3 phase

key

Slow in
software but

fast in
hardware

Vulnerabilities Brute Forced,
Linear and
differential

cryptanalysis
attack

Birthday attack
Differential

attack using 244

chosen plain-
text

Meet-in-the-
middle No known

attack

Power
Consumption

Power
consumption

moderate

Consume less
power

Power
consumption is

low

Consume more
power than

other

 Relatively
consume

power

Hardware &
Software

Implementation

Better in
hardware than

in software

Better in
hardware but
slow software

Considered
adequate both in

software and
hardware

Efficient in
hardware than

in software

Efficient in
both

hardware and
software

Key Used Same key used
for Encryption
and Decryption

Same key used
for Encryption
and Decryption

Same key used
for Encryption
and Decryption

Same key used
for Encryption
and Decryption

Same key
used for

Encryption
and

Decryption

Encryption
process

Moderate due
to it small key

size

It is fast and
flexible because
of the different

key size

Encryption
process is fast
due to the size

of the algorithm

It is slow due
to it 3 key

phases

It really fast
compare to

others

Decryption
process

Moderate due
to it small key

size

Not as fast as
the encryption

process

Decryption
process is fast
due to the size

of the algorithm

It is slow due
to it 3 key

phases

The
decryption

process is fast

Scalability Scalable due to
varying in the
key size and
block size

Scalable Scalable Not Scalable Not Scalable

Broken Yes No No Considered
broken

No

Security Not secure
enough

Considered
secure

Considered
secure

Adequate
security

Excellent
Security
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5 Conclusions
Securing  data  stored  or  intended  to  be  stored  in  the  cloud  with  a  suitable
security algorithm cannot be over exaggerated, since implementing any weak
algorithm will  always lead to  data  theft  or  exposure to  theft.  Cloud storage
platform  provides  both  individuals,  organisations  and  enterprises  the
opportunity  to  store,  share,  manage  and  access  data  anywhere  at  any  time.
However hackers are working day and night to gain unauthorized access to data
stored in the cloud, which if this access gained could expose peoples personal
information, medical status, military security data, high profile governmental
data or educational data. 

Implementing a good security algorithms in all stages of data processing is very
important in other to secure data from cloud intruders.  Whether it’s protecting
email  communications  or  stored  data,  some  forms  of  encryption  should  be
included in the line-up of security tools for data security.  My findings shows
there are more than one algorithm for data protection but AES algorithm (which
encrypts with different key size and has strong encryption/decryption process)
is  yet  to  be  broken  and  widely  accepted  as  the  preferred  algorithm  for
encryption of sensitive data in cloud storage. 

Aside  the  implementation  of  a  strong encryption  algorithm,  to  achieve  data
security in the cloud, precaution such as security policies, security awareness
and identity checks in a due set is also needs to be taken into consideration to
reduce the risk and vulnerability in the cloud environment. If all cloud users
implement  the right  algorithm to protect  data  before deploying the  data  for
storage in the cloud, it will render the data useless for the hackers even if the
gain access to the cloud facility, but if otherwise it become a loss on the part of
both the user and the developer. 

5.1 Ethical Issues

Just as ethical issues applies in areas of life such as in the religion, education or
health sectors, so also is it in the IT world. Ethics can be described as the set of
rules written and unwritten, that govern our expectations of our own and others
behaviour. In cloud computing there is a code of conduct that must be followed
by those implementing new technologies or services. Those code of ethics are
defined by the IEEE and Association for Computer Machinery (ACM).  (See
Appendix A)

You would want to agree with me that one of the emerging technologies in the
world  today  is  cloud  computing.  We can  say  that  data  storage,  access  and
manipulation have become easier and the world has become more connected
due  to  this  technology  since  all  the  data  is  in  one  place.  Cloud  storage
technology is a welcomed discovery with lots of benefits (See Section 2.2) but
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it  also  comes  with  issues,  some  of  which  are  users  privacy  and  data
confidentiality. Through the internet communication medium and other storage
facilities, lots of users data (personal information) are been collected and stored
by businesses, organisations and governmental agencies. 

These data collected and stored by service providers  ranges from normal to
highly sensitive once. It could be users or customers educational status, health
status, sexual habits, or military security data.  Regardless of what data it  is,
cloud services providers have to consider it non-negotiable the importance of
protecting these data from unauthorized persons.  Although there are security
policies and standards that are meant to educate and guide services providers on
how and to what extend they have control over their customers data but in the
case of Facebook and Transportstyrelsen in Sweden, they actually went outside
these standards and ethics and gave out users data.

The  Facebook-Cambridge  Analytical  data  scandal  involves  the  unlawful
collection of personally identifiable information of up to 87 million Facebook
users  that  Cambridge Analytical  stated tapping in  2014.  Regardless  of  what
Cambridge was using these data for, it was done in an inappropriate way and
even without the consent of the owner. It was practically a security bridge on
the  part  of  Facebook[56].  On  the  part  of  Transportstyrelsen,  it  allow
unauthorized foreign organisation to gain access to highly sensitive data simply
by awarding it  IT contract  without  due  process.  This  was a  big  damage to
privacy of millions of people in the country[57].

The way users data are processed and stored is also a big problem, knowing that
a whole different set of legal rules could be in force. If you process data in one
country,  store it  in  another  country and send it  through some other country,
these regulation laws could conflict and affect international relations between
countries.  So there are still lots to do when it comes to cloud storage and the
IEEE stands  and ethics  of  cloud computing.  However,  that  the  new GDPR
regulations is taking care of this inter countries of a thing. (See Section 2.3).

One other problem is also the attitude of the cloud storage medium providers
toward  the  data  committed  to  them.  They  tend  to  give  high  level  security
support to customers that paid more and ignore the customers that paid less.
This could be described as discrimination and even the IEEE code of ethics
does not address discrimination. While ethical issues would remain a thing of
concern in IT world, one of the best solution to protecting data is for individuals
and businesses to encrypt their data with a good encryption algorithm such as
AES before giving out those data to the cloud service providers for storage.

5.2 Future Work

Just  as  businesses  are  channelling  their  paths  to  the  cloud  so  also  is  cyber
attacks  and  data  theft  are  constantly  evolving.  Considering  the  efforts  and
intentions of hackers, cloud storage providers and security specialists must stay
in the lab concocting new schemes to keep the bad guys at  bay.  The future
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would  definitely  be  considering  some  problems  related  to  existing  security
algorithms and the implementation of a better version of Blowfish or AES is
one solution to the problems.

Another solution that may easy the treats from the bad guys is the new method
called  “Honey  Encryption”  which  expert  observers  believes  will  deter  the
hackers by serving up fake data for every incorrect guess of the key code. The
unique approach not only slow attackers down, but potentially buries the correct
key in a haystack of false hopes. 
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Appendix A: Code of Ethics
IEEE Code of Ethics [54]

Members of the IEEE committed ourselves to the highest ethical and 
professional conduct and agreed on the following:

1. to hold paramount the safety, health, and welfare of the public, to strive
to comply with ethical design and sustainable development practices,
and to disclose promptly factors that might endanger the public or the
environment; 

2. to avoid real or perceived conflicts of interest whenever possible, and to
disclose them to affected parties when they do exist; 

3. to  be  honest  and  realistic  in  stating  claims  or  estimates  based  on
available data; 

4. to reject bribery in all its forms; 

5. to  improve  the  understanding  by  individuals  and  society  of  the
capabilities  and  societal  implications  of  conventional  and  emerging
technologies, including intelligent systems;

6. to  maintain  and  improve our  technical  competence  and to  undertake
technological tasks for others only if qualified by training or experience,
or after full disclosure of pertinent limitations; 

7. to  seek,  accept,  and  offer  honest  criticism  of  technical  work,  to
acknowledge and correct errors, and to credit properly the contributions
of others;  

8. to treat fairly all  persons and to not engage in acts of discrimination
based on race, religion, gender, disability, age, national origin, sexual
orientation, gender identity, or gender expression; 

9. to avoid injuring others, their property, reputation,  or employment by
false or malicious action;  

10.to assist colleagues and co-workers in their  professional development
and to support them in following this code of ethics. 

Changes to  the IEEE Code of Ethics will  be made only after the following
conditions are met:

• Proposed changes  shall  have  been published in  THE INSTITUTE at
least three (3) months in advance of final consideration by the Board of
Directors, with a request for comment, and 

• All IEEE Major Boards shall have the opportunity to discuss proposed
changes prior to final action by the Board of Directors, and 

• An affirmative vote of two-thirds of the votes of the members of the
Board of Directors present at the time of the vote, provided a quorum is
present, shall be required for changes to be made. 

61



Security in Cloud Storage – A Suitable Security Algorithm for Data Protection
Adeshola Oduyiga 2018-08-08

ACM Code of Ethics and Professional Conduct

General Moral Imperatives [55]:

1. Contribute to society and human well-being.

2. Avoid harm to others.

3. Be honest and trustworthy.

4. Be fair and take action no to discriminate

5. Honor property rights including copyrights and patent.

6. Give proper credit for intellectual property.

7. Respect the privacy of others.

8. Honor confidentiality.
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