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Abstract 
Today at various locations and factories we have a lot of sensors and 
actuators that interact with each other and a control-unit. The control-unit 
is in most cases a cloud-based solution. This is in most cases a good 
solution. However, there is a rise in expected devices and sensors which 
will most likely be too much data for the existing network to handle. This 
paper researches if a fog-unit might be the solution to this problem. The 
setup of the fog-unit in the network is a unit between the cloud and the 
sensors and actuators. In this paper the fog-unit and sensors/actuators 
have been emulated on Raspberry Pi’s. The sensors are emulated using 
python-threads and communicate with the fog-unit using the UDP-based 
protocol CoAP and the fog communicates to the cloud using the TCP-
based protocol MQTT. After a prototype was built it using said Raspberry 
Pi’s it was sent through a few measurements in the fields of bandwidth, 
cloud-utilization and response times. This was later compared to another 
setup without the fog-unit as the control setup. The result with this kind 
of setup was that a fog-unit lowers the cloud-utilization and use of 
bandwidth, however it increases the round trip time of a request from the 
cloud by a large amount. Which leads to the conclusion that a fog-unit in 
this kind of setup might be a good network solution if the response time 
to the cloud isn’t important. 

Keywords: Fog-computing, fog-unit, MQTT, CoAP, Raspberry Pi, python. 
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1 Introduction 
Today at various locations and factories we have a lot of sensors and 
actuators that interact with each other and a control-unit. The control-unit 
is in most cases a cloud-based solution. This is in most cases a good 
solution. However, there is a rise in expected devices and sensors which 
will most likely be too much data for the existing network to handle, even 
though most of the data is simple numeric values like temperature-
readings or commands to trigger an actuator. 

1.1 Background and problem motivation 
It is expected to be 29 billion devices [1] as soon as year 2022 on the 
Internet. Many of these will be small embedded devices with sensors and 
actuators, enabling new types of intelligent applications. All these smart 
devices connected and collaborating together form what we call the 
Internet-of-Things (IoT). Industries are also looking into this area, 
creating very demanding Industiral IoT (IIoT) scenarios. Because of the 
scale of devices and the sheer number of sensors, actuators and the 
information they produce, we will have serious problems in the future, if 
we want to enable communication between all these devices connected to 
the IIoT. There is also talk of fog computing systems to leverage the 
drawbacks of cloud computing far from the industrial sites. One typical 
IoT example is to connect fast updating industrial sensors cloud systems, 
without excessive overhead communication.  

1.2 Overall aim 
The aim of this project is to investigate into the Fog/Cloud system for 
smart data distribution for the IIoT. Hence, the task is to survey, 
implement, and evaluate this IIoT system. To be able on this, perform a 
quantitative evaluation to determine the benefits, drawbacks, and 
differences between different Fog/Cloud methods, as well as and how it 
effects the scalability, response times, and overall quality and 
effectiveness. With the increasing amount of sensors and the data these 
will produce there will be a problem in turns of the bandwidth. The 
current available bandwidth have to transport all data from the sensors 
to the cloud won’t be enough. Therefore a unit in the middle aka the fog-
unit might be the solution. Therefore the problem I will solve in this thesis 
is to increase the scalability of a network using a fog-unit. 
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1.3 Concrete and verifiable goals 
From the problem regarding the area of IIoT, Cloud, and Fog systems I 
will solve the following goals: 

1. Decide what type of sensors that are going to be used (emulated or 
physical). 

2. Decide what kind of unit the fog-unit is going to be (small pc or 
powerful embedded system). 

3. Determine a suitable cloud solution. 

4. Select suitable protocols for the communication.  

5. Implement a working prototype. 

6. Make measurements on the prototype with regards in: 

6.1. Cloud-utilization (how much ram/cpu/storage/bandwidth is used) 

6.2. Response time (time for data to travel from sensor to cloud) 

6.3. Use of bandwidth (how much data is going between each link in 
the system, sensors to fog, fog to cloud) 

7. Evaluate the result of measurements in regards to points 6.1-6.3. 

1.4 Scope 
The study has its focus on the fog-units and how they can ease the 
workload of the cloud to deliver more information in time. Therefore 
there will not be any regards for security or encryption, so all data will be 
sent as plain text. There will be simple values transmitted using 
microcomputers and not any video or audio streams. There will only be 
two prototypes. One with the fog-unit and one without as a reference for 
comparisons. The cloud will be hosted locally so that the measurements 
will be easier. The other option was to use AWS (Amazon Web Services) 
but that will make some measurements trickier, therefore it will not be 
used.  

1.5 Outline 
Following this introductory chapter there will be another 5 chapters. 
Chapter two will present the theory of this subject, chapter three will 
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explain the method used, chapter four will present the construction of the 
prototype that will be used to test the model in chapter three. After this 
will the result be presented in chapter five followed by a discussion in 
chapter six. 
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2 Theory  
In the theory chapter the information that is necessary for understanding 
the rest of the paper will be presented. This includes IoT, common 
protocols, cloud, fog and related works. 

2.1 IoT – Internet of Things 
Internet of things or IoT is a broad subject with many side-tracks of 
specific setups and places of operation. For instance the Industrial 
Internet of things launched by siemens named mindsphere [2] or 
wonderware [3] by schnieder electric, there is also more local internet of 
things platforms designed for home use like the amazon echo [4]. Luckily 
the definition from google is general enough to cover most of these setups. 
Which can be seen in Figure 1. 

 
Figure 1: Screen dump of the result of when typing “internet of things definition” into 

google. 
That is what google dictionary says about the internet of things. And it’s 
quite accurate. Internet of things (IoT) is in the broad scope a lot of small 
computers or devices connected to the internet communicating with each 
other to solve different tasks without the direct involvement of a user. 
However there is still some doubt about this definition due the scale these 
IoT-setups can have [5]. The IEEE-committee has made an attempt in 
making a more suitable definition for IoT [5]. 
 
The industrial internet of things [6] (IIoT) is a sub-group of the internet of 
things where the focus is the use of these network connected devices in 
an industrial environment, for instance in manufacturing.  
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2.2 IoT – Common protocols 
Most of the devices in the internet of things are low-powered devices and 
therefore require a communication protocol that isn’t too performance 
heavy. There are two common communication protocols in this category 
that aren’t to performance taxing. These are CoAP and MQTT. [7] 

2.2.1 CoAP 

CoAP stands for “Constrained Application Protocol” [8] and is a 
communication protocol that sends data similar to ordinary UDP packets. 
It’s designed to fit in a standard IP-frame to avoid ip-fragmentation [9] 
(which translates to 1280 bytes). It also has a small header (4 Byte) and 
low parsing complexity [8] which makes it suitable for internet of things 
devices. CoAP [10] is similar to rest-interface with a specified server 
dedicated to handling requests like GET, PUT, POST, DELETE and 
OBSERVE from connected clients. The server responds accordingly to the 
connected clients in an asynchronous manner. Figure 2 is a visualization 
of this. 

 
Figure 2: Visualization of a CoAP setup. 

2.2.2 MQTT 

MQTT [11] is a TCP based lightweight communication protocol designed 
for sending data between low-powered devices. MQTT uses a 2 byte fixed 
header [12] and a non-required variable header and addition to this it has 
the payload which is the size of the remaining part of the packet, which 
can be as big as 256MB (Mega Byte). MQTT uses a publish/subscribe 
methods to send data to the clients. It works in the following way: A client 
publishes data in a topic that it wants to send, that data is sent to a broker 
that then distributes that data to the clients that are subscribed to that 
topic. Figure 3 below illustrates this.  
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Figure 3: Visualization of how MQTT works. 

2.3 Cloud 
“Cloud computing is a model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of configurable computing 
resources (e.g., networks, servers, storage, applications, and services) that 
can be rapidly provisioned and released with minimal management effort 
or service provider interaction”. National Institute of Standards and 
Technologies (NIST) chapter 2 [13]. 

A conclusive quote to define the cloud. For the IoT part of networking the 
cloud can be seen as computational part and/or storage part of the chain 
where the end devices are seen as the sources of data. The cloud can be of 
many types and those are private, community, public, hybrid and virtual 
private clouds. A private cloud is a cloud that is owned and used 
exclusively by a single person/organization, like a company file-server. A 
community cloud is one that is used by a specific community with shared 
goals and concerns. The difference here is that people outside the 
organization is able to use the same cloud as the owning organization, 
but not the general public. That is the third type of cloud, the public cloud. 
That one can used by anyone that wants to. Then there is the hybrid cloud. 
That cloud is a combination of two of the previous clouds. Then there is 
the virtual private cloud. That cloud has the aim to solve the issues caused 
by a private cloud and a public cloud using a VPN (Virtual Private 
Network). More about this can be found in “Integration of Cloud 
computing and Internet of Things” [14]. 
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2.4 Fog 
The fog [15] in the IoT-chain is a medium-powered device in the middle. 
It’s an intermediate between the cloud and the end devices to do the 
necessary calculations or compression of data that is sent to the cloud. 
This is to get the cloud closer to the end devices and reduce the amount 
of data transmitted in order to increase the overall scalability of a system 
and to make responses to different end devices in a short amount of time 
[16] (Ex. Increase the amount of cooling on an end device if it reports a 
high outside temperature). This generates the benefits of lower 
operational costs because less data has to be sent to the cloud at a different 
location and better security because less sensitive data has to be 
transmitted to the cloud, and can instead be analyzed locally in devices 
behind the same security policy [16]. More about this can be read in the 
white paper form cisco named “Fog Computing and the Internet of 
Things: Extend the Cloud to Where the Things Are” [16]. 

2.5 Related work 
There have been many studies in the field of fog-computing. The 
following have similarities to what this study is attempting to uncover. 

2.5.1 Finding your Way in the Fog: Towards a Comprehensive Definition 
of Fog Computing 

The study “Finding your Way in the Fog: Towards a Comprehensive 
Definition of Fog Computing” by Luis M. Vaquero and Luis Rodero-
Merino [17], talks about how the computational power is moving from 
the cloud and closer to the end devices and how it might shift the 
information technology landscape in the future. The paper also offers 
definitions of the fog, peer to peer networks and more. This paper is 
related in the form of a problem recreation. My paper is trying to recreate 
a small part of the figure 2 in this research paper in building a small cloud 
close to the sensors. 

2.5.2 Perspectives for fog computing in manufacturing 

The paper “Perspectives for fog computing in manufacturing” by Jakub 
PIZOŃ and Jerzy LIPSKI [18] focuses on the subject of fog-computing and 
how it might interact with the manufacturing enterprises of today. The 
paper claims that fog computing is expected to be an accelerating factor 
in another industrial revolution with focusing points on the new solutions 
CPS, CPPS and CM and their connection to fog computing. This paper 
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relates to my work in the form of that we both are looking into the same 
field, the industrial internet of things.  

2.5.3 Software-Defined Fog Network Architecture for IoT 

The paper “Software-Defined Fog Network Architecture for IoT” by 
Slavica Tomovic, Kenji Yoshigoe, Ivo Maljevic and Igor Radusinovic [19] 
focuses on the fog-unit as a new model for internet of things (IoT). It states 
that fog-computing allows for more data to be analysed and managed at 
the network edge to be able to support applications that need low 
predictable latency. This is because the amount of internet-connected 
devices raises a lot of different challenges to the current network 
architecture in terms of scalability, real-time data transmission and 
mobility. This paper has been part of the base that the construction of this 
paper is built upon.  
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3 Methodology 
For the method of this project there are a few goals that has to be achieved. 
These were presented earlier in this thesis in the section 1.3. These will be 
approached in the following way. 

To solve goal one, decide what type of sensors that are going to be used. 
I will have to do some research in which sensors can be used, how they 
work and how well do they scale. This will be done via a few internet 
searches using google search with the query “iot temperature sensors” 
and then I will search on the resulting sensors name followed by 
“datasheet”. This will hopefully result in datasheets containing their 
behaviour so that if I can maybe emulate them.  

To solve the second goal, the selection of a fog-unit. I will have to firstly 
have the type of sensor ready. Then do some research in how fog-units 
are used today and how powerful they are. This will also be done via 
internet searches using google search with the queries “fog nodes 
performance” and “fog network unit’s performance”. The fog-unit will 
most likely be a computer of some kind, the question is how powerful it 
has to be. 

To solve the third goal, the cloud issue, I will have to look into if there is 
some cloud solution that will work with this project and won’t cost too 
much. This will be done via a search on the web using google search for 
cloud-software that can be run on a laptop.  

To solve the fourth goal, what protocols are to be used, I will do some 
research into what protocols are used today in relation to each step in the 
chain (sensor to fog, fog to cloud). For this I will search on what protocols 
IoT-devices use using google search with the query “iot protocol“ and 
what protocols are common for the cloud. 

When the time comes to solve the fifth goal, actually building a prototype 
I will use the information that I will have gained from solving the 
previous goals to build it. For this I will use a laptop as the cloud, the 
suitable device as a fog node and most likely a Raspberry Pi that will 
simulate sensors. The sensors will most likely be simulated using a 
python script created using the IDE that’s included in the python installer. 
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When the fifth goal is achieved I can start with the sixth one, measuring 
response times, bandwidth usage and how much of the cloud is used 
(amount of ram, cpu and bandwidth used by the cloud). This will be done 
using the devices built in performance-loggers (task-manager, system 
resource manager), packet-sniffing, pinging devices and so on. 

When all of the goals that are presented above are finished its time to 
evaluate the result and present it in a readable format using graphs and 
tables and propose future work. 
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4 Implementation 
The implementation of the testing setup is a laptop will be the cloud, a 
Raspberry Pi 1B+ will be the fog-unit and second Raspberry Pi 1B+ will 
simulate multiple sensors. The code for the setups can be found in 
Appendix A. Figure 4 below illustrates the setup. 

 
Figure 4: Implementation image. Left side of the picture is the normal setup while the 

right side is the setup for measuring response time. 

4.1 Cloud 
The cloud in this setup is made up by a laptop running a MQTT-broker 
and a software that can send and receive MQTT-messages. The broker is 
the free MQTT-broker mosquito [20] that runs like a service on windows 
machines. Then to be able to send and receive messages the software 
MQTT.fx [21] was used to view and send MQTT-messages. This is simple 
practical setup of a private cloud. A screen dump of an example output 
of received messages from a subscribed topic can be found in the result 
chapter as Figure 5. 

4.2 Fog 
The fog-unit will be a Raspberry Pi 1B+ and will be the unit in the middle. 
The fog-unit will communicate to the cloud via MQTT and via CoAP with 
the sensors. It will be configured differently depending on which 
measurement is being made, however both will be running a python-
script and using the libraries paho-mqtt [22] and CoAPthon [23], both are 
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available through the package manager pip [24]. The following sub-
chapters will explain how the fog is configured depending on the setup.  

4.2.1 Response time setup 

Fog-unit in the response time setup is a Raspberry Pi configured as 50 to 
300 CoAP-clients with the sensors as a CoAP-server. The client is 
multithreaded so it sends many requests at once and receives multiple 
results continuously. This sort of emulates multiple sensors sending data 
to the fog while enabling support for GET-requests from the cloud to the 
sensors. This is made via a python-script using the CoAP-library 
CoAPthon [23]. Later the fog unit will also run an MQTT client with the 
cloud as a broker and a client for reading the data. So it will send bigger 
chunks of data on specified times (about every tenth second or so). The 
MQTT-client is run on a different thread using the paho-mqtt library [22]. 
Example output from the console can be found in Figure 6 of the result 
chapter.  The source code for the fog-unit can be found in the appendix. 

4.2.2 Normal setup 

The fog-unit in the normal setup is a Raspberry Pi configured as a CoAP-
server with a shared storage where the sensors will store their data. This 
setup is more of a real-world interpretation of how a fog-unit would be 
installed to a network. This is made via a python-script using the CoAP-
library CoAPthon [23]. The fog will also run a MQTT-client dedicated for 
publishing data so that the subscribed clients will get a copy of this data 
(in this case it’s the cloud that will get the data). This fog will like the 
response time setup, publish to the broker about every tenth second. The 
MQTT-client is run on a different thread using the paho-mqtt library [22]. 
The source code for the fog-unit can be found in the appendix. 

4.3 Sensor 
The sensors in the setups will be emulated using a Raspberry Pi 1B+. The 
behaviour will be based around the temperature/humidity sensor 
BME280 [25]. Alternatively the sensor DTH22 can be used however the 
recommended polling rate of that sensor is 0.5 Hz [26] and that is to long 
for these tests. Since the polling rate of the BME280 [25] can be as low as 
50ms it is more suitable to emulate using many python threads on an 
underpowered Raspberry Pi. 
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4.3.1 Response time setup 

The sensors in the response time setup is emulated by CoAP-server where 
the fog sends get-requests to it emulating multiple sensors. It gets 
multiple requests per second from the fog so it can emulate the behaviour 
as if it would be sending continuous data from different sensors to it. The 
get-requests made by the fog-unit to the sensors is similar to how the 
temperature sensor BME280 is sending its data in the size of the payload. 

4.3.2 Normal setup 

The sensors in the normal setup is a Raspberry Pi that is running 50-300 
CoAP-clients that is making put-requests to the fog-unit. Its behaviour is 
similar to the response time setup except now there is only a one-way 
communication between the fog and the sensors. A console screen 
dump is available in the result part of the paper as Figure 7. 

4.3.3 Reference setup 

The sensors in the normal setup is a Raspberry Pi that is running 50-300 
MQTT-clients that is publishing to the cloud. This is to be able to send 
data directly to the cloud similar to how data is transferred through an 
IoT-system when sending to a cloud.  

4.4 Measurement implementation 
In this chapter the implementation of the measurements will be presented. 
These measurements are cloud-utilization, response time and use of 
bandwidth. 

4.4.1 Cloud-utilization 

The cloud- utilization was measured via windows built-in System 
Resource Manager to look at the used system resources. Filter boxes was 
ticked to only monitor the processes and services that were related to the 
cloud software. Therefore only presenting the CPU-usage, RAM-usage, 
disk-usage and bandwidth-usage used by the processes that the cloud is 
running. The result of the measurements are presented in tables 1 and 2. 

4.4.2 Response time 

The response time is measured by using the response time setup 
mentioned in the previous sections. The measurement is carried out in 
the following way: 

 An MQTT publish is made from the cloud. (timestamp is made) 
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 The broker sends that publish to the fog-unit. 
 The fog-unit makes a specified CoAP-get to the sensors. 
 The sensors responds with a value 
 The fog-unit takes that value and publishes it. 
 The broker sends it to the cloud 
 The cloud gets the requested value (timestamp is made) 
 Then the difference between the timestamps is calculated. 

Then the average response times were calculated together with their 
corresponding standard deviations and presented in the form of graphs 
with the mean-values as the line-plot and the standard deviations as 
error-bars. These plots can be seen in Figure 8 and Figure 9.     

4.4.3 Use of bandwidth 

To measure the used bandwidth the terminal based program tcpdump 
[27] was used on the fog unit. It created a file with all the network traffic 
that passed through it and dumped it onto a file. The program was left to 
run for over seven minutes to soothe out any bandwidth-spikes so that 
the measurement would give a more correct mean bandwidth value. 
Example of command line start of tcpdump [28]: 

tcpdump − i < interface >  −s 65535 − w < filename >. pcap 
The –i is used to select the network interface to be captured from, -s selects 
the maximum packet length to be captured and –w selects which file the 
program is supposed to write to. 

The file was later analysed using wiresharks packet length function in the 
statistics tab to count the number of packets and their size that was sent 
to each link in the network. Example of a packet-filter that was used: 

udp. port ==  5683 && frame. len <  60 

This filter will display the amount of udp-packets that was sent through 
port 5683 that has a smaller size than 60 byte. 

Then the bandwidth will be calculated using Formula 1 below where ‘p’ 
is the number of packets of a specific size and ‘S’ is the size of that packet. 

∑ 𝑝 ∙ 𝑆

𝑇𝑖𝑚𝑒
= 𝐵𝑎𝑛𝑑𝑤𝑖𝑑𝑡ℎ 

Fornula 1: Formula to measure mean bandwidth over a set amount of time that sends pi 
amount of packets of si size. 
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This formula was then turned into a Matlab-script that calculated the 
bandwidth in byte per second, which is later converted into bits per 
second. This script can be found in Appendix A.  
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5 Results 
In the following sub-chapters the result of the measurements will be 
presented, starting with the result from the response time followed by the 
bandwidth measurements and finally the cloud-utilization measurement. 
All test where made with increments of 50 sensors/threads from 50 to 300. 
The measurements ended at 300 sensors/threads because the hardware 
had great difficulty starting the program with more than 300 
sensors/threads. Below you can see the some screen dumps of how the 
setup look. The image below is a screen dump of the subscription window 
in the software “MQTT.fx” which makes up a part of the cloud in this 
setup. 

 
Figure 5: Output from subscription window in “MQTT.fx” with 300 sensors. 
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The image below is a screen dump of the console of a correctly configured 
CoAP server running on the Raspberry Pi acting as the fog. 

 
Figure 6: example output from the fog unit console. 

And finally an image of the console of the Raspberry Pi that simulated up 
to 300 sensors constantly sending data to the fog unit. 

 
Figure 7: example output from the sensor unit console. 
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5.1 Cloud-utilization  
The tables below are the result of the measurements of cloud-utilization 
using the System Resource Manager in Windows. The first table presents 
the result for the fog setup and the second table presents the result for the 
reference setup. 

5.1.1 With fog-unit 

The table below (Table 1) presents the data acquired from the system 
resource manager in the cloud and how much resources were used for 
different amount of sensors with the fog. 

Table 1: Result from the cloud utilization measurement for the fog setup. 

The resource usage was stable throughout the test and nothing abnormal 
was observed. The only thing that scaled linearly to the amount of sensors 
was the bandwidth, everything else was at a constant usage with 
deviations that can be deemed to be negligible. Disk-usage was observed 
to be none which indicates that all work of the cloud-processes was done 
in ram.  

  

No. sensors/threads CPU 
(approx.) 

RAM Disk-
usage 

Network (bit/s) 

50 1-4% 428MB None 328 

100 1-4% 433MB None 648 

150 1-2% 416MB None 968 

200 1-2% 414MB None 1288 

250 1-2% 409MB None 1608 

300 1-2% 415MB None 1928 
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5.1.2 Without fog-unit 

Table 2 below presents the data acquired from the system resource 
manager in the cloud and how much resources were used for different 
amount of sensors without the fog. 

Table 2: Result from the cloud utilization measurement for the normal/reference setup. 

No. sensors/threads CPU 
(approx.) 

RAM Disk-
usage 

Network (bit/s) 

50 8-9% 359MB None 9144 

100 6-7% 426-446MB None 9256 

150 7-8% 450-476MB None 9288 

200 4-7% 420-450MB None 9096 

250 8-9% 396-420MB None 9112 

300 4-8% 410-426MB None 9232 

The ram-usage increased when the test was left running for a longer time. 
Ram usage could go up to 1.7 GB and then the MQTT-broker would crash. 
Which is different compared to the fog-setup where the resource usage 
was more stable.  

5.2 Response times 
The result of the response times are presented below in the form of graphs 
of the mean response times of 10 measurements per sensor quantity, with 
the sensor amounts 50-300 sensors with increments of 50. The standard 
deviation was also observed and displayed in form of error-bars in the 
resulting plot. This is to get a better mean value and a lower standard 
deviation.  
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5.2.1 With fog-unit 

The picture below displays the result of the response time measurements 
in the fog setup. As can be observed the response time seems to lie around 
280±50 milliseconds on average with a big spike at 300 sensors/threads.  

 
Figure 8: Result from the response time tests for the fog setup including standard 

deviation bars. 
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5.2.2 Without fog-unit 

The picture below displays the result of response time measurements in 
the reference setup. As can be observed the response time seems to lie 
around 30 ±15 milliseconds on average. 

 
Figure 9: Result from the response time tests for the reference/normal setup including 

standard deviation bars. 

5.3 Bandwidth 
Below the result for the bandwidth measurements are presented. The goal 
was to uncover if the fog-unit changed the bandwidth used. The data is 
presented with the result from the fog first and the reference (without fog) 
second. The bandwidth was calculated using the method presented in 
section 4.4.3. 
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5.3.1 With fog-unit 

Table 3 below presents the results for the fog setup and how much data 
is flowing between each link in the fog-setup for different amount of 
sensors/threads. 

Table 3: Result from bandwidth measurements for fog setup. 

No. sensors/threads Sensor to fog (bit/s) Fog to cloud (bit/s) 

50 5790 418 

100 5941 734 

150 5880 1053 

200 6014 1418 

250 5958 1721 

300 4910  2024 

5.3.2 Without fog-unit 

The table below (Table 4) presents the results for the fog setup and how 
much data is flowing between the cloud and the sensors for different 
amount of sensors/threads. 

Table 4: Result from bandwidth measurements for fog setup. 

No. sensors/threads Bandwidth (bit/s) 

50 73953 

100 73423 

150 72971 

200 74032 

250 72931 

300 73661 
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6 Conclusions  
The conclusions that can be drawn from previous sections are the 
following: 

The goal of choosing the sensors was achieved and of the result of the 
research it became quite obvious that they had to be emulated in order to 
get the amount of data required. More information can be read in section 
4.3. 

The goal of choosing the fog-unit was achieved and a Raspberry Pi 1B+ 
was selected for a fog-unit. It was powerful enough to group the sensor-
data together and does similar things that modern full-scale fog-units do. 
More on this can be read in section 4.2. 

For the goal of choosing the cloud-solution it ended with a simple setup 
with a laptop running an MQTT-broker and the software “MQTT.fx” 
because that combination gave the cloud the functionality this project 
required and made the measurements easy to perform. More of this can 
be read in section 4.1. 

The goal of choosing the protocols that were going to be used was 
achieved and it was pretty obvious due to the popularity of the protocols 
CoAP and MQTT. CoAP with its asynchronous rest interface was suitable 
for the sensor communication and MQTT for the cloud communication 
due to the massive payload support. More about them can be read in 
section 2.2. 

The goal of implementing a prototype was reached and its 
implementation can be read about in section 4 where all the parts are 
presented and how they interact with corresponding screen dumps of 
their terminals in the Figures 5, 6 and 7.  

The goal of making measurements in the fields of cloud-utilization, 
response time and bandwidth-usage was achieved. The implementation 
can be read in section 4.4 and the result of the measurements can be read 
about in section 5. From the result of the measurements it is possible to 
draw the following conclusions from this setup: 

The fog-unit in this setup lowered the cpu-usage and bandwidth. 
However, there isn’t possible to draw any conclusions about the ram-
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usage due to the issue in the reference-setup. The reference-setup ram-
usage increased rapidly until the broker crashed. The cause of this is not 
known, it could be the software MQTT.fx or the mosquito-broker. 

The fog-unit in this setup is a terrible for response times. In the tests the 
fog-unit increases the response time with ≈250ms. Which indicates that a 
fog-unit is not suitable for time critical systems. However, this could be 
because of the response time setup. Because way the response time is 
measured, it required communication from the cloud down to the sensor 
Pi, resulting in the code running on the fog Pi behave similar to a fork-
bomb attack. 

The fog-unit in this setup was able to lower the average bandwidth in the 
setup. If the values in table 3 is observed the bandwidth used to the cloud 
is significantly lower than the bandwidth that is used coming to the fog-
unit. The values in the tables 3 and 4 are higher than the bandwidth 
values in tables 1 and 2. The reason for this is unknown, however a 
speculation around this is that windows resource manager is only 
measuring the amount of bandwidth that is fed to the monitored process. 
Leaving other protocol issued packets like acknowledge packets and 
other out of the measurement, whereas Wireshark captures everything.  

From the result there is possible to draw the conclusion that a fog-unit in 
this type of setup is of use. However due to the high response times it 
introduces it won’t be suitable in time-critical systems and more suitable 
in the civilian sector. For example. Traffic-surveillance, weather-data and 
other things where response times aren’t too important. Therefore it 
might not be suitable in the industrial sector because many 
manufacturing processes rely on low latency responses to correct any 
irregularities. Because when something goes wrong in the industrial 
sector, it goes wrong very fast and maybe even to a catastrophic level. 

6.1 Ethical considerations 
As was mentioned in the previous section that the fog-unit might be 
suitable in the civilian sector. However because of that they will most 
likely be used for video-surveillance. Which in turn might mean more 
surveillance in oppressed regimes which in turn mean less freedom and 
privacy. It is known that China is running their “Social Credit System” 
[29] to mandate every person’s life. A bad score means worse access to 
life necessities like ability to take a loan at the bank. With the fog-unit the 
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surveillance for this system could be even more intrusive to the citizen’s 
private life and monitor even more than before.  

Another issue with a fog-setup is the security. The previous 
cryptocurrency craze highlighted some hackers ingenuity by mining the 
cryptocurrency Monero on IoT-devices [30] [31] like refrigerators. If a fog-
unit were put in place and breeched then a hacker have access to a mid-
powerful pc and all IoT-devices connected to it. This, of course can be 
used for more malicious things than mining cryptocurrencies. For 
instance, giving them access to your home or disabling surveillance in an 
area where someone later gets jumped and murdered.  

6.2 Future work 
Future work for this topic may include: 

Cloud-utilization with another type of cloud to see if it yield the same 
result. For instance: Create a fog-setup with AWS (Amazon Web Services) 
as the cloud and see how it affect the performance of the network and its 
components trying to answer the same performance questions as this 
paper.  

See how different encryptions affect the performance of the new network 
and how much is necessary. Example using SHA-256 or SHA-512 to hash 
the data and then encrypt it using AES or RSA. Compared to using 
stream-ciphers or sending un-encrypted data. The fog-unit will probably 
have to be stronger for this, so something that is more powerful than a 
Raspberry Pi 1B+ will sufficient.  

Inspect if the fog-unit can be used as a video-encoding node in a 
surveillance network. For instance having multiple cameras sending their 
video output to a fog-node that encodes it using h.264/h.265 which in turn 
sends the encoded video to a surveillance cloud or a desktop computer. 
For this I can recommend a fog-unit that is more powerful than a 
Raspberry Pi 1B+. For instance an ASUS Tinker Board or a desktop 
computer with the processing power of an Intel core i3 or i5 if the 
resolution of the video stream is low.  
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Appendix A: Source Code 
Here is a link to a git-repo with the code: 

https://github.com/raho1501/Ex-jobb2018  


