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Abstract 
More and more devices around us are connected to the internet and 
communicate to each other. This includes devices such as radon sensors. 
Radon is a radio active gas and is the cause of several hundred cases of 
lung cancer. Smart connected radon sensors can be helpful to reduce the 
levels of radon as they provide remote access to the user. This study 
examines the opportunity to connect an already existing radon sensor to 
the “Internet of Things”.  The aim of this study has been to answer the 
problem “find a better solution for the IoT system and develop it”. The 
study was performed with a literature study of three Internet of Things 
platforms. This resulted in one Internet of Thing platform being used 
throughout the study. A database system and a system with the chosen 
platform was implemented and a time measurement of the different 
systems was performed. The study has shown that a less secured system 
is faster and it is also shown that the Amazon Web Service IoT Core is fast 
with respect to the many features offered. The study concludes that the 
choice of system depends on where and how the system is supposed to 
be implement. If the system just needs to send and store data, a regular 
MySQL database is enough. If the system in the future is supposed to be 
able to communicate with other devices, a IoT platform should be used. 

Keywords: Internet of Things, Python, MySQL, AWS, Radon. 
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Terminology 
Acronyms/Abbreviations 

Angstroms  Unit of the length between atoms. Symbol Å, 1 Å = 
0,1 nm[1]  

API   Application Programming Interface 

ARPANET  Advanced Research Projects Agency Network 

AWS   Amazon Web Service 

Becquerel  Unit for measurement of radon. Symbol Bq, 1 Bq = 1 
atomic breakdown per second[2]  

DAPRA  Defense Advanced Researched Project Agency 

GPS   Global Position Satellites 

HTTP   Hypertext Transfer Protocol 

HTTPS  Hypertext Transfer Protocol Secure 

IFFT   Inverse Fast Fourier Transform 

IoT   Internet of Things 

IPV6   Internet Protocol version 6 

MQTT  MQ Telemetry Transport 

M2M   Machine-to-Machine 

NFC   Near Field Communications 

PKI   Public Key Infrastructure 

SSL   Secure Socket Layer, security certificate which is 
making the transfer of data more secure[3]  

SDK   Software Development Kit 

SSH   Secure Shell 

SQL   Structured Query Language 
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RDS   Relation Database Service 

REST   Representational State Transfer 

RFID   Radio-frequency identification 

WSAN  Wireless Sensor Actuator Networks
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1 Introduction 
In the last decade Internet of Things (IoT) has started to grow 
exponentially. Everything from refrigerator to televisions to door locks is 
able to connect to the cloud. IoT is growing both for private persons, 
companies and the government. The devices can be at the home, at the 
office or even on the streets. IoT will help the human to get better control 
of almost everything in his life. With IoT it will be possible to get 
information or perform changes right in the smartphone. But there can be 
complications with more traffic at the network, the security and power 
supplying to the devices. 

1.1 Background and problem motivation 
Radon is the second largest cause of lung cancer in Sweden. Every year 
there are around 500 people who get lung cancer from radon and 50 of 
them have never been a smoker in their life. Therefor it´s important to 
have radon emissions under supervision. Radon is an odorless gas which 
is created when the element radium decomposes. Radon can be found 
everywhere in the ground and the concentration is high enough to spread 
into houses. Houses are constructed with lower pressure than the air 
outside and therefor it´s easy for the gas to spread. Another reason for 
proliferation can be if radon is found in the water. In 2015 the Swedish 
government took a decision of making homeowners responsible of radon 
sanitation in their own homes. Before it was possible to receive 
contribution from the state.[4]  

By the year 2022, 29 billion devices are expected to be connected to the 
internet. The devices would most likely be small embedded systems 
using sensors. All these small devices connected together is called the 
Internet of Things (IoT).[5]  

MidDec has developed a radon meter which can collect values of radon 
emissions and save them in a text file. These values can be read by a 
smartphone application. The current system has some weaknesses and 
needs to be upgrade to an IoT system.  

1.2 Overall aim 
The project’s overall aim is to examine and develop a new, better and 
faster IoT system compared to the already existing system. The new 
system should make it easier to collect and show the radon measurement 
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for the user. The problem in this thesis is to find a better solution for the 
IoT system and develop it. 

1.3 Concrete and verifiable goals 
The project will include a multiple of goals and milestones. The goals 
follow as: 

1. Survey three different IoT solutions. 

2. Implement one new database system and one IoT system for the 
radon sensor.  

3. Implement an application to communicate with the IoT system. 

4. Examine the response time between the database system and the 
IoT system. 

5. Find three benefits/drawbacks between the database system and 
the IoT system. 

1.4 Scope 
The focus of the project is to find a database system and an IoT solution 
that will solve the problem motivation and make an application which 
cooperates with the system. The focus will be to develop a solution 
adapted for a radon meter. The focus of the application will be a computer 
program. 

The focus is not to create a new system from scratch but finding an 
already existing system and make it fit for solving this problem. There 
would neither be any focus on getting the IoT solution working with 
other devices than the radon meter. There will not be any focus for 
developing an application for anything else than a computer. 

1.5 Outline 
Chapter one describes the background problem, the projects aim, the 
goals and the scope. Chapter two describes the theory of the project, the 
background that is necessary to know to understand how the project is 
build. Chapter three is about how the methodology is built up and in 
which order the project would be performed. Chapter four is handling 
the survey about the IoT platforms and the platform that is best fitting to 
solve the background problem. Chapter five is about how the project have 
been implemented, what have been accomplished, and how have it been 
implemented. The chapter would touch even the smallest and most 
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advanced things and describes how they have been implemented. 
Chapter six is the chapter which is handling the result of the project. This 
chapter is showing a pictures of the programs which have been made. It 
will also show illustrations and tables of the result. Chapter seven is about 
the conclusion. There is a discussion about every goal, how well it has 
been fulfilled and how it was performed. There is a graph showing the 
benefits and drawbacks of the project. 
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2 Theory 
This chapter is handling all the important theory of the development of 
the project. The subjects which is affected in the theory is Internet of 
Things, IoT platforms, protocols, radon and related work. 

2.1 Internet of Things 
Internet of Things can be described as a collection concept of machines, 
vehicles, home devices and other things.  

It can be difficult to understand what the “Internet of Things” (IoT) means 
at a beginning. The reason why it has been like this is because of the name 
“Internet of Things”. This term is composed by two terms, the first one is 
about a network oriented IoT and the second one is about “things”, also 
called objects, in a framework. The differences in the visions about IoT 
can sometimes be because the fact that business alliance, research, 
stakeholders and standardization bodies either looks at the issue at a 
“Internet oriented” or a “Thing oriented” perspective. When “Internet” 
and “Things” was merged together a new meaning is introduced, which 
means “a world-wide network of interconnected objects uniquely 
addressable, based on standard communication protocols”.[6]  

IoT first definition was from a “Things oriented” perspective. These 
things where considered very simple items using Radio-frequency 
Identification (RFID) tags. The term “Internet of Things” is attributed 
from researched in field of RFID and sensing technologies. RFID is still in 
the forefront of the IoT, “Near Field Communications” (NFC) and 
“Wireless Sensor and Actuator Networks” (WSAN) with RFID are 
identified as “the atomic components that will link the real world with 
the digital world”.[6]  

2.1.1 History 
IoT is quite new to the society, but there have been vision about machines 
communication from early 1800s. The first machine producing direct 
communications was the telegraph which was developed in the 1830s and 
1840s. The radio is another necessary development for IoT. The first 
transmission of a voice on radio was made 3 June 1900. It took 50 years 
more before the development of computers started. A big significant 
component in IoT is the internet it self. The development of internet 
started in 1962, the development started out as a part of DAPRA (Defense 
Advanced Research Projects Agency). In 1969 DAPRA evolved into 
ARPANET. 11 years later, 1980, ARPANET began supporting public use, 
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later evolved into our modern Internet. Another milestone making a 
different for IoT is the Global Position Satellites (GPS), the GPS became 
reality in the beginning of 1993. The Department of Defense created a 
system of 24 satellites. To make it even possible to handle millions of 
devices the development of IPV6 (Internet Protocol version 6) was 
necessary for a future of connected devices. After the development of 
IPV6 there is enough addresses to address every atom on the surface of 
the world and on 100+ other earths.[7]   

2.2 IoT Platforms 
One of the pillars in Internet of Things is the platform where the devices 
is connected and stores data, makes analysis and manages applications. 
A platform can be compered with a computer, the platform does a lot of 
things in the background makes it much easier for the developer, 
manager and users. Just as there are different operating systems on 
computers, phones and gaming consoles there are different platforms for 
IoT. The big difference is that there is over 100 different platforms. There 
are IoT platforms from more known computer companies such as 
Microsoft, IBM and Amazon. There are also from more known industrial 
companies such as GE, Bosh and Siemens and then there are a whole set 
of small companies. These platforms differ in shape and size. The result 
of this is; platforms designed fitting different cases.[8]  

2.3 Protocols  
To be able to transfer information from Human-to-human, human-to-
thing and thing-to-thing an IoT implementation requires protocols that 
can communicate efficiently.[9]  

2.3.1 HTTPS 

Hyper Text Transfer Protocol Secure (HTTPS) have the roots from HTTP 
and the ‘S’ on the end stand for secure. The protocol handle data which is 
sent form browser to website or reversed. The use of the protocol is often 
banking and other highly protected confidential online transactions. 
HTTPS uses two different secure protocols to encrypt the communication. 
These two encryption system is either SSL (Secure Socket Layer) or TLS 
(Transport Layer Security). This both protocols are in use of Public Key 
Infrastructure (PKI) system. This system is an asymmetric system which 
mean there is two different keys, a public key and a private key. As the 
names tells, the private key should be private and kept secret for 
everybody else than the user and the public key should be distributed to 
anybody that decrypt the communication.[3]  
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When a request to a HTTPS connected webpage is done a SSL certificate 
will be send to the browser automatically. This certificate contains the 
public key needed to start the secure session. If HTTPS and HTTP is 
compared, the difference is that messages send in HTTP is in plain text. 
This means that if the connection is hacked, the information is shown in 
plain text. This is a clear danger if the messages are a credit card number 
or society number.[3]  

2.3.2 MQTT 

MQ Telemetry Transport (MQTT) is a protocol for simply lightweight 
messaging and constrained for devices and low-bandwidth, high latency 
or unreliable networks. The protocol therefor fits machine-to-machine 
(M2M) or “Internet of Things” very well. It also fits mobile applications 
where bandwidth and battery is priority.[10]   

2.4 Radon 
Radon is an element with a highly radioactive inert gas with chemical 
formula Rn. The element was discovered in 1899 by an English physicist 
Ernest Rutherford. A German physicist, Friedrich Ernst Dorn, was also 
credited for discovered radon. Rutherford was discovered the alpha 
radiation of the radon and the discover of that radium is realizing a gas 
was done by Dorn.[4]  
Radon is colorless and chemically unreactive. The radius of the atomic is 
1.34 angstrom and the gas is the heaviest known gas. Radon gas is nine 
times denser than air. Radon is also soluble in water and other organic 
solvents. Radon is a noble gas and occurs in many different isotopic 
forms. Radon is occurring through radioactive gas and it is created by 
natural breakdown of uranium. Radon can be found in soil, rock and in 
some cases water.[4]   
The biggest risk with radon in homes is lung cancer. Radon is not an 
emergency risk but if a person is living with high emission of radon 
over a longer time there is a risk. Radon in indoor environments is 
causing around 500 lung cancer cases where 50 of these have never been 
a smoker. The guideline value for radon in homes is under 200 
Becquerel per cubic meter.[11]   

2.5 Related work 
This chapter will be about similar developments, it can either be some 
product which is specialized for radon or some development of IoT and 
the platforms. 
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2.5.1 Wave 
The company Airthings have created a radon meter named Wave, which 
looks as figure 1. 

 

Figure 1: Wave radon meter  

Wave is detecting the radon value; this value is shown by doing a wave 
in front of the radon meter. If the radon value is good the “Wave” is 
lightning green and if the radon value is not good its either lightning 
orange or red. “Wave” can also be connected to a mobile application to 
see the values. The radon meter can also read humidity and 
temperature.[12]   

2.5.2 IoT platforms: enabling the Internet of Things 

“IoT platforms: enabling the Internet of Things” written by S. Lucero is a 
study about which role Internet of Things are playing in the industry and 
society. The study is focusing on IHS definition of “IoT platform” and 
however “Huawei Ocean Connect IoT Platform” fits this definition. The 
report was performed between December 2015 and February 2016. 

The author of the report is writing about the risks with an inadequate IoT 
security. The risks that are pointed out are theft of data, danger for health 
and safety, less productive system if different system does not operate in 
the same manner, lack of integrity, breaking the law if data get lost and 
damaged reputation. 

The challenge of implement an IoT solution can be due to a number of 
factors. Devices which are without supervision are easy to attack. Devices 
or sensor with low-cost battery-powered remote might have some 
problem with processing security mechanisms. Unexperienced developer 
can also be a problem while developing IoT systems. 

A good solution for making an IoT system is to use a IoT platform. The 
definition of an IoT platform is quite complex. The author of the report is 
references to IHS definition which are “cloud-based and on premise 
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software packages and related services that enable and support 
sophisticated IoT services”. 

In recently it has been a trend using third part platforms which provides 
multi-connectivity management and big data capabilities. IoT platforms 
make removes some of the complexity in managing, developing and 
deploying IoT. Further it is more flexible and makes it easier for the 
developer to choose the approach to the connectivity for the 
application.[13]   
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3 Methodology 
This project thesis would be performed by one computer science student 
at Mid Sweden University. The thesis will contain literature studies, 
system development and an evaluation of the finished system. The 
workplace will be by home and in a study room at the university. There 
would be scheduled meetings with a supervisor to discuss the project 
progress. In the beginning of the project a project plan would be made to 
minimize the risk of getting stuck and also to follow the progress. 

The first goal of the five sorted out goals which is “Survey three different 
IoT solutions” will be performed by literature studies on the internet. By 
reading about the different solutions available on the internet market and 
do a valuation of which one that fits for this IoT problem. The keyword 
when performing the internet searches will be “internet of things 
solutions” and “internet of things gets started”. The evaluation will result 
in three IoT solutions that could fit the problem. Each of these three 
solutions will be carefully investigated and tested to come to a conclusion 
for which is the most optimal for radon measurements combined with 
IoT.  

The second goal “Implement one new database system and one IoT 
system for the radon sensor” will be performed by first developing a 
system working with a database given by the university. When the 
database system is done next step would be to selecting the best fitting 
solution of the three chosen in the first goal. The service will include a 
database and server connection. The services come with a platform where 
the flexibility and optionality can be varying between the different 
services. 

The third goal “Implement an application to communicate with the IoT 
system” will be performed for computers. The goal will be performed by 
creating an application from scratch using the software PyCharm. The 
application will be written in the programming language Python and 
MySQL. It will be important to set milestones in this goal to succeed with 
the application. The first focus in the application would be to get a 
working connection with the IoT system, it is most important to make it 
possible to get values from the IoT database to the application. When it 
has been accomplished there could be focus on displaying the 
information with a polished user interface in the application. Make an 
easy design for the user would be a priority instead of creating 
complicated functions. 
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The fourth goal “Examine the response time between the database system 
and the IoT system” will be performed by measurements between the 
database system and the IoT system. The measurements values will be 
carefully studied and a conclusion of which system is fastest will be 
performed. To be able to make these measurements a timer is going to be 
implemented in each of the three systems. 

The fifth and last goal “Find three benefits/drawbacks between the 
database system and the IoT system” will be performed by comparisons 
between the database system and the IoT system, the purpose of this 
would be to evaluate the benefits and drawbacks with the IoT system 
compared to a regular database system. At least three benefits and three 
drawbacks will be presented. This will make it easy to see when the IoT 
system will be more useful and when the database system is more useful. 
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4 Choice of platform solution 
This chapter is about the survey of the three IoT platforms where the 
benefits and drawbacks of every platform is pointing out. In the end of 
the chapter a choice of platform is performed. 

4.1 IoT platforms 
In this chapter there will be a presentation of three existing IoT platform 
solutions. The three IoT platforms which will be presented is Amazon Web 
Services IoT Core, Microsoft Azure IoT Hub and IBM Watson IoT Platform. 
These three solutions were selected because they all seems quite similar 
and they are all free in cost in a smaller amount of use. 

4.1.1 Amazon Web Services IoT Core 

Amazon Web Services IoT Core or AWS IoT Core is a managed cloud 
platform developed by Amazon which is a company mostly known of 
their online buy and sell services. Amazon have a bunch of different 
services beside the online store. Everything from AWS IoT cloud 
platforms to Amazon Wind and Solar Farms.[14]  

The AWS IoT Core is a managed cloud platform which means that they 
already have a database and server set up. AWS IoT Core has written on 
their website that the benefits with their IoT platform is the easy way to 
connect devices to the service, IoT Core supports communication 
protocols as HTTP, WebbSockets and MQTT. The benefits that Amazon 
presents is that it tolerates periodical connections from devices, the code 
footprint is minimized on the devices and the requirement of the network 
bandwidth is reduced.[14]  

The read and set of devices works even if the device is disconnected at 
the moment. It’s always possible to read the latest value if there is a 
connection on the phone. This is because of that the IoT cloud stores the 
value and sends it when the phone gets connected. The same works for a 
set on a device. If the device isn’t connected the IoT cloud stores the set 
request and does the set next time the device goes online. The closest 
server to Sweden for the IoT platform is located in London[15] In 2018 a 
AWS server will be launched in Sweden[16] AWS IoT Core contains SDK 
for the most common programming language and also a REST API. The 
pricing for the AWS IoT Core solution is free if there is a use lesser than 
2.500.000 min, 500.000 message, 225.000 Device shadow operation, 250.00 
rules trigged and 250.000 actions executed[17]  
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4.1.2 Microsoft Azure IoT Hub 
Microsoft Azure IoT Hub is a managed cloud service provided by 
Microsoft. Microsoft is a company mostly known by their operating 
systems but also for many more technological products such as their 
surface laptops and Xbox console. 

Microsoft Azure IoT Hub writes on their webpage that their users can 
rely on that the IoT platform will connect the user’s devices in a safe way. 
Microsoft also writes that their platform uses telemetry data and that the 
platform is ready to take action when an IoT device is sending 
information or needs attention. The cloud platform uses individual 
identities and credentials to retain the privacy both in cloud-to-device 
and device-to-cloud for the user’s devices. It is also possible to revoke 
access rights for devices if so is needed. A function which Microsoft also 
highlighting is the device management in the IoT Hub, performing 
changes, updates and managing the devices directly in the cloud service 
without any external application.[18]   

The locations of the server are available in 36 different regions in the 
world. The closest one to Sweden is in the Netherlands[19] Microsoft 
Azure IoT Hub has a REST API for sending messages from devices and 
from the hub to phone applications[20] The pricing for Microsoft Azure 
IoT Hub comes in four different intervals. Its free if less than 8.000 
message per unit per day are transmitted. Between 8.000-400.000 
transmitted massage per unit per day for a cost of $50 per unit. Between 
400.000-6.000.000 transmitted massage per unit per day for a cost of $500 
per unit. Between 6.000.000-300.000.000 message per unit per day for a 
cost of $5.000 per unit.[21]   

4.1.3 IBM Watson IoT 

IBM is a big multinational IT-company. IBM have a list of patents 
including the ATM, the floppy disk, the hard drive and the programming 
language SQL. IBM was the leading company on super computers and 
personal computers but now days they have sold the personal computer 
business and is focusing on systems and services. 

IBM Watson is IBM’s cloud platform for IoT. IBM writes on their webpage 
that they offer machine learning, natural language, image and text 
analytics to enrich IoT applications. According to IBM it should be simple 
to connect devices, gateways and networks. It should also be easier to 
understand the data with their platform and thus improve optimize 
operations which will result in faster deliver and better customer 
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experience. To managing and integrating with the IoT data is simple at 
the platform where data history would be shown.[22]  

IBM has nearly 60 datacenters where 33 of them are dedicated for the 
cloud platform. The datacenters are located over the whole world and 
they are all connected to IBM private network which makes the transfer 
of the data faster and more efficient.[23] The pricing for IBM Watson is 
free if the user register a maximum of 500 devices, a maximum of 200 MB 
exchanged, analyzed and analyzed at edge per month.[24]   

4.2 SaM Solutions review 
SaM Solution is an IT-company with over 20 years’ experience. SaM 
Solutions focusing on both US and Europe in countries as Germany, 
Netherlands and Eastern Europe. The focus is consulting and customer 
software engineer services.[25] SaM Solution have made a review of the 
top five IoT solutions where Microsoft Azure IoT Hub, IBM Watson IoT 
Platform and Amazon Web Services IoT Core is top three. SaM solution 
describe the three platforms as follows.  

Microsoft Azure IoT Hub benefits will be “Collect data from services”, 
“analyze data streams in motion”, “store and query large data sets”, 
“visualize both real-time and historical data”, “integrate with back-office 
system”, “manage your device”. IBM Watson IoT Platform describes as 
“enables you to securely connect all types of devices”. The connectivity 
will be quickly and easy with a step-by-step guide and at the same time 
secure. The information management will control the data that will be 
received and manage data storage. There will also be an analyze in real 
time which analyzes data and can trigger actions such as email, IFFT and 
so on. IBM Watson also has a “Risk and Security Management”. This is to 
protect the integrity of the user, secure the connection between the 
devices and the user. Amazon Web Services “provides a highly reliable, 
scalable, low-cost infrastructure platform in cloud that powers hundreds 
of thousands businesses in countries all around the world”. AWS offers 
pay-as-you-go, they have lower their prices 15 times over the last 4 years. 
AWS has a massive global cloud which allow the user to innovate, 
experiment and iterate quickly. The platform is flexible where there is a 
language and operating system and there is also a platform for 
programming model. The AWS is secure and have multiple layers of 
operational and physical security.[26]   
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4.3 Motivation of choice 
It is very hard to say that any of the platforms is better than another. All 
of the three platforms has their pros and cons. After a careful examination 
of the three platforms the decision fell on Amazon Web Service IoT Core.  
All of the platforms is pretty similar and have similar futures. All of the 
platforms are in the leading of IoT platforms.  

The reason why the choice fell on Amazon Web Service IoT Core was 
because of the very big amount of free use before it starts to cost. The 
server of AWS IoT Core is deployed in UK which is near Sweden and a 
server is placed in Sweden in 2018.  
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5 Implementation 
In the project there has been three different implemented systems to 
evaluate the performance of the time comparing to the security of the 
systems. 

All three systems are using a radon sensor for collecting values. This 
values are send to three different platforms. The difference between the 
systems is the platform and the connection to the platform. After the 
values have been send to the platform a computer program is collecting 
the values from the platform. Figure 2 shows a general picture of the three 
systems. 

 
Figure 2: Implementation of the whole system 

 

5.1 Radon measurement 
The radon sensor is collecting measured values to two text files on a 
raspberry pi. The text files are named as radon.txt and tempHumCO2.txt. 
Timestamp, status, unit and radon are saved in radon.txt. Timestamp, 
temperature, humidity and CO2 are saved in tempHumCO2.txt. The 
values in radon.txt are updated every 30 minute and the values in 
tempHumCO2.txt are updated every minute. The radon sensor looks like 
figure 3. 



A comparison between database and Internet of Thing solutions  – For remote 
measuring of radon 
Wictor Svensson           2018-06-27 

16 
 

 
Figure 3: The radon sensor 

 

5.2 Radon – Database – Computer System  
Radon – Database – Computer system is build with a MySQL database. 
The values from the radon meter is inserted to the database with a python 
script. The script is using an external library called MySQL-Connector. 
The library makes it possible to convert parameters back and forth 
between MySQL and Python data types.[27] The Python script is 
inserting the current time, timestamp, status, unit, radon from radon.txt 
to the table “radon” and the current time, timestamp, temperature, 
humidity and CO2 from tempHumCO2.txt to the table “temp”. In the 
both tables the primary key is the current time. The tables are shown in 
figure 4. 

 
Values are captured from the radon sensor when the program is triggered. 
When the program is running the latest measured value is inserted to the 
MySQL database using an insert statement with the MySQL-Connector. 
A python script on the computer is displaying the values from the 
database. This script is also using MySQL-Connector but with select 
statement to get the data from the database. The Python script on the 
computer is plotting the current dates value in four graphs; temperature, 
radon, CO2 and humidity. Figure 5 shows this implementation. 

Figure 4: UML of the database 
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Figure 5: Implementation of Radon - MySQL - Computer 

5.3 Radon – Amazon RDS – Computer system 
The Radon – Amazon RDS – Computer system is build using Amazons 
Relational Database Service and two python scripts, one for insert 
statements from the radon sensor and one for select statements from the 
computer. The Python script is using a MySQL-Connector and an 
INSERT statement when the data from the radon sensor is inserted into 
the Amazon RDS. The python script which is implemented for collecting 
data from the Amazon RDS is using MySQL-Connector and a SELECT 
statement. The structure of the database tables looks like figure 6. 

 
To be able to “talk” with the Amazon RDS there is different security 
options to chose between. In this system security groups are chosen, this 
security system is controlling the access in matter of the IP-address. The 
security groups are used both when the data is inserted from the radon 
sensor and when the computer collecting values from the Amazon 
RDS.[28] The system is implemented as figure 7. 

Figure 6: The UML of the aws database 
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Figure 7: Implementation of Radon - RDS - Computer 

 

5.4 Radon – IoT-Core – DynamoDB – Computer system 
The data from the radon sensor is transmitted to the IoT-Core with a 
Python script. This script is using a library called paho that uses a MQTT 
protocol. To be able to talk with the IoT-Core platform a “thing” need to 
be added. The thing need to have a certificate and a policy which tells 
allowed actions. When a program is trying to talk with a thing on the 
platform the certificate and policy need to match. How a thing looks like 
on the IoT platform is pictured in figure 8. 

 
Figure 8: The information of a "thing" in AWS IoT-Core 

The thing is a security action which makes only the right devices enable 
to connect to the platform. The Python script is sending values from the 
radon sensor with a json string through MQTT. The values which is 
transmitted with the json string is collected from the two text files on the 
radon sensor. The json string is created from both the text files from 
temp.txt is timestamp, temperature, humidity and CO2 taken and from 
radon.txt is radon taken. The time when the action was trigged is also 
being putted into the json string.  
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When the json string is transmitted to the IoT-Core platform there is a rule 
on the IoT-Core platform which detects every time a message is received. 
This rule is telling the IoT-Core that the values from the message should 
be inserted into a DynamoDB. This rule looks like figure 9. 

 
When the json string is published to DynamoDB it will automatically 
create columns dependent of the json string and then inserting the values 
into the database. The DynamoDB database is structure as figure 10. 

 

 
A Python script is running on the computer to get the values from the 
DynamoDB. The script is using a library called boto3 which communicate 
with DynamoDB. The communication between boto3 and DynamoDB is 
working by HTTP protocol. The information from the DynamoDB is in a 
format that needs to be converted into a json string before it can be plotted 
in a graph. The implementation is described in figure 11. 

Figure 9: Rule in IoT-Core; inserting into DynamoDB 

Figure 10: UML of IoT-Core 
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Figure 9:  Implementation of Radon - IoT - DynamoDB - Computer 
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6 Results 
The project resulted in three systems which are quite similar except the 
way the values are stored at the cloud. The different programs and how 
their response time varies is showed in the subchapters 6.1 and 6.2. 

6.1 Views of the program 
This subchapter contains views of the three systems and what they are 
displaying. 

6.1.1 Database system 
The program which is created to load values from the radon meter to the 
database is a background program which is running on the radon sensor 
every minute. This program is running in the background. The program 
which are running on the computer collects values from the database and 
plotting four graphs in a figure as figure 12 shows. 

 

 
Figure 12: The DB-System program 

The database website has login options where it is possible to see the 
database table diagram and the values in the tables. 

6.1.2 AWS RDS system 
The AWS RDS program is publishing values to the Relation Database 
Service. When the values are published another program on a computer 
runs and collects the latest values. This values are published in four 
graphs which are all printed in the same figure. This looks like figure 13.  
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Figure 13: Program plot AWS-RDS-System 

It is possible to log in to AWS RDS website. It is however just showing 
the tables names and nothing of the data which is in the table. 

6.1.3 IoT system 
The IoT system first use a program publishing to the IoT-core platform. 
This program runs in the background on the radon meter. The program 
which are running on the computer plots both a graph and the latest 
values from the radon meter. The values and the graph are plotted like 
figure 14.  

 
Figure 14: plot of the graph and the format of the values from IoT-Core 

6.2 Time measurements 
An analysis between the all three system is performed with 
considerations to the time. To make the measuring easy the 
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measurements where performed on a computer. The computer was 
therefore acting as both a radon sensor and a computer when the time 
where measured. In this way the both program had the same clock. 

Table 1 shows the table of all the average values and standard deviation 
of the three different systems. In the table it is easy to see that the database 
system is the fastest system but also the system with biggest standard 
deviation. The second fastest system is the IoT-Core with DynamoDB. 
The slowest system was the Relation Database service. 

System Average value Standard deviation 
Database system 0.581 seconds 0.218 seconds 

AWS Relation 
Database service 

1.903 seconds 0.195 seconds 

AWS IoT-Core – 
DynamoDB 

0.914 seconds 0.155 seconds 

Table 1: The results of the time measurements 

To make an even more visual picture of the time measured values a 
normal distribution of each measured system was generated. A graph of 
the all three average values was also generated. 

The normal distribution of the regular database measurements is shown 
in figure 15. 

 
Figure 15: Normal distribution of DB-System 
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The normal distribution of the Amazon Web Service-Relation Database 
Service measurements is shown in figure 16. 

 

Figure 16: Normal Distribution of AWS-RDS-System 

The normal distribution of the Amazon Web Service – Iot-Core – 
DynamoDB – System measurements is shown in figure 17. 

 

Figure 17: Normal Distribution of AWS - IoT-Core - System 

The average value is the highest point on the x-axis in the normal 
distribution. The higher value in the y-axis the lower standard deviation 
it is. The result of this would be that the normal distribution with the 
highest y-value has the lowest standard deviation. 
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Figure 18 shows the average values of each system in the same graph. 
Where the first one is the database system, the second one is the AWS 
Relation Database and the third is the AWS IoT Core system.  

 

Figure 18: Graph of all the average values 
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7 Conclusions 
The first goal “Survey three different IoT solutions” was performed by 
literature studies on the webpages of the three system that was chosen. It 
was hard to make a decision on which platform which will fit the problem 
motivation because the leading companies working with IoT-platforms 
offers similar solutions. To get an even better picture of which IoT-
platform which will fit an external survey was reviewed. By the literature 
study and the study of the external survey a decision was made and the 
IoT-platform that was chosen was “Amazon Web Service IoT-Core” 
platform.  

The second goal “Implement one new database system and one IoT 
system for the radon sensor” was the most time consuming part of the 
project. First a regular database system was implemented. This system 
was done by create one program that uploads data from the database and 
one program that was collecting data from the database and showing it 
on a computer. This database was using regular MySQL-statements 
through Python. This means that everybody how has the host name and 
password can connect to the database and make insert and select 
statements from the database. Another database system was 
implemented; this was an “Amazon Web Service – Relational Database 
Service”. This database has a different security. On the AWS platform 
there was some different security options and the one that was chosen 
was security groups. This means that IP-addresses of devices who was 
allowed to connect had to be registered in the group. The last system 
which was implemented was the IoT-Core system. This is a system 
working with an “Internet of Thing” platform. The platform works with 
a security which need a certificate and a policy on the device. The IoT 
platform also uses a rule, this mean that if something happen, which in 
this case is if data is uploaded to the platform, a rule says that the data 
should be inserted into a DynamoDB database. 

The third goal “Implement an application to communicate with the IoT 
system” is completed by an implementation in Python using libraries as 
MySQL-connector, numpy, boto3 and plotlib. One program is 
implemented for each system because every system uses different 
libraries to collect the values from the database. It also differs how the 
values are published to the graphs after the values are collected. The 
application is made very simple and are just showing a graph of the latest 
day. The programs also publish a text string of the latest value in the 
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database. The program which are working with the IoT-Core platform is 
showing all text strings of the latest day. 

The fourth goal “Examine the response time between the database system 
and the IoT system” was achieved by adding a timer in all systems. The 
time measurements where performed on a computer, because its 
necessary to have the same clock on the program uploading data and the 
program downloading data. Therefor the time is not exactly consisting 
with how it is when the radon sensor is in use. The time difference 
between the systems is however correct. The result of the three test was 
the regular database system was the fastest one in average. This can be of 
many factors. The database system is using MySQL-Connector with a SSL 
certificate security. The “Amazon Web Services Relational Database 
Service” is the slowest system. The security of this system is security 
groups. These groups needs to be configured with IP-addresses of the 
devices which are uploading and downloading data. Considering to the 
result the time should depend on the check of the IP-addresses. The IoT-
Core – DynamoDB system is the second fastest system in average. This 
system is using a certificate and a key which need to be at the device. 
When the data have been published to the IoT-Core platform a rule is 
trigging an action which is inserting data to DynamoDB. The program 
which are collecting and showing the data from the database is using a 
library called boto3 and are also using security groups.  

The last goal “Find three benefits/drawbacks between the database 
system and the IoT system” was issued with careful literature studies and 
an interpretation of the time measurement. It is easy to see which system 
which is fastest but it is on the other hand a bit trickier to point out why 
some things goes faster or slower. The benefits with the MySQL database 
is first of all the time, it is clearly the fastest system. This system is pretty 
easy to implement for anybody who have some knowledge in MySQL. 
The system does not on the other hand have much of security and it is 
just a database and not an IoT platform. The Amazon Relation Database 
Service does remind a lot of the MySQL database, the big different 
considered to the result is the time. The time is almost 4 times more than 
the MySQL database. The Relation Database is however much safer and 
it is not possible to log in to see the data online. The Amazon Web Service 
IoT-Core platform is almost twice as slow as the MySQL database. The 
Iot-Core platform is however more safe and it have a multiple of 
functions which can trig other devices or make notifications in a 
smartphone. This opens up endless opportunities for the developer for 
future work, such as making the radon meter talk to other things. This 
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could be talking with a ventilation system for example. Table 2 shows the 
benefits and drawbacks to make it more clear. 

 
MySQL Database Amazon Relation 

Database 

Amazon Web 
Service IoT-Core 
and DynamoDB 

         

 

 

 

Fast with an 
average time at 
0.581 seconds. 

Secure using 
security groups 
and configure the 
specific IP-address 
of the device. 

Pretty fast with an 
average time at 
0.914 seconds 

Easy for 
developers to 
implement. 

Easy for 
developers to to 
implement. 

Secure using 
certificates and keys 
which need to be at 
the device. 

No complicated 
configurations, 
works with all 
devices that has 
the program. 

Secure website 
where it is not 
possible to see the 
data but only the 
tables names. 

Features such as 
rules which act if a 
specific action 
occur. 

 Not secure, only 
using SSL. 

This system is 4 
times slower than 
the regular 
database. 

Twice as slow as 
MySQL database. 

Only have one 
function, store 
data. 

Every IP-address 
of a device need to 
be accepted at the 
online website. 

Harder to implement 
the uploading and 
downloading 
program.  

Any device can 
connect to it 
without any 
permissions. 

No website where 
its possible to see 
the data. 

 

Table 2: Table of the benefits and drawbacks of the three systems. 

7.1 Ethical discussion 
Security is a very discussed part when it comes to Internet of Things. If 
the information from devices connected to IoT will leak out there could 
be a very big danger. For example; if the radon sensor data from this 
study will leak out, it is easier to figure out when a person is home or not. 
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The values of the Becquerel will be lower if a window or door is open. 
There are other data stored from IoT devices which will be an even bigger 
security risk. Such as door locks, lamps and televisions. If it is possible to 
see this data, it is easy to know if someone is home or not and if the data 
can be modified it is an even bigger security risk where it could be 
possible to unlock a locked door.  

7.2 Choice of method 
The method used during the process have been followed carefully and it 
resulted in a successfully project. The scheduled meetings with the 
supervisor and the time plan done by the author helped to always stay in 
process and to see how well the project is moving forward. 

A process that would be good to add in the beginning of the project is to 
do a carefully literature study on which program language that may fit to 
solve the problem motivation. If this have been made in this project the 
method has been smother. 

7.3 Recommendation of system to choose 
The project resulted in three different systems. Each of these have their 
benefits and drawbacks as discussed before. The recommendation of this 
project will be to choose the Amazon Web Service IoT Core. This may be 
the choice because it is fast and still has so many opportunities to be 
developed. In the future it is possible to have big homes with devices 
communicating together, this is easies done by using IoT Core where 
there already is build in functions that can handle this. But if the system 
isn’t supposed to be developed anymore and only need to store 
information the database system. 

7.4 Future work 
The project has some things that have big opportunities for future work. 
First of all, the program that is showing the values from the radon meter 
is very simple. If there has been more time a proper application should 
have been next thing to focus on. This application should have been 
compatible with phones to make it more flexible to use everywhere.  

The program which is in use for the IoT-Core-platform also have some 
weaknesses. It is not possible to run the program from the radon meter 
without trigging the program through SSH. This is a big problem because 
of that the person who want to see values from the radon meter need to 
have access to the radon meter. The problem can be solved by 
implementing some trigger on the radon meter which trigger the 
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program every minute or similar. The other programs which are 
publishing values to the MySQL database and the AWS-RDS database are 
using crontab on the radon meter. The program for the IoT-Core-Platform 
needs to be modified so it is compatible to be trigged.  

The program which are reading values from the IoT-Core platform is also 
have some weaknesses, the date that tell from which value a day is need 
to be updated so it not need to be hardcoded in the script file. This can be 
a bit problematic because the time is in Unix timestamp and there need 
to be some converter from calendar date to Unix timestamp.  
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Appendix A: Source Code 
Source to the folder where the code for the three systems are: 

https://drive.google.com/drive/folders/1-YqYcSxk_i-
qaAHCqyiN6rkh3VJ5YHCg?usp=sharing 

 


