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Abstract 
The Internet of Things (IoT) plays an important role in the coming era of 
the Internet development. In addition to the convenience and 
opportunities it brings to us, there comes with the security issues, which 
could lead to the privacy leakage, it’s a threaten to the whole IoT system. 
To deal with the potential dangerous element hidden behind this 
technology, monitoring on the network would be indispensable. To 
develop and implements the digital network watchdog system that 
monitors the local network and the connected device, firstly, I surveyed 
the area related to the IoT attacks. The network monitor system 
provides basic network monitoring function, connected device tracking 
and monitoring function, reliable device operating function. I used the 
packages provided by Raspberry Pi to realize the general monitoring 
and transferred the captured result for further analysis. Also, I made use 
of SNMP and drawing tool to create graphs of different parameters in 
the monitoring of both network and connected devices. Then I 
implemented database with web service on Raspberry Pi to realize 
device operating. In evaluation, the system works well in general 
monitoring with all information provided and low lost package 
percentage, the graphs can provide situation of different parameters, 
and the respond time in the operation time of database is short. I 
discussed the ethical thinking and proposed the ethical thinking and 
future work. 

Keywords: IoT, Security, Network monitor, Device tracking, Raspberry 
Pi. 
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PKI                 Public Key Infrastructure 

RAM              Random Access Memory 

REST              Representational State Transfer 

RFID              Radio Frequency Identification 

RSSI               Received Signal Strength Indication 
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SQL                Structured Query Language   
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1 Introduction 
Internet of Things (IoT), an emerging technology, is considered to be the 
most potential element in the next generation of the Internet. The 
number of IoT or related devices that emerged into the market has seen 
a dramatic increase during the past decade. As it’s estimated, the trend 
is going to continue and increase, with a number of nearly 26 billion 
devices by 2020 [1]. The hot trend of the Internet of Things is also 
exposing this area in an insecure environment, with an increasing 
number of hackers who take IoT as widespread and attractive target/ 

Since the technologies of the IoT are in the infant stages, what’s more, 
due to the request for instant profit, reduction of costs and short time in 
marketing, even though IoT manufacturers are aware of security and 
privacy problems, the related approaches in devices are often neglected 
or be replaced with afterthought [1]. 

The most important obstacles in IoT, the security problem, which 
includes variable condition like the related network security. IoT 
endpoints are not as easily patched and upgraded as Windows and 
company, so it’s important to prevent attacks. When a device, with 
vicious goals, is trying to connect to the local network and succeeds in 
connection, it can easily launch attacks. Network monitoring is a must 
for ensuring the security of IoT network.  

1.1 Background and problem motivation 
It is expected to be 50 billion devices as soon as year 2020 on the Internet 
[2]. Many of these will be small embedded devices with sensors and 
actuators, enabling new types of intelligent applications. All these smart 
devices connected and collaborating together form what we call the 
Internet-of-Things (IoT). This new technology brings convenience and 
connectedness to people, however, it comes with a price that users are 
not aware of the increased surface area is becoming the target for 
attackers to find the vulnerabilities for their malicious aims. Because of 
the scale of devices and the sheer number of sensors, actuators and the 
information they produce, we will have serious problems in the future if 
we want to enable secure communication between all these devices 
connected to the IoT. 

Nowadays people cannot live without net, especially the widespread 
WIFI technologies, countless devices are connected to the wireless 
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network for daily usage. The increasing diversity of IoT makes it quite 
weak to attacks against service security, privacy and integrity. Not only 
the confidential information can be obtained by attackers, also malicious 
data or virus can be spread via the network. Monitoring the network 
condition can greatly improve the security of the local network and all 
the connected devices. 

1.2 Overall aim  
The overall aim is to solve the security problem in the network which 
connected with the IoT devices, to monitor the network condition and 
track connected devices. All in order to ensure that human errors are not 
the point of net hack. 

Therefore, the problem of the project is to realize the monitoring of the 
network with the IoT watchdog system. 

1.3 Concrete and verifiable goals  
To solve the problem stated above, I split the overall target into concrete 
goals.  
1、Find at least eight recent surveys on the area of IoT attacks and 

recent hacks, IoT security and IoT devices. 

2、Determine a typical IoT scenario where the watchdog is applicable, 
describe the certain process when the watchdog works and its 
detailed function.   

3、Choose and decide related equipment and development 
environment that will be used to implement the watchdog. 

4、Implement the elementary monitoring of wireless network and its 
channel condition. 

5、Implement further monitoring and tracking on connected device.  

6、Implement reliable device information storage and operating to the 
watchdog system. 

7、Perform measurements in accordance to the established scenario  

8、Evaluate the end results, including the accuracy of the monitoring 
and the average respond time. Propose future work. 
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1.4 Scope 
The project is about the network security monitoring in the IoT system.  
It has its focus on the monitoring of the WIFI condition, which includes 
the device that connected to the WIFI, the package delivered through 
the channel. Also, the watchdog focuses on preserving reliable devices 
in its own database. In the project, the area of WIFI configuration is 
ignored. The setting of the IoT devices is ignored. Also, the chosen of 
test device is regulated. The survey is distinguished by the evaluation in 
the network monitoring, device tracking and database operating.  

1.5 Outline 
Chapter one describes the basic topic of the project, including the 
background, overall and concrete aims, and the scope. Chapter two 
describes the theory used in the project. Chapter three describes the 
process I made choice on each methods. Chapter four describes the 
result of choice in the methodology part. Chapter five gives detailed 
explanation on the process in implementation. Chapter six describes the 
test results and the evaluation. Chapter seven describes the conclusions 
with related ethical thinking and future work. 
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2 Theory  
This section introduces the theory of knowledge involved in the project, 
helping to better understand the terminology. 

2.1 Internet of Things 
As it’s predicted, Internet will serve as seamless fabric of networked 
objects and the classic network in the coming decade. The new ways of 
working, entertainment and interacting are bred in the environment the 
Internet provides for us [2]. 

In this aspect, the conventional concept related to Internet in people’s 
general mind, which is an infrastructure network will fade but not 
disappear. On the contrary, it still takes the vital part as backbone for 
the global information diffusion and sharing, connecting physical 
objects with computing capabilities across a wide range of services and 
technologies. This kind of innovation is able to be realized by 
embedding the electronics into everyday physical objects, giving them 
the ‘smart’ characteristic. The new opportunities in the ICT area will be 
extended, making the leveraging in the interconnection of virtual and 
physical realms possible. 

From this perspective, the term ‘Internet of Things’ could be broadly 
referred to as (1) the product of global network interconnecting smart 
objects with the help of extended Internet technologies; (2) a set of 
technologies that play necessary supporting role in realizing the 
previous vision (machine-to-machine communication, RFID, etc.); (3) 
the ensemble of services and applications leveraging related 
technologies that could open up new opportunities in business and 
market [3]. 

2.2 Network security issues in IoT 
Since IoT is in its infant stage, bunches of challenges are in the way of its 
development. Firstly, the related hardware development, since the 
related hardware have quite different operating characteristics, like the 
rates of sampling or the distributions of error, or in another instance, the 
structure of actuators and sensors could be complicated and hard to 
learn. Also, the scalability problems, what IoT applications often require 
is quite a number of devices, which often has difficulty in 
implementation, for the time restrictions, the memory limit or the 
processing constraints. To give an example, if trying to calculate the 
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temperature variations around the whole world every day, the project 
needs millions of supporting devices and could get infinite data, unable 
to manage or process at all. These mentioned factors could lead to the 
form of the heterogeneous IoT network, where the data transferred in 
will be in a dangerous status. What’s more, it costs a lot to transfer a 
huge amount of raw data in this complex network, so the related 
compression and fusion processes on the raw data are necessary. With 
all the factors mentioned above, the awareness of set a standardization 
to process data for the further development in IoT is also necessary. 
Also, the information safety and integrity could be disturbed by virus, 
malicious software and hackers while communication process. As the 
quick development in IoT fields, the security problem will be a threat to 
the whole system [4] [5]. 

IoT application has brought and is going to bring more convenience to 
the world, however, without the guarantee in the safety of personal 
privacy and vital information, the private data can be leaked. Since the 
IoT is now widely applied in so many areas, for instance, the intelligent 
home system, the smart security, the intelligent transportation [6]. 
What’s more, some applications like bus cards, access cards are also 
popular in their usage. The security of IoT should be high on the agenda. 
If the signal in IoT system is interrupted or stolen, the entire data in the 
IoT system will be in a threat. The IoT technology will provide an 
increasingly wealthy information with its widely spreading, in this 
situation, there is a higher possibility in the exposure of information. 
Without solving the security problem, the development of IoT 
technology will have a great restrict. Thus, with all above problems, the 
security issues in IoT is vital and nonegligible [7]. 

Not only the related security problem occurs in the areas like mobile 
communications, Internet, sensor networks, but also in fields like the 
privacy issues, the access control, the network configuration, the data 
storage, the information management, the specific authentication and so 
on [8]. As an integration of multiple heterogeneous network, IoT itself 
should handle the compatibility problems between different networks, 
being prone to security problems. The IoT has a tight relationship with 
our daily life, and the protection for data and privacy is the main 
challenge. Expect for the improvement in technology, there is also a 
necessity to strength people’s awareness in this area and set more 
regulations on people’s behavior. 



IoT Network Watchdog 
LU LU            2018-06-07 

6 
 

The related situation this project concerns, is about the security problem 
brought to the network by the widespread application of IoT devices. 
When a malicious device successfully connects to a local area network, 
all the other devices that sharing the same network will meet potential 
danger. For instance, all the confidential documents can be leaked, 
malicious virus can be spread by the network to every device that 
connected to the same WIFI. 

2.3 IoT devices 
Since IoT technology mainly utilize bar code, RFID, sensors, laser 
scanners, global positioning system and other information-sensing 
devices to achieve the connection of people-to-people, people-to-things, 
things-to-things at any time and any place according to the agreed 
protocol. Thus realizing the intelligent network system for intelligent 
identification, positioning, tracking, monitoring and management. 
Several key technologies are popular and crucial in the employment of 
IoT, which are shown in the Figure 2.1, and of which, the embedded 
system, the sensors and the RFID are mostly common and popular, and 
will be introduced later [9]. 

 

Figure 2.1: Key technology used in IoT devices 

2.3.1 Embedded system 
According to the definition of IEEE, embedded system is "devices that 
control the monitoring or the operation of auxiliary devices, machines, 
and equipment." It can be seen from the definition that the embedded 
system is a combination of software and hardware [10]. 

That is to say, the embedded system integrates the system's application 
software with the hardware, which is similar to the way the BIOS works 
in a PC. It has the features of small software code, high automation, and 
fast response. Embedded systems are mainly composed of embedded 
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processors, supporting hardware and application software systems. 
And the composition is shown in Figure 2.2. 

 

Figure 2.2: The composition of the embedded system 

2.3.2 Sensor 
Sensor can sense various chemical, physical, state and biomass 
measured quantities and transform the previous detected data to 
electrical signals or other forms as certain regulated output rules. The 
composition of a sensor is shown in Figure 2.3. To meet the 
requirements of information transmission, processing, storage, display, 
recording and control. 

 

Figure 2.3: The composition of sensor 

In the typical application of the Internet of Things, there are many 
examples based on sensor technology. They can be classified in many 
different ways. Table 2.1 shows one kind of classification [11]. 

Table 2.1: Classification of sensor 
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2.4 WLAN architecture 
WLAN (Wireless Local Network) refers to the local area network 
formed by replacing the traditional wired transmission medium with a 
wireless channel. It is a product of the combination of computer 
network and communication technology. Wireless communication 
technology is used to interconnect devices to form a network system 
that can communicate with each other and share resources. There are 
generally three kinds of common architectures. 

(1) Self-organizing network architecture 

In the self-organizing network architecture, the management of the 
access points must be performed in turn, that is, the control strategy can 
only manage one access point at a time, which will increase the 
management cost and require more management personnel; it cannot be 
within the entire system. View the interference and attacks that the 
network may be subject to, and thus cannot detect and mitigate Denial 
of Service (DoS) on the entire WLAN; But with this solution, the access 
point can combine wireless software with radio technology to keep the 
state of mobile clients. Users can also introduce third-party VPN 
(Virtual Private Network) gateways or firewalls to ensure security. 

(2) Centralized network architecture 

In a centralized architecture, from a management point of view, it is 
possible to implement dynamic management of AP status throughout 
the system and to provide support for seamless wireless communication 
functions. It implements a single graphical interface for enterprise-wide 
management strategies such as Virtual Local Area Network (VLAN), 
security, and QoS. In terms of security, enterprise-wide security policies 
are applied at all levels of the wireless network from the wireless layer 
to the network layer through the MAC layer, so as to provide stronger 
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security, service quality. In addition, it is possible to discover and 
release denial of service attacks and detect and prohibit the entry of 
unauthorized access points. In terms of mobility, real-time mobile 
applications such as voice over WLAN can be supported, and various 
applications will enable fast switching like cellular communications. 

Due to these advantages, the centralized network architecture has 
become the mainstream network architecture for WLAN development. 

(3) Distributed Architecture 

For distributed architectures, commercial products that currently use 
distributed architectures are rare, but as a new type of network structure, 
they are becoming a hot topic in the industry. The distributed 
architecture has good damage resistance and strong mobility. It can 
form multi-hop networks and can realize coordination and balance in 
the entire network. It is the main advantage of its existence. This 
architecture does not exclude the centralized architecture and can 
effectively combine the two to achieve full optimization of the entire 
network [13]. 

2.5 SNMP protocols 
In general, a computer network may consist of network equipment 
produced by many different manufacturers and must be managed 
effectively. 

Such a network system requires that each network product provide a 
unified management interface, that is, follow the standard network 
management protocol. The SNMP (Simple Network Management 
Protocol) standard was developed by the Internet Activities Committee 
(IAB) and adopted as a management standard for various Internet-
based networks based on the TCP/IP protocol. 

The emergence of SNMP Version 3 solved some problems. To protect 
communication strings, SNMPv3 uses DES (Data Encryption Standard) 
algorithm to encrypt data communication. In addition, SNMPv3 can 
also use MD5 and SHA (Secure Hash Algorithm) technology to verify 
node identifiers, thus preventing attackers from impersonating the 
identity of the management node. The internet. 

The core idea of SNMP is to store a MIB on each network node. The 
agent on the node is responsible for maintenance. The manager 
(management station) configures and manages these information 



IoT Network Watchdog 
LU LU            2018-06-07 

10 
 

databases through application layer protocols. The biggest feature of 
SNMP is its simplicity. Its design principle is to minimize the demand 
for system resources brought by network management, and to minimize 
the complexity of the agent. Its entire management strategy and the 
design of its architecture reflect this principle. 

SNMP mainly involves the operation and processing of communication 
messages. The protocol specifies how the manager communicates with 
the agent, defines the format and meaning of the messages exchanged 
between them, and how to process each type of message [14]. 

2.6 Related work 
Since IoT security has become a hot trend nowadays and has a wild 
implementation in many areas like business, medicine and industry, a 
lot of works has already been done on the protection of the security of 
the IoT network. A short description is introduced as following. 

2.6.1 Wireless network monitor 
Everyone and every work mostly needs the wireless network nowadays, 
the condition monitoring of which is significant, and many products 
have been published to monitor the WIFI condition, one of which will 
have a brief introduction. 

To be more specific, when network discovery process is completed, 
automatically discover wireless access points and controllers as wireless 
devices with the Wi-Fi analyzer in some performance monitor. Some 
network monitoring softwares help recognize and categorize the 
available wireless devices in the network [15]. The existing network 
monitor system could get a detailed report on information including 
device type, IP address, used channels, current clients number, SSID, 
MAC address and so on. 

All the above is basic and important, monitoring wireless devices 
alongside users’ wired devices with intelligent alerts and custom reports 
is an advanced function from my perspective. 

2.6.2 Industry area implementations 
IoT devices have become pivotal elements in nowadays industry areas. 
For many years, the industrial sector used private networks to control 
crucial operations, but now manufacturers want these systems moved 
online to reduce costs and increase flexibility. 
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Challenges continue to grow for the industrial cybersecurity community.   
Broader deployment of operational technology is expanding the use 
cases requiring protection.  Resource shortages are undermining the 
effectiveness of established defenses.  Blurring boundaries between IT, 
OT and IoT are increasing the need for more integrated, collaborative 
cybersecurity strategies.   

In order to maintain data and system integrity, information transmitted 
between sensors, devices, and machines needs to be secured to fend off 
tampering, continue to be captured in real-time, and achieve the 
ultimate goal of making cities and plants safer and more efficient. 

Many methods and applications are figured out to ensure the security of 
IoT in industry. 

For instance: 

(1) A Public Key Infrastructure (PKI)  

It’ a solution provides mutual authentication, data encryption, and 
system integrity for the IoT. This creates a foundation for systems, 
devices, applications, and users to interact safely with the IoT. 

It can realize many functions like ‘High-Volume Certificate Issuance 
Platform’, it’s a nice match for providing control or trust in 
exploding IoT sector. 

(2) ARC advisory group 

ARC developed its ICS Cybersecurity Model as a tool to help 
managers take control of their plant security efforts. It structures 
cybersecurity defenses into easily understandable steps and 
highlights the costs and resources required for each step. 

It provides services like solving industrial cybersecurity challenges, 
anomaly and breach detection, endpoint protection solutions, 
industrial cybersecurity management solutions, industrial network 
security and Industrial Cybersecurity Services. 

There are several consultant groups like ARC that can give 
instructions and help on the protection on the related IoT sections in 
industry [16]. 
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3 Methodology  
This section introduces the process of how to decide the methods of 
every section involved in the project, which concerns the understanding 
of the project, the chosen of application scenario and equipment, the 
consideration of methods in implementation, measurement and 
evaluation. 

3.1 Survey in IoT 
With the support of Internet, related vast references like paper and book 
can be downloaded from different website, so I choose to make use of 
the Internet. Also, some other similar work is also provided on the 
Internet. The campus’ library also provides quantity of reading 
materials that gives me the help. The former courses I took (embedded 
systems) gives me the thoughts to make use of the Raspberry Pi, since 
it’s also a representative example of IoT [17]. 

3.2 Choose application scenario 
I observed the surrounding daily life and combined with the security I 
could encounter in my daily life. Also, I watched several most famous 
videos about IoT attacks on YouTube and tried to find the simple and 
practical scenario that everyone would encounter in their life. 

Everyone uses the wireless network nowadays without considering the 
dangerous factors hidden behind the network sharing, especially in the 
situation that more and more devices could be connected to the Internet. 
There is a need to have some devices like the ’watchdog’ to help people 
to automatically monitor the network condition and regulate it.   

3.3 Supporting equipment and environment 
Considering the equipment that could help to realize the project aim, a 
personal computer is a necessity, with probably one or more other PCs 
act as the other connected devices that to be detected later. Also, the 
equipment I have relatively easy access to, like the smartphone, the Ipad, 
the Iwatch and so on. 

As to the equipment that could build the ’watchdog’, not only the 
previous project in the course about embedded system, but also the 
popularity and convenience make me choose the Raspberry Pi, and of 
course, with several related devices.  
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3.4 Choose Implement methods 
Based on the chosen device, Raspberry Pi, I searched the related work of 
the Raspberry Pi and the application of related areas. Since there are 
several function sections need to be realized, so I deal with them 
respectively. 

(1) The WIFI condition monitoring 

Due to the strong function of the Raspberry Pi, I try to follow the 
instructions of the Raspberry Pi to realize the wireless network 
monitoring, and the local network condition. 

(2) Track devices 

With the help of the Raspberry Pi and the knowledge of protocols 
used in the network, I can realize this function by obtain the IP 
address and MAC address from the captured data package.  

(3) Memorize reliable devices 

To store the information of the reliable devices, database (SQL) is 
certain to be considered. 

3.5 Choose measurements and evaluation methods 
Since the project is about security monitoring, many functions need to 
be measured for accuracy, speed and some other performances. I read 
the evaluation part of the related papers and similar existing projects, 
combining with the implements and the function of the ‘watchdog’ and 
decided the detailed methods in every part of the function. 

(1) The WIFI condition monitoring 

Thinking of the other existing application of network monitoring, the 
accuracy of the result from the test can be compared with that 
obtained from the apps.  

(2) Track devices 

Expect for the reaction time of the package deliver and result, the 
detailed information of the connected device also need to be 
measured for existing error or the success rate of connection.  

(3) Operate reliable devices 
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The performance of the created database is to be evaluated and 
related methods can be searched on the Internet. The accuracy and 
efficiency of the operating on reliable devices and the information 
related all need to be checked. 
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4 Choice of solution 
This section introduces the result of the solution mentioned in the 
methodology section. After consideration and reference reading, the 
choice of survey methods, the application scenario and the related 
devices are chosen and are shown as following. 

4.1 Survey in IoT 
The main method I choose is studying through the Internet, since there 
are plenty of resource on the Internet nowadays. Articles and papers 
involve areas including IoT, security problems in IoT are read before the 
implementation of the whole project. 
The application of Raspberry Pi, the relationship between IoT and 
Raspberry Pi are surveyed for the preparation of the project. Also, the 
related works are searched before the implementation [18] [19]. 

4.2 Application scenario 
The watchdog is designed to deal with the following situation which 
can be portrayed in Figure 4.1. There are many devices (including IoT 
devices) connected to the same wireless local network. When a 
malicious device successfully connects into a WIFI network, it can 
spread the virus around the network, thus infecting all the other devices 
that connected to the same network. Being attacked, personal privacy 
can be divulged, causing severe coming results. 

 

Figure 4.1: Application condition 

The IoT watchdog system is designed to avoid or stop the previous 
mentioned situation. The application scenario is shown in Figure 4.2 and 
explained as following.  
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The Raspberry Pi is the basis of the watchdog system. It can be inserted 
into a laptop and used as the watchdog system. The watchdog system 
supports functions like monitoring the chosen WIFI condition and its 
channel condition. It can also track the devices that connected to the 
same LAN. Also, when a device fails to connect to the WIFI with bad 
password, the watchdog should alert the user.  The watchdog can 
reserve the reliable device into its own database and check all the 
devices that connected to the same WLAN network. 

 

Figure 4.2: Application scenario 

4.3  Hardware 
The devices and equipment that support the realization of the aim are 
introduced in this section, since the project has its focus on the IoT, the 
equipment that I used as the watchdog system also can be regarded as a 
famous IoT device. 

4.3.1 Supporting environment 
The watchdog system needs several equipment to build and the chosen 
devices and environment are shown in Table 4.1. And if there are more 
different kinds of devices available for test that would be better. 

Table 4.1: Devices and environment 
Devices one Raspberry Pi, two PCs, two cellphones, one iPad, 

one micro SD card, Ethernet cables, WIFI network 
card 

Environment MAC system, Raspbian  
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4.3.2 Raspberry Pi 
Relatively, the smart devices play the vital part in the IoT industry. With 
nowadays communication and information technology equipped, these 
devices could be connected by the network together, storing and 
exchanging the context and data, interacting not only amount 
themselves but also with human beings. 

In 2012, Raspberry Pi, a small, cheap, powerful, education-oriented and 
hackable computer board, was introduced into the market. In another 
definition, it’s an alike standard PC, with additional keyboard for entry 
of command, a power supply and a display unit. Raspberry Pi is famous 
for its small size: like a card, and the affordable price, which is 
considered to be ideal for serving as a platform that interfacing with the 
other different devices. As it’s shown in Figure 4.3, the Raspberry Pi 
board mainly contains the essential processor, graphics chip, RAM, also, 
it has optional devices like various interfaces. Raspberry Pi’s processor 
is a 700 MHz, 32 bit system set on a chip. The SD flash memory works as 
a hard drive to its processor. Sometimes, the unit is powered by an USB 
dongle or micro Ethernet/LAN cable [19].   

 

Figure 4.3: Core-components of the Raspberry Pi [20] 

Being used just like the other computer, the Raspberry Pi functions as an 
operating system. The famous Raspbian system (a Linux option) is most 
widely used by the Raspberry Pi users, which is an open and free source. 
The Raspbian system has its advantage in maintaining the low cost, 
however, also being more hackable. Expect for Raspbian, there are also 
some non-Linux OS options available [20]. 
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5 Implementation 
To realize the function of the watchdog system, I adopted different 
methods for different functions. I used Raspberry Pi as the watchdog 
system. Expect for the basic setting of the watchdog system, I divided 
three general functions: network monitoring, device tracking and 
reliable device operating. The implementation chapter follows the 
process shown in Figure 5.1. To note, all the source code used in 
implementation can be referred to in Appendix A. 

 

Figure 5.1: Flowchart of implementation 

5.1 Raspberry Pi setting 
Raspberry Pi is the device that used to build watchdog system, set the 
correct environment for Raspberry Pi and connect it to the laptop is the 
first step of the whole process. 

First of all, insert the basic Raspbian system into the SD card which is 
going to be used later. There are many methods available for users to 
choose when they want to connect to the Raspberry Pi, and I choose the 
‘SSH’ method. SSH is built on the application layer, which is a security 
and relatively reliable protocol that provides security for remote login 
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sessions and some other network services. And the ‘SSH’ method can be 
used to connect and operate the Raspberry Pi.  One special note is that 
the function SSH is closed in the default setting, so it needs to be opened 
by creating a SSH file. 

Connect the Raspberry Pi with the power, the router, open the router 
management page. Find the IP address of the certain Raspberry Pi for 
the connection and latter usage. Raspberry Pi is famous for the easy 
operation on monitor, since there is no monitor available (also for the 
convenience), I added the VNC server to add the desktop of Raspbian 
on my laptop, which makes the related operation easier. 

To get rid of the troublesome of carrying cables and router, especially 
when connecting with Ethernet cables, I use the USB WLAN card. After 
all the basic setting of Raspberry Pi, choose to connect to the network 
that the device is going to monitor. 

5.2 Network general monitoring 
In the monitoring function part, I used several methods to realize 
different functions. For monitoring the basic network condition part, I 
used the function supposed by the Raspberry Pi and the ‘Wireshark’ 
application, which is introduced in 5.2.1 section. Also, in 5.2.2 section, I 
introduced the process that used to create graphs of detailed network 
parameters. 

5.2.1 Basic condition 
Since Raspberry Pi itself has the basic monitor function, I would like to 
make use of it and transfer the result to the ‘Wireshark’ application for 
the convenient analysis of the data.  

Download PuTTY and run it, connect it with Raspberry Pi in SSH 
methods. Install the basic ‘aircrack’ and ’tcpdump’ packages in the 
Raspberry Pi to support monitoring. Then start to test the monitor 
function. Run tcpdump to send the result back to the Wireshark on the 
laptop. To keep the monitoring, it needs the help of the WLAN card, 
input certain commands and then open Wireshark. 

In Wireshark application, it supports the capture of packages 
transferred between devices, I could filter out the packages that are 
useful. Of all the information of the packages, there are useful 
information like the source IP/MAC address, the destination IP/MAC 
address, the transfer protocol type. Every simple MAC address 
represents a device, with MAC address, the type of device can be 
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searched. Also, the basic information of connected device can be 
obtained. 

5.2.2 Draw graphs 
For better monitoring, I created several certain graphs for better analysis. 
Firstly, for the watchdog system itself, to know the condition and 
performance of the watchdog system (Raspberry Pi), I used the cacti 
application, making use of the SNMP service, RRDTool graph drawing 
tool and so on. The parameter I made for the watchdog system itself 
includes the (1) the load average condition (2) the memory usage 
condition of the system (3) the processes (running in the system) 
condition; 

I chose to obtain data from the simple SNMP protocol and then store the 
obtained data in the rrd file of the rrdtool. The database used by the 
rrdtool is one with static storage, the size of the database and the 
functions it using to draw are all decided during the creation. When the 
user sends the request for getting the graphs of related parameters, the 
rrdtool makes the use of the data obtained by the SNMP protocol and 
finish the complicated drawing function. 

Also, I used the same principle to get the graphs of the device condition 
(logged into the same network), which can show the number of users 
during the monitoring. As long as the network is on and the watchdog 
system is working, it can get data and draw the graph. So, altogether, I 
created 4 kinds of graphs on different parameters both on the network 
and the watchdog system.  

All the graphs are set to refresh every 5 minutes, the accurate time of 
obtained data is set to be 24 hours ago, and it’s convenient to do the 
change on the interval of the monitoring time, like 2 hours ago, or 48 
hours ago. For the better analysis, I set the data to be the past 24 hours, 
and the condition of every hour can be clearly seen in the graph. 

5.3 Device tracking and monitoring 
Based on the previous implementation on monitoring the network and 
getting the packages in the Wireshark, I filtered the package and 
analyzed the detailed information of the package like the using interface, 
the MAC address. 

After I started listening to the channel condition and transferred the 
result to Wireshark, the application page will show up and capture 
every single package on the network. Since there are quite a lot 
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packages even in every second, I set the capture time to be around 60 
seconds to ensure that all kind of packaged could be got. 

Currently, there are many different devices in IT facilities, such as 
servers and network devices. Cacti mainly uses the SNMP protocol to 
collect data from remote devices. All devices that can use the SNMP 
protocol can be monitored by cacti. 

Also, as is the same condition in drawing the graphs showing 
parameters of the watchdog system, to get the similar parameters of the 
connected device, I made use of the SNMP protocol. Since there is no 
default SNMP service on the IOS device, so I need to enable SNMP on 
IOS APs. From an AP's web interface go to Services, choose SNMP and 
be sure that these two things are true: SNMP is enabled, your SNMP 
user has its Object Identifier set to IOS. 

To add device going to be monitored, the first step is to turn the SNMP 
service on, also, it requires the current IP address of the device, I set the 
showing data also to be the previous 24 hours’ condition.  

To be more specific, LINUX provides two main packages for the SNMP 
function: the net-snmp (agent), which is a proxy implementation of 
snmp, and the net-snmp-utils (NMS-comand), which manages terminal 
command lines. After the configuration, of which the most important is 
to define the access source. Then the basic system and network 
information could be listed. 

In the monitoring device part, the most curious part would be the 
storage condition, the swap information and so on. With command in 
terminal, I could get basic information related to different device, also, 
there will be too much useless information, so I need to filter with 
different OID. 

For the drawing graphs part, I also used the rrd tool, rrd (round roubin 
database) is actually a circular database, the storage point of each data 
and the maximum value of the data have been limited at the beginning. 
Also, the data will be inserted into the corresponding slot when it’s 
updated each time. The storage mode of it is to store pdp(primary data 
point) data first, and then store them into the cdp(consolidation data 
point) according to the cf operation. When drawing graphs, the data in 
cdp will be used, so there is a must to define the data source of pdp and 
the data in cdp. The principle of rrd is shown in Figure 5.2. 
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Figure 5.2: Data storage process of rrd tool 

Then, I can set the different parameters like the time for the first record, 
the start time and end time of drawing, whether to add the average, 
maximum amount or not. For instance, I want to get the graphs of 
memory storage, I would create a rrd file first, the data resource would 
be total memory size, used memory size, total swap condition and so on, 
then I needed to write a script to update the data, I set the script will run 
every five minutes and use ‘fetch’ command to get data from rrd. 

5.4 Reliable device operating 
Raspberry Pi is actually a small Linux system. It supports many 
different programming languages and tools. For the operation of 
reliable device, I choose to create a RESTful based website, which 
supports the basic ‘get’, ‘put’, ‘post’, ’delete’ function. It’s easy for user 
to operate the database on the website with the four function. RESTful 
website is the platform I choose in the Raspberry Pi, and I used the 
PhpMyadmin in Raspberry Pi as the tool to handle the SQL over website. 

The following 5.4.1 section introduces the basic database’s condition; the 
5.4.2 section introduces the part that connecting the database to the 
user’s interface so that user could operate the database. 

5.4.1 Database setting 
PhpMyAdmin is an open source software tool, which intends to manage 
the administration of MySQL on the Web. PhpMyAdmin is a software 
written in PHP, it supports a wide range of operations on MySQL and 
MariaDB. Frequently used operations can be realized over the user 
interface, also, user have the ability to execute any SQL statement 
directly. 
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After creating the environment (like install apache2 and PHP), open the 
Phpmyadmin localhost’s page, then create the designed database for the 
operation of reliable devices.  The database is shown in Table 5.1. 

Table 5.1: Structure of reliable device’s database 

 

From the table, it’s easy to differentiate the usage of every parameter. 
The ‘ID’ is used for the simple and good-looking of device management 
and it’s automatically increased. The ‘name’ parameter represents the 
name of the device, usually, this kind of name can be changed by the 
device owner and commonly can be shown in the network detection. 
The ‘devicetype’ refers to the type of device, for instance, cellphone, 
laptop, computer, to be more detailed, like iPhone or Android cellphone, 
are all decided by the user. The ‘MACaddress’ is a pivotal parameter in 
the data table, since it’s unique and is the connection to the previous 
function. The unique MAC address represents corresponding device. 
The ’description’ is added for remarking the specific matters needed to 
be recorded by user. The ‘timestamp’ records the creating time of every 
record. 

The information inserted into the designed database will be shown in 
the website and the user is able to operate it in several ways. 

5.4.2 Restful website 
Representational State Transfer (REST) is a widespread and a simpler 
alternative to WSDL (Web Services Description Language) and SOAP, 
it’s accepted across the Web. 

I used Slim framework. User can use Slim framework quickly in 
programming and it’s a micro PHP framework, which support APIs and 
powerful web applications. I followed the instructions and installed 
composer. Composer is a tool for PHP’s dependency management, 
allowing users to declare the depending libraries in project. Also, the 
composer will help to install or update them for user. 

After the connection to the database, I need to realize the basic HTTP 
methods, includes GET, POST, PUT and DELETE. 
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GET: get information of reliable device in the database by ‘name’ 
parameter, can get both the whole information or certain information. 

POST: insert the new reliable device with detailed information 
introduced shown in table 5.1 into the database. 

PUT:  change/update the information in the existing reliable device by 
sort of name. For instance, I want to correct the MAC address or the 
note of the existing reliable device that created previously, then I should 
use the post method. 

DELETE: delete the stored reliable device since it’s not reliable anymore 
or for some other reason. 

In order to create the web service. I created three files, index.php, 
db.php and query.php. Also I created a html file that connected to the 
php file and realize all the operation used by user. How it connected 
with each other and to the website is shown in Figure 5.3. 

 

Figure 5.3: Web service structure 

For the three php files, each of them has different functions. The db.php 
file is to connect to the SQL database, which contains the important 
connection terms like the database’s host, user, password and name. The 
index.php employs the slim framework and is used to call the database 
(db.php) and the RESTful function (query.php). The query.php is to 
implement the four operation (get, post, put and delete). 

Then, to consume a web service, I used the html format. For the data 
transfer, I used jQuery and JSON format. Data is sent to the server, and 
appended it to the URL. The data type is ’json’, since the API which I 
created only accept the JSON request. Then the request will be sent to 
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server with the ‘GET’ method. Similarly, the other functions are realized 
in the same way. 
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6 Results 
The results chapter is shown in the order shown in the implementation 
chapter.  

6.1 Raspberry Pi setting 
After the install of Raspbian system in the SD card, and through the 
connection with router, PC, the Raspberry Pi is in use. Use the SSH 
method to connect in the terminal and the result is shown in Figure 6.1. 

 

Figure 6.1: Connection with Raspberry Pi 

For the convenience of operation, I chose to install the VNC desktop. 
Figure 6.2 shows the page of the desktop of Raspberry Pi. VNC desktop 
is similar to the common desktop of a laptop, providing the methods for 
operating the Raspbian system.  

 

Figure 6.2: Desktop of Raspberry Pi 

6.2 Monitor wireless network 
Firstly, through the basic commands in Raspberry Pi, the basic 
information of the chosen network can be obtained as Figure 6.3. 
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Figure 6.3: Basic information of network  

Altogether, I created two situations to monitor and study, and the 
results of the two scenarios are separately shown in chapter 6.2.1 and 
6.2.2. Of the two scenarios, I would give a more detailed explanation on 
the scenario one, scenario basically has the same principle as scenario 
one. 

6.2.1 Scenario one 
In the scenario one (less device), there are altogether three devices 
connected to the same network (FAST_2BEA). The detailed information 
is shown in Table 6.1. As it’s shown in Table 6.1, expect for the 
Raspberry Pi, there are also a MacBook Air (PC) and an IPhone 
(cellphone). 

Table 6.1: The device condition of scenario one 

Test device condition in scenario one 

Name Random IP 
add. 

MAC add. Device type 

FAST_2BEA 192.168.1.1 74:C3:30:B1:2B:EA Wireless router 

luludeAir 192.168.1.100 D4:61:9D:26:16:C0 MacBook Air 

raspberrypi 192.168.1.101 B8:27:EB:40:81:F9 Raspberry Pi 

luluyah 192.168.1.102 A4:5E:60:63:0F:DD iPhone 

The simple monitor function provided by Raspberry Pi can give user the 
basic information like Figure 6.3. The result of monitor function of 
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Raspberry Pi is shown in Figure 6.4. Raspberry Pi uses the SSH method 
to transport the packages information to the Wireshark application for 
the clearer look of the information and the result is shown in Figure 6.5 
and 6.6. 

 

Figure 6.4: Monitor function of Raspberry Pi 

In Figure 6.4, the first command is to start monitoring the channel and 
test whether it’s on or not. Then the system would return the basic 
information back. The second command is to start the package 
capturing. Tcpdump can completely intercept data packets sent from the 
network and provide analysis. It supports filtering for network layers, 
protocols, hosts, networks, or ports, and provides logical statements 
such as and, or, and not to help you get rid of unwanted information. 
The Raspbian system could install this function directly. In the result of 
the second command, there is a basic condition of packages captured on 
the wlan0. Figure 6.5 shows the command that sending the result the 
system got to the Wireshark. 

 

Figure 6.5: Transfer monitor result to Wireshark 

In Figure 6.5, the application ‘plink.exe’ is used to transfer the result got 
from monitoring, the commands directly send the result in Raspberry Pi 
to the Wireshark application and shown in the Wireshark application. 
And Figure 6.6 shows part of the result shown in the page. 
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Figure 6.6: Captured packages in Wireshark 

From Figure 6.6, it’s obvious that there are different kinds of packages 
sent from and to different kinds of devices, and through the analysis of 
these packages, I could get further information and study on them, and 
the result is introduced in chapter 6.3 (Device tracking). 

According to chapter 5.2.2 (Draw graphs), I got the graphs of the 
watchdog system’s condition and the number of device that using the 
network. The following figures respectively represents: Figure 6.7: The 
logged device condition of the network; Figure 6.8: The load average of 
the watchdog system; Figure 6.9: The memory usage of the watchdog 
system; Figure 6.10: the processes running in the watchdog system. 

 

Figure 6.7: User condition of network 

As it shows in Figure 6.7, I sent the time that showing the result is the 
previous 24 hours’ condition, and all the following figures show the 
previous 24 hours’ condition, too. In Figure 6.7, there are intervals that 
there are no device using the device, since I turned the router and the 
Raspberry Pi off. There should be at least two devices online as soon as 
the watchdog system is on: The Raspberry Pi itself and the laptop, 
sharing the same wireless network that being monitored. In scenario 
one, as it’s shown in Table 6.1, expect for Raspberry Pi and the laptop, I 
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added one more device: cellphone at intervals, and Figure 6.8 shows the 
condition that there are situations with zero or two or three devices 
using the network. Also, as it’s described in chapter 5.2.2, I added the 
graphs related to the performance of the watchdog system (the 
Raspberry Pi). 

 

Figure 6.8: Load average of watchdog system 

Figure 6.8 shows the load average of the watchdog system, the time I 
shut down the raspberry pi also shows no data, the other time shows a 
dynamic change on the load average. 

 

Figure 6.9: Memory usage of watchdog system 

Figure 6.9 shows the memory usage condition of the watchdog system, 
with the free part and the using part, the unit showing in the figure is 
kilobytes, and user can vividly check every hour’s condition. The rrdtool 
also directly calculated the maximum, the average data, which more 
convenient for user to analyze. 

 

Figure 6.10: Processes running in watchdog system 
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Figure 6.10 shows the current running processes in the watchdog system, 
also, it shows the current, average and maximum data. Compared to the 
previous three figures, the time that I shut down the router and the 
watchdog system all shows no data, and the other time has 
corresponding varied data. 

6.2.2 Scenario two 
In scenario two, I added two more devices that connected to the 
network, and the new random IP address got a little bit change. The 
information of the connected devices is shown in Table 6.2. 

Table 6.2: The device condition of scenario two 

Test device condition in scenario two 

Name IP add. MAC add. Device type 

FAST_2BEA 192.168.1.1 74:C3:30:B1:2B:EA Wireless router 

luludeAir 192.168.1.100 D4:61:9D:26:16:C0 MacBook Air 

raspberrypi 192.168.1.101 B8:27:EB:40:81:F9 Raspberry Pi 

iPhone 192.168.1.102 F0:24:75:D7:7F:29 iPhone 

luluyah 192.168.1.103 A4:5E:60:63:0F:DD iPhone 

Nora 192.168.1.104 6C:70:9F:7D:3C:13 iPad 

By using the method on Raspberry PI: started the monitoring function 
and transferred the package information to Wireshark application, wait 
for around 60 seconds to get all types of packages sent through different 
devices on the same network. The result of packages captured in 
scenario two is shown in Figure 6.11. 
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Figure 6.11: Captured packages in Wireshark 

In Figure 6.11, there are kinds of different kinds of packages transferred 
from and to different devices. From the name of the source and 
destination IP address and name, I could filter out the certain package 
and click it to see the detailed information. Figure 6.12 shows the 
condition of the number of the device that connected to the targeted 
network in a certain period. 

 

Figure 6.12: User condition of network 

In Figure 6.12, the device number is always 4, it corresponds to the 
situation that I used four devices at the same time. Figure 6.13 and 6.14 
shows the condition of the watchdog system in the previous 24 hours.  
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Figure 6.13: Memory usage of watchdog system 

Figure 6.13 shows the memory usage condition of the system. 
Compared to scenario one, the memory being used increased. User 
could both check the condition the Raspberry Pi with the ‘SSH’ 
command or in the drawing graphs. And the graph has a more vivid 
appearance. Figure 6.14 shows the load average of the system. 

 

Figure 6.14: Load average of watchdog system 

6.3 Device tracking 
The results of the device tracking part are also divided into two different 
scenarios as chapter 6.2 introduced. This chapter focuses on the further 
analysis on the packaged captured in Wireshark and the parameter 
related to the device that connected to the same network. 

6.3.1 Scenario one 
In scenario one, firstly, I created a table which could get basic 
information of devices that connected to the same wireless network, 
with the device name, the connection type and the speed of net on each 
device, which is shown in Figure 6.15. 
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Figure 6.15: Rough result of tracking device in scenario one 

Figure 6.15 shows the rough condition of all devices connected to the 
targeted network, with current IP address, the device name, the 
connection type and the respective net speed. However, the IP address 
can be changed from time to time, and also in different environment, 
which could not be used as the mark of the device. MAC address is sole 
for every device, and to get the information of MAC address, further 
analysis needed to be down on the basis of chapter 6.2. (packages 
captured in Wireshark). Since there are quite a lot packages captured in 
every second, as it’s shown in Figure 6.6, so I clicked on the package to 
get the detailed information of every package, I chose one package 
related to each device to analyze in the following. The different 
packages related to different kinds of devices are shown in the following 
Figure 6.16, 6.17, 6.18 and 6.19. 

 

Figure 6.16: Broadcast package sent by the router 

Figure 6.16 is the package information sent by the router, it contains the 
information of the package, all of it are got by monitoring. Also, it 
contains the source name and source MAC address of the sender, which 
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is the router’s information, the router broadcast the package through the 
network. 

 

Figure 6.17: Package related to cellphone 

In Figure 6.17, the package shows the transmission of data between the 
laptop and the cellphone through the wireless network. The source 
name and the MAC address is corresponding to the cellphone that used 
to test.  

 

Figure 6.18: Package related to MacBook Air 

In Figure 6.18, the package is sent from the Macbook to the router. Also, 
all the information in the package is captured, with sender’s name and 
the MAC address, also, the receiver’s name and MAC address. It 
actually also shows the current IP address, which can be taken as a 
parameter, But IP address changes randomly, so I wouldn’t take it as a 
reference. 

 

Figure 6.19: Package related to Raspberry Pi 

Figure 6.19 shows package correlated to the Raspberry Pi, it’s a data sent 
between laptop and the Raspberry Pi. It shows the name and MAC 
address of the Raspberry Pi (the watchdog system too). 

To get the parameter of the connected device, in another word, to 
monitor the connected device, it needs to add the device current IP 
address and the connection type to get the actual device condition. The 
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detailed required information is shown in Figure 6.20. If there is a need 
to monitor the other device that connected to the same network, just 
change the corresponding insert information. 

 

Figure 6.20: Add device to be monitored 

In Figure 6.20, user can give the description he wants to the device, and 
then input the current device’s IP address, choose the device type, and 
then the connection options. This function actually has its better usage 
in device like Ethernet switch. 

Then, set the shown data to be the previous 24 hours, and I chose the 
laptop to be the targeted device. Figure 6.21 shows the load average of 
the device and Figure 6.22 shows the memory usage. 

 

Figure 6.21: Load average condition of one device 

For instance, on 10’o clock of Monday morning, the laptop connected to 
the targeted network for a second, and was in use since 17:30 around. 
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Figure 6.22: Memory usage condition of one device 

In the previous two figures, the system only gets the data when the 
certain device is connected to the target network, and user can clearly 
discern the situation changed in every hour.  

6.3.2 Scenario two 
Firstly, as scenario one, I created a simple table showing the basic 
information of the device condition, which is shown as Figure 6.23. 
Differ to scenario one, I added one more cellphone and one more iPad 
device. All of them expect for Raspberry Pi are all connected to wireless 
network in wireless way. 

 

Figure 6.23: Rough result of tracking device in scenario two 

Since I added two more devices in scenario two, the current IP 
addresses are increased, but in a random way, like the device ’luluyah’ 
has changed its IP address from 192.168.1.102 to 192.168.1.103. Also, I 
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selected the packages related to different devices in scenario two, which 
are shown in Figure 6.24, 6.25 and 6.26. 

 

Figure 6.24: Package related to MacBook Air 

 

Figure 6.25: Package related to cellphone 

 

Figure 6.26: Package related to iPad 

In Figure 6.24, the package is sent from the laptop to the router, and all 
information in the package are captured. In Figure 6.25, there shows a 
new MAC address, which belongs to the new cellphone device. The 
package was sent from the new cellphone device to the laptop through 
the network, through this, I could get the information of the new device. 
In Figure 6.26, there shows a new MAC address too, and it’s belongs to 
the new iPad address. From this detailed information, I could add the 
information to a new device. 

Also, in this scenario, I chose the new iPad device to be monitored. With 
the same process I monitored the laptop in scenario one, I got the 
information of the iPad device call ‘Nora’. And Figure 6.27, 6.28, 6.29 
shows the condition of the monitored device. 

 

Figure 6.27: Memory usage of iPad 
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Figure 6.28: Process running in iPad 

 

Figure 6.29: Load average iPad 

Figure 6.27 shows the memory usage condition of the iPad, it changed 
with time. Figure 6.28 shows the processes that running in the device, 
and it quite corresponded to the information shown in Figure 6.29. 
Figure 6.29 shows the load average of the device, and it also changes 
with the time and only works when the device is connected to targeted 
network. 

6.4 Operate reliable devices 
By cooperation of the implementation of database, RESTful APIs and 
website, I realized the operation of the reliable devices management on 
the watchdog system (Raspberry Pi). The database I created before the 
test is shown as Figure 6.30. 

 

Figure 6.30: Initial database of reliable device 



IoT Network Watchdog 
LU LU            2018-06-07 

40 
 

Then, I tested the GET, POST, PUT and DELETE function one by one, I 
tested in the application before connecting the php file to the website, 
the results of the previous four function are shown in the following 
figures. The Figure 6.31 shows the result of ‘GET’ all device information, 
and Figure 6.32 shows the result of ‘GET’ a single targeted device. 

 

Figure 6.31: Result of ‘GET’ method (all the device) 

 

Figure 6.32: Result of ‘GET’ method (single device) 

In Figure 6.31, information shown by the certain URL is corresponding 
to the data structure shown in Figure 6.30. The ‘POST’ method, in 
another word, is to insert the new reliable device information into the 
database. Figure 6.33 shows the successful result of insertion and Figure 
6.34 shows the update database. 

 

Figure 6.33: Result of ‘POST’ method 

 

Figure 6.34: Result of ‘POST’ method in database 

To test the ‘PUT’ method, in another word, is the information update 
method, I changed the information created for test just know, the result 
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is shown in Figure 6.35 and the update condition of the database is 
shown in Figure 6.36.  To notice, the ‘time’ parameter refers to the 
created time of every single data piece, so there is no changed on the 
time parameter. 

 

Figure 6.35: Result of ‘PUT’ method 

 

Figure 6.36: Result of ‘PUT’ method in database 

Then, to test the ‘DELETE’ method, I deleted the device I inserted and 
updated previously, the result is shown in Figure 6.37, and the condition 
of the database returns to Figure 6.30. 

 

Figure 6.37: Result of ‘DELETE’ method 

All the four methods used for the operation of database are tested to be 
successful, then connecting them to the user interface (the html website), 
and the four methods will be tested again in the user interface. Figure 
6.38 is the page I created for the watchdog system’s user to operate the 
reliable devices. 
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Figure 6.38: Reliable device operating page for user 

From Figure 6.38, it’s easy to figure out the function of each section. The 
upper blue button ’Get all device information’ is to realize the ‘GET’ 
method, the first button ’Insert Device’ is to realize the ‘POST’ method, 
the second button ‘Delete Device’ is to realize the ‘DELETE’ method, the 
last ‘Update Device’ is to realize the ’PUT’ method. Then I tested all the 
four function in the user’s interface, to be brief, not all the update 
condition on the database and the returned website will be shown in the 
following part. In the user’s interface, I tested the ‘GET’ method first, 
and the returned website is shown in Figure 6.39. 

 

Figure 6.39: ‘GET’ method result in user’s interface 
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Then I tested the ‘POST’ method to insert a reliable device called Miun, 
the detailed information is shown in Figure 6.40 and the update 
condition of the database is shown in Figure 6.41, and of course, when 
the user clicks the ‘GET’ method button, the returned information will 
also be updated. 

 

Figure 6.40: ‘POST’ method in user’s interface 

 

Figure 6.41: Update condition on database after ‘POST’ 

Then I tested the ‘PUT’ method to change the information of a certain 
reliable device and the detailed changing information is shown in Figure 
6.42, also, the update database is shown in Figure 6.43.  To notice, the 
default of each blank remains unchanged if the user does not enter 
anything and if there is no corresponding ‘Original Name’, the website 
will show error and warn user. 

 

Figure 6.42: ‘PUT’ method in user’s interface 
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Figure 6.43: Update condition on database after ‘PUT’ 

The last method to test is the ‘DELETE’ method, the example is shown 
in Figure 6.44, and it is noted that if there is no corresponding name, the 
website will show error. After this delete operation (this certain one), 
when user clicks the get button, the returned page will be the same as it 
was shown in the Figure 6.39. 

 

Figure 6.44: ‘DELETE’ method in user’s interface 

6.5 Evaluation  
With all function realized, the evaluation part need to be down to test 
the performance of the system, especially on how accurate it is, whether 
it could get and show the instant information to user, if the operation is 
efficient or not and so on. So I separated the measurement into different 
parts which are introduced in the following chapters. 

6.5.1 Monitor performance 
Both in the two scenarios, (1) all the surrounding network could be 
detected by the system; (2) all the packages in the channel could be 
captured, the lost information in the two scenarios is 0%; (3) In the 
situation I tested, when the total package number increased to 1,000,000, 
the number of lost packages is no more than 10,000, so the lost percent is 
around 1%. So the performance on the monitoring works comparatively 
good. With a simple device, the general monitoring could be realized. 
The situation is shown in Figure 6.45. 

However, all this performance is based on the condition that the 
wireless network only involves a quite small area, with less than ten 
device connected. There wouldn’t be too much information or packages 
during the test. When it comes to a comparatively big network with 
hundreds of devices, it could be hard to maintain the performance as 
previous. 
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Figure 6.45: Lost package percentage 

6.5.2 Tracking performance 
Capturing packages is a vital process in tracking device, and the 
performance of how useful packages works is divided into following 
part. Firstly, the evaluation will be divided by the two scenarios. In both 
scenarios, I counted the number of captured packages in a short interval, 
every 20 seconds in one minute. To be more specific, also filtered the 
package related to the connected device manually and counted the 
number. Also, by comparing the actual time I connected a certain device 
to the targeted network with the first time that a related package 
showing up, the efficiency of the package capturing could be studied. 

In the situation of scenario one, the tested short interval is one minute, I 
counted all the package number appearing in the ‘Wireshark’ 
application every 20 seconds. Also, by entering command like 
‘ip.src/dst==the certain source address’, I could filter the package related 
to a certain device. The counted result is shown in Table 6.3. I almost 
connected the cellphone device at the very start, and after the 
connection, I almost didn’t use it. 

Table 6.3: Package numbers in scenario one 

               Conditions 

Time 

All packages Cellphone 

20 seconds 1300 15 

40 seconds 1758 18 

60 seconds 1900 18 
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As it’s shown in Table 6.3, the number of all packages increased a lot in 
the first 20 seconds, and turned to a little rise in the following 40 seconds. 
Also, the same situation is in the package number of the cellphone 
device. The package number stayed almost unchanged in the following 
40 seconds. One possible reason is that there would be packages to form 
the connection while the phone is connecting to the network. And after 
the successful connection, I didn’t use the cellphone to do any operation, 
so the package number stayed unchanged. Compared to the number of 
all packages, the number of package related to a certain device is quite 
little.  Table 6.4 shows the data about the time that I manually connected 
the device to the network and the corresponding time the related 
package appears. 

Table 6.4: Efficiency of packages capture 

Device Cellphone1 

Connected time 2.0 second 

Shown time of first package 4.623 second 

In Table 6.4, the actual time that the device is connected to the network 
is almost from the start that I turned the monitoring function on. And 
the first package related to the device also appeared quite early. The 
package is about how the device sends the information to the router.  

In scenario one, expect for the Raspberry Pi and the laptop supporting 
for the test, only one extra device is connected to the wireless network. 
With almost no operation on the device after the connection, the 
package number related to the device barely close to zero latterly. 

In scenario two, I added two more devices that connected to the 
network, in capturing packages part, also in short intervals, to test 
whether there is some more change on the all package number. Also, 
with more device available, more data related to a targeted device could 
be shown. I could set more different time to connect the network with 
different devices and test the efficiency. Table 6.5 shows the condition of 
package numbers in scenario two, and the time interval is also set to be 
every 20 seconds in one minute. 
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Table 6.5: Package numbers in scenario two 

     Situation 

Time 

All packages Cellphone1 Cellphone2 iPad 

20 seconds 997 12 0 0 

40 seconds 2630 122 0 0 

60 seconds 3112 148 234 16 

To notice, in scenario two, I connected one cellphone from the start 
(before or just when start monitoring), and connected the other 
cellphone and the iPad device after 40 seconds. 

In Table 6.5, the number of all packages increased a lot at start and 
compared to data shown in Table 6.3, in the following 40 seconds, the 
number of package still increased at a fast speed, the counted number is 
nearly double of the same parameter in scenario one at 60 seconds. So, it 
could be caused by more devices’ connections. Also, since I connected 
the first cellphone device at start and kept using it after the connection 
(till 30 seconds), the number of package related to the first cellphone is 
not much at the first 20 seconds, while at 40 seconds it increased, and 
also had a small rise at 60 seconds. On the other side, the extra two 
devices, I made the connection manually after 40 seconds so there is no 
package captured in the first two periods. And I used the second 
cellphone device to send image directly to the laptop and used it with 
network, but didn’t operate the iPad device after the connection. As it’s 
shown in the table, the package number of the second cellphone device 
at 60 seconds is much more than that of iPad device at the same time.   

The sum of packages related to the connected devices only occupy for 
no more than 15% of all packages, much more captured packages is 
related to the router and the laptop. There could be more packages 
related to the connected device if user does more operation on a certain 
device. 

With more available devices, there would be more different connection 
time to test the efficiency to test the monitoring and the capturing 
performance. The actual connected time and the first time that the 
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related packages appeared of the respective three devices is shown in 
Table 6.6. 

Table 6.6: Efficiency of packages capture 

Device Cellphone1 Cellphone2 iPad 

Connected time 0.0 second 40.0 second 40 second 

First package 16.332 second 45.698 second 41.851 second 

In Table 6.6, since the first cellphone device was connected from the 
start, the appearance time of the first related package is around 16 
second and the package is not involving the connection problem. Also, 
after 40 seconds, the other two devices are connected. The package 
related to the second cellphone device appeared in 6 seconds and that 
related to the iPad device appeared in 2 seconds.  

To conclude, scenario two got more packages than scenario, and with 
time intervals, the amount of increase kept in scenario two compared to 
the relatively steady amount in scenario one. The previous situation 
could be caused by the connected device number, whether the device is 
in usage of the network or transfer data between the other devices, 
when the devices are connected and other factors. Also, in both two 
scenarios, the effectiveness of capturing related packages works well, 
the related packages would all be captured in a short interval after 
connecting it to the certain wireless network. 

6.5.3 SQL operating time  
Since through all the test previously, the accuracy of the operation of the 
database is 100% correct, I found no error in the information of database 
operation. To be more specific, the ‘GET’ method all returns the accurate 
information in the database. The information that the ’POST’ method 
inserted is the same as that shown in the database. The ‘PUT’ method 
could update the correct information on the targeted data piece. The 
‘DELETE’ method could delete certain data 100% successfully. So the 
part I evaluated in the reliable device operation part would be the 
performance of the system respond time. I separated the evaluation of 
time of the four methods. 

During the evaluation of the respond time testing, it’s easy to find that 
the average time gets much longer especially for the first time 
connection to the database. Once the user has already connected to the 
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database, the respond time of all the methods would shrink. In this 
condition, I put my focus on the situation that the database has already 
been connected. The situation for the first time operation are also 
evaluated, but in a simpler way, and the evaluation result is shown in 
the Table 6.7. 

Table 6.7: Evaluation of initial request for first connection 

Initial Connection Respond Time (millisecond) 

Device number 5 10 15 20 25 

Average ‘GET’ 65.0 73.9 90.2 121.2 128.0 

Average ‘POST’ 107.8 151.2 130.8 128.6 132.2 

Average ‘PUT’ 93.4 188.8 89.4 177.4 189.4 

Average ‘DELETE’ 56.8 80.7 87.6 123.2 122.2 

In Table 6.7, all the four methods show a tendency that the first time 
connection respond time increases while the number of existing devices 
increases, but there is an uncertainty, sometimes a smaller database 
takes longer time to realize the function. All the respond time are all 
quite short, which means that the connection between the database and 
the website works well.  

Then, it comes to the evaluation of respond time after the primary 
connection, and evaluation results are separately shown in the four 
different methods. 

(1) GET method 

Since there is a possibility that there is no existing device which the user 
is searching for (means that the single search fails), so I also concluded 
the failures.  I ranged the number of reliable device in the database from 
5 to 25 (considering that there wouldn’t be too many devices connected 
in the common small wireless network) and tested the response time. 
And the evaluation result of the get method is shown in the Table 6.8. 
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Table 6.8: Evaluation of ‘GET’ method 

Respond Time (millisecond) 

Device number 5 10 15 20 25 

All (average of 10 
times)  

32.9 37.4 43.6 41.2 45.1 

Single device *1  28.0 44.0 52.0 52.0 56.0 

Single device*2 47.0 49.0 51.0 55.0 63.0 

Single device*3 45.0 64.0 50.0 48.0 50.0 

Single device 
(average of thrice) 

40.0 52.3 51.0 51.7 56.3 

Failure (average of 
10 times single) 

39.2 42.8 48.6 45.0 47.6 

From Table 6.8, the first tested parameter: the average respond time of 
‘GET’ method shows (1) a faint growing trend when the number of the 
stored reliable devices increases; (2) However, the contingency and error 
ratio is quite high, and the actual respond time varies a lot randomly; (3) 
On the other side, all the respond time are all quite short, which are all 
shorter than one second. 

Then the ‘GET’ method in getting single device’s information 
successfully and unsuccessfully (no corresponding data is found) are 
tested. There do existing the phenomenon that the respond time grows 
with the number of existing data. But there is still a high random 
possibility that a smaller database gets a shorter respond time. There is 
actually no big difference among the device number since all respond 
time are all quite short (based on the condition that the network does 
not require too many reliable devices.) While the evaluated data could 
imply a phenomenon that when a huge network needs over hundreds, 
or even thousands of devices to be stored and operated, the 
corresponding reaction time of the RESTful website (also the connection 
to the database) will extend. 

(2) POST method 
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The ‘POST’ method means to insert the new piece of data into the 
database, so commonly there will not have unsuccessful condition. In 
the same way, I ranged the number of device in the database from 5 to 
25 and tested the average respond time of 10 times’ test. And Table 6.9 
shows the result. 

Table 6.9: Evaluation of ‘POST’ method 

Respond Time (millisecond) 

Existing device number 5 10 15 20 25 

10 times average 41.6 43.6 48.2 49.8 61.2 

From Table 6.9, the general respond time increases a little as the number 
increases, however, as is the same situation explained in the ‘GET’ 
method, there is a high random uncertainty. So it’s quite possible that it 
takes shorter time to insert when there are more existing data in the 
database. 

(3) PUT method 

The ‘PUT’ method, in another word, is to update the information 
existing piece of data. The key parameter is the ‘name’ parameter, when 
the original stored name equals to the name that asked to be changed, 
then the new information will take the place of the original information. 
In the same way, the number of device ranges from 5 to 25, and I tested 
the average successful respond time since I think when a user tries to 
change the information in the dataset, he could use the ‘GET’ method to 
check the condition of the datasheet and there shouldn’t be error on the 
targeted device name. The result of the tested ‘PUT method’ is shown in 
Table 6.10. 

 Table 6.10: Evaluation of ‘PUT’ method 

Respond Time (millisecond) 

Existing device number 5 10 15 20 25 

Success (10 times average) 40.0 38.8 48.6 53.6 46.9 
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From Table 6.10, compared to the previous two methods, the average 
respond time is not all decided by the number of the device, when the 
device number does not vary too much, there is a high randomness.  

(4) DELETE method 

The ‘DELETE’ method is to delete the existing device depends on the 
device’s name parameter. Since there is a possibility that there is no 
wanted existing device to be deleted, so there would have unsuccessful 
condition. The result of the ‘DELETE’ method is shown in Table 6.11. 

Table 6.11: Evaluation of ‘DELETE method 

Respond Time (millisecond) 

Existing device number 5 10 15 20 25 

Success (10 times average) 42.2 41.2 50.2 53.4 57.0 

Failure (10 times average) 41.2 45.8 42.4 50.6 48.2 

From Table 6.11, both the respond time of successful and unsuccessful 
condition faintly increases with the increasing device number.  It shows 
that in general condition, the unsuccessful time is shorter than the 
successful one, I think the reason lies in that if there is an existing device 
to be deleted, it takes time to finish the process, and if there is no such 
device, it only needs to search all the pieces of data and returned the 
failure result. 

And the clear comparison is shown in Figure 6.46, the table at left is the 
respond time situation of the initial connection, the figure at right is the 
situation of the time at common time (after the initial connection). 

 

Figure 6.46: Comparison of connection respond time 
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As it’s shown in Figure 6.46, as the number of data in the database 
increases, the respond time in both situations generally grows. However, 
it’s not often the case. In the figure, we can find several longer respond 
time when the piece of data is less.   

Compared the data in Table 6.7 to those in Table 6.8, 6.9, 6.10 and 6.11, 
it’s obvious that the first time connection or operation occupies much 
more time than the following instructions and methods. However, 
almost in all the situation, the respond time are all around shorter than 
0.06 second, even the longest time during the first connection or 
operation is no longer than 0.30 second, so the system performs fast in 
operating the reliable device management. 
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7 Conclusions 
Through the watchdog system project, I reached several concrete goals. 
And the following chapters are going to discuss the ethical part related 
to the project and propose future work. 

 (1) Firstly, by reading the material and paper, I had a deeper 
understanding of the meaning of IoT and the dangerous elements 
hidden behind IoT, not only the potential of IoT impresses me, the 
related attacks also grow with the development of this area.  

(2) Secondly, I set the certain application scenario which the watchdog 
system can work for, and design the function the system should satisfy.  

(3) Also, I had a better understanding and utilization on the devices like 
Raspberry Pi by realizing the system with their help.  

(4) I got the know the structure of the network and how WLAN works 
with the connected devices, how the processes are going when a device 
tries to connect to a wireless network.  

(5) With the implementing on monitoring the network and tracking the 
device, I obtained the ability to capture and analyze the packages sent 
between different devices, from this I also learned the various function 
the Raspbian system offered to user.  

(6) By tracking and analyzing the parameters of monitored devices, I got 
to know the different protocols related to the network and the famous 
drawing tool ‘rrdtool’.  

(7) In operating device part, I implemented the database with web 
service on the Raspberry Pi, I had a better understanding on operation 
of the SQL and how it could be utilized by user. I did the user interface 
with the restful service, grasping the different basic functions of the web 
service and how it connected to the database. 

 (8) In the evaluation part, I tested the performance on different 
functions of the system, involving the accuracy, the responding time, the 
condition of the Raspberry Pi itself. During the testing part, I got a better 
overview of the thesis I did and tried to improve the system.  
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7.1 Ethical discussion 
The watchdog system itself is related to the security problem, and 
involves many ethical thinking. 

1. The function Raspbian system provided could be further utilized to 
crack the other wireless network, connecting or even invading the other 
network without permission. 

2. Monitoring on a certain device could violate the privacy of the other 
user. The detailed information of a certain device, like the MAC address, 
current IP address and device name, could be used for malicious aim. 

3. Although entering the system need to enter the correct password, 
there is no security setting on operating the database of connected 
devices, so it could be dangerous since the information of all reliable 
device can be easily get once already be in the system. 

4. With more function added to the system, the Raspberry Pi needs a 
bigger memory card and could possibly perform relatively slowly, 
though the system requires expenses, only with a single Raspberry Pi, 
but the investment could grow with the adding of the function or the 
increasing size of database. 

7.2 Future work 
If given more time and available devices, I would like to further the 
study on: 

1. Combine the monitoring and the tracking function one the same user 
interface with the operating device part instead of separating them in 
different pages. Add like hyperlink related to the drawing graphs on the 
webpage of the database operating one. 

2. Since there are a lot of packages on the network, and it could be 
thousands of captured packages in just one or two minutes. With more 
devices, the packages could be much more. To filter out the useless and 
the repeated packages would be better. 

3. When checking the system itself condition, it could add more 
parameters like the traffic condition on certain interface (or channel) to 
be analyzed, but needed more configuration. Also, monitoring device is 
in same situation, more parameters could be drawn with specific 
configuration. 



IoT Network Watchdog 
LU LU            2018-06-07 

56 
 

4. Realize functions expect for the basic operation on database in the 
web service part, like adding security certificate before dealing with the 
database. For instance, create one more datasheet for user, only the user 
who is existing in the datasheet could login into the system. 
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Appendix A: Source Code 
The entire main code is available on 
https://drive.google.com/file/d/1RkVQbvnQesXs9oNkOvDXZDZFnmLiLox/vi
ew?usp=sharing. 
 


