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Abstract
Internet of Things changes our world with everything we have around
us, our everyday things will be connected to the Internet. According to
experts, in two years there will be up to 29 billion devices connected to
the Internet. With all of the information that is produced it is important
to keep the communication secure, otherwise there can be serious
problems in the future. Therefore the objective with this study has been
to investigate the area of jamming attacks on wireless communication
for Internet of Things, more specifically on LoRa and WiFi technologies.
This was made by a literature study to research about Internet of Things,
the industrial side of it, the two communication technologies and
wireless jamming of them. Additionally to this a small scale test bed
system consisting of two LoRa nodes (an Arduino and a LoRa gateway),
two WiFi nodes (a laptop and router) and a software defined radio
frequency jammer (a HackRF One) were set up. Jamming was
performed on the system and evaluated form the perspective of a
typical industrial Internet of Things scenario. The testing on the system
was done by measuring the received signal strength index, round trip
time for a message and packet losses. The study showed that the WiFi
communication broke down completely while the LoRa communication
stood strong up to the jammer. This concluded that LoRa
communication is secure for a typical Internet of Things scenario, from
this particular jamming device, or a similar one.
Keywords: IoT, LoRa, WiFi, Arduino, HackRF One, RSSI, RTT, Packet
loss.
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Terminology
Acronyms/Abbreviations
802.11

Standard for wireless network communication

AES

Advanced Encryption Standard

BPS

Bits Per Second

CSS

Chirp Spread Spectrum

dBm

Decibelmilliwatt

DSSS

Direct Sequence Spread Spectrum

FHSS

Frequency Hopping Spread Spectrum

FSK

Frequency Shift Keying

GPS

Global Positioning System

GSM

Global System for Mobile communication

Hz

Hertz

IDE

Integrated Development Environment

IEEE

Institute of Electrical and Electronics Engineers

IIoT

Industrial Internet of Things

IoT

Internet of Things

IP

Internet Protocol

ISM (band) Industrial Scientific and Medical (band)
ISO (model) Open Systems Interconnection (model)
LoRa

Long Range

LoRaWAN Long Range Wide Area Network
MAC

Media Access Control
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MIMO

Multiple Input Multiple Output

OFDM

Orthogonal FrequencyDivision Multiplexing

RFM

Radio Frequency Model

RSSI

Received Signal Strength Index

RTT

Round Trip Time

SDR

Software Defined Radio

SF

Spreading Factor

WAN

Wide Area Network

WiFi

Wireless Fidelity

WLAN

Wireless Local Area Network
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Introduction
Internet of Things (IoT) alters the world we live in, changes our way of
living. Whether it is about monitoring, controlling or many devices
working together for a larger purpose application. It can be everything
from how we can oversee the environment, to factories, a city, our home
and even our own human body.[1]
According to experts it is estimated to be up to 29 billion devices on the
Internet by 2022.[2] Many of these will be small and embedded in things
around us, equipped with sensors and actuators. Each transmitting data
which enables new types of intelligent applications and devices that are
around us and to ease our lives. All these small devices connected and
collaborating together is what we call Internet of Things.[1]

1.1

Background and problem motivation
With such a large scale of IoT, it is important that all the information
that is being produced is transferred securely. We need to ensure that
the communication is secure, otherwise there could be serious problems
in the future when valuable data is being sent. Some examples of IoT
systems where security is critical are smart electrical grids, smart cities,
health care, industrial control and more.[3] For instance if a factory
sends critical data from a machine, it could be catastrophic if data were
to be disrupted. It must be ensured that it is a safe and stable transfer
from the machine.
Most IoT devices today are connected via WiFi.[2] Mostly because of
flexibility or cabling is simply not possible at the place of operation. In
recent years more longrange and low power communication
technologies are showing up in this field. Ranges up to several
kilometers in range compared to WiFi’s 100 meters. It has cheap price
and long battery life, but at a cost of lower transfer speed. Although
mobile device communication technologies are well known and
provides longrange, they are resource demanding. Therefor they are
not ideal for many IoT applications.[4]
For the longrange low power technologies there is concern about the
security. It is suspected to be more vulnerable to being jammed in harsh
conditions.
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Overall aim
The aim with this project is to investigate the area of jamming attacks on
wireless IoT communication. Since wireless is prone to more jamming
attacks, it is important to know the flaws and how more vulnerable it is
compared to wired communication. Also it is good to know what
unauthorized people have the ability to do with the network, how it
could be affected that would not be possible with wired. In some
situations, attacks might not affect the communication too much,
making it still usable without issues. While other situations it might
break it down completely. Therefor the problem I will solve with this
thesis is to highlight the weaknesses of wireless IoT communication to
see when they are secure and when not, in a typical Industrial IoT
scenario.

1.3

Concrete and verifiable goals
The concrete goals of the investigation are:
1. Survey the area of jamming on the IoT to find the 3 most common
attacks on wireless IoT communication.
2. Determine a typical Industrial IoT (IIoT) scenario where this is
applicable.
3. Set up a test bed IIoT system with local wireless network and
long range communication to perform the attacks on, using a
software defined radio peripheral.
4. Perform measurements in accordance to the established scenario.
5. Evaluate the end results in terms of the established scenario.

1.4

Scope
It is impossible to research the whole jamming area with wireless
communication. Therefor this study will have focus on the three most
common attacks on WiFi and LoRa communication technologies. Parts
of the jamming will be performed only on a smaller scale test bed setup,
which might differ from a real world application.
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Outline
Chapter 2 covers the theory and the background information needed to
achieve the goals of this work. Chapter 3 describes the method used, the
approach to each concrete goal that are put up. Chapter 4 explains the
test bed set up, how each component are connected and their purpose.
In chapter 5 the measured data is presented from the test system that is
described in the previous chapter. Lastly in chapter 6 are the conclusions
of the measured data and the work presented, along with few ethical
issues about this area and future work.
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Theory
In this chapter background information for Internet of Things, 802.11
(WiFi), LoRa and jamming will be presented. The first part describes
Internet of Things and what it is and typical scenarios how it is used.
Second and third section explains 802.11 respective LoRa
communication technology and describing their strength and
weaknesses. The last subchapter is about jamming which explains
different kinds of jamming and jamming techniques.

2.1

Internet of Things
Internet of Things is a collected expression for the things that are
equipped with sensors, actuators and processors so they are able to
collect data and communicate with other devices via the Internet. These
things can be anything, but the most common are home automation or
smart home devices mostly because they are easily available for
consumers and it is affordable[5]. Examples for this can be smart locks,
electricity management, air conditioner, lights, smart windows, smoke
sensor, surveillance and more.[1]
One of the main reason for industrial Internet of Thing's is to improve
the operational efficiency of industries. An easy way to increase
productivity throughput and profitability of a manufacturer would be
to avoid downtime and facility shutdowns. For now at the start of IIoT,
this is what manufacturers are doing. IIoT offers new fundamental ways
to think about products and operate facilities. But since many
companies are just starting to make the transition, it is not easy for some
economically.[6]
Some applications for IIoT that are used today by manufacturers are
ABB’s smart robotic which uses sensors to monitor the robot’s parts so
they can trigger and repair before any part breaks. Airbus’s assembling
of jetliner. To handle the complexity of assembling an airplane which
has millions of parts, they launched an initiative called Factory of the
Future to minimize mistakes. They integrated sensors to tools and
machines and gave workers wearable technology, which is designed to
reduce errors and increase saftey in workplace.[7]
On Semtech’s website they have a catalog for different applications
where their technology is used. On the industrial side of IoT for LoRa, it
is mostly about monitoring or detection systems. Some examples from
4
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their catalog are monitor air quality, industrial temperature, liquid
presence detection and tank flow monitoring.[8]
Ericsson reports there will be approximately 29 billion connected IoT
devices by 2022. 2.1 billion of these are in the category of widearea,
which is long range communication. The majority of these are Global
System for Mobile communication (GSM) based (approximately 70
percent) and the remaining are long range low power technologies.
Approximately 16 billion belongs to short range such as WiFi and
Bluetooth. Remaining are mobile phones, tablets, PCs, laptops and fixed
phones.[2]

2.2

802.11
802.11 referrers to a set of standards/specifications for wireless WLANs
established by the Institute of Electrical and Electronics Engineers
(IEEE). The minimum standard seen on todays computers are
802.11b/g/n and ac is starting to be. Each of these letters indicates a
specification from the collection.[9]
802.111997 is the original standard, often it is written without the 1997.
The same goes with all other standards, after the name the year is added
with a dash between.[9]
802.11 applies to Wireless Local Area Networks (WLANs) and provides
12 Mbps data rate on the 2.4 GHz band. It uses Direct Secuence Spread
Spectrum (DSSS) and Frequency Hopping Spread Spectrum (FHSS)
modulation.[9]
802.11b is an extension to 802.11. It allows a higher data link up to 11
Mbps with a fallback to 5.5, 2 and 1 Mbps on the 2.4 GHz band. This
standard only uses the DSSS modulation.[9]
802.11g is also an extention to 802.11 specification that increases the data
link up to 54 Mbps by using modulation Orthogonal Frequency
Division Multiplexing (OFDM). This is a relatively old standard and
todays equipment are (hopefully) sold with 802.11n or 802.11ac.[9]
802.11n is an additional extension to previous standards by using
Multiple Input Multiple Output (MIMO). MIMO utilizes multiple
receiver and transmitter antennas to achieve higher throughput, which
is 45 times higher than the g standard. It is backward compatible with
the g and b standard.[9]
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802.11ac builds on top of previous 802.11n standard to be able to have a
data link rate of 433 Mbps per spatial stream, which is 1.3 Gbps for an 3
antenna (stream) design. It operates only on the 5 GHz frequency band
and uses wider bandwidth channels, 80 and 160 MHz, compared to
previous 20 and 40 MHz to achieve the extra speed.[9]
Wireless fidelity (WiFi) is a branding for equipment that follows any
standard of 802.11. All WiFi units must be able to work together
whatever the unit is. It is based of the IEEE standards.[10]

2.3

LoRa
In the physical layer, LoRaWAN has their owndeveloped modulation
technology called LoRa. This is based of the Chirp Spread Spectrum
(CSS) modulation which trades data rate for sensitivity within a channel
bandwidth. CSS provides long range low power communication and is
known for being strong against interferences.[11]

Figure 1 LoRa communication layers.[11]
LoRaWAN is a MAC layer protocol for WANs. Its purpose is to allow
long range internet communication for low powered devices.
LoRaWAN can be mapped to the second layer (presentation) or the
third layer (session) in the ISO model. It is implemented above LoRa
(see figure 1) or FSK modulation in ISM radio bands. The protocols are
defined by LoRa Alliance.[12]
LoRa is an abbreviation for Long Range which provides long range
wireless data communication at low power consumption. It is a spread
spectrum radio modulation technology created by Cycleo (Grenobe
France) and licensed by Ssmtech. It operates on frequencies between 137
MHz and 1020 MHz which includes the licensefree ISM bands such as
169 MHz (), 433 MHz (), 868 MHz () and 915 MHz (). And because of
6
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this, it is thought to be one of the keys to inexpensively enable this
technology world wide.[13]
LoRa devices can have different communication speed, This is affected
by the spreading factor which ranges from 6 to 12. SF6 is the shortest
time on air for the chirp and SF12 is the longest. Each step up in
spreading factor doubles the amount of time for the same amount of
data.[14] Higher spreading factor provides longer transmission time
(slower data rate), longer range and increased energy consumption.
With the same bandwidth longer time on air results in slower
transmission.[15] Another property that the communication speed
depends on is coding rate. It ranges from 1 to 4 where higher number is
a lower coding rate. With higher coding rate comes slower transmission
speed.[16]
Operating on the 868 MHz frequency with maximum spreading factor
and a transmission power of 14 dBm, the range can last over 15 km on
ground while almost 30 km on water.[17]
Some key advatages with LoRaWAN protocol is geolocation, it enables
low power tracking applications without GPS. It has end to end
embedded AES128 encryption. Low power, long range, high capacity,
standardized, low cost.[18]

2.4

Jamming
Physical jamming of a wireless signal is producing enough noise to
decrease the signal to noise ratio of an existing communication link,
worsening its transmission condition. It is different from regular
network interferences only in the terms of its purpose. Its considered
jamming if its interfering deliberately, if not, for instance noise from a
microwave, its not considered jamming.[19]
There are different kinds of jamming techniques. In the basic manner it
is all the same, which is mentioned above, to overpower an existing
signal. The most commonly mentioned techniques for jamming
mentioned in other works[20][21][22][23] are continuous jamming,
selective jamming and triggered jamming or more enthusiastic methods.
[19] Continuous jamming is the most basic type, where the device
outputs interfering signals over the whole frequency spectrum as broad
as it can. Selective jamming is where it does the same as a continuous
jammer, but only within a specific frequency interval. A triggered
generally sweeps a frequency interval and if some activity is detected
then attack that frequency. This would be a basic smart jammer, where
as more enthusiastic ones could target a specific MAC or IPaddress and
7
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adjust to current conditions. Generally the more enthusiastic jammers
are, the harder they are to detect.[24]
Existing methods to avoid interference, or jamming attacks are channel
surfing, wavelength assignment, game theory, trigger identification,
frequency hopping, threshold based technique, cryptographic key
distribution, detection based prevention, multi path routing and packet
hiding.[21] The most common of these methods is channel hopping.[19]

2.5

Related works
In this chapter related works are mentioned to see what their results
came to be and therefore get an idea of what I might expect from my
study.

2.5.1

Exploring The Security Vulnerabilities of LoRa
In this work published via iMindsDistriNet, the authors set up a
triggered jammer using an Arduino Leonardo board with a LoRa radio
module breakout board. The result were roughly 99 out of 100 messages
got affected and lost because of the jammer.[22]

2.5.2

Selective Jamming of LoRaWAN using Commodity Hardware
In this work published via iMindsDistriNet, the authors setup was with
an Arduino based microcontroller with the RFM95. What their setup
did was to detect a LoRaWAN packet, start to receive that packet, if the
packet triggers the jamming policy, immediately jam the frequency. This
is called selective jamming. The results was over 98% of the messages
were lost for each spreading factor.[23]

2.5.3

Analysis of Jamming Effects on IEEE 802.11 Networks
This work shows continuous jamming on a 802.11 network node. The
hardware they used is not mentioned. But the jamming resulted in 0
throughput up to a few meters away then it slowly started to gain
connection.[27]
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Methodology
This study is conducted at Mid Sweden University in Sundsvall for 20
weeks at half study pace during spring term. With equipment and
guidance of Stefan Forsström, the test bed will be setup, running and
measured in a home environment.
To survey the area of jamming and find the most common techniques
and method used to interfere with a wireless IoT signal, I will use search
engines to find sites that can give me better understanding of what is
commonly used. Further investigation about the found techniques and
methods will be done, meaning what type of equipment is required to
perform such an attack and how to avoid it.
A typical IIoT scenario will be determined and established by the
information gathered through searching the Internet to see how a
common wireless IIoT system looks like. I will be looking at questions
such as how it is connected, what technology is used, what kind of
security is there and what kind of access does the public have.
For the test bed systems I will first setup two LoRa devices that will
transfer data from one to the other wirelessly. The sending device is a
Dragino LoRa Gateway and on the reciving end a Arduino Uno
equipped with a LoRa sheild. For the second system with WiFi, I will
use a laptop with an integrated WLAN chip and a standard home
router. During a transfer on both systems, a HackRF one will be used to
attempt to disturb the communication.
Measurements will be made on the client end of the test bed on both
systems in terms of received signal strength index, round trip time and
packet loss which determines the quality of the transfer. The data will be
saved to text files where MATLAB is used to visualize the data. Multiple
measurements of the attacks will be made in order to determine the
security of each technology.
To evaluate the end result, all collected data will be analyzed and a
conclusion will be drawn according to the established scenario, if and
when the communication would be safe.

9
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Implementation
Figure 2 illustrates the communication of the test bed setup of two
clients on different technologies communicating to a server while a
jammer is present.

Figure 2 illustration of the test bed setup.

4.1

Server
The device that will be used is the Dragino LoRa LG01P. It is an single
channel LoRa gateway which runs on an open source embedded Linux
system. It is capable of being a bridge to IP networks, which means it
can also connect to a “regular” network via 802.11 b/g/n, Ethernet and
cellular 3G/4G. And therefor this will be used for both connecting the
Arduino LoRa device and the computer to perform tests on.
The LG01 uses a programmable micro controller unit (M328P) to
communicate with LoRa devices. The language is C and the tool to
program is Arduino IDE.
The LG01 is setup and defaultly accessed via a web browser, like most
home routers.
A few real world applications this device could be used for can be smart
farm, outdoor monitoring, intelligent community, intelligent transport,
smart medical, smart home and more.
10
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Figure 3 flow chart of the LoRa communication program server side.
Figure 3 describes how the program behaves for this device when
communicating with LoRa clients. Since this acts like a host, it will wait
until it receives a message and then act on that. The code is provided in
appendix A.
Since LoRa devices are not supported by the default package in the
environment, I must use a third party library. In Dragino’s manual for
the LG01P there is a recommendation for the library RadioHead and
also some guidelines are provided to setup a basic communication.
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What the program does is to wait for a message, when it receives
something it makes sure it is a valid message. It then sends a new
message back to the sender.

4.2

Client
Since there are two different communication technologies, there will be
two devices. An Arduino Uno and a computer.

4.2.1

Arduino Uno
Arduino is an open source platform for electronics projects. It consists of
both a micro controller and a software, the Integrated Development
Environment (IDE) which is used to program the board. It uses a
simplified version of C++ and only requires a USB cable to load
programs onto the hardware.
The Arduino Uno is a programmable entry level micro controller board.
It is open source and said to be the best board for beginners to get
started with. It is the most used in the whole Arduino family and the
most documented one. The reason for this is because it is the most
versatile board of the family. It provides good all purpose that is enough
for many projects and it has a lot of expansion cards that are easily
available.
For the test bed I need an expansion card (shield) for the Arduino board
to be able to handle LoRa communication. This is the Dragino LoRa
shield. It has a 168 dB maximum link budget, 20 dB (100mW) constant
RF output, programmable bit rate up to 300 kbps.
The figure below (figure 4) describes what the program does. Full code
for the device is provided in appendix A.
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Figure 4 flow chart of the LoRa communication program client side.
What the device will do is it will send a message to the transceiver and
wait for a response. Either it gets a response, or it times out after 5
seconds. The program will send a total of 100 packets and for each
packet it will output the RSSI and RTT. After its done I will be able to
see how many of these 100 packets were lost.
4.2.2

Laptop
To measure the connection quality to the access point I will use a bash
script which simply produces the ping and iwconfig command. Ping
will be used with the arguments c 1 which limits the amount of packets
to just one, W 5 which sets the timeout to 5 seconds and the address is
to the router. After this command iwconfig will be used to measure the
RSSI (marked as signal level) at that time.
13
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Figure 5 flow chart of the bash script.
Figure 5 describes the bash script. It will run these commands
mentioned above) 100 times, after each time it will print the measured
data to a text file and delay the program for 1 second. This is to produce
steady measurements where the round trip time and the received signal
strength indication is gathered from different packets, but is relatively
close in time.
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Jammer
The HackRF One is a software defined radio (SDR) frequency peripheral
from Great Scott Gadgets. It is capable of both transmission and
reception of radio signals between 1 MHz and 6 GHz. It is designed to
be used as test and development equipment for future systems.
GNU Radio is a popular choice to program the device, but other
software is also available, for instance SDR#. To be able to use the
HackRF One with GNU Radio, additional library is required to handle
the device’s reception and transmission. Osmocom is a recommended
library.
What this device will do is attempt to jam/disturb signals between
devices that are communicating. The way to achieve that is to output
more powerful signals (radio waves) on the same frequency.

Figure 6 jamming program of the HackRF One.
A noise source simulates static noise. By using this and connecting it to
the device’s output, makes the device a simple noise generator. To not
overflow the HackRF One and potentially damage it, it needs a throttler
to limit the information coming from the noise source block. 20 Million
samples per second is the sample limit of HackRF One.
The Osmocom Sink is the device’s output. In figure 6 it is set to 868MHz,
which is around LoRa’s frequency. The Arduino is coded to send on this
frequency but to really confirm it is doing that, a simple frequency
scanning program is made which looks like the following figure.
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Figure 7 listening program of the HackRF One.
The gray blocks in means they are disabled. It is simply the Osmocom
Source (HackRF One’s receiver part) connected to a visual spectrum of a
frequency range as seen in figure 7. With this we can pick up and see the
radio wave activity.
The HackRF One starts with producing 0 noise (not powered on) and
then the first step is noise of 65 dBm, incrementing approximately 5
dBm until it reaches 0 dBm. For each increment the clients run their 100
packets test.

16
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Results
By using the program shown in figure 7, the Arduino listens for activity
in the spectrum. There is a big green spike in figure 8 on the 868 (MHz)
mark which confirms the client is operating on the exact set frequency.

Figure 8 visual of the HackRF One’s listening program running.
Figure 9 shows the jamming program during run time. At the top of the
window noise can be adjusted in the interval 0 (not active) and up to 110
(which equals to an average power of 0 dBm) during runtime.

Figure 9 visual of the HackRF One’s jamming program running.
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LoRa
Figure 10 shows LoRa communication’s received signal strength index.
Red shows the maximum value (strongest signal), blue shows the mean
and green the minimum value (weakest signal) of the packets at given
jamming time. It varied between 47 dBm at lowest and peaked at 39
dBm.

Figure 10 LoRa communication, RSSI plotted against the jammer’s noise.
Figure 11 shows LoRa communication’s round trip time. Red shows the
maximum value, blue shows the mean and green the minimum time of
the packets at given jamming time. There is only fractions of a milli
second in difference. The connection is very stable

Figure 11 LoRa communication, RTT plotted against the jammer’s noise.
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Figure 12 shows LoRa communication’s packet loss. There was a
maximum of three packets lost during a 100 packet transfer.

Figure 12 LoRa communication, packet loss plotted against the jammer’s
noise.
The result shows the received signal strength index, round trip time and
packet loss of the LoRa signals were barely affected by the jammer’s
noise. All three graps indicates the same thing, which is there is no
strong relation between the jammer’s signals and the LoRa client’s
signals.

5.2

802.11

In figure 13 the 802.11 communication’s received signal strength index.
Red shows the maximum value (strongest signal), blue shows the mean
and green the minimum value (weakest signal) of the packets at given
jamming time. The strongest signal is approximately 37 dBm and
weakest 62 dBm. The large peaking spike from 5 dBm to 0 dBm means
there is no data recorded. It is a complete loss of connection between the
nodes at that time.
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Figure 13 802.11 communication, RSSI plotted against the jammer’s
noise.
Figure 14 shows 802.11 communication’s round trip time. Red shows the
maximum time, blue shows the mean and green the minimum time of
the packets at given jamming time. At 30 dBm the maximum delayed
time starts to rise abnormaly. The sudden drop from 5 dBm to 0 dBm is
because no recorded data at that point, meaning the connection dropped
completely.

Figure 14 802.11 communication, RTT plotted against the jammer’s
noise.
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Figure 15 shows the 802.11 communication packet loss. The big peak at
the end shows the connection dropped completely.

Figure 15 802.11 communication, packet loss plotted against the
jammer’s noise.
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Conclusions
The goals of this thesis was to evaluate LoRa and WiFi jamming in a
typical IIoT scenario. There was suspicion to LoRa being more
vulnerable to being jammed in harsh conditions. But it seemed like for
what the HackRF One could do, LoRa held up a more solid connection
than the 802.11 communication.
The most common techniques to jam a signal for an IoT device on the
physical layer are continuous, selective and triggered jamming. These
are simple techniues and at the same time the easiest to detect. The kind
of equipment required for such an attack is no more than low costing
commodity hardware. The most popular way to countermeasure basic
jammers is by using channel hopping.
Since many companies just have started to adjust to IIoT, A typical
industrial IoT scenario today is mostly made up of a manufacturer
utilizing smarter devices to enhance the security, saftey or maintenance
of a product or workplace. An industrial place where LoRa technology
is used is mostly where monitoring or detection is required that does
not consume much power. So a typical scenario where LoRa is used
would be measuring temperature of a machine and reporting it to other
IoT devices, inside a manufacturer.
The measured data in the LoRa connection showed it was not being
affected by the jammer. The indications from the measured RSSI did not
vary significantly. The RTT shows a stable average curve and the packet
loss was a maximum lost of only 3 out of 100.
Measurements made for the 802.11 connection shows that the RSSI was
a bit wobbly. A reason for this can be because of high existing traffic on
the 2.4 GHz band. But it is also possible that there is a visible downtrend
(not a strong one) and it just had a bad start, because lower dBm means
worse quality of the connection (higher signal to noise ratio). The RTT
starts to notice a change at 30 dBm and climbs upwards (higher
delivery time) until 5 dBm where the connection drops. At the last
measured point the connection disconnected showing a heavy spike in
each.
A suspicion to why the LoRa connection was not affected might be
because the bandwidth of the LoRa communication was higher than
what the HackRF One could output. The virtual noise source generates
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noise over the whole spectrum which is shown in figure 9, but the
HackRF One might have limitations. I can not confirm this because of
additional equipment needed to be able to scan and verify the exact
output of the HackRF One. In the established scenario this would mean
that it would not have been affected, in other words LoRa is secure from
a malicious HackRF One (or equivalent SDR) decive.

6.1

Ethical considerations
Possession of a jammer is illegal in many countries. Where laws regulate
something, it often indicates there is or can be an issue to the public or
the society. There are a lot of ethical problems that might occur, whether
it is about privacy of people or companies, businesses, health or any
other kind. For instance interrupting traffic of a manufacturer could turn
catastrophic not only for the business economically if something fails,
but also it could even put workers’ lives at risk.

6.2

Future work
For future development of this project I would like to investigate to why
the LoRa communication was not bothered by the HackRF One. This
might be achieved by deeper research of the device, or alternativly use a
different device to scan the radio waves when the HackRF One is active
to see and comfirm its output limitations. If it turns out that the HackRF
One can not output enough, looking at alternative devices would be
required. This is most likely though because of power limitations.
It would be good to evaluate in a more realistic scenario, use longer
distance between the nodes and potentially changing the spreading
factor of the LoRa communication. Since I used the lowest spreading
factor (giving the highest bitrate) it would be harder to interrupt.
An interesting experiment would be to use repeated signals of messages
instead of random generated noise which I used. Also known as replay
attack. It might affect the comunication differently.
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