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Sammanfattning 
I denna studie anva nds en simulering fo r att samla in data. Simuleringen a r 
en del i ett projekt som kallas fo r CCRAAAFFFTING, vars syfte a r att 
underso ka vad som ha nder i ett samha lle om en sto rning i betalsystemet 
intra ffar. Syftet med denna studie a r att utveckla ett ma tt fo r resiliens i 
simuleringen, samt att anva nda machine learning fo r att analysera 
attributen i simuleringen fo r att se hur de pa verkar resiliensen i samha llet. 
Resiliensen definieras enligt ”fo rma gan att snabbt ga  tillbaka till ett tidigare 
stadie”, och resiliensma ttet utvecklas i enlighet med denna definition. Tva  
resiliensma tt definieras, da r det ena ma ttet relaterar det simulerade va rdet 
till de va rsta och ba sta scenarierna, och det andra ma ttet tar i beaktning hur 
snabbt va rdena fo ra ndrades. Dessa tva  ma tt kombineras sedan till ett ma tt 
fo r den totala resiliensen. De tre machine learning-algoritmerna som 
ja mfo rs a r Neural Network, Support Vector Machine och Random Forest, och 
ma ttet fo r hur de presterar a r felfrekvens. Resultaten visar att Random 
Forest presterar ma rkbart ba ttre a n de andra tva  algoritmerna, och att de 
viktigaste attributen i simuleringen a r de som bero r kunders mo jlighet att 
genomfo ra ko p i simuleringen. Det utvecklade resiliensma ttet svarar pa  ett 
logiskt sa tt enligt hur situationen utvecklar sig, och na gra fo rslag fo r att 
vidare utveckla ma ttet ges fo r vidare forskning. 

Nyckelord: datautvinning, resiliensma tt, attributval, simulering, 
felfrekvens, klassificering. 
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Abstract 
This study uses a simulation to gather data regarding a payment disruption. 
The simulation is part of a project called CCRAAAFFFTING, which examines 
what happens to a society when a payment disruption occurs. The purpose 
of this study is to develop a measure for resilience in the simulation and use 
machine learning to analyse the attributes in the simulation to see how they 
affect the resilience in the society. The resilience is defined as “the ability to 
bounce back to a previous state”, and the resilience measure is developed 
according to this definition. Two resilience measurements are defined, one 
which relates the simulated value to the best-case and worst-case scenarios, 
and the other which takes the pace of change in values into consideration. 
These two measurements are then combined to one measure of the total 
resilience. The three machine learning algorithms compared are Neural 
Network, Support Vector Machine and Random Forest, and the performance 
measure of these are the error rate. The results show that Random Forest 
performs significantly better than the other two algorithms, and that the 
most important attributes in the simulation are those concerning the 
customers’ ability to make purchases in the simulation. The developed 
resilience measure proves to respond logically to how the situation unfolded, 
and some suggestions to further improve the measurement is provided for 
future research. 

Keywords: data mining, resilience measure, attribute selection, error rate, 
classification. 
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Terminology 
The following are a list of the acronyms and abbreviations used in the study. 

Acronyms and abbreviations 

CART Classification and Regression Trees 

CCRAAAFFFTING Creating Collaborative Resilience Awareness, 
Analysis and Action for the Finance, Food and Fuel 
System in INteractive Games 

EM Expectation-Maximization 

kNN k-Nearest Neighbour 

NN Neural Network 

RF Random Forest 

SVM Support Vector Machines 

SyRes Systemic Resilience model 

  

 

Mathematical notation 

Δ𝐶 The difference between the worst-case and best-
case scenario in the simulation 

Δ𝑆 The difference between the simulated value and 
best-case scenario in the simulation 

S% The size of the simulated value compared to the 
best-case and worst-case scenario. 

𝑅% Distance-based resilience measurement 

k(Δ𝐶𝑛) The slope of Δ𝐶 at hour n 

k(Δ𝑆𝑛) The slope of Δ𝑆 at hour n 

Sk How steep the slope of the simulation is compared 
to the worst-case and best-case scenario. 

𝑅𝑘 Slope-based resilience measurement 

𝑅 The total resilience 
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1 Introduction 
Disruptions in the payment system creates problems for the actors in a 
society and lead to cascading consequences in the critical infrastructures of 
the society. The actors, for example grocery stores, gas stations and ATMs, 
will affect each other differently depending on how they react to the 
disruption. This means that they must take both themselves and others into 
account when dealing with the problems. A simplified example is that one 
grocery store decides to not do anything at first, while another store decides 
to close, meaning the first store might get the second store’s customers. This 
leads to a higher demand for groceries in the first store, which in turn could 
mean they do not have enough in stock. By acquiring knowledge and 
understanding of how these consequences affect the actors and the society, 
the resilience to crisis situations can be increased. 

Classification models assign objects into groups (Zopounidis & Doumpos 
2002) and could be used to analyse the state of a society, meaning it is a way 
to examine the resilience of a society and gain knowledge regarding the 
crisis and situation. Machine learning is an effective way of using 
classification, and there are several algorithms suitable for solving 
classification problems, as stated amongst others by Witten, Frank & Hall 
(2011), Latifpour, Mosleh & Kheyrandish (2015), Judson et al. (2008), Patel 
et al. (2015a) and Amancio et al. (2014).  

1.1 Background and problem motivation 

A critical infrastructure is an infrastructure which, if it is disturbed or 
destroyed, has a significant impact on the society. It impacts economics, 
health, social wellbeing and other important sectors. (Zio 2016) That is why 
protection of critical infrastructures are of high priority in many countries 
in the world (Alcaraz & Zeadally 2015). 

Different sectors of critical infrastructures are connected and dependent on 
each other. This means that if one infrastructure is disrupted, it will create 
cascading effects in other critical infrastructures, which potentially could 
have catastrophic consequences. (Alcaraz & Zeadally 2015; Zio 2016) 

Laere et al. (2017a) states that the critical infrastructures in our society are 
increasingly entangled. Due to this, the consequences of a disruption in one 
or more critical infrastructures will impact a large part of society, from 
citizens to government agencies. This also means that the resilience of these 
infrastructures is a complex subject, which could be better understood by 
the use of simulations (Laere et al. 2017b). 
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Johansson et al. (2017) argue that the resilience of a critical infrastructure 
can be increased by improving collaboration between the different actors 
who are part of the infrastructure. One way of practising collaboration is by 
as simulation game, as proposed by the authors. In the simulation, the actors 
can practice crisis management by making different decisions and actions, 
and see what consequences it leads to for themselves, the other actors and 
for the society as a whole. 

CCRAAAFFFTING (Creating Collaborative Resilience Awareness, Analysis 
and Action for the Finance, Food and Fuel System in INteractive Games) is a 
project which aims to find out what happens if there are disruptions in the 
payment system. The project uses a scenario where card payments stops 
working and has developed a simulation for this scenario. Different actors 
from the affected sectors will take part in the project by role playing and 
discussing which measures to take, and the simulation will present the 
consequences these actions lead to. There are multiple attributes which are 
important consider in the simulation, some of which are: time, payment 
options, customers and disappointment levels. 

The simulation used in CCRAAAFFFTING results in a large amount of data, 
making it hard to analyse and get an overview of the situation by just looking 
at it. One way of analysing the data is by using machine learning. Witten, 
Frank & Hall (2011) and Amancio et al. (2014) state that not one single 
machine learning algorithm suitable for every data mining problem exists, 
meaning it is important to choose the right algorithm to get an appropriate 
analysis of the data. Several research papers have been published where 
researchers have tested different machine learning algorithms for different 
problems, each getting different results as for which algorithm is the best. 
Therefore, it is interesting to examine which classification algorithm is the 
best for the payment options problem. 

The analysis of the situation in the simulation is measured in resilience. 
There are several definitions of resilience, and it is hard to evaluate whether 
a society has good resilience or not since it is affected by uncertainties 
(Johansson, Laere & Berggren 2017). This means it is interesting to develop 
a measure for resilience in the simulation and use in the machine learning 
algorithms to analyse the situations. 

1.2 Purpose and research questions 

In this study, the simulation model developed for CCRAAAFFFTING will be 
used to collect data regarding the payment disruption and how the society 
responds to the situation. The simulation will present how the actors’ 
decisions affect the attributes of the simulation and society. The purpose of 
this study is to develop a measure for the resilience in the simulation and use 
machine learning to analyse the attributes and examine their impact of the 
resilience in the society. 
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To achieve the purpose, a resilience measure will be developed, and the 
following research questions will be answered: 

• Which attributes needs to be considered for the payment disruption? 

• What machine learning algorithm performs the best? 

1.3 Scope 

This study will not be using data from any real payment disruption crisis, 
only the data from the simulation, since it is not appropriate (or ethical) to 
create a disruption of that magnitude in a real society. During the time this 
study is performed, the project CCRAAAFFFTING will be about half way 
through its timeline, meaning new data and information will be added to the 
simulation after this study is finished. This study will use the information 
available and added into the simulation during the time of the study. This 
will be enough to answer the research questions and fulfil the purpose of the 
study since the questions does not require time specific information, and the 
goal with the resilience measure is to make it general and flexible. 

1.4 Outline 

The study proceeds as follows. The next section provides the theoretical 
frame of reference relevant to the research questions. Thereafter, the 
methodology applied to collect and analyse data is described, as well as a 
description of the development of the resilience measure. Subsequent 
sections then provide the results of the study, analysis, conclusions and 
suggestions for further research. 
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2 Theory 
The following chapters describe relevant theory for this study, beginning 
with an overview of data mining and machine learning. This is followed by 
descriptions of time series and overviews of seven of the most prevalent 
learning algorithms used in research regarding machine learning with 
classification and time series. Thereafter, the software Weka is described, 
followed by critical infrastructures and resilience. After this, gaming 
simulations and the simulation used in the study is presented. Lastly, a 
collection of previous research is described. 

2.1 Data mining and machine learning 

There is a lot of data in today’s society, and the amount of data keeps 
increasing. To make sense of the data, analyses needs to be performed, and 
data mining is a good way of doing this. Data mining is a way to discover 
patterns in datasets using for example classification models, association 
rules, etc. Machine learning is a part of data mining and is a scientific 
discipline which deals with the construction and study of algorithms that can 
learn from data, i.e. making computers learn. Data mining will help discover 
hidden patterns and could be used to gain some advantage in for example 
economy or competitiveness. Data mining is applied in a variety of fields, 
amongst others (Witten, Frank & Hall 2011): 

• web mining, e.g. search engines like Google 

• decision making, e.g. accepting or denying a loan application 

• image screening, e.g. detecting oil spills in nature 

• forecasting, e.g. predicting the demand for electricity 

• diagnosis, e.g. early detection of problems in machines 

• marketing and sales, e.g. optimize profit by direct marketing 

Witten, Frank & Hall (2011) problematize the use of data mining from an 
ethical point of view: 

“If data is characterized as recorded facts, then information is the set of 
patterns, or expectations, that underlie the data. You could go on to 
define knowledge as the accumulation of your set of expectations and 
wisdom as the value attached to knowledge.” 

What the authors mean by this is that the knowledge gathered from data 
mining could be used in different ways depending on the individual’s own 
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preferences and views. An example of this could be a store that used data 
mining to detect shopping behaviour and associations and found out that 
customers who buy soda also buys chips. The store now has several different 
options: (1) place the soda and chips near each other to make it easier for 
the customers; (2) place them further apart to increase the time spent in the 
store; (3) place the soda near the more expensive brand of chips; (4) place 
the soda and chips near a popular chips dip and a new movie to tempt the 
customer with the offer of a movie night. The only thing stopping the variety 
of these options are the creativity and preferences of the store managers. 
(Witten, Frank & Hall 2011) 

The input in a machine learning algorithm is called instances, this could for 
example be “plants”. The instances are characterized by attributes, for 
example “colour” and “height”, which have a value. The value of the attributes 
is usually either numeric (continuous) or nominal (categorical). See Table 1 
for an example. 

Table 1: Matrix with instances and attributes. 
 Colour Height (cm) 

Tulip Yellow 30 

Rose Red 20 
 

There are four basic learning styles in data mining: association learning, 
clustering, numeric prediction and classification learning. In association 
learning, the associations of attributes are sought, for example “if Saturday 
then weekend”. In clustering, all instances that belongs together are sought 
and clustered into groups. In numeric prediction, the predicted outcome is a 
numeric quantity rather than a class. In classification learning, the model is 
firstly learning from an already classified dataset and secondly classifying an 
unseen set. Classification is called supervised since it is given the outcome 
(the classifications) of the training dataset. (Witten, Frank & Hall 2011) 

2.1.1 Training dataset 

When using data mining for classification learning, it is necessary to have a 
dataset to train the model with. For the training set, the classifications are 
already known beforehand, meaning the classification model can learn from 
this set and then classify another set with unseen answers. The training set 
can be used to measure the performance of the classifier, i.e. how well the 
model classifies the instances. The performance is measured in error rate, 
which is the proportion of errors in the classification. A correctly classified 
instance is a success, while an incorrectly classified instance is an error. The 
error rate based from the training set is not a good indicator of the error rate 
of the new and unseen dataset. The reason for this is because the classifier 
learnt from the training set, and thus the error rate for this will be lower than 
for an unseen set. (Witten, Frank & Hall 2011) 

To predict how the classifier would perform on a new dataset, two new sets 
could be introduced, meaning there are three datasets to create and test a 
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classifier: the training set, the validation set and the test set. The training set 
is used to build and train the classifier, the validation set is used to optimize 
the classifier and the test set is used to calculate the error rate of the final 
classifier. The validation and test set should, as the training set, be a 
representation of the problem that will be examined by the classifier. All sets 
must be different from each other, and the test data should not be used to 
create the classifier, it is important that it is unseen by the classifier. (Witten, 
Frank & Hall 2011) 

Witten, Frank & Hall (2011) describes the problem with optimizing a 
classifier: to make a good classifier, it needs as much data as possible for 
training, but to get a good estimate of the error rate, it needs as much data 
as possible for testing. One common method of dealing with this problem is 
cross-validation. The version of testing described above is called the holdout 
method, were one part is set aside for testing, and the other for training and 
validation. In cross-validation, a fixed number of folds of the data is decided 
upon, for example three. The data is then divided into three equal parts, and 
each part is used for testing and training in several iterations. In this case, 
with three folds, there is three iterations, were one part is used for testing, 
and the other two is used for training. (Witten, Frank & Hall 2011) See Figure 
1. 

To give the classifier an even better chance, stratification should be 
employed. Stratification is random sampling of the dataset, which ensures 
that each fold has an equal representation of the classes present in the data, 
i.e. that both the testing and training data contains classes which represents 
the whole dataset. The most common way of using cross-validation is 
stratified tenfold cross-validation, which means the classifier runs 10 times 
on different training sets, and lastly, the 10 error rates are averaged to give 
the overall error rate for the classifier. The reason for choosing 10 folds are 
that tests have shown it is the number of folds which gives the best estimate 
of the error rate. Since the result of the stratified tenfold cross-validation can 

Figure 1: Visualization of cross-validation. 
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differ when performing it again, it is common to repeat it ten times and 
average the result of that. (Witten, Frank & Hall 2011) 

Another way of testing a classifier is by leave-one-out cross-validation. This 
model is n-fold cross-validation, were n is the number of instances in the 
dataset. Each turn, one instance is left out, and the classifier trains on the 
remaining instances. This means the classifier trains on all but one instance 
n times. If the classifier classifies the one instance left out correctly, it gets 
one point. If it is wrong, it gets zero points. After n turns, the points are 
averaged to the final estimate of the error rate. The benefits of using this 
method is that the classifier always trains on the largest amount of data 
possible and that no stratification is needed. However, this is also a 
disadvantage – it is not possible to use stratification since there is only one 
instance in the test set. A dramatic example is a dataset containing the same 
number of instances of two classes (50-50). The wrong class will always be 
in the majority in leave-one-out cross-validation, resulting in an error rate of 
100 %. (Witten, Frank & Hall 2011) See Figure 2, where the triangle in the 
test data would be wrongly classified as a circle. 

The Bootstrap is another way of testing a classifier. In this method, the 
dataset is sampled with replacement. Simplified, it means that an instance 
picked for a set could be picked for that same set more than one time. From 
a set of n instances, a new set with n instances will be created. In this new 
set, some instances will be repeated, meaning there are some instances in 
the original set which are not in the new set at all. These instances will form 
the test set. The error rate, 𝜀, of the bootstrap is a combination of the error 
rate of the test set, 𝜀𝑡, and the resubstitution error of the instances in the 
training set, 𝜀𝑟 , see Equation (1). (Witten, Frank & Hall 2011) 

 𝜀 = 0,632 × 𝜀𝑡 + 0,368 × 𝜀𝑟 (1) 

Figure 2: Leave-one-out cross-validation with two 
equally present classes. 
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The bootstrap method is repeated several times with different samples in 
the training set, followed lastly by averaging the error rate of each repetition. 
(Witten, Frank & Hall 2011) 

Witten, Frank & Hall (2011) state that it is often sufficient to choose the 
classifier with the lowest error rate on a particular dataset. (Witten, Frank & 
Hall 2011) 

A problem that could occur when training a classifier is overfitting. 
Overfitting is when the classifier is too detailed and classifies the training set 
too precisely, including outliers that are not reoccurring. This means there 
are too many classes and the classifier would not be able to classify a new 
dataset correctly. However, it is important not to try to generalize the model 
too much either, since it could result in underfitting, which, in the extreme 
case, classifies the entire dataset into only one class that summarizes the 
whole dataset. (Witten, Frank & Hall 2011) See Figure 3 for an example of 
this. 

2.2 Time series 

Time series is a special kind of input to use in data mining. In a time series 
dataset, each instance represents a time step, and the attributes give the 
value for that specific time. This kind of dataset needs to be considered 
differently than a regular dataset. One way of managing time series is to 
consider the difference between two values instead of their actual values, i.e. 
the delta between the current value and the preceding value. By doing this, 
the first value (or first row in the dataset) might need to be removed, since 
the delta of this value is unknown. In some time series, the time of the 
instances is given by a timestamp attribute and the time steps are not the 
same sizes. In that case, each time step is the difference between the current 
and preceding times, and this should be used to normalize the values of the 
attributes. A third kind of time series is when each attribute represents a 
different time, instead of each instance. This means the time series is from 
one attribute to the next, and the differences is calculated between one 
attribute’s value and the next attribute’s value. (Witten, Frank & Hall 2011) 

The use of time series is common in for example finance, healthcare, 
weather, electricity demand and industrial monitoring. The purpose of using 

Figure 3: Examples of: (1) underfitting; (2) balanced and; (3) overfitting. 
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time series is often to predict a future outcome based on the available 
historical data, and the prediction could be either one time step ahead (one-
step forecasting) or more (multi-step prediction). Since machine learning 
can identify underlying characteristics of data, it has become a popular 
method of analysing time series. Some of the more common machine 
learning method used with time series are neural networks (NN) and 
support vector machines (SVM). (Wu & Lee 2014) 

A different way of analysing time series is by using stochastic models, such 
as Auto-Regressive Integrated Moving Average (ARIMA) which is one of the 
more common methods for analysing time series. There are three parts of 
ARIMA: (1) AR, which is a regression model; (2) I, which measures the 
differences between values at different times; and (3) MA, which considers 
the dependencies of the values and errors. Some disadvantages of ARIMA is 
that it is assumed that the errors in the model has constant standard 
deviation, and that it is hard to model non-linear relationships between 
variables. (Brockwell & Davis 2016) When ARIMA was compared to different 
deep learning algorithms similar to NN, the machine learning algorithms 
performed significantly better than ARIMA. (Cortez et al. 2017) 

Another method for analysing time series is the Auto-Regressive 
Conditionally Heteroscedastic (ARCH) model, which is commonly used to 
describe increasing variance in data in e.g. financial time series. If ARIMA 
and ARCH is combined, the model is called Generalized Auto-Regressive 
Conditional Heteroskedasticity (GARCH). One problem with GARCH is that it 
is difficult to optimize its parameters. (Brockwell & Davis 2016; Namin & 
Namin 2018) 

2.3 Learning algorithms 

Wu et al. (2008) presented an article with the top 10 algorithms in data 
mining. The algorithms were identified by the IEEE International Conference 
on Data Mining (ICDM) in 2006, and are: C4.5, k-means, Support vector 
machines (SVM), Apriori, Expectation-Maximization (EM), PageRank, 
AdaBoost, k-nearest neighbour (kNN), Naï ve Bayes and Classification and 
Regression Trees (CART). Table 2 presents the algorithms and their 
respective category of learning. 
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Table 2: The top 10 algorithms and their learning type (Witten, Frank & Hall 2011). 

Algorithm Type 

C4.5 Classification 

k-means Clustering 

SVM Statistical learning 

Apriori Association analysis 

EM Statistical learning 

PageRank Link mining 

AdaBoost Ensemble learning 

kNN Classification 

Naï ve Bayes Classification 

CART Classification 
 
 

Classification is the assignment of alternatives (or observations or objects) 
into groups that are predefined and homogenous. Classification has several 
practical applications, for example medicine, human resources 
management, pattern recognition, marketing, production systems 
management and technical diagnosis, etc. The use of classification 
algorithms can provide decision support by analysing data from the real 
world. (Zopounidis & Doumpos 2002) 

Patel et al. (2015a) and Patel et al. (2015b) studied prediction of stock 
movement using time series and compared four machine learning models: 
Neural Network (NN), SVM, Random Forest (RF) and Naï ve Bayes where a 
combination of two of these models gives a better result than one model 
alone. When using only one model, RF had the best performance, followed 
by SVM, NN and lastly Naï ve Bayes. Ballings et al. (2015) compared, amongst 
other algorithms, RF, NN, SVM and kNN in a study evaluating a prediction 
problem, where the best performing algorithm was RF, followed by SVM, 
Kernel Factory and AdaBoost. Kara, Boyacioglu & Baykan (2011) compared 
SVM and NN in time series prediction, where NN performed significantly 
better than SVM. 

The following subchapters presents overviews of the most common 
classification algorithms based on the list provided by Wu et al. (2008) (C4.5, 
kNN, Naï ve Bayes and CART) as well as the most prevalent algorithms used 
in research regarding prediction (NN, SVM and RF). 
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2.3.1 C4.5 

The C4.5 algorithm is a decision tree and aims to map the relationship 
between the attribute value and the class. See Figure 4 for a visualization of 
a decision tree and its components. By mapping the relationships, the 
algorithm can classify new and unknown instances. (Yu & Guo, 2016) 

C4.5 is derived from constructing trees by the divide-and-conquer 
algorithm. When the first attribute node has been selected, that node is split, 
and the algorithm continues down each of the child nodes, see Figure 4 
where cost has been divided into three child nodes. To find out in which 
order to place the attribute in the tree, the information gain for each 
attribute is calculated. The attributes are chosen in order of highest 
information gain first, i.e. the attribute which contributes with the most 
information to the class attribute is chosen first. The resulting tree will be 
the smallest possible to create from the attributes, giving a good overview of 
the tree. After the tree has been built, is should be pruned, i.e. simplifying the 
tree by removing unnecessary structures. C4.5 uses the pruning method 
subtree raising, which is performed by raising a subtree further down to 
replace a subtree higher up in the structure (i.e. replacing a subtree with a 
leaf). (Yu & Guo 2016; Witten, Frank & Hall 2011) 

Figure 4: Decision tree visualizing the components 
involved in C4.5. 
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2.3.2 k-Nearest Neighbour 

The kNN algorithm is a lazy instance-based learning algorithm. What this 
means is that it learns only when it is time to classify a new instance rather 
than producing a generalization directly (lazy), and that it learns directly 
from the examples themselves rather than producing rules (instance-based). 
The kNN algorithm uses a distance metric to compare the new and 
unclassified instances to its closest neighbours and assigns the new instance 
the class of the closest neighbours. The k in kNN stands for the number of 
neighbours to compare with, for example 3. The new instance is then being 
assigned the class which are in the majority of the three closest neighbours. 
(Witten, Frank & Hall 2011) See Figure 5 for a visualization of kNN with k=3. 
In this case, the new instance would be classified as a triangle. 

Yu & Guo (2016) describe the kNN algorithm in three steps: 

1. The distance metric used between the training set and test sets is 
most often Euclidean, but sometimes other metrics are used. 

2. The k nearest neighbours based on the distance metric is chosen. 

3. The test instance’s class is determined based on the majority class of 
the k neighbours. 

When the attributes are numeric, the distance metric is usually Euclidean, 
simply calculating the distance between the instances based on the 
difference of their numerical values. It gets more complicated when the 
attributes are nominal, e.g. purple, yellow and blue. In this case, the distance 
between the same attribute is usually decided to be zero and otherwise one, 
e.g. the distance between yellow and yellow is zero and the distance between 
yellow and purple is one. In this case, the distance metric could be even better 
if the distance between purple and blue is smaller than the distance between 
blue and yellow, since blue is closer to purple in the colour space. (Witten, 
Frank & Hall 2011) 

Figure 5: Example of classifying an 
instance using kNN. 
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2.3.3 Naïve Bayes 

Naï ve Bayes is based on Bayes’ rule for describing probabilities based on 
prior conditions or knowledge related to the situation. It is called naï ve 
because it is assumed the attributes are independent toward each other. 
Even though assuming independence seems too simplistic, Naï ve Bayes 
works well on real datasets. (Danylenko, Kessler & Lo we, 2011; Witten, 
Frank & Hall 2011) See Equation (2) for Bayes’ rule (Eisenfu hr, Weber & 
Langer, 2010). 

 
𝑝(𝑥𝑖|𝑦𝑗) =

𝑝(𝑥𝑖) ∙ 𝑝(𝑦𝑗|𝑥𝑖)

∑ 𝑝(𝑥𝑖) ∙ 𝑝(𝑦𝑗|𝑥𝑖)𝑖
 (2) 

A problem with Naï ve Bayes is that it requires that the training set contains 
all attributes’ possible class values. An example of this is displayed in Table 
3 below. 

Table 3: Example of training set. 

Cost Colour Buy or not? 

Cheap Purple No 

Cheap Purple Yes 

Expensive Yellow No 

Expensive Yellow No 

Expensive Yellow No 
 

The attribute cost=expensive is always associated with the answer no. This 
means that p=(cost=expensive|yes)=0 no matter how large the other 
probabilities are, since they are multiplied with zero. To compensate for this 
bias, the Laplace estimator could be added to the probabilities. The Laplace 
estimator entails adding a small constant value to the numerator of the 
probability, and the sum of those constants to the denominator. For example, 
if the probability of some events is 2/5, 3/5 and 0/5, they become 

2 + 𝜇/3

5 + 𝜇
,
3 + 𝜇/3

5 + 𝜇
, 𝑎𝑛𝑑 

0 + 𝜇/3

5 + 𝜇
 

using the Laplace estimator. The reason 𝜇 is divided by 3 is that there are 
three probabilities. (Witten, Frank & Hall 2011) The Laplace estimator is 
named after the French mathematician Pierre Laplace (Han, Kamber & Pei 
2012). 

Naï ve Bayes is a popular and surprisingly powerful classifier, despite its 
simplicity. What makes Naï ve Bayes problematic is the assumption of 
independence, which is not always true for real world datasets. It often 
works well anyway, but it is important to keep this in mind when using it for 
real world datasets. (Taheri et al. 2014; Witten, Frank & Hall 2011) 
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2.3.4 CART 

The CART algorithm generates classification and regression trees and has the 
possibility to create multivariate trees. Multivariate trees, unlike univariate 
trees, involve more than one attribute. A regression tree has an averaged 
numeric value in its leaves, rather than e.g. a nominal class value. (Witten, 
Frank & Hall 2011) This means that CART can be used in either regression 
or classification problems (Gatti, 2015). The CART algorithm uses the same 
divide-and-conquer method as described for C4.5, but differs in some 
aspects (Kantardzic, 2011). 

The data is partitioned into smaller and smaller sections, resulting in 
interior nodes and terminal nodes (i.e. leaves). Depending on the learning 
problem, the leaves will have either a class (classification) or a value 
(regression). Instead of using information gain as splitting criteria, as C4.5 
does, CART uses the Gini rule, which measures the impurity of each node. 
The split with the greatest improvement is selected. (Wu et al. 2008; Gatti 
2015) 

While C4.5 results in one tree, CART generates several trees. The trees 
generated by CART could easily be overfitted or underfitted if no limitations 
are set. To avoid overfitting (the tree is too big), some stopping criteria 
should be decided upon, e.g. a minimum amount of data in each node. To 
avoid underfitting, it is important to make sure the tree does not grow too 
small. To make sure the tree is the right size, it is first grown relatively large, 
and is then pruned. (Gatti, 2015) CART uses the pruning method cost-
complexity pruning. This pruning method generates several trees, starting 
with the initial tree and ending with only the root node. When all trees are 
created, the best tree will be chosen. To determine which tree is the best, 
either the holdout method or cross-validation is used to estimate the error 
rate for each tree. (Witten, Frank & Hall 2011) 

2.3.5 Neural Network 

Neural Networks (NN) is inspired by the biological neural networks (the 
brain). It consists of a complex network of interconnected neurons which get 
activated by inputs. (Patel et al. 2015a) When our brain stores knowledge it 
alters the association of neurons, compared to a computer which stores 
knowledge at a specific place in the memory. The neurons in the brain has 
no capability for storage, they only transmit signals between each other. In a 
NN, the neurons are represented as nodes, and the association of the neurons 
is represented using a weight value. In Figure 6, a node with three inputs is 
displayed. The three inputs, x1, x2 and x3, has corresponding weights, w1, w2 
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and w3, and b is the bias associated with the storage of information. Lastly, y 
is the output. (Kim 2017) 

The total input signal, v, to the node is calculated according to Equation (3): 

 
𝑣 = ∑(𝑥𝑖 ∙ 𝑤𝑖) + 𝑏

𝑛

𝑖=1

 (3) 

The output, y, is calculated by using the calculated weighted sum, v, into an 
activation function. There are several different types of activation functions 
used in NN, for example linear functions or the sigmoid function. (Kim 2017)  

The NN is a network of nodes, and is most often used with a layered 
structure, as in Figure 7. The square nodes are the input layer. There is no 
calculation of v in the input layer, it only transmits the input signals to the 
next nodes. The nodes furthest to the right are the output layer, and the 
output from this layer is the result of the NN. The remaining layers are called 
the hidden layers since it is not possible to access these layers from outside 
of the NN. A NN that contains only one hidden layer is called a shallow NN 
while a NN with two or more hidden layers is called a deep NN. The most 
commonly used NN is the deep one. If the NN does not contain any hidden 
layers, only input and output layers, it is called a single-layer NN. (Kim 2017) 

 

 

 

 

 

 

 

Figure 6: Simple example of a node with 
inputs and output. 
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The most prominent type of NN is the multilayer perceptron. It consists of a 
minimum of three layers (i.e. at least one hidden layer), uses a nonlinear 
activation function and uses backpropagation to train the model. The goal of 
backpropagation is to optimize the weights of the NN so that it can have a 
lower error rate when classifying the input. (Witten, Frank & Hall 2011) 

2.3.6 Support Vector Machines 

Support Vector Machines (SVM) is a mix of linear modelling and instance-
based learning. Simple linear models can only create linear boundaries 
between classes, something that SVM can overcome. SVM implements 
nonlinear boundaries between classes by using linear models. It does this by 
transforming the instance space into a new space using a nonlinear mapping, 
i.e. a straight line in the new space will not be straight in the original space. 
SVM uses the maximum-margin hyperplane, which is an algorithm that gives 
the greatest separation of the classes, i.e. it does not come any closer to any 
of the classes than it need to. The instances nearest the maximum-margin 
hyperplane are called support vectors, there are always at least one support 
vector from each class, most often more. The set of support vectors are what 
defines the maximum-margin hyperplane for the learning problem. The only 
instances needed to construct the maximum-margin hyperplane are the 
support vectors, all other instances can be deleted without changing the 
hyperplane. See Figure 8 for a visualization of the maximum-margin 
hyperplane and support vectors of each class. (Witten, Frank & Hall 2011) 
When the hyperplane has been identified, new instances, xn, are classified by 
testing their sign (positive or negative) of the hyperplane function, f(xn) (Wu 
et al. 2008). 

Figure 7: Visualization of a layered structured NN (Kim 2017). 
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If there are more than two classes, SVM iterates the classification by using 
one class as the positive one, and all other classes are the negative classes. 
This method is called the one-against-all method. (Wu et al. 2008) 

The example in Figure 8 has a linear boundary between the classes. If the 
classes have nonlinear boundaries, the attribute space transformation 
described above is performed before the hyperplane is identified. It is not 
likely to get overfitting with SVM, since the only thing changing the 
hyperplane is if support vectors are added or removed, which is true even in 
the high-dimensional space. (Witten, Frank & Hall 2011) 

2.3.7 Random Forest 

Random Forest (RF) is an ensemble learning algorithm. Ensemble learning is 
the use of multiple algorithms to gain better performance than with the 
algorithms alone. There are three methods commonly used within ensemble 
learning: bagging, boosting and stacking. By using ensemble learning, several 
models are constructed. In bagging, the result from each model has equal 
weight, and has one vote each. The vote is placed on the most common class, 
and the class with the most votes throughout the models is decided to be the 
correct class. Bagging is also called bootstrap aggregating. In boosting, the 
more successful models get a higher weight on their votes. In stacking, 
different types of learning models are combined, compared to bagging and 
boosting, where the same type of models is combined. (Witten, Frank & Hall 
2011)  

In RF, the base learner of the ensemble is a decision tree, i.e. it creates several 
trees. RF creates the trees by sampling with replacement, and the predicted 
class is determined based on what the majority of the trees predict 
(bagging). The tree algorithms used in RF could be e.g. C4.5 or CART. (Patel 
et al. 2015a) 

Figure 8: A maximum.margin hyperplane and the support vectors of each 
class. 
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2.4 Weka 

Weka is a software used for machine learning and pre-processing data, 
developed in New Zealand in the University of Waikato. The name Weka 
stands for Waikato Environment for Knowledge Analysis and is also the name 
of a local flightless bird. The software is open source, built in Java and works 
on almost every platform. (Weka, 2018) 

Weka contains a collection of machine learning algorithms that are 
applicable to datasets. It has methods for regression, classification, 
association rule mining, clustering and attribute selection. Weka also have 
tools which can be used to pre-process or transform data, as well as visualize 
the data. One of the biggest advantages of Weka is that there is no need to 
write any programming code. The dataset is pre-processed and fed into the 
learning algorithm directly in Weka, resulting in a classifier and an analysis 
of the performance of it. (Witten, Frank & Hall 2011) 

There are four interfaces in Weka: the Explorer, the Knowledge Flow, the 
Experimenter and a command-line interface. The Explorer is the easiest 
interface. It is a graphical interface which gives access to all functions of 
Weka through menus and forms. The Explorer guides the user through the 
process and includes tool tips for the items in the interface. The Knowledge 
Flow is also a graphical interface. It has a click-and-drag function for the 
learning algorithms, enabling the user to join different algorithms together 
as desired. By doing this, the data stream can be specified, and incremental 
learning through several algorithms is possible. The Experimenter enables 
the user to study which methods and parameters works best for the 
problem. In this interface, it is possible to compare an assortment of learning 
techniques in an automated manner. It is possible to do this comparison in 
the Explorer as well, but the Experimenter allows for an automated process, 
making it easier to use different settings on the datasets. The last interface, 
the command-line interface, is the basic functions of Weka. This interface 
gives access to all features of the software and is accessed by entering textual 
commands. (Witten, Frank & Hall 2011) 

Weka has a filter function, which transforms the data input in different ways 
depending on what filter is chosen. There are two different types of filters: 
supervised and unsupervised. A supervised filter is trickier to use than the 
unsupervised one since the result could be biased if it is not used correctly. 
The filters could also be either attribute filters, meaning they work on the 
attributes in the dataset, or instance filters, which works on the instances in 
the dataset. One of the unsupervised instance filters is NumericToBinary, 
which converts all numeric values into nominal by adding all observed 
values for an attribute into a list of nominal values. (Witten, Frank & Hall 
2011) 



A simulation and machine learning approach to critical infrastructure 
resilience appraisal – Case study on payment disruptions 
Anna Samstad                                                                                2018-06-07 

19 

2.5 Critical infrastructures 

Zio (2015) describe infrastructures as large, man-made systems that 
function interdependently to produce and distribute essential goods and 
services. These goods and services could for example be energy, water, 
health care, etc. If a disruption (big or small) in an infrastructure would 
result in a significant impact on health, safety, security, economics and social 
well-being, it is called a critical infrastructure. Since critical infrastructures 
become more and more entangled, a disruption in one infrastructure could 
cascade into several other infrastructures (Laere et al. 2017a; Johansson, 
Laere & Berggren 2017; Laere et al. 2017b; Alcaraz & Zeadally 2014). 
Because of the importance of these infrastructures, society relies on them to 
keep functioning. A breakdown of a critical infrastructure could be caused 
by the effects of another infrastructure breaking down, but it could also be 
caused by internal factors, such as humans or technical failure, or external 
factors, such as nature catastrophes or terror attacks. (Laere et al. 2017a) 

Critical infrastructures and the protection of them has always been present 
in society, for example aqueducts in the Roman era, or harbours and power 
plants during the cold war. The critical infrastructures of today’s society are 
exposed to new risk factors, such as information and communication 
technologies (ICTs) becoming more and more common, the demand that 
service should be available 24/7, stress caused by increased urbanisation, 
attacks by adversaries of the society, or, as mentioned, the increased 
entanglement of the critical infrastructures. The fact that the infrastructures 
are more entangled today than before mean they are also more vulnerable 
and the risk to the society is greater. (Setola et al. 2016) 

One quite recent critical infrastructure disruption started by the eruption of 
the volcano Eyjafjallajo kull on Iceland 2010. This had consequences over 
about 30 European nations. The ash cloud was transported to Europe, 
causing cancelled flights and closed airports. This led to delayed or cancelled 
transports of important goods such as medicine, donor organs and repair 
parts, as well as a large financial loss in the tourist sector and the air 
transport industry. Another example of a disruption is from The Netherlands 
in 2016, when five centimetres of black ice occurred due to a special weather 
condition. This led to high voltage lines dangling and causing power dips, 
meaning hospitals had to stop all surgeries that were not life threatening and 
schools had to close. Most road and rail transport were not possible, 
meaning milk collection at farms were stopped leading to a shortage of milk 
products at grocery stores. (Setola et al. 2016) 

Vamanu, Gheorghe & Katina (2016) list seven themes which are important 
in the field of critical infrastructures: 

• vulnerability – the inherent states of the system which could be 
subjected to hazards or adversaries, e.g. a digital system is vulnerable 
to cyber attacks 
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• dependency – that the infrastructure could be dependent on other 
infrastructures 

• exposure – proximity to natural and man-made threats, e.g. a 
hurricane or hacking 

• fragility – how easy the infrastructure could be broken down 

• reliability – making sure the infrastructure can perform as intended 
when needed, despite conditions which could hinder the reliability 

• risk – the probability that an event happens, and the magnitude of its 
consequences 

• resilience – how quickly the infrastructures can bounce back after a 
failure has occurred 

There are several different types of dependencies between critical 
infrastructures, as listed by Vamanu, Gheorghe & Katina (2016): 

• physical – an infrastructure’s input and output depend on the input 
and output of another infrastructure 

• cyber – the infrastructures depend on the inputs and outputs of each 
other’s ICTs 

• geographic – infrastructures can share common corridors, such as 
water pipelines or cable systems 

• logical – when the state of an infrastructure depends on the state of 
another infrastructure via something which is not physical, cyber or 
geographic 

• policy and/or procedural – becomes apparent after some event has 
happened, e.g. the 9/11-attack lead to regulations affecting and 
changing air transport systems in the US 

• societal – dependency existing due to some societal aspect, e.g. public 
opinions, fear or culture 

Since resilience is one of the most important aspects to consider in 
critical infrastructures (Vamanu, Gheorghe & Katina 2016), the following 
chapter will describe it in more detail. 
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2.6 Resilience 

It is challenging to find appropriate measures of resilience performance 
since there are few descriptions of what good or successful resilience 
actually is, and how it is illustrated in strategies and behaviours. Before an 
event happens, it is possible to evaluate possible safety measures, the 
problem is that it is not possible to know if these measures will make any 
difference until after an event actually has happened. The resilience could be 
evaluated after the event has taken place, but since there is a high level of 
uncertainty regarding future events, it might not be very informative. Good 
resilience performance is another problematic term. It could be considered 
good to successfully cope with an undesirable event, but it would be even 
better if the event was avoided altogether. (Johansson, Laere & Berggren 
2017) 

Woods (2015) describe four different concepts for resilience: resilience as 
rebound from trauma and return to equilibrium, as a synonym for 
robustness, as the opposite of brittleness and as network architectures that 
can adapt to future events. Laere et al. (2017a) states that resilience in 
critical infrastructures is a complex problem area. The term resilience has a 
variety of interpretations, making the term different to measure. Some 
interpretations, amongst others, are: to bounce back to a previous state or 
bounce forward to a new state (or both), absorbing variety and preserve 
functioning or recovering from damage (or both), being proactive and 
anticipating or being reactive (or both). These interpretations are similar to 
the concepts listed by Woods (2015). Collective resilience is when resilience 
is considered from a systems perspective. The authors argue that resilience, 
in the context of critical infrastructures, must be treated as collective, since 
it depends on the collaboration of several different actors in the 
infrastructure. (Laere et al. 2017a) 

Bergstro m, Winsen & Henriqson (2015) performed a literature review in the 
field of resilience and safety. The authors pose three ethical questions 
regarding resilience. The first question regards the relationship between 
resilience, safety and risk, i.e. the acceptable level of risk impacts the safety 
and resilience in a system. The second question regards moral judgement 
based on resilience, i.e. if the blame should be put on someone based on 
whether they followed the principles of resilience when an accident has 
happened. The third question is connected to the first two questions and 
regards the contradiction between the two. The view of humans in resilience 
theory is that they are able to adapt and keep the complex systems within 
their limits to avoid risks, but at the same time maintains that accidents are 
caused by moral failure to stay within these limits. (Bergstro m, Winsen & 
Henriqson 2015) 

Lay, Branlat & Woods (2015) describe resilience engineering. Humans are 
adaptive and can take action and improvise when something does not go as 
planned, and resilience engineering embraces that. It does not focus as much 
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on strict plans of what and how to do something, or do and not to do. The 
authors list five principles of resilience engineering: 

• complex work is inherently uncertain and variable 

• expert operators are sources of reliability 

• to understand and manage complex work, a system view is necessary 

• it is necessary to understand “normal work”, i.e. how work actually is, 
not how it is imagined 

• the focus is to create safety 

Johansson, Laere & Berggren (2017) maintain that one way of investing in 
resilience is for the actors in the infrastructure to identify and protect their 
core values. The core values are values central for the existence of the 
system, if they fail to uphold their core values, the business will seize to exist. 
Examples of core values for a bank or a grocery store could be to generate 
revenue. In a crisis, the actors in an infrastructure might need to cooperate 
to uphold their core values. These actors might not normally cooperate, 
which requires trust, willingness to exchange information and ability to take 
responsibility for specific problem-solving tasks. (Johansson, Laere & 
Berggren 2017) 

Lundberg & Johansson (2015) developed a resilience model called SyRes 
(systemic resilience model). SyRes is designed to cope with the seemingly 
contradictory definitions of resilience, e.g. that resilience should be adaptive 
and agile, while at the same time being robust. The model incorporates 
traditional principles like immunizing or avoiding danger, as well as 
adapting and evolving with current threats. The system should be able to 
bounce back to a previous state and keep the core goals, while being flexible 
and adaptive regarding the instrumental goals. The instrumental goals are 
the goals that are instrumental to achieve and maintain the core goals. The 
authors use six functions in the SyRes model, derived from resilience 
engineering and disaster response: anticipation, monitoring, response, 
recovery, learning and self-monitoring. Strong anticipation means resilience 
by strengthening defences and re-assessing threats. Strong monitoring 
means resilience by effective deployment of prepared actions and to flexibly 
create and deploy actions based on the event. Strong response means 
resilience by the ability to improvise and rapidly adjust resources. Strong 
capacity means resilience by being able to recover, to uphold core goals and 
building a new system better than the old one. Strong self-monitoring means 
resilience by the ability to adjust and maintain core resilience functions. 
Learning means learning from the event, both from the good and bad 
consequences, and is continuous throughout the entire resilience work. 
(Lundberg & Johansson 2015) 
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In this study, the term resilience is defined as Woods (2015), Laere et al. 
(2017a), Johansson, Laere & Berggren (2017) and Lundberg & Johansson 
(2015) define it: to bounce back to a previous state and keep the core goals. 

2.7 Gaming simulations 

Eisenfu hr, Weber & Langer (2010) describes simulations as a model-based 
experiment in an artificial environment and mean that simulations are often 
used to save time and decrease the cost of a complex decision problem. The 
goal of using simulations is to collect experiences and insights from the 
artificial environment, and then translate those to the real world. The 
authors list three steps necessary for a simulation: formulate a fitting 
simulation model, map the model in the artificial environment and perform 
a sufficiently amount of simulation runs. 

A gaming simulation is a specific type of simulation, where the decisions of 
stakeholders can be studied in a safe environment. What makes the 
simulation a gaming one is that it incorporates role-playing, allowing for the 
participants’ goals and actions to be part of the simulation. The simulation 
is usually in a physical format, e.g. a board game or computer simulation. 
(Laere et al. 2017b) The gaming simulations could be used to explore 
different alternatives, new ideas, organizational change and so on. Since the 
participants in a simulation game is active rather than passively watching a 
simulation, it creates a deeper learning opportunity. It is important to get 
some sort of feedback from the actions, since it allows for learning about the 
situations and the problems. (Johansson, Laere & Berggren 2017; Laere et 
al. 2017b) 

The design of a gaming simulation comes with a number of dilemmas and 
trade-offs. Examples of these problems are defining and limiting what the 
learning objectives should be, defining the roles and amount of roles, how 
big the model should be (scope), making sure the model’s validity is 
sufficient, choosing where the game should be played and which participants 
to include, how both the qualitative and quantitative data should be collected 
during the game, the complexity of the game (i.e. easy to understand for 
participants while at the same time complex enough to capture the 
situation), and so on. (Laere et al. 2017b) 

2.7.1 The CCRAAAFFFTING simulation 

In this study, a simulation model created for the project CCRAAAFFFTING 
will be used to gather data. The model is created with the Anylogic 
1simulation software and is a gaming simulation in which actors in the 
Swedish payment system partake, for example grocery store managers. By 
participating in the simulation, the actors get to practise team-training and 
see which consequences their actions lead to. The possibility to go back to 
an earlier time in the simulation and try a different action is effective for 

                                                        
1 https://www.anylogic.com/ 
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understanding and learning about the situation. (Johansson, Laere & 
Berggren 2017)  

Larsson et al. (2017) and Laere et al. (2018) describes the simulation model. 
It is a fictive society containing several different sized grocery stores, gas 
stations, ATMs and banks. Each store has a customer flow created, where the 
number of customers and their demand is based on statistics from typical 
regions in Sweden. The model simulates the payment requests created by 
the customers, and the payment options is card, cash, Swish and invoice 
payments. The amount of card payments in grocery stores in Sweden is 90 % 
of all transactions, i.e. only 10 % pay by using cash. 

Johansson, Laere & Berggren (2017) discusses the problem of assessing the 
performance of a simulation. In the case of the payment disruption scenario 
in CCRAAAFFFTING, it is important to understand what the system is 
supposed to protect and preserve before designing the simulation, 
otherwise it will not be a correct representation of the real world. 

The scenario used in the simulation is a ten-day long payment disruption in 
a city. The city takes some actions, but it is not enough, and after eight days 
the situation is chaotic. The players can change the sequence of events in 
different ways leading to different outcomes of the situation. They can do 
this by e.g. adding or removing actions for actors in different points of time 
in the simulation or changing when their actions takes place in the timeline 
of the simulation. The purpose and goal of this is to examine when the 
actions lead to an outcome which is favourable for everyone, not just some 
of the actors. (Kortbetalningsstopp 2017; Laere et al. forthcoming) 

The scenario lead to different situations depending on the actions taken by 
the participants. The best situation is resilient, when the city is prepared for 
disruptions. The next situation is vulnerable, which is when just a few actors 
in the society is prepared for disruptions and most rely on that others will 
solve the problems. Next is strained, where a big disruption will disable some 
societal functions. After this is very strained, which implies severe problems 
for large groups in the society. A lot of people will be disturbed in their 
everyday routines and some will have very big problems. The worst situation 
is crisis/chaos, where most people in the society will experience very large 
problems, for some groups there is even a danger for their lives. 
(Kortbetalningsstopp 2017) 

As the days progress in the society, the situation gets worse. The simulation 
starts on day -1, which is just a regular day and the situation is calm. On day 
0 the nearby counties experience payment disruptions, which lead to 
increased sales in the simulation city, but otherwise it is like a regular day. 
The payment disruption for the simulation city starts on day 1. This leads to 
problems for the actors in the city. Most grocery stores do not have any real 
payment options other than cash, some offer payment by Swish. The 
situation is not chaotic, as most people assume the situation will be solved 
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soon. At days 2-3 people, start to realise the disruption will be lengthy and 
payment by cash and Swish is increasing drastically. Some people start to 
hoard groceries, fuel and cash, leading to shortage of these things. When 
there is a shortage in fuel, some people cannot get to work. People start to 
get annoyed and even threatening due to the situation. At days 4-5, the 
drastic increase of using cash and Swish leads to the collapse of both. The 
ATMs are empty and the data traffic causes Swish to crash. The citizens now 
have no payment options and less and less groceries. Even more people 
become frustrated and threatening. This lead to the need of a temporary 
solution with credit payments at days 6-7, where the customers can pay by 
invoices instead. The situation gets a little bit better, but there is still a 
shortage of groceries and fuel. At days 8-10 the city is under chaos. People 
are frustrated with the time-consuming credit payments. The grocery stores 
are no longer safe places due to threatening customers and stealing. At day 
10, the payment disruption is solved, and in days 11-14 the society is getting 
back to normal. (Laere et al. forthcoming)  

2.8 Previous research 

Laere et al. (2017a) did a study illustrating how disruptions in the Swedish 
payment system could result in cascading effects in other critical 
infrastructures. The authors conclude that critical infrastructures are 
becoming more entangled, and that to uphold resilience, the actors in the 
infrastructure is faced with many social challenges (like maintaining trust, 
avoiding panic, etc.). The authors identified seven challenges in the payment 
system disruptions case which needs to be considered by the actors in the 
infrastructure. 

Patterson & Wears (2015) performed a case study to understand resilience 
performance for a complex system. The system was a pharmacy embedded 
in a hospital treating children with cancer, sickle cell disease and 
autoimmune disorders. The demands on the pharmacy had increased 
dramatically, and the authors studied how it could adapt to this. The result 
show that what makes everything survive is the adaptability of the 
individuals working at the pharmacy. 

Johansson, Laere & Berggren (2017) present an assessment for resilience 
needed to create a simulation based off the fuel, food and finance systems. 
The purpose of the simulation is to provide team-training for decision 
makers. The authors discuss the importance of collaboration between the 
actors since it enhances the resilience. They emphasize that the simulation 
enables the actors to train this collaboration by being able to see the 
consequences of their actions in the simulation. 

Larsson et al. (2017) provide an agent-based simulation model and propose 
a gaming approach using role playing to explore responses from the actors 
in the critical infrastructure of the Swedish payment system. Their 
conclusion is that this approach will result in the actors becoming more 
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aware of their actions and collaboration measures, and how they affect the 
situation. 

Alcaraz & Zeadally (2015) explored the vulnerabilities and threats critical 
infrastructures are faced with. They maintain that critical infrastructures 
require several protection measures, both traditional (detecting and 
responding to threats) and intelligent systems (proactively identify 
vulnerabilities and faults). Some of the priority areas discussed are: secure 
network architectures, modelling and simulation and trust management. 

Zio (2016) studied the vulnerability and risk analysis of critical 
infrastructures. He states that the social and economic stability is strongly 
dependent on the goods and services transported and distributed in critical 
infrastructures, and that one way of protecting these infrastructures is by 
advanced modelling, simulation and optimization. 

Latifpour, Mosleh & Kheyrandish (2015) studied audio watermarking and 
how to protect against unauthorized distribution. The authors developed an 
intelligent kNN learning algorithm and trained it to capture the correlation 
between modified frequency coefficients and the watermark sequence. The 
result was a kNN algorithm which could effectively identify audio 
watermarks to detect unauthorized copying. 

Judson et al. (2008) compared several machine learning algorithms in 
simulated toxicology datasets. The learning algorithms that performed the 
best were NN and SVM, and the algorithms that performed the worst were 
recursive partitioning and regression trees and kNN (with k=5). The authors 
used k-way cross-validation as performance measure. 

Amancio et al. (2014) compared supervised classifiers using Weka and 
focused on how the configuration of the parameters affect the accuracy of 
the algorithm. The authors mean that non-experts in the machine learning 
field does not have the in-depth knowledge about the parameters, and thus 
wanted to explore how it affects the result. The result of the study was that 
the default setting of the parameters gave the best result (nearly optimal), 
and that kNN was the most accurate algorithm. It was also showed that Naï ve 
Bayes outperformed C4.5 and CART. The authors emphasize that the best 
choice of learning algorithm depends on the problem at hand and that there 
is no universal best algorithm. However, the result also shows that the 
performance of the algorithms was dependent on the number of attributes 
in the problem: almost constant (multi-layer perceptron), monotonic 
increase (kNN) and monotonic decrease (Bayesian Network). 

Kara, Boyacioglu & Baykan (2011), Ballings et al. (2015), Patel et al. (2015b) 
and Wu & Lee (2014) amongst others studied classification using time series 
datasets. The authors used the algorithms NN, SVM, RF, Naï ve Bayes, kNN 
and more, and had different results as for which algorithm performed the 
best. 
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The previous research listed above regarding critical infrastructures all 
emphasize the importance of collaboration between the actors in the 
infrastructures. One way to increase knowledge amongst these actors seems 
to be by using a gaming simulation model which shows the players the 
consequences of their actions, both for themselves and for the other actors 
in the infrastructure. All studies regarding critical infrastructures states the 
vulnerability of them. A breakdown of the infrastructures will impact several 
other infrastructures, as well as the society, meaning it is interesting to study 
the resilience when a disruption happens. Since resilience has multiple 
definitions, and is hard to measure because of uncertainties and complexity, 
it is interesting to develop a resilience measurement since the simulation 
used in this study can be run several times.  

The research regarding machine learning shows that classification of a 
complex decision problem can be of use in the real world. Witten, Frank & 
Hall (2011) and Amancio et al. (2014) state that it does not exist one single 
machine learning algorithm appropriate for all data mining problems, which 
is clear by the differing results from the presented studies. This means it is 
important to choose the right algorithm for the problem, making it 
appropriate to test different algorithms to understand which is best for the 
kind of problem in this study. 

The purpose of this study is to develop a measure for resilience and use 
machine learning algorithms to analyse the resilience of the simulation. No 
other research has been found which combines these aspects into one study, 
meaning this study will contribute with new insights into the research filed. 
A lot of research regarding which machine learning algorithm is best for 
different kinds of problems has been conducted, but not combined with 
resilience and with a simulation approach. The research regarding resilience 
state that it is difficult to evaluate and measure the resilience in critical 
infrastructures because of complexity and uncertainties. Since the 
simulation used in this study simulates a disruption and can be played 
multiple times to gain different outcomes, it is possible to develop a measure 
for resilience which can be tested and improved in different simulation runs. 
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3 Methodology  
There are three main approaches to research: qualitative, quantitative and 
mixed methods. Simply put, qualitative research is about words, quantitative 
research focuses on numbers and mixed methods is aligned somewhere in 
between these two. Of course, it is not just as simple as that. The qualitative 
approach is usually chosen when the researcher wants to explore and 
understand a phenomenon. The method for collecting data often involves 
interviews and observations to capture the perspective, experience and view 
of the participants. The quantitative approach is often chosen when the 
researcher wants to test theories and study relationships between variables. 
The variables should be measurable, gaining numbered data which could be 
used for statistical analysis. The mixed methods approach is a mix between 
the qualitative and quantitative approach, resulting in a more complete 
understanding of the phenomenon than qualitative or quantitative alone. 
Depending on the characteristics of the mixed methods study, the researcher 
mixes the use of the qualitative and quantitative approach. (Creswell, 2014) 

The differences between the qualitative and quantitative approaches can be 
expressed in terms of orientation towards theory, epistemology and 
ontology as well. Qualitative studies are often inductive, meaning the 
researcher starts by collecting data and forms a theory based on the data. 
The opposite of inductive is deductive, where the researcher starts by 
forming a hypothesis based on theory and then collect data by testing the 
hypothesis. Epistemology concerns what is or should be acceptable 
knowledge in a certain discipline. Interpretivism is the view that knowledge 
is influenced by people and their experiences and views (qualitative). 
Postpositivism is the view that knowledge is based on phenomena and its 
properties and relations, the common “doing science research”-view 
(quantitative). Postpositivists have a deterministic philosophy, meaning 
causes determine the outcomes. Ontology concerns the nature of social 
entities. Constructivism is the view that entities are created from social 
actors’ perceptions (qualitative). Objectivism is the view that entities has 
meaning and existence independent of social actors (quantitative). 
Transformatism and pragmatism are two other worldviews, where 
transformatism includes a political perspective and pragmatism is real-
world practice oriented. (Bryman, 2012; Creswell, 2014) 

This study will have a quantitative and deductive approach with a 
postpositive and objective view. The following chapters are descriptions the 
methodology used in the study, starting with more detailed descriptions of 
the chosen machine learning algorithms, which is followed by descriptions 
of the dataset used and how the resilience measurement is developed. Lastly, 
a method discussion regarding reliability, validity, ethical and societal 
aspects is provided.  
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3.1 Testing classification algorithms 

The algorithms will be tested using Weka and its interface the Explorer. The 
learning algorithms described under chapter 2.3 will be used as a basis for 
which algorithms to test. The most common algorithms for prediction 
according to previous research is NN, SVM, RF, Naï ve Bayes and kNN (Patel 
et al. 2015a; Patel et al. 2015b; Ballings et al. 2015; Kara, Boyacioglu & 
Baykan 2011; Wu & Lee, 2014; and Wu et al. 2008), where the most 
prevalent of these is NN, followed by SVM and RF. Therefore, the algorithms 
used in this study will be NN, SVM and RF. Table 4 shows the corresponding 
Weka implementations of these algorithms. 

Table 4: The classification algorithms and their corresponding implementation in 
Weka (Witten, Frank & Hall 2011). 

Algorithm Weka implementation 

NN 
MultilayerPerceptron 

(functions) 

SVM SMO (functions) 

RF RandomForest (tree) 
 

The performance of the algorithms will be evaluated by using error rate. The 
error rate will be estimated by tenfold cross-validation. The following sub-
chapters describe each algorithm in more detail. 

3.1.1 NN 

As described in chapter 2.3.5, NN is a network of nodes in layered structures. 
The following is a simplified example of how an NN processes an input 
through the layers, using a linear activation function, see Equation (4): 

 𝜑(𝑣) = 𝑣 (4) 

were v is defined in Equation (3). Consider the NN in Figure 9. It has one 
hidden layer and two input nodes. The input values are furthest to the left, 
the bias values are the ones coming from above, and all other values are the 
weights. 
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Part 1. Equations (5) and (6) presents the calculations for the first node 
(upper) in the hidden layer, and Equations (7) and (8) presents the 
calculations for the second node (lower) in the hidden layer. (Kim 2017) 

Weighted sum: 𝑣 = (3 ∙ 1) + (1 ∙ 2) + 1 = 6  (5) 

Output: 𝜑(𝑣) = 𝑣 = 6 (6) 

Weighted sum: 𝑣 = (2 ∙ 1) + (4 ∙ 2) + 1 = 11   (7) 

Output: 𝜑(𝑣) = 𝑣 = 11  (8) 

The output values are now the “input” into the output nodes. 

Part 2. To calculate the output of the NN, the same calculation is performed 
for the next nodes. See Equations (9) and (10) for the first output node 
(upper) and Equations (11) and (12) for the second output node (lower). 
(Kim 2017) 

Weighted sum: 𝑣 = (3 ∙ 6) + (2 ∙ 11) + 1 = 41 (9) 

Output: 𝜑(𝑣) = 𝑣 = 41 (10) 

Weighted sum: 𝑣 = (5 ∙ 6) + (1 ∙ 11) + 1 = 42 (11) 

Output: 𝜑(𝑣) = 𝑣 = 42 (12) 

Figure 9: A NN with one hidden layer. 



A simulation and machine learning approach to critical infrastructure 
resilience appraisal – Case study on payment disruptions 
Anna Samstad                                                                                2018-06-07 

31 

The calculations of the NN is not complicated, although a bit cumbersome. 
In this example a linear activation function was used in the hidden layer, 
meaning there is not really a need for hidden layers. One common activation 
function is the sigmoid function, see Equation (13) and Figure 10. (Kim 2017) 
In this study, the sigmoid function will be used. 

When using NN for classification of multiple classes (more than two), the 
number of output nodes is the same as the number of classes. If the classes 
are not numerical, their names are altered into numeric codes. (Kim 2017) 
For example, if there are three classes, they are mapped into the following 
vectors: 

 Class 1 → [1 0 0] 

 Class 2 → [0 1 0] 

 Class 3 → [0 0 1] 

This means each node is mapped into an element of the class vector, 
according to Figure 11. 

 
𝑠𝑖𝑔 =

1

1 + 𝑒−𝑥
 

 
(13) 
 

Figure 10: The sigmoid function. 

Figure 11: Each output is mapped into a class vector (Kim 
2017). 



A simulation and machine learning approach to critical infrastructure 
resilience appraisal – Case study on payment disruptions 
Anna Samstad                                                                                2018-06-07 

32 

This way of expressing classes is called one-hot encoding (Kim 2017). Since 
the classes in this study is nominal, Weka’s filter nominalToBinary will be 
employed. This filter pre-processes the nominal attributes into binary 
(Witten, Frank & Hall 2011). 

3.1.2 SVM 

The algorithm SVM is, as described in chapter 2.3.6, a mix of linear modelling 
and instance-based learning which can implement nonlinear boundaries 
between classes. SVM uses a kernel function to avoid too high computational 
complexity. There are several different kernel functions, and any function 
could be a kernel function if it can be written as Equation (14), where Φ is a 
function which maps an instance into a (high-dimensional) space. (Witten, 
Frank & Hall 2011) 

 𝐾(𝑥, 𝑦) = Φ(𝑥) • Φ(𝑦) (14) 
 

A function which calculates the dot product for vectors x and y and raises the 
result to the power of n is called a polynomial kernel. Two common kernel 
functions used for nonlinear mappings are radial basis function kernel (RBF 
kernel) and the sigmoid kernel. An SVM using these kinds of kernel functions 
are actually different types of NN. (Witten, Frank & Hall 2011) In this study, 
a polynomial kernel function with n=1 will be used. 

3.1.3 RF 

As described in chapter 2.3.7, RF is an ensemble learning algorithm, and uses 
a decision tree as a base learner. There are two parameters if RF: the total 
number of trees in the ensemble, and the number of variables to test at each 
split. It is recommended to use a large number of trees for best performance. 
(Ballings et al. 2015) In this study, 100 trees will be created. 

Berk (2016) describes the process of building an RF. For each tree, a random 
sample of attributes is taken before splitting each node. The split is then 
constructed based on the best candidate from the random sample (not the 
entire set, as e.g. C4.5 does). This process is then repeated for each split, with 
no pruning, meaning every tree is created based on different random 
samples. The mean value of the leaves is then computed, and the trees are 
averaged. The use of random samples for splitting is what makes the trees in 
an RF unique. If it would use the entire dataset for evaluating the split, every 
tree would look the same. (Berk 2016) 

The split is calculated as the information gain for each attribute, as for the 
C4.5 algorithm. Information gain is measured in bits. Equation (15) 
describes how to calculate the information entropy, which is the overall 
information value for the dataset. (Yu & Guo, 2016; Witten, Frank & Hall 
2011) 
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𝐻(𝐷) = ∑ −𝑝𝑖 ∙ 𝑙𝑜𝑔2(𝑝𝑖)

𝑛

𝑖=1

 (15) 

where H is the information entropy, D is the dataset, n is the number of 
classes and p is the probability of class i from the instances in the dataset, i.e. 
𝑝 = 𝑚𝑖 𝑚⁄  where mi is the number of instances in i and m is the total amount 
of instances. (Yu & Guo, 2016; Witten, Frank & Hall 2011; Lefkovits & 
Lefkovits, 2017). 

The next step is to calculate the information gain of choosing attribute a 
(𝑎𝜖𝐷) as the next node in the tree. The information value of the attribute is 
calculated similarly as for Equation (15), but pi is conditional to the 
probability distributions in the remaining sub-dataset, Dj. See Equation (16) 
and (17) for calculating the information gain, IG, of attribute a. (Yu & Guo, 
2016; Witten, Frank & Hall 2011; Lefkovits & Lefkovits, 2017) 

 
𝐻(𝑎) = ∑

|𝐷𝑗|

|𝐷|

𝑥

𝑗=1

∙ 𝐻(𝐷) 
 

(16) 
 

 𝐼𝐺(𝑎) = 𝐻(𝐷) − 𝐻(𝑎) (17) 

To reduce bias towards attributes with multiple possible values, the gain 
ratio, GR, can be used. It is a modification measure which takes into account 
the number and size of daughter nodes for the attribute. See Equation (18) 
(the split info) and (19). If the information gain is used, the attribute with 
the highest information gain is the attribute chosen next in the tree. (Yu & 
Guo, 2016; Witten, Frank & Hall 2011) 

 
𝑆𝐼(𝑎) = − ∑

|𝐷𝑗|

|𝐷|

𝑥

𝑗=1

∙ 𝑙𝑜𝑔2(
|𝐷𝑗|

|𝐷|
) (18) 

 
𝐺𝑅(𝑎) =

𝐼𝐺(𝑎)

𝑆𝐼(𝑎)
 (19) 

3.2 Data engineering 

It is important to understand the data that is to be used in the machine 
learning algorithm. To increase the chance of success, the data is then 
processed to better suit the learning schemes. (Witten, Frank & Hall 2011) 
The following sections provide descriptions of the data set, how the 
resilience measure is defined, how the algorithms will be trained and how 
the data set will be processed before using it in an algorithm. 
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3.2.1 Data understanding 

The dataset used in this study is exported from the simulation. One run of 
the simulation (ten days) results in 264 instances and 12 attributes, there 
are no missing values. To get more instances, multiple runs of the simulation 
can be exported. An additional attribute called Resilience will be created as 
the output attribute. Section 3.2.2 describes the reasoning behind this 
attribute in more detail. The following list is short descriptions of each 
attribute: 

• Time (h) (numerical) – the time hour for hour 

• CardPay (numerical) – the number of card payments 

• CashPay (numerical) – the number of cash payments 

• Consumers (numerical) – the number of customers arriving at the 
stores 

• DisappointCash (numerical) – the number of customers who get 
disappointed by not getting hold of cash 

• DisappointPay (numerical) - the number of customers who get 
disappointed by not finding an optional payment method outside of 
card and cash in the store 

• DisappointProd (numerical) – the number of customers who get 
disappointed by not finding the product they want to buy 

• InvoicePay (numerical) – the number of invoice payments 

• StoresWLotsCash (numerical) – the number of stores holding a lot of 
cash 

• SuccessfulPurchase (numerical) – the number of successful purchases 

• SwishPay (numerical) – the number of Swish payments 

• TotalSales (numerical) – the total amount of sales in stores (in terms 
of money) 

• Resilience (nominal) – the resilience of the city, on a scale from -2 to 
2 

3.2.2 Training the algorithms: Defining the Resilience measure 

To be able to train the algorithms, the answers to the classifications need to 
be known. This is where the attribute Resilience is used. The resilience levels 
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correspond to the resilience of the city as described in chapter 2.7.1, see 
Table 5 below. 

Table 5: How the resilience levels correspond to the resilience of the city 
(Kortbetalningsstopp 2017). 

Resilience 
(attribute) 

-2 -1 0 1 2 

Resilience 
(city) 

Crisis/ 
chaos 

Very 
strained 

Strained Vulnerable Resilient 

 

The definition of resilience used in this study is: to bounce back to a previous 
state, as described by Woods (2015), Laere et al. (2017a), Johansson, Laere 
& Berggren (2017) and Lundberg & Johansson (2015). What this means is 
that to be able to say anything about the resilience, it must be related to 
something that tells about the previous state as well as how fast the situation 
changes. To do this, two resilience measurements are developed. The first 
measurement, R%, is a measurement where the values of the simulation run 
is compared to the values of the best-case and worst-case scenario. The 
second measurement, Rk, is a measurement where the change in values in 
the simulation run is considered. The attribute Resilience is the sum of these 
two measurements. 

To create R%, the simulation run is compared to the best-case and worst-case 
scenarios. The best-case scenario is when no disruption happens, and 
everything goes on as usual. The worst-case scenario is when the payment 
disruption happens, and no measures are taken. The simulation is a scenario 
when the disruption happens, and some measures are taken. The 
comparison is performed attribute by attribute, hour by hour, i.e. the best, 
worst and simulation values of attribute A is compared to each other, then 
the same is done for attribute B, and so on. The values of the simulation are 
compared to the best-case and worst-case scenarios by calculating the 
distance to them. See Figure 12 for a visualization of the three scenarios for 
one attribute in four hours. 
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What decides the resilience is how close the simulated value of the attribute 
is to the value of the worst-case scenario. This is calculated in three steps for 
each attribute, hour by hour, according to Figure 12: (1) the difference 
between the worst-case, W, and best-case, B, giving 𝛥𝐶; (2) the difference 
between the simulated value, S, and B, giving 𝛥𝑆; and (3) the ratio between 
𝛥𝑆 and 𝛥𝐶, giving S%. 

The values of S% represent how close the simulated value is to the worst-case 
scenario. If S%=1.0, the simulated value is equal to the value of the worst-
case scenario, and if S%=0.0, the simulated value is equal to the value of the 
best case-scenario, i.e. the higher the value of S%, the lower the resilience 
(the worse the situation). 

  

Figure 12: Visualization of the comparisons of the best-case, worst-case and simulation 
values. 
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The following condition is an example of how the distance-based resilience 
measure, R%, is determined. R%Ah is the resilience level of attribute A at hour 
h: 

 if(S% < 0) { 
  then R%Ah = +++ 
 else if(0 ≤ S% ≤ 0.2) { 
   then R%Ah = 2 
  else if(0.2 < S% ≤ 0.4) { 
    then R%Ah = 1 
   else if(0.4 < S% ≤ 0.6) { 
     then R%Ah = 0 
    else if(0.6 < S% ≤ 0.8) { 
      then R%Ah = -1 
     else if(0.8 < S% ≤ 1.0) { 

then R%Ah = -2 
      else R%Ah = --- }}}}}} 

Figure 13 displays a visualization of the conditions for R% as they are 
expressed above. 

The thresholds are easy to change in the condition, making the measurement 
flexible. For example, if S%=0.75 is considered to be crisis instead of very 
strained, the threshold is easily changed to 0.75<S%≤1.0 → R%=-2. 

If R%=+++, it means some measures have been taken which made the 
situation even better than the best-case scenario. The same goes for R%=---, 
but the situation is worse than the worst-case scenario. These two values for 
R% are important for teaching purposes in the simulation game, since they 
tell of something previously not known, e.g. an action making the situation 
even better/worse than previously thought. The +++ and --- is only possible 
to use in analysing separate attributes though, since the total value of R% for 
the all attributes in the simulation run is the sum of each R%A per hour (i.e. 
there is one R% for every hour). When calculating the sum, +++ is changed to 
2, and --- is changed to -2, since the resilience cannot be better than resilient 
or worse than crisis. 

By calculating the distance to the best and worst values, R% is related to these 
situations, meaning this measurement holds up for the definition of 
resilience used in this study. For example, if the value of Customers goes 
down in the best-case scenario, R% is related to that, and not to a previously 
set value of when it is considered to be too few customers. Some days there 
are fewer customers than other days, even in the best-case scenario, and by 
taking this into consideration, the value of R% is flexible and more objectively 

Figure 13: A visualization of the conditions for R%. 
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correct than if a fixed threshold is set up based on subjective reasoning, see 
Figure 15 for an example of this. By using this measurement, the variation of 
activity for different times of the year is taken into consideration, for 
example the weeks leading up to New Year’s Eve compared to the weeks 
directly after. 

Since the definition of resilience used in this study is “to bounce back to a 
previous state”, the bounce back aspect needs to be taken into consideration. 
To do this, the change in values of the simulation will be considered in the 
measurement Rk. For example, if attribute A is increasing fast, but slows 
down when a measurement is taken, the resilience is considered to be better, 
since the situation is becoming more controlled. See Figure 14. 

Figure 15: Visualization of how R% changes with the best-case 
scenario instead of using a fixed threshold value for R%. 

Figure 14: A visualization of two outcomes of 
attribute A. 
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The line for Ab is slowing down faster than Aw, even though it follows Aw 
closely in the beginning, meaning some measure has been taken around time 
3 to avoid the situation to escalate like in Aw. Since it is the change of values 
that is interesting, the slope, k, for each attribute hour by hour is calculated 
according to Equation (20). The deltas 𝛥𝐶 and 𝛥𝑆 visualized in Figure 12 are 
used in the calculation of Rk as well, as it relates the values to the best-case 
scenario. 

 
𝑘(𝛥𝑆𝑛) =

𝛥𝑆𝑛 − 𝛥𝑆𝑛−1

ℎ𝑛 − ℎ𝑛−1
 (20) 

 

According to the equation, each value of 𝛥𝑆 is subtracted by the previous 
value of 𝛥𝑆. Since h is the hour, and the values are compared hour by hour 
meaning the denominator will always be equal to 1, the equation is 
simplified to: 

 𝑘(𝛥𝑆𝑛) = 𝛥𝑆𝑛 − 𝛥𝑆𝑛−1 (21) 

 

And analogously, the slope of 𝛥𝐶 is calculated according to: 

 𝑘(𝛥𝐶𝑛) = 𝛥𝐶𝑛 − 𝛥𝐶𝑛−1 (22) 

 

After this, the ratio between 𝑘(𝛥𝑆𝑛) and 𝑘(𝛥𝐶𝑛) is calculated, giving Sk. 

 
𝑆𝑘 =  

𝑘(Δ𝑆𝑛)

𝑘(Δ𝐶𝑛)
 (23) 

 

Similarly as for R%, if Sk=1.0, the slope of the simulation is the same as the 
slope of the worst-case scenario, and if Sk=0.0, the slope of the simulation is 
the same as of the best-case scenario, i.e. the higher the value of Sk, the lower 
the resilience. To have Sk=1.0 does not however mean that the simulation 
scenario is “as bad” as the worst-case scenario, it only means that the slope 
of the curve for the simulation is the same as for the worst-case scenario, the 
actual values of the attribute might differ from each other. 
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In the case of resilience, the slope only means something if it changes fast, 
for example “bounces back” to a stable state or escalates quicker to a worse 
state. This means there is quite a large interval when the value of the slope 
should not change the resilience level. This can be expressed in the following 
condition, where RkAh is the resilience values of attribute A at hour h: 

if((k(ΔCn) = 0 AND k(ΔSn) = 0) { 
  then RkAh = 0 

else if(k(ΔCn) = 0) { 
   then RkAh = RkA(h-1) 
  else if(Sk ≤ 0) { 
    then RkAh = 1 
   else if(0 < Sk < 0.25) { 
     then RkAh = 0.5 
    else if(0.25 ≤ Sk < 0.75) { 
      then RkAh = 0 
     else if(0.75 ≤ Sk ≤ 1) { 
       then RkAh = -0.5 
      else RkAh = -1 }}}}}} 

 Figure 16 displays a visualization of the conditions for Rk as they are 
expressed above. 

The value interval of Rk is not the same as for R%, and the reason is that Rk 
should only affect the total resilience level if something changes fast in 
relation to the worst-case scenario, i.e. Rk adjusts the value of R% by adding 
or subtracting points. For example, since Sk=1.0 does not necessarily mean 
the value of the attribute is “as bad” as the worst-case scenario, the resilience 
is not always -2 in those cases, though it means the situation is escalating as 
fast as the worst-case scenario, meaning the resilience should be affected by 
this, thus Rk=-0.5. 

By incorporating the pace of change in the attributes, the second part of the 
definition of resilience used in this study is upheld. The measure of Rk adjusts 
the total resilience when there is a significant change of pace in the 
attributes, meaning the total resilience will respond quicker and more 
accurate to the actions taken to manage the disruption situation, for example 
when a situation is getting under control. As for R%, the conditions for Rk is 
easy to change, meaning the measure is flexible. 

Figure 16: A visualization of the conditions for Rk. 
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The total value of Resilience is the sum of R% and Rk rounded to the nearest 
integer. The places where R% is equal to +++ or --- it is changed to 2 and -2 
respectively, to make it possible to sum the two measurements numerically. 
The total value of resilience, R, is defined according to the following 
condition: 

 if((R% + Rk) < -2) { 
  then R = -2 
 else if(-2 ≤  (R% + Rk) ≤ 2) { 
   then R = R% + Rk 

  else R = 2 }} 

Since the resilience levels are defined on the interval from -2 to 2 (chaos to 
resilient), the values of R should be on that same interval, i.e. the situation 
cannot be worse than crisis or better than resilient. 

The learning algorithms NN, SVM and RF will be trained using tenfold cross-
validation. By doing so, ten different error rates are calculated and then 
averaged to get the overall performance of the algorithm. This is a common 
process of evaluating learning algorithms, as stated by Witten, Frank & Hall 
(2011). 

3.2.3 Data preparation 

The values in the dataset is normalized using the filter Normalize in Weka. 
The reason for normalizing the values is to get all attributes on the same 
value scale (from 0 to 1), thus making the attribute weights more even, i.e. 
an attribute with values in the size of e.g. 102 will not outweigh attributes 
with values of 10-2. (Witten, Frank & Hall 2011) The filter NumericToNominal 
will be used to make Resilience a nominal attribute (since the values are 
classes). 

It is important to make sure the dataset has no irrelevant attributes, since it 
can confuse the learning algorithms and increase the error rate. The best 
way of determining which attributes are relevant is by selecting them 
manually and based on a deep understanding of the data and the problem. 
By using different attribute selection methods, the attributes which affect 
the resilience the most can be selected and evaluated. There are several 
different attribute selection methods, and two of the most common ones are 
correlation and information gain (Witten, Frank & Hall 2011), both of which 
will be used in this study. The results from the attribute selection methods 
will be tested using the learning algorithms NN, SVM and RF and evaluated 
using the error rate. 

To use the correlation based attribute selection, the correlation between the 
attributes and class attribute is calculated. The correlation value, 𝜌, is from -
1 to 1, where -1 is perfectly negative correlation, 1 is perfectly positive 
correlation and 0 is no correlation. If 𝜌(𝐴, 𝐵) = −1, A and B is opposite each 
other, if A increases, B decreases equally. If 𝜌(𝐴, 𝐵) = 1, A and B is equal, if A 
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increases, B increases equally. A correlation matrix is created using RStudio 
to visualize the correlation between the attributes, see Appendix A for the 
code. The attributes with a correlation of −0.65 ≤  𝜌(𝐴) ≤ 0.65 towards 
Resilience are removed since they have little to no impact on the resilience 
levels.  

The information gain based attribute selection method calculates the 
information gain, IG, for each attribute towards the class attribute according 
to Equations (16) and (17). If an attribute has 𝐼𝐺 = 0, the attribute has no 
contribution of information to the class. (Witten, Frank & Hall 2011) Weka’s 
filter InfoGainAttributeEval will be used to calculate the information gain 
along with the search method Ranker, and the attributes with 𝐼𝐺 < 0.75 are 
removed.  

3.3 Method discussion 

It is important to consider the reliability, validity and ethical aspects when 
conducting a study since these decide whether the study is credible. The 
following sections is a discussion of how this study performs in regard to the 
reliability and validity. This is followed by a discussion of the ethical and 
societal considerations made in the study.  

3.3.1 Reliability 

Reliability concerns to which degree another researcher would get the same 
result when repeating the study. It also refers to the consistency of 
measurement in three factors: stability, internal reliability and inter-
observer reliability. Stability is how well the measurement holds over time, 
meaning the result should not change if measured again at a later time. 
Internal reliability concerns the consistency of the indicators in the 
measurements, i.e. whether the same scale is used for measuring and if the 
indicators measure the same thing. Inter-observer reliability concerns 
subjective judgement and how different researchers judge the same thing 
differently. (Bryman 2012) 

If another researcher would repeat this study, the same results should be 
achieved, meaning the reliability of this study is high. Though, this would 
only be true if the researcher used the same data set and problem as used in 
this study and compared the same algorithms. As stated by Witten, Frank & 
Hall (2011) and Amancio et al. (2014), there is not one single machine 
learning algorithm suitable for all data mining problems. This is also 
evidenced by several of the other researchers comparing different 
algorithms and getting different results. Since the nature of data mining is 
sensitive like this, the reliability of a machine learning study will always be 
dependent of the specific problem, data set and algorithms used. The 
stability of this study is high, meaning the result should not change if 
measured again later, since the same data set and problem would be used. 
What could change the stability is if critical new information becomes 
available and added into (or removed from) the data set, or if a new learning 
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algorithm better suited for the problem would be developed. Since this study 
has a set deadline about half way through the timeline of CCRAAAFFFTING, 
it is not possible to wait for new information to increase the stability even 
more. The internal reliability is high since the performance of each algorithm 
will be measured using the error rate, i.e. the measurements are consistent. 
This study is only conducted by one person, meaning the inter-observer 
reliability is harder to evaluate, since there is only one person judging the 
results. What makes the inter-observer reliability better is that the study is 
quantitative, and the results are measured in numbers, meaning it is easy to 
be objective when evaluating the performance of the algorithms – the 
algorithm with the lowest error rate performed the best. 

3.3.2 Validity 

Validity refers to whether the right thing is measured, e.g. if IQ really 
measures an individual’s intelligence. Three aspects of validity are: content 
validity, internal and external validity. Content validity concerns using the 
right measure to measure something, and not just choosing based on 
subjective judgement. Internal validity refers to how conclusions regarding 
cause and effect relationships are made, e.g. if a researcher assume that sun 
leads to picnic without taking the season into consideration, the study has a 
lower internal validity. External validity concerns the generalizability of the 
results, e.g. if the results are the same in other cases for other people, times 
or places. (Yin 2007) A fourth aspect of validity is ecological validity. 
Ecological validity concerns whether the study represents people’s everyday 
lives and conditions. Things that lower the ecological validity of a study are 
for example using a laboratory for measuring or using a special room for 
interviews, things that intervene with the natural settings. (Bryman 2012) 

The purpose of this study is to analyse the resilience of the society by using 
learning algorithms and to find out which algorithm works best, as well as 
analyse which attributes needs to be considered. The error rate gives a clear 
indication as for which algorithm works best for analysing the resilience of 
the society. The lower the error rate, the better the algorithm for this 
problem. By using two attribute selection methods, it is easy to see which 
attributes affect the resilience the most and which are not affecting it, 
meaning the attributes that needs to be considered are the ones with the 
most impact on the resilience (i.e. the attributes with the most correlation 
towards the resilience, or the attributes which contributes with the most 
information towards the resilience). The error rate and tenfold cross-
validation are commonly used performance measures for learning 
algorithms, as is the use of correlation and information gain for attribute 
selection (Witten, Frank & Hall 2011), which means the content validity is 
high, since the selection of these methods are based on research, and not just 
subjectively chosen. As stated before, there are not one learning algorithm 
suitable for every data mining problem, meaning the external validity would 
not be high if the results would be generalized to other data mining 
problems. This is also clear when looking into other research where different 
algorithms performs best in different studies because of the differing 
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problem types. The ecological validity of this study is interesting, since the 
data set is extracted from a simulation which is simulating a society and the 
disruption, i.e. no real disruption is happening, and no humans are affected 
by it. What algorithm would work best if data from a real disruption were 
used? Would it be different from the results of this study? As stated by 
Johansson, Laere & Berggren (2017), it is not possible to evaluate the 
resilience of a society before an event has happened, and even then, there is 
a high uncertainty regarding future events, meaning the evaluated resilience 
might not be very informative. What this means is that even if data from a 
real disruption were available, the result from that data would probably not 
be exactly the same as the result from data of a future event. This does not 
make the results of this study irrelevant since the purpose is to examine 
whether data mining can be used to evaluate the resilience of a society, as 
well as develop a measurement for the resilience. The most important 
attributes are not something that will change much if a real disruption 
happened, since for example the number of customers shopping always 
would have a big impact on the wellness of the stores and be an indicator of 
the wellness of the society. The top performing algorithms would also stay 
in the top, since the problem in itself is not really changing, but some of the 
data would change, meaning the best performing algorithm from this study 
probably would stay in the top even for a real disruption. 

3.3.3 Ethical and societal considerations 

The ethical considerations are important in the data mining field, since it 
involves a lot of data. It is especially important if it concerns data about 
people, meaning practitioners of data mining must act responsibly and be 
aware of the issues surrounding their application. There are several ethical 
aspects that are important to take into consideration regarding data mining, 
one of which is discrimination. If data about e.g. gender is used for medical 
diagnosis, it is ethical, but it is not ethical to use that data to determine who 
will be accepted for getting a loan. It is also important to understand that 
even if data about e.g. gender is not used, other variables might be 
substitutes to that, for example jobs that are associated more with one 
gender than another. (Witten, Frank & Hall 2011) 

One other aspect to take into consideration is reidentification, i.e. to make 
sure the data is properly anonymized. This is not as easy as it seems. It has 
been proved that it is possible to identify over 85% of all Americans just by 
their zip code, birth date and gender. Another example is when Netflix 
released 100 million movie ratings, from which it was easy to identify 
individuals and which movies they had rated. By knowing approximately 
when and how a person had rated two movies it was possible to identify 
about 70% of the people from the database. This shows that it is not easy to 
anonymize data, and if all possible identification information was to be 
removed, there would probably not be anything useful left. (Witten, Frank & 
Hall 2011) 
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When collecting (personal) information, it is important to clearly state what 
the information will be used for, how it will be used, how measures to ensure 
its confidentiality and integrity will be taken, the consequences of providing 
or withholding information and potential compensation for providing the 
information. If all these factors are considered for a data collection, it is good. 
But if the same data is used for another study, the situation becomes more 
complex. An example of this is one study who uses data to see what kinds of 
cars are common in a city, and another study uses that same data and finds 
out that people with red cars are more likely to fail to pay off their car loans. 
If an “old” data set will be used in a new study, it is important to find out who 
is allowed to access the information, the purpose for which it was collected 
and what conclusions are valid to draw from it. (Witten, Frank & Hall 2011) 

Leinweber (2007) discusses the good and bad sides of data mining. The good 
side is for example using data mining to predict failures in factory machines. 
The bad side of data mining is choosing from a large data set and try to 
explain a small one, for example using the result from a sports event to 
predict the stock market. These two obviously has no real correlation, but it 
is still used for prediction. The author presented an example where the 
closing price of a stock were predicted using data from sheep population and 
butter and cheese production in Bangladesh and the United States. The 
result was quite accurate, but did not really say anything of value, since the 
relations had nothing to do with each other, and outside of the time interval 
of the example the predictions were completely wrong. To relate the closing 
price of a stock with cheese production is obviously manipulated, but it is 
not as easy to spot the deception if it was related to e.g. interest rates or GDP. 
The author proposes using some kind of holdout method to increase the 
accuracy of the data mining. (Leinweber 2007) 

The data used in this study are from the simulation, meaning there are no 
personal information which could be used to identify an individual. The data 
is based on research and statistics, for example regarding how many 
customers pay by card and cash on a regular day. Since there is no 
information regarding for example age, job situation or gender in the data 
set, and the purpose is to analyse the resilience in the society, there will be 
no risk of discrimination or reidentification in this study. Later in 
CCRAAAFFFTING’s timeline, more detailed information will be added from 
representatives from grocery stores and such, meaning the information in 
the data set will change. The added information will not increase the risk of 
discrimination or reidentification since it is not based on individuals but 
rather the overall picture of for example grocery stores and their guidelines 
for risk management. 

As Leinweber (2007) states, it is important to make sure the conclusions 
drawn from the results of data mining are valid. To say that the resilience of 
this society is increasing with the air temperature and number of grey cats 
is probably not correct. The attributes used in this study are all a part of the 
simulation and get values depending on what happens in the society. They 
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are also evaluated by correlation and information gain before being used in 
the learning algorithm. This means the data used in the learning algorithms 
are carefully selected and analysed, ensuring the results are credible. 

The results from this study could be used to easier identify and analyse the 
resilience of the society in the simulation. This means that when 
CCRAAAFFFTING starts to incorporate representatives from for example 
grocery stores, it will be easier to present and comprehend what happens in 
the society when different actions are taken. When these representatives 
play the simulation game, they can quickly see the consequences of their 
actions, as well as getting an understanding for which attributes are 
important for the resilience and how their actions affect these attributes. 

By seeing which attributes are important and needs to be considered to 
analyse the resilience of the society, the simulation can be more effective. 
Since some attributes will be less important, or even irrelevant, they can be 
removed from the simulation, making it less heavy to run and leave room for 
other attributes or more details in already existing attributes. This would 
make the simulation even more precise, and possibly shorten the runtime 
for one disruption cycle in the simulation. This in turn leads to quicker game 
rounds, making it possible to play the simulation more times to collect more 
information or increase the learning of the representatives who are playing 
the game. 
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4 Results 

4.1 Attribute selection 

The following are the results from the two attribute selection methods 
correlation and information gain. 

Figure 17 below is the correlation matrix created in RStudio. The threshold 
for correlation is −0.65 ≤  𝜌(𝐴) ≤ 0.65, meaning the attributes that are 
selected are, in order of highest correlation first: DisappointPay, 
SuccessfulPurchase, TotalSales, Consumers, Time, CardPay and CashPay. 

 

  

Figure 17: Correlation matrix of the attributes in the data set. 
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The result of the information gain method is presented in Table 6 below. 

Table 6: The result of the information gain attribute selection. 

IG Attribute 

1.2852 TotalSales 

1. 2852 CashPay 

1. 2852 SuccessfulPurchase 

1. 2352 Time 

1.1953  Consumers 

1.0709 DisappointPay 

0.9596 DisappointCash 

0.8206 SwishPay 

0.7493 DisappointProd 

0.5079 InvoicePay 

0.4866 CardPay 

0.3621 StoresWLotsCash 
  

The threshold for selecting an attribute is 𝐼𝐺 < 0.75, meaning the attributes 
that are left are, in order of highest information gain first: TotalSales, 
CashPay, SuccessfulPurchase, Time, Consumers, DisappointPay, 
DisappointCash and SwishPay. 
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In Table 7 below is a summary of the selected attributes from the two 
attribute selection methods. Most of the attributes coincide between the two 
methods, though they are ranked differently. The attributes that does not 
coincide in the selections are: CardPay, DisappointCash and SwishPay. 

 

Table 7: The selected attributes from the correlation and information gain methods. 

Attribute selection 
method 

Selected attributes 

Correlation 

DisappointPay 

SuccessfulPurchase 

TotalSales 

Consumers 

Time 

CardPay 

CashPay 

Information gain 

TotalSales 

CashPay 

SuccessfulPurchase 

Time 

Consumers 

DisappointPay 

DisappointCash 

SwishPay 
  

Table 8 below is a side by side comparison of how all attributes are ranked 
in the two selection methods, with the highest ranked attribute at the top. 

Table 8: Side by side comparison of the results of the two attribute selection 
methods. 

Correlation Information gain 

DisappointPay TotalSales 

SuccessfulPurchase CashPay 

TotalSales SuccessfulPurchase 

Consumers Time 

Time Consumers 

CardPay DisappointPay 

CashPay DisappointCash 

SwishPay SwishPay 

DisappointCash DisappointProd 

DisappointProd InvoicePay 

StoresWLotsCash CardPay 

InvoicePay StoresWLotsCash 
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The attributes that differ the most in the rankings are: DisappointPay, 
CardPay and CashPay.  

4.2 Machine learning 

The following sections presents the results of the machine learning 
algorithms using the attributes selected by correlation and information gain 
respectively. 

4.2.1 Neural Network 

Table 9 summarises the result of the NN model using the attributes selected 
by correlation. 

Table 9: The result of the NN model using the attributes selected by correlation. 

Time to build model 0.29 s 

Correctly classified instances 214 

Incorrectly classified instances 50 

Error rate 18.9394 % 
 

The confusion matrix below presents the result of the classification using NN 
with the attributes selected by correlation. 

-2 -1 0 1 2  classified as 

103 20 0 0 0 -2 

25 76 0 0 0 -1 

0 3 5 0 1 0 

0 0 0 0 0 1 

0 0 1 0 30 2 
 

Table 10 summarises the result of the NN model using the attributes selected 
by information gain. 

Table 10: The result of the NN model using the attributes selected by information 
gain. 

Time to build model 0.23 s 

Correctly classified instances 214 

Incorrectly classified instances 50 

Error rate 18.9394 % 
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The confusion matrix below presents the result of the classification using NN 
with the attributes selected by information gain. 

-2 -1 0 1 2  classified as 

102 21 0 0 0 -2 

24 77 0 0 0 -1 

0 2 5 0 2 0 

0 0 0 0 0 1 

0 0 1 0 30 2 
  

4.2.2 Support Vector Machine 

Table 11 below summarises the result of the SVM model using the attributes 
selected from correlation. 

Table 11: The result of the SVM model using the attributes selected by correlation. 

Time to build model 0.04 s 

Correctly classified instances 210 

Incorrectly classified instances 54 

Error rate 20.4545 % 
 

The confusion matrix below presents the result of the classification using 
SVM with the attributes selected by correlation. 

-2 -1 0 1 2  classified as 

106 17 0 0 0 -2 

28 73 0 0 0 -1 

0 7 0 0 2 0 

0 0 0 0 0 1 

0 0 0 0 31 2 
 

Table 12 summarises the result of the SVM model using the attributes 
selected by information gain. 

Table 12: The result of the SVM model using the attributes selected by information 
gain. 

Time to build model 0.03 s 

Correctly classified instances 206 

Incorrectly classified instances 58 

Error rate 21.9697 % 
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The confusion matrix below presents the result of the classification using 
SVM with the attributes selected by information gain. 

-2 -1 0 1 2  classified as 

106 17 0 0 0 -2 

32 69 0 0 0 -1 

0 5 0 0 4 0 

0 0 0 0 0 1 

0 0 0 0 31 2 
 

4.2.3 Random Forest 

Table 13 below summarises the result of the RF model using the attributes 
selected from correlation. 

Table 13: The result of the RF model using the attributes selected by correlation. 

Time to build model 0.13 s 

Correctly classified instances 237 

Incorrectly classified instances 27 

Error rate 10.2273 % 
 

The confusion matrix below presents the result of the classification using RF 
with the attributes selected by correlation. 

-2 -1 0 1 2  classified as 

112 11 0 0 0 -2 

13 88 0 0 0 -1 

0 1 7 0 1 0 

0 0 0 0 0 1 

0 0 1 0 30 2 
 

Table 14 summarises the result of the RF model using the attributes selected 
by information gain. 

Table 14: The result of the RF model using the attributes selected by information 
gain. 

Time to build model 0.04 s 

Correctly classified instances 239 

Incorrectly classified instances 25 

Error rate 9.4697 % 
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The confusion matrix below presents the result of the classification using 
RF with the attributes selected by information gain. 
 

-2 -1 0 1 2  classified as 

112 11 0 0 0 -2 

12 89 0 0 0 -1 

0 1 7 0 1 0 

0 0 0 0 0 1 

0 0 0 0 31 2 
 

4.2.4 Summary of machine learning results 

Table 15 summarizes the results from each algorithm with both correlation 
based and information gain based attributes selection. 

Table 15: Summary of the results from each algorithm. 

 Correlation Information gain 

 NN SVM RF NN SVM RF 

Time (s) 0.29 s 0.04 s 0.13 s 0.23 s 0.03 s 0.04 s 

Correctly 214 210 237 214 206 239 

Incorrectly 50 54 27 50 58 25 

Error rate (%) 18.9394 20.4545 10.2273 18.9394 21.9697 9.4697 

  

4.3 Resilience measurement 

The result of the resilience measurement will be presented for one 
simulation run with all attributes included and where the actions displayed 
in Table 16 are taken. 
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Table 16: The actions taken for one of the simulation runs. 

Time Action 

48 Close all hypermarkets 

48 Close all megastores 

72 Use Swish - Supermarkets 

72 Use Swish – Minimarkets 

72 Use Swish – Convenience stores 

72 Use offline payment – Convenience stores 

72 Use offline payment – Minimarkets 

72 Use offline payment – Supermarkets 

144 Open all hypermarkets 

144 Open all megastores 

144 Use Swish – Hypermarkets 

144 Use offline payment – Hypermarkets 

144 Refill ATMs with 500000 SEK 

216 Refill ATMs 500000 SEK 

216 Shift opening time 2 h earlier – Hypermarkets 

216 Shift opening time 2 h earlier – Megastores 

216 Shift opening time 2 h earlier – Supermarkets 

216 Shift closing time 1 hour later – Hypermarkets 

216 Shift closing time 1 hour later – Megastores 

216 Shift closing time 1 hour later – Supermarkets 

  

The following figures are examples of how some of the attributes changed 
when the actions were taken. These figures are only shown to clearer 
present how the resilience measure works and reacts to the actions taken. 
What is interesting for analysing the result of the simulation is the total 
resilience of the society (all attributes together at the same time), which is 
displayed in Figure 21. 

In Figure 19 to Figure 20, the resilience values of “---” and “+++” is changed 
to -3 and 3 respectively, to easier visualize them in the graphs. The line for 
attribute(%) is R%, attribute(k) is Rk and attribute is R. 
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Figure 19: Resilience of DisappointmentPay for the actions in Table 16. 

Figure 18: Resilience of SuccessfulPurchase for the actions in Table 16. 
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The graph in Figure 21 is the total resilience for all attributes together, i.e. 
the resilience of the society in the simulation. The fatter grey line is R%, the 
slimmer grey line is Rk and the black line is R. 

 

 

 

 

 

 

 

 

 

 

Figure 20: Resilience of TotalSales for the actions in Table 16. 
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Figure 21: The total resilience, R, of all attributes in the simulation run. 
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5 Analysis 
The following sections are the analyses of the results from the attribute 
selection, the three machine learning algorithms as well as the performance 
of the resilience measurement. 

5.1 Attribute selection 

The two attribute selection methods correlation and information gain chose 
mainly the same attributes but ranked some of the attributes significantly 
different. The first attribute ranked with a significant difference is 
DisappointPay, but since it is ranked quite high in both selection methods, it 
is still included in the final selection. The same goes for CashPay. CardPay is 
selected using the correlation based method and not in information gain. 
This is the only attribute that is ranked significantly different and only 
selected by one of the selection methods. 

Out of the three highest ranked attributes in the two selection methods, two 
coincide: SuccessfulPurchase and TotalSales. The other two attributes are 
DisappointPay and CashPay. This means these four attributes are important 
when considering the payment disruption problem and resilience. All 
attributes also have a high correlation amongst each other, either perfectly 
positive or nearly perfectly positive correlation, which means that when e.g. 
SuccessfulPurchase increases, TotalSales also increases. This is logical, since 
more successful purchases directly mean the sales increases, and since most 
payments are made by cash due to the disruption, the amount of cash 
payments also increases. It is not as clear why DisappointPay has such a high 
correlation with these three attributes, since it seems like it contradicts 
them. One reason could be that customers get disappointed by not being able 
to pay as usual and must either get hold of cash or use Swish or invoice. Since 
most people are not used to pay in stores using Swish or invoice, it could 
mean they have to learn how to do it, download the application or wait in 
que for longer than usual (since the cashiers would not be used to process 
those kinds of payments). This situation thus still leads to more successful 
purchases, but the customers gets disappointed by the situation and having 
to go through more trouble than they are used to when shopping. 

Of the attributes ranked the lowest, the three who coincide the most 
between the two selection methods are DisappointProd, StoresWLotsCash 
and InvoicePay. This means these three attributes is not as important to 
consider when dealing with a payment disruption. The number of customers 
who gets disappointed by not finding the right products in the stores is not 
so high it makes a big difference in the resilience. If the simulation develops 
further and incorporated nearby cities, logistics regarding product shipping, 
gas station payments and such, this could change since it would mean the 
stores would not get their products as usual, and more customers might not 
find what they need in the stores. However, this does not mean that this 
attribute must be ranked higher if those functions were implemented, the 
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other attributes might still be more important when considering the 
disruption. As the simulation develops and gets more detailed, new attribute 
selections could be performed to see if and how the rankings of the 
attributes changes. The most important part is which attributes are ranked 
highest, since they should be prioritized when dealing with the disruption. 

When using the two sets of selected attributes in the machine learning 
algorithms, not one set led to an overall better performance than the other. 
The performance for the NN is the same for both sets, SVM performed better 
using the correlation based selection method, and RF performed better 
using the information gain based method. This, and the fact that both 
methods ranked the attributes similarly, means that it should be sufficient to 
just use one attribute selection method. Both correlation and information 
gain are common methods for attribute selection, according to Witten, Frank 
& Hall (2011), meaning they are well-established and appropriate as 
methods. The correlation based method tell of the relations between the 
attributes themselves, as well as towards the class attribute, while the 
information gain method tells of how much information the attributes 
contribute with to the class attribute. The choice of one or the other method 
could be based on these aspects. 

5.2 Machine learning algorithm comparison 

The results from the machine learning algorithms show that, as discussed 
above, the attribute selection method did not have a large impact on the 
resulting models. The best and worst algorithms is the same regardless of 
the selected attribute sets. This is not very surprising, as the two selection 
methods selected mainly the same attributes. RF performs significantly 
better than both NN and SVM in both cases, with a slight improvement using 
the information gain attribute set. 

The algorithms NN, SVM and RF has been compared in several other 
research papers, amongst others by Patel et al. (2015a) and Ballings et al. 
(2015), where RF was the best performing algorithm, followed by SVM and 
NN. In this study, the algorithm performing worst are SVM, which is similar 
to what Kara, Boyacioglu & Baykan (2011) and Judson et al. (2008) found 
when comparing SVM and NN. In the studies by these authors, NN performed 
significantly better than SVM, but in this study, NN is only slightly better than 
SVM. The time for building the NN model in Weka is also higher than SVM 
and RF. If a dataset with more instances would be used, the building time for 
NN would increase. The reason for this is because NN is a more complex 
model than either of SVM and RF (Frank, Witten & Hall 2011). Building time 
should be a factor to consider when choosing which algorithm to use, 
especially if the dataset is large. In this study, the dataset used is quite small, 
meaning the building time was not very long, but NN still takes almost three 
times longer than the next slowest model (RF), and almost ten times longer 
than the quickest model (SVM) in their respective worst and best cases. 
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The results regarding the best algorithms aligns well with the research done 
by the researchers above: RF performs the best, followed by NN and SVM. 
However, this is not a final answer as for which algorithm is the best every 
time, since, as stressed before, there does not exist one single algorithm 
which suits all machine learning problems (Amancio et al. 2014; Witten, 
Frank & Hall 2011), and in other studies, different algorithms have 
performed the best (Patel et al. 2015b; Wu & Lee 2014). But for the problem 
in this study, RF is clearly the best performing algorithm. 

When examining the individual confusion matrices of the algorithms, the 
misclassifications can be analysed. All three algorithms misclassify class -1 
the most when looking at the absolute numbers, and class 0 when looking at 
the ratios. SVM misclassify 100% of class 0. Often, class -1 is classified as -2, 
and class 0 is classified as -1 or 2. The reason for -1 to be misclassified as -2 
is probably because the attributes’ values is located close to each other. The 
reason for the high ratio of misclassifications for class 0 is probably because 
it is the class with the least number of instances (9, compared to the other 
classes of 31, 101 and 123). If a dataset with more evenly distributed classes 
would be used, the most misclassified class would probably be different than 
for this dataset. One way of doing this could be to run the simulation multiple 
times and use the data from all runs in the machine learning algorithm. 

5.3 Resilience measurement 

The R% of all three attributes in Figure 19 to Figure 20 drop down to -3 at a 
bit over 48 hours in the simulation, although DisappointmentPay and 
SuccessfulPurchase only stays at -3 for one hour. The action taken at 48 hours 
is to close all hypermarkets and megastores. This action proves to be quite 
bad, seeing as it worsens the situation in all attributes to a point where it is 
even worse than the worst-case. During this time, the value for Rk is varying 
a lot, but it tends towards the negative values, meaning the values for these 
attributes is changing as fast (or faster) than the worst-case scenario. All-in-
all, the actions taken at hour 48 proves to be bad for the resilience in the city. 

At hour 72, the actions taken are to allow the use of Swish and offline 
payments in all supermarkets, minimarkets and convenience stores. These 
actions make the resilience in all three attributes go up, with the most 
notable change in DisappointmentPay. The values for Rk tends towards 
positive values in DisappointmentPay and is quite stable for 
SuccessfulPurchase and TotalSales, meaning the values of the attributes are 
slowing down and stabilising. The actions taken in hour 72 thus proves to be 
good for the attributes. It is clear that SuccessfulPurchase and TotalSales is 
correlated (as is visible in Figure 17 as well) since their curves behave 
similarly, e.g. with the momentary dip after hour 96. 

The actions taken at hour 144 are to open all hypermarkets and megastores 
(which were closed at hour 48) and allow these stores to use Swish and 
offline payments, as well as refilling the ATMs with 500000 SEK. These 
actions further bettered the resilience of all attributes. Since more stores 
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opened with additional payment options, it is logical that the 
disappointment levels got better, as well as there were more sales. The 
values of Rk stabilised for DisapointmentPay and SuccessfulPurchase, and 
tends towards positive values for TotalSales, meaning the situation for these 
attributes keep getting better or stabilising. 

At hour 216, the actions taken is to increase the total amount of opening 
hours for all hypermarkets, megastores and supermarkets by three hours 
per day, as well as refilling the ATMs with another 500000 SEK. The values 
for Rk tends towards negative values for DisappointmentPay, meaning the 
values for this attribute is changing badly, and even lowering R to -1, 
compared to R% which is stable at 0. The values for Rk tends towards positive 
values for SuccessfulPurchse and TotalSales, meaning the values for these 
attributes are getting better or stabilising even more. 

It is clear that R% and Rk responds logically to the actions taken (e.g. 
DisappointmentPay getting better when more payment options are made 
available), and that R is adjusted when the values changes rapidly or 
stabilises. One problem with Rk is that it varies a lot in some places, making 
it hard to get an overview of the attribute in the case of slope. A way of fixing 
this is to make the conditions for the values of Rk less sensitive, but at the 
trade-off that Rk might not have much impact on R. The spikes in R given by 
Rk gives a truer value of R, and it shows that e.g. DisappointmentPay is 
starting to get worse again at the end of the simulation, which is important 
information to have for all attributes. The variation in Rk might not be a 
problem, since it is the total resilience, R, that is important, and the 
variations in R gives a truer value of the resilience and can even be used to 
predict what is about to happen (e.g. at the end of DisappointmentPay where 
the situation is about to get worse again). 

Laere et al. (2017a) and Lay, Branlat & Woods (2015) state that resilience 
should be considered from a systems perspective in the context of critical 
infrastructures. Since the resilience in this study is combined from all 
attributes to one resilience measurement, the systems perspective is 
incorporated. It is the total resilience of the society in the simulation that is 
interesting, the graphs of one attribute at a time is only used as a way of 
displaying that the resilience measurements work and responds to the 
actions. The graph in Figure 21 is the total resilience for all attributes 
together, i.e. the resilience of the society in the simulation.  

In Figure 21, the resilience quickly drops down to 0 and -1 due to the 
payment disruption. At hour 48 (when the first actions are taken) it falls 
further to -2. This is similar to each of the three individual attributes used as 
an example above, meaning the cumulative resilience in the society reflects 
those individual attributes. At hour 72, when the second set of actions are 
taken, the resilience rises and becomes stable at -1. Up until hour 144, Rk 
tends towards negative values, but stabilises and tends positive after that. 
This means the actions taken at hour 144 (reopen stores, allow for Swish 
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and invoice and refill ATMs) is not only good for the attributes in the 
examples above, but for the society as a whole, even though R is at low 
values. The positive values of Rk means the situation is becoming more 
controlled. R has low values because the distance to the worst-case scenario 
is short (R% is high), but since the situation is stabilising according to Rk it is 
on its way to become better. The actions taken at hour 216 causes R to vary, 
and the mean value of R is higher than during the interval between hours 
144 and 216, meaning the actions are good for the society as a whole. 

It is clear that the actions taken makes the situation better at some places, 
for example at hour 144, according to Rk. It is not as easy to see in R, since it 
keeps being at low values. The reason R is lower for all attributes together 
than for the three example attributes is because the mean value of all 
attributes together is lower. One way to fine tune the model could be to add 
weights to the attributes. For example, if DisappointPay is considered to be 
more important than Invoice, it has a higher weight and thus more impact on 
the total resilience, R. This would be performed by having the actors in the 
society provide their input and knowledge about the attributes and their 
importance, which forms the base for the weightings. The weights could also 
be based on how the attribute selection methods ranks the attributes, so that 
the highest ranked attribute has the highest weight. By basing the weights 
on the rankings, they are objective, and any preferential bias would be 
avoided. Alternatively, a combination of the actors’ opinions and the 
attribute selection methods’ rankings could be used to add weights to the 
attributes, meaning both the actors knowledge and some element of 
objectivity would be incorporated into the weights. 

Johansson, Laere & Berggren (2017) state that it is challenging to find an 
appropriate measure of resilience performance since it is hard to evaluate 
how possible safety measurements affect the situation and the resilience 
before any event has taken place. One of the advantages of this study is that 
the best-case and worst-case scenarios are known, meaning the developed 
resilience measurement could take that into consideration. This, in 
combination with the possibility to run the simulation multiple times, 
increases the learning for the actors playing the game, as well as increases 
the understanding of how the actions affect the resilience. 

The three ethical questions discussed by Bergstro m, Winsen & Henriqson 
(2015) concerning the acceptable level of risk, blaming someone for causing 

an event to happen and humans’ ability to adapt and keep systems within 

their limits can be discussed and evaluated using the resilience measure and 
the simulation. The resilience measure in this study incorporates levels that 
show when the resilience is worse than the worst-case scenario (---), making 
it possible for the actors playing the simulation game to see when their 
actions lead to a really bad situation. This also gives them the opportunity to 
learn which actions are appropriate for the situation, as well as observing 
the consequences in a safe way without risking any harm of real people. This 
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also aligns with what Lay, Branlat & Woods (2015) mean the focus of 
resilience engineering is: to create safety. 

The SyRes model developed by Lundberg & Johansson (2015) has six 
different functions, and several of them are incorporated in the resilience 
measurement developed in this study. When the actors play the simulation 
game, they can deploy certain actions (like Swish) and improvise and adjust 
the resources based on what happens in the simulation, both of which 
directly will affect the resulting resilience measure. Based on what they learn 
about the resilience and how it was affected by the actions, they can build a 
new and better system in the next simulation run. This also aligns with what 
Patterson & Wears (2015) concluded in their study: the most important 
aspect for increasing resilience in a complex system was the adaptability of 
the individuals. By learning how the actions affect the resilience in the 
simulation, the actors can build their knowledge around this and create a set 
of actions to adapt and flexibly deploy if a disruption would happen. 

Vamanu, Gheorghe & Katina (2016) describe resilience as one of the 
important themes to keep in mind when dealing with critical infrastructures, 
and by making it one of the main measurements for how well the actors 
played the simulation game, it is important to make sure it is well defined, 
easy to understand and incorporates a systemic view. It should also take into 
consideration collaboration between actors, which Johansson, Laere & 
Berggren (2017) and Larsson et al. (2017) maintain is important to increase 
the resilience in a system. This is also reinforced by Alcaraz & Zeadally 
(2015) who state that trust management between actors in a system should 
be prioritized. The resilience measurement developed in this study follows 
all these factors. By having a total resilience of all attributes, it is easy for 
different actors to play the game and observe what happens if they co-
operate or not. If more detail would be desired, the players could examine 
specific attributes’ resilience’s and see how their actions affects it. 
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6 Conclusions 
In this study, the simulation developed for CCRAAAFFFTING was used to 
gather data. The data was used to develop a resilience measure and compare 
three different machine learning algorithms, as well as find which attributes 
were important for the society. The following paragraphs answers the 
questions posed in the beginning of the study. 

Which attributes needs to be considered for the payment disruption? 

Two attribute selection methods were used: correlation and information 
gain. Both methods chose mainly the same attributes, meaning it would be 
sufficient to only use one method for attribute selection. What should 
determine which algorithm to use is the different aspects of the two 
methods: correlation tell of the relations between all attributes while 
information gain tell of how much information the attributes contribute 
with. 

The attributes which are the most important to consider are: 
SuccessfulPurchase, TotalSales, DisappointPay and CashPay, all of which has a 
high correlation amongst each other. Overall, these attributes directly 
concern the customers’ ability to make purchases. When more successful 
purchases are made, the total sales increases, as well as cash payments since 
the customers cannot pay by card. This can increase the number of 
disappointed customers, since they cannot pay as usual, might have to wait 
in long ques, or must learn how to use a new kind of payment method. 

Since the simulation will develop further, and more details will be added, a 
new attribute selection method should be performed again later. This will 
show if the rankings stay the same, or if a new attribute rises higher in the 
list. The most important part in the rankings is which attributes are ranked 
the highest, since they should be prioritized when dealing with the payment 
disruption. This knowledge could also be used to optimize the simulation, 
seeing as the unimportant attributes does not necessarily need to be a part 
of the simulation.  

What machine learning algorithm performs the best? 

The performance of the three machine learning algorithms, NN, SVM and RF, 
were not affected by the attribute selection methods in any noteworthy way. 
The best algorithm is RF, which performed significantly better than both NN 
and SVM, which is similar to the results found by Patel et al. (2015a) and 
Ballings et al. (2015). In the studies performed by Kara, Boyacioglu & Baykan 
(2011) and Judson et al. (2008), NN performed significantly better than SVM. 
In this study, however, NN only performed slightly better than SVM. The 
building time for NN were three times longer than the next slowest 
algorithm, and ten times slower than the quickest algorithm, something 
which should be taken into consideration when choosing which algorithm to 
use, especially if the dataset is large. The fact that RF performs the best in 
this study does not mean that it is the best algorithm for all situations, but 
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for the problem in this study, it performed the best, as well as had a quite low 
building time. 

One way of increasing the overall performance of the algorithms could be to 
make sure the dataset contains more equally distributed classes. In this 
study, the class 0 has the fewest instances by far (9, compared to the other 
classes of 31, 101 and 123). One way of doing this could be to run the 
simulation multiple times and use the data from all runs in the machine 
learning algorithm. 

Resilience measurement 

The definition of resilience used in this study is based on the definitions by 
Woods (2015), Laere et al. (2017a), Johansson, Laere & Berggren (2017) and 
Lundberg & Johansson (2015): to bounce back to a previous state. The two 
resilience measurements developed in this study represents the aspects of 
this definition. R% directly relates the values of the simulation to the distance 
of the worst-case and best-case scenario, while Rk represents the “bounce 
back” part, as it takes the pace of change into consideration. It is clear that 
both R% and Rk responds logically to the actions taken in the simulation, 
making the total resilience, R, represent a correct value of the resilience in 
the attributes and city. 

The total resilience of all attributes in the simulation gives a systemic 
perspective, which, according to Laere et al. (2017a), Lay, Branlat & Woods 
(2015) and Vamanu, Gheorghe & Katina (2016), is important when 
examining critical infrastructures. This is also what is the most interesting 
for the actors playing the simulation game, since it gives a good and easy to 
understand overview of how well they handled the disruption in the game, 
and how the actions they took affected the overall situation. Furthermore, it 
is a way of displaying what happens if the actors decide to cooperate or not, 
which is an important part of resilience work according to Johansson, Laere 
& Berggren (2017), Larsson et al. (2017) and Alcaraz & Zeadally (2017). 

One way to further improve and fine tune the resilience measure could be to 
add weights to the attributes, making the more important attributes affect 
the total resilience more than the attributes considered less important. This 
could be done in three ways: (1) the actors decide the weights based on their 
knowledge and understanding of them; (2) an attribute selection method 
ranks the attributes, basing the weights on that; or (3) a combination of (1) 
and (2). 

 

The resilience measurement developed in this study is general, meaning it 
can be used in other situations as well, as long as the best-case and worst-
case data is available (or some data which represent the bad and good 
states). Suggestions for further research regarding the measurement is using 
it in other situations than a payment disruption and implementing weights 
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to the attributes. This can give insights as to how the resilience measurement 
performs in other situations, as well as how to best base the weights to the 
attributes. 
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Appendix A: R code for correlation matrix 
# Importing the crafting dataset. 
crafting <- 
read.csv2("C:\\Users\\annas\\OneDrive\\Dokument\\Skola\\01 
skolaskolaskolaaaa\\02 Industriell ekonomi\\EXJOBB - 
MASTER\\Data\\resilience.csv") 
# Makes sure that all attributes are numerical. 
crafting$Time = as.numeric(crafting$Time) 
crafting$CardPay = as.numeric(crafting$CardPay) 
crafting$CashPay = as.numeric(crafting$CashPay) 
crafting$Consumers = as.numeric(crafting$Consumers) 
crafting$DisappointCash = as.numeric(crafting$DisappointCash) 
crafting$DisappointPay = as.numeric(crafting$DisappointPay) 
crafting$DisappointProd = as.numeric(crafting$DisappointProd) 
crafting$InvoicePay = as.numeric(crafting$InvoicePay) 
crafting$StoresWLotsCash = as.numeric(crafting$StoresWLotsCash) 
crafting$SuccessfulPurchase = as.numeric(crafting$SuccessfulPurchase) 
crafting$SwishPay = as.numeric(crafting$SwishPay) 
crafting$TotalSales = as.numeric(crafting$TotalSales) 
crafting$Resilience = as.numeric(crafting$Resilience) 
 
# Checks if all attributes are numerical. 
str(crafting) 
# Calculates the correlation between the attributes in the dataset. 
cor(crafting) 
# Install package to make a plot of the correlations. 
install.packages("corrplot") 
# Makes a new dataframe with the correlations. 
crafting2 <- cor(crafting) 
# Plots the correlations. 
corrplot::corrplot(crafting2) 
# Put the correlation values in the correlation plot. 
corrplot::corrplot(crafting2,order="AOE", method="color", 
                   addCoef.col="gray") 
 


