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Abstract
The first step of debugging a deployed application is to reproduce the reported
bug. But bugs that cause unpredictable behaviors without crashing the applica-
tion can be difficult to reproduce, because the developer has to rely on bug-re-
ports issued by users. The goal of this thesis has been to develop a diagnostic
tool which makes user-reported bugs easier to reproduce. More specifically, the
goal has been to develop such a tool for React Native applications implement-
ing Redux, taking into consideration both state-data stored in Redux stores and
React Native components.

Requirements for the diagnostic tool were laid out and partitioned into proto-
types that were implemented separately in iterations and then merged into the
resulting tool. Requirements were also drawn for three sample applications to
test and evaluate the tool, as well as a back-end to prove the tool's capability in
uploading and downloading state-data from a server.

The thesis resulted in a diagnostic tool that's imported into an already existing
code-base as a third-party library, and which collects the complete state of the
reported application instance and delivers it to the developer as a single JSON
document. The tool can then inject the state-data into a fresh instance of the ap-
plication to make it  identical to the malfunctioning instance reported by the
user; a process referred to as "reviving". Redux stores demonstrated state-over-
write protection which complicates state-injection. A study was performed to
compare the impact this difference has on performance. As expected, the study
revealed that the diagnostic tool takes marginally longer to revive state-data in
Redux stores for this reason.

Keywords: Mittmedia, React Native, Redux, Diagnostic, application, develop-
ment, Debug.
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Terminology

Terms

Mutation Mutation occurs when data inside a mutable object is
changed. We say the object has mutated.

Function Purity A function is pure when the evaluation of its output is
deterministic and without consequence elsewhere in
the program.

Prototype Wherever  prototype is  mentioned,  it  refers  to  the
word in its generic usage, and  not to the JavaScript
pattern.

Snapshot A  snapshot is  a  body  of  state-data  that  has  been
collected from an application.

Snap Snap refers to the action of capturing a snapshot of an
application’s state.

Revive Revive refers to the action of restoring an application
to a previous state with the use of a snapshot.
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1 Introduction
This exam project will aid Mittmedia with locating bugs in their React Native
applications. The solution will be the construction of a diagnostic tool which re-
ports the state-data of malfunctioning React Native applications to the devel-
oper in a form that makes the state-data easy to examine. In the process, simple
sample applications and a back-end for testing the tool will also be developed.
The exam project is a moment in the 180 credit program of computer engineer-
ing at Mid Sweden University in Sundsvall.

1.1 Background and Problem Motivation

When an application encounters a bug which causes it to crash, it's usually able
to generate a report of the events leading up to its termination. In the case of a
published application, the crash report can be sent to the developers via services
such as Firebase Crash Reporting [1] or Xcode’s Crashes Organizer [2].

But there are bugs that cause unpredictable behavior without crashing the appli-
cation. These bugs are trickier to resolve, because the developer doesn't know
what went on inside the user’s application at the time of malfunction. All the
developer has to go on are bug reports issued by the user. Such reports tend to
be low on technical detail and only outline the user's interaction with the appli-
cation leading up to the bug, which may not be enough to reproduce the bug on
the developer's end.

It would be beneficial if the developer could somehow examine the state of the
user's application at the moment it exhibits unusual behavior. The goal of this
project is to develop a tool that fills this need. The tool will deliver state-data
from the user’s malfunctioning application to the developer in a way that facili-
tates Mittmedia’s debugging of their React Native applications.

Conveniently, Mittmedia’s applications also utilize a state-management library
called Redux which centralizes the application state in one – or, though rare, a
few – objects called “stores”; making the state disambiguous and easy to locate.

Further, objects called “components” that constitute a React Native application
each contain an explicit state-object of their own. The sum of these state-objects
define an additional portion of the application that can host state-data. The state
that would otherwise occupy this portion tend to get ceded to the Redux store
implementation.  However  some component-specific  state-data  may be deter-
mined by the developer to remain there.

The challenge faced by this project is to make the complete application state –
regardless of whether it’s distributed across React Native components, Redux
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stores, or some combination of both – visible to the developer for examination
at the time of malfunction. 

1.2 Overall Aim

The aim of this project is to construct a software diagnostic tool which makes it
easier to reproduce bugs in applications built using React Native in conjunction
with Redux.

The diagnostic tool will be able to deliver a copy of the application’s state to the
developer at the time of malfunction, and present this state in a useful format
alongside some hint of the unexpected behavior caused by the malfunction. 

1.3 Detailed Problem Statement
The diagnostic tool will be constructed to answer these questions:

• How will the diagnostic tool be setup to work with a third-party code
base?

• How will the tool get notified that there’s malfunctioning behavior?

• How  does  the  complete  application  state  of  the  malfunctioning
application get efficiently delivered to the developers?

• How can the tool support the examination of the application state – once
it has been delivered – for the purpose of locating the bug?

• How will the tool report and examine application state from both React
Native components and Redux stores at the same time?

1.4 Scope
The aim of this project is to implement one alternative for filling the detailed
problem criteria; not necessarily to implement the best alternative for fulfilling
these criteria.

This project focuses on the state-transfer and state-examination features of the
diagnostic  tool.  The  resulting  tool  is  not  expected  to  reach  a  level  of
development where it can be used for any other purpose than to demonstrate
these two features. Anything else that gets implemented during the course of the
project is a means to an end for the purpose of supporting or demonstrating
these two features and little else.

The resulting diagnostic tool will be limited to reproducing bugs that are caused
by the state of the application.

The diagnostic tool only has to work for version 48.3 of React Native without
any guarantee of being compatible previous or later versions.
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The diagnostic tool only has to work with React Native applications running on
Android devices.

Finally,  the diagnostic tool only has to be able to transfer – and examine –
Native React component state-data and Redux store state-data. No other types
of state will be considered.

1.5 Outline

Chapter 2 – Theory: Arms the reader with information about relevant technolo-
gies,  some of  which have been researched during the course of the project.
Chapter 3 – Method: Describes the strategies employed to reach the goal. Chap-
ter 4 – Design: Draws up requirements for the diagnostic tool which fills the
criteria of the detailed problem statement, as well as for tools supporting and
verifying the functionality of the tool. Also elaborates further on the strategy for
reaching these requirements. Chapter 5 – Implementation: Covers in greater de-
tail  the  most  intriguing  technical  problems,  their  solutions  and  the  process
which lead up to them. Chapter 6 – Result: Presents the resulting diagnostic tool
and the supporting tools developed alongside it. Chapter 7 – Discussion: Con-
cludes the project by evaluation the diagnostic tool, presenting shortcoming of
it, and how the tool can be improved in the future. Finally, potential ethical mis-
uses are discussed.
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2 Theory
Information  on a  number  of  topics  were  gathered  during  the  course  of  the
project. The topics covered here are connected as thus: Mittmedia is the com-
pany this project is done on behalf of. Mittmedia (2.1) uses React Native (2.3)
in their applications. React Native is based on React (2.2). Since both React Na-
tive and React are used primarily for building interfaces, they’re often discussed
in the broader context of architectural patterns. Two architectural patterns com-
monly discussed alongside React Native is MVC (2.4) and Flux (2.5); the latter
architectural pattern is developed with consideration to the former. Redux (2.6)
is a popular implementation of Flux.

2.1 Mittmedia

Mittmedia [3]  is a media organization which produces and owns a large variety
of publications, as well as radio channels and web content. 

2.2 React

React  [4] is a JavaScript library primarily for developing user interfaces for
web-applications. 

React only provide tools for building the graphical user interface of the applica-
tion, corresponding to the view in the MVC and Flux patterns [5]. Therefore it
is often combined with other frameworks which provide tools for building the
underlying business and data logic layers. 

React is an open source project under the MIT license [6]. It is maintained by
Facebook, Instagram and an active community hosting both individual develop-
ers and other companies [7].  

In  React,  the  developer  defines  and combines  objects  called  components to
form complex UI-trees. The great advantage of React is that these components
tend to be "pure" in much the same way that functions are pure, and thus have
high re-usability within – and across – applications [8].

2.3 React Native

React Native [9] is an open-source library for developing native cross-platform
applications. As the name implies, it’s based on React.

In React Native, developers build UI-trees out of components in much the same
way as in React. The big difference is that, whereas React runs as web code,
React Native is compiled into native application for both Android and iOS.
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2.4 MVC

MVC stands for  Model-View-Controller  [10] and is  a software architectural
pattern that informs how the interface of an application connects to the data it
manipulates. The fundamental idea is keep the interface logic separated from
the underlying business logic.

For this purpose, MVC assigns three roles to the parts that constitute it:

• Model: The business logic and data that constitute the bulk of the appli-
cation.

• View: Interface logic that presents the model for the user and lets them
interact with it.

• Controller: Acts as a bridge between the model and its – possibly nu-
merous – views. The controller accepts user-input from the view and
converts those input into actions performed by the model.

The relationship between model, view and controller is shown in Figure 1.

 Figure 1: A diagram showing the workings of MVC

The advantages of MVC are numerous [11] [12]:

• It  organizes  complexity: The  categorization  of  an  applications  into
views, models and controllers lets the developer manage their code and
classify their implementation accordingly. 

• It decouples model from view: The model can be changed without re-
quiring any refactoring in its constituent views, and vice verse. 
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• It allows for model reuse: Interface developed for vastly different plat-
forms can all reuse the same business logic.

• It allows for view reuse: The same views can be reused across different
models.

• It allows for multiple presentations: Additional views can be plugged
into the controller to monitor the same model with relative ease. 

2.5 Flux

Flux [13] is an architectural pattern which rivals the traditional MVC (Model-
View-Controller) pattern, and which was also based on it. It was introduced by
Jing Chen at Facebook's F8 Developer Conference in San Francisco on April
30, 2014. 

Flux was invented by Facebook for building client-side web applications [14].
It's intended to complement the React framework for building web interfaces. 

In Flux applications, unlike MVC applications, data flows in one direction. For
this purpose, Flux establishes four component roles:

• Actions: Actions are simple JavaScript objects defined by the developer.
Actions  are  identified by a  type  property.  Actions  hold data  that  de-
scribes the action's specific impact on the application's state data. Ac-
tions  serve as  vehicles for  conveying changes  in  data  from views to
stores.

• Dispatcher: There's  a  single dispatcher  which constitutes  the central
hub of the application's data flow. It receives all actions and feeds them
into their corresponding store objects.

• Stores: The application's state data is distributed across objects called
"stores". The only object allowed to manipulate the state data is the store
object which encapsulates it. A store object will only manipulate its own
data in response to an action. After a store has updated its data, it alerts
any presenting views that there's been a change.

• Views: Also called controller-views. Views represents the data held by
stores. User interaction with a views causes new actions to be propa-
gated to the dispatcher. Views also listen for changes from their corre-
sponding store-objects they represent data from and responds to changes
by re-rendering.

6
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Figure 2: A diagram for showing the workings of Flux 

The views in question are implemented using the React Framework [15]. 

Facebook have their own framework for implementing Flux [16], though there
are many others such as Fluxette [17], Fluxxor [18] and Redux [19]; each offer-
ing their own variety of Flux.

2.6 Redux

Redux [19] is an open-source JavaScript library for implementing the Flux ar-
chitectural pattern.

The unique advantage provided by Redux over other Flux implementations is
that Redux greatly simplifies Flux by centralizing all of the application’s state-
data inside a single store object [20].

Actions are sent to impact the store with a simple call to the dispatcher from
anywhere within the view hierarchy.

Developer-defined functions called reducers receive all dispatched actions and
respond to them by performing changes in the application’s state-data. It's up to
the developer how a reducer interprets an action and performs the correspond-
ing changes in the state data based on the action's payload. Reducers are com-
posed into a tree which constitutes the store into which actions are feed by the
dispatcher. Actions are passed down the reducer tree until they reach their des-
ignated reducer [21].

Redux is maintained by a community of developers alongside its creator, Dan
Abramov [22]. The creator of Flux – Jing Chen – publicly praised Redux's im-
plementation of Flux on Twitter [23].

2.7 Debugging React Native and Redux

There are a number of already established diagnostic tools available for React
Native, but none that solves the problem at hand. 
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Native React's own debugging article gives an overview of various debugging
tools and workflows, but nothing that could serve as a solution [24]. 

Perfomance Tools are a set of optional tools offered by React to benchmark and
boost performance of React applications [25]. 

Reactotron [26] is an open-source application maintained by Infinite Red for in-
specting and altering the various forms of data constituting a React Native Ap-
plication during run time. Among the data Reactotron gives access to is  the
changeable state. However Reactotron lacks the ability to save and transport
data, and doesn't integrate into the application. As thus Ractotron is not a viable
candidate for filling Mittmedia's needs. Reactotron is the most powerful when
combined with Redux.

8
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3 Methodology
The method chapter describes the strategies employed to develop the diagnostic
tool.

Research will be conducted with the Google search engine.

Three sample applications will be constructed prior to the diagnostic tool in or-
der to guide its development; two of which will also be used to measure the
tool’s performance in a study.

A simplistic back-end application will be constructed to demonstrate the tool’s
capability to deliver and receive data over an internet connection.

The diagnostic tool will further be evaluated according to criteria outlined as a
requirement specification during the design chapter, where requirements for the
sample applications and back-end will also be specified. To structure the work-
flow, the requirements for the tool will be partitioned into groups that can be
implemented separately over iterations.

3.1 Research

Research during the course of the project has been performed with the Google
search engine at its center. Through repeated and varied search queries, blogs
and articles aiding the investigation of React Native and related frameworks
have been found. The most accessible and relevant results of this research will
be covered in the theory section.

3.2 Sample Applications

Three simplistic sample applications will be developed ahead of the diagnostic
tool. These applications will provide predictable environments to test and evalu-
ate the tool in during the course of its development.

The applications will be identical except for the ways they manage their state-
data. The first application will store all of its state in React Native components,
the second will store all of its state in a Redux store, and the third will distribute
its state across both React Native components and a Redux store. These applica-
tions will be referred to as the Component App, Redux App and Hybrid App re-
spectively. Together the sample applications represent every possible state-man-
agement scheme within the scope of the project.

All three applications will employ an interface which displays – and provide
means to change – the underlying state-data, such that it is easy to customize a
wide array of application states in each. The capabilities of the diagnostic tool

9
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to overwrite the current application state with data from a different state can
then be demonstrated on each sample application, and the tool evaluated ac-
cordingly.

3.3 Performance Study

A theoretical study will be performed towards the completion of the diagnostic
tool to approximate the difference in performance between the solution for re-
porting the component state versus the solution for reporting the Redux state.
This is to verify that the implementation for circumventing Redux’s overwrite
protection didn’t get out of hand and reduce performance of the tool too much. 

3.4 Back-end

A simplistic back-end application will be constructed to demonstrate the tool’s
capability to deliver and receive data over an internet connection.

3.5 Requirements for evaluation

During the design chapter, a full requirement specification will be motivated
from the problem criteria in the detailed problem statement. The derivation of
these requirements will also take into account the material acquired through re-
search.

The requirements outline features which the tool must implement in order to be
considered complete, and will be applied to evaluate to what degree the result-
ing diagnostic tool solves the problem during the discussion chapter. The speci-
fication will leave enough leverage for important technical decisions to be made
during implementation.

The diagnostic tool – and features thereof – will be tested and evaluated on the
sample applications every step of the way. The resulting tool is expected to be
able to successfully report the state of all sample application.

3.6 Requirement partition

The requirements for the diagnostic tool will be partitioned into groups of cou-
pled features and implemented separately as different prototypes. These proto-
types will be implemented in a serial manner, such that one prototype has to sat-
isfy its requirements before the next prototype is initiated. This structures the
workflow in a way that eases development by focusing on one set of require-
ments at a time.

A prototype will be implemented in iterations. Each iteration takes a different
approach to  solving the problem posed by the  requirements.  An iteration  is
loosely evaluated once it has been tested on the relevant sample applications. If
it’s evaluated as unsatisfactory, a new iteration will be implemented based on
what has been learned from the last.

10
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The satisfactory implementation of each prototype constitutes a milestone in the
project. Finally, these prototypes will then be merged to form the diagnostics
tool in its final form.

11
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4 Design
The design chapter decides on the details of the diagnostic tool and related as-
sets.

The criteria outlined in the problem statement is elaborated into a full require-
ment specification for the diagnostic tool, as well as a requirement specifica-
tions for sample applications and a back-end to test the tool with.

The details of the theoretical study that will be performed is specified. The re-
quirements for the diagnostic tool are broken down into partitions. A prototype
will be developed to fill the requirements of each partition.

4.1 Sample Applications

The application state will consist of at least two data-points for the sake of re-
quiring more than a single Redux reducer to manage the state-data, which in
turn requires Redux to incorporate the middle-step of combining multiple re-
ducers into an object. This object potentially changes the nature of the problem
of transferring  state-data,  and it  is  expected  that  Redux applications  "in  the
wild" will use multiple reducers combined into an object in this way.

The sample applications will all employ the same interface, which will display
the underlying state and provide means to add, modify and remove state-data,
such that it is easy to customize a wide array of application states. The capabili-
ties of the diagnostic tool to overwrite the current application state with a snap-
shot of a different state can then be demonstrated on each sample application
and be evaluated accordingly. The sample applications will be loosely based on
the typical todo-list example that is popular to demonstrate front-end libraries
with.

Aside from allowing the user to add, modify and remove state data, the inter-
face will additionally provide means to invoke the diagnostic tool; allowing the
state of the application to be snapped and revived at will, and allow selection of
the snapshot's location.

4.2 Notifying the tool

The first phase of reporting the application state is for the diagnostic tool to be
notified that there’s a malfunction in the first place.

The tool will be notified with a method call. The developer themselves has to
insert this method call into their source code at places they deem appropriate:
Either during a condition that’s known to be caused by a bug, or as a user-trig-
gered bug report.

12
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4.3 State examination

Having reported the application state, the diagnostic tool will present the deliv-
ered state for examination in a manner that makes obvious the bug caused by
the state.

There are many ways of achieving this, but by far the most intuitive of them is
to inject the state-data back into an instance of the same application as that
which it originated from.

The injection will overwrite the whole application state with that of the reported
state-data;  making the application perform exactly the way it  did during the
time of malfunction. This allows the developer to browse through the applica-
tion to investigate the malfunction first-hand, as well as rig the application with
debugging tools to see what’s going on under the hood. From the developers
perspective, it would be like being summoned to the user’s site, viewing the
malfunctioning application directly.

This solution further provides the advantage of letting the developer navigate
the reported state like they would any React Native application, with whatever
environment and tools they prefer. This makes state injection a potentially pow-
erful solution that’s also relatively easy to construct – the diagnostic tool al-
ready has access to the sources where the state-data was taken from; it required
such access to collect the state-data to begin with.

4.4 Performance Study

The theoretical study will compare the diagnostic tool's performance in speed
when reviving an application state inside a React Native component versus re-
viving the same identical state inside a Redux store. 

The  comparison  will  be  performed  on  two  applications  with  identical  data
stored differently: One application stores its data in a component state whereas
the other stores its data in a Redux store. The study will measure the time it
takes to revive the state inside each application.

4.5 Requirements Specification

The requirement for the diagnostic tool, sample applications and back-end are
drawn.

4.5.1 Diagnostic Tool

The resulting diagnostic tool has to address the following requirements:

• Configuration: The diagnostic tool has to be added to the target appli-
cation and configured to work with it before it can do anything else. The
tool will be added as a separate module to an already existing applica-
tion. Code from the tool will be imported into the application. Some pre-
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requisite configuration will be necessary to guide the tool to the source
of the data – by some form of registration – and to chose where in the
code to activate the diagnostic tool.

• Report: The diagnostic tool is a mechanism for transferring state-data
between applications. Transferring the state will be a process with five
stages:

◦ Activation: The tool will be activated at a time of suspected strange
behavior. It will be activated by a function call from inside the code
importing the tool. This call is placed inside the application code by
the developer.

◦ Collection: At the moment of activation, the tool will collect state-
data from all registered sources.

◦ Format: The tool will package the copied state data from all sources
into a single format. The format is independent of the application in
a way that makes it easily transferable between machines.

◦ Delivery: The tool will deliver the data from the location of the end-
user to the location of the developer via an internet connection.

◦ Injection: The delivered state will be injected into another instance
of the same application, with the identically configured diagnostic
tool inside of it. The revival process will distinguish what state data
belongs to which source and to insert it.

• Location: The tool will be able to store snapshots at different locations.
Including being able to write the snapshot to a file on the device disc or
upload it to a server.

4.5.2 Sample Applications

The application interface has to fulfill these requirements in order to provide a
constructive environment to test the diagnostic tool in:

• Todo list: The first data-point in the state contains a list with object en-
tires. Three operations can be performed to alter the list’s content.

◦ Add entry: The user can add new items to the list. Each item holds
a string written by the user, indicating what activity the item repre-
sents.

◦ Toggle  entry: Each  entry holds  a  Boolean variable  for  checking
whether the activity the entry represents has been completed or not.
An entry can be checked and unchecked indefinitely by the user.
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◦ Remove entry: The user can remove target entries.

• Filter items: The second data-field in the state data will be a string used
to filter displayed entries according to three categories: All, active, com-
pleted.  The user  toggles one category at  a  time.  The user  can freely
switch between the three category.

◦ All: Show all entries.

◦ Active: Only show unchecked entries.

◦ Completed: Only checked entries.

• Diagnostic tool controls: The user is able to interact graphical interface
elements to snap and revive state, as well as change the location where
the state is stored.

4.5.3 Back-end

The back-end has to fulfill the following requirements:

• Host snapshot: Host a single snapshot that’s updated whenever a new
snapshot is uploaded to the back-end.

• Request: Allow the snapshot to be requested by – and then sent to – the
diagnostic tool.

4.6 Prototyping

The first prototype will concern itself with activation, collection and injection
of state-data, as well as any configuration involved with setting up these proce-
dures. The collective task performed by these four requirements will be referred
to as state-custody, and the prototype implementing them will be referred to as
the state-custody prototype. 

The development of this prototype will be further divided into two separate pro-
totypes: The Component State-custody Prototype for dealing with the state-cus-
tody of React Native components and the  Redux State-custody Prototype for
dealing with the state-custody of one or more Redux stores. Significant parts of
these two prototypes are expected to overlap, but they are also expected to sig-
nificantly differ because Redux’s store poses a challenge which React Native’s
components do not; it does not allow its state to be explicitly overwritten [27].

The third prototype will concern itself with format, delivery and any configura-
tion setting up the delivery process.  The collective task performed by these
three stages will be referred to as state-transfer, and thus the prototype imple-
menting them will be referred to as the State-transfer Prototype. This prototype
will implement the capabilities of writing the snapshot to a file on disc as well
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as uploading the snapshot to the server. The format stage will be designed with
consideration to the different snapshots provided by both Component and Re-
dux Prototypes. 

Once the State-custody Prototypes are merged with the State-transfer Prototype,
the specifics of picking which location to store the snapshot in – and revive it
from – will be implemented. 

4.7 Entry Points

State-data collected from an application will be referred to as a “snapshot” of
the application, since that’s fundamentally what it is: A snapshot which captures
the application’s state at a specific moment in time.

The action of taking a snapshot – the stages of activation, collection and format-
ting – will be referred to as "snap" or "snapping". 

The action of retrieving the snapshot wherever it's stored and injecting it back
into the application is referred to as “revive” or "revival".

More than terminology, “snap” and “revive” describe the two entry points that
constitute the primary interface of the diagnostic tool once it has been config-
ured.
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5 Implementation
The implementation details of the sample applications are not covered, because
these details are too far removed from the project scope.

The back-end is implemented as a node server and is deployed using Heroku.

Both the Component and Redux State-custody Prototypes reach a satisfactory
implementation in three iterations. The state-transfer prototype reached a satis-
factory implementation in a single iteration.

Two programs are implemented for the performance study. The first program
generates random state-data, then uses the state-data to create two lists of snap-
shots: One list for components and another list for Redux. The second program
performs the test using the lists and track the resulting time.

5.1 Sample Applications

The sample applications are fairly unremarkable React Native applications; the
construction of which are not particularly relevant to the scope of the project.
Therefore their implementation will not be covered.

5.2 Back-end

The back-end is a node server which holds a single accessible string in memory.
This string is able to store a snapshot as a stringified JSON-object. The server
responds to HTTP GET requests by returning a copy of the string. It also ac-
cepts HTTP POST requests, the contents of which will overwrite the string.

The back-end is deployed on the cloud platform Heroku and is thus publicly
available online. 

5.3 Component State-custody Prototype

The Component State-custody Prototype reached a satisfactory implementation
after three iterations. The Component State-custody Prototype is referred to as
“CompoPrototype” in the upcoming code fragments.

5.3.1 First iteration

The state-data of a component is stored as properties inside of a nested object
named "state". This state-object cannot be accessed from outside the compo-
nent. Instead, it has to be passed to the diagnostic tool from within the compo-
nent. Pointing the prototype to a state-object will be referred to as "registering"
that state-object.
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State-objects are registered during the configuration stage. To register a state-
object, first import the prototype into the component in the regular ES6 way, as
seen in Figure 3. Then pass the state-object to the registration method.

import CompoPrototype from '../libs/CompoPrototype';
CompoPrototype.register(this.state);

Figure 3: Configuring the state-custody prototype.

During the activation stage, a method is on the prototype to snap all registered
components, as seen in Figure 4. The method doesn’t accepts any arguments. 

CompoPrototype.snap();

Figure 4: Call the diagnostic tool to take a snapshot of the application state.

The prototype holds an array of references to state-objects. During collection,
the state-data of all registered state-objects are copied to an array. This state-ar-
ray constitutes the snapshot.

All that's required for revival is for the state-data of each array entry in the
snapshot to be inserted back into their corresponding state-objects. Registered
state-objects are organized in the same order as their respective array entries, so
matching one with the other is easy.

However, to inject a state into a component requires the prototype to overwrite
the state-object of the component with that of the snapshot. But reassigning the
reference to an object in JavaScript only overwrites the reference; not the ob-
ject.

In order to overwrite an object instead of overwriting the reference to the ob-
ject, a neat JavaScript feature is exploited. Both objects are treated as dictionar-
ies, and each property as an entry to be copied over from one dictionary to the
other, similar to the way one would copy the contents between two arrays. The
code for doing this is shown in Figure 5. The object is effectively overwritten
by having its properties overwritten.
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overwriteState = function (oldState, newState) {

    /* Copy all properties from newObj to newObj; overwriting
     * any identical properties
     */
    Object.keys(newState).forEach((key) => {
        oldState[key] = newState[key];
    });

    // Erase any properites exisitng in oldObj but not in newObj
    Object.keys(oldState).forEach(function(key) {
        if (oldState[key] !== newState[key])
            delete oldState[key];
    });
};

Figure 5: Method for overwriting the contents of an object without reassignment.

5.3.2 Evaluating the first iteration

The solution for revival in this iteration didn’t work at all because of the way
React Native deals with state updates. Updating the state of a component does
not mutate its current state-object. Instead, the component is assigned a new
state-object:  rendering  the  old  state-object  obsolete.  Hence,  the  state-object
pointed to by the prototype is not guaranteed to be up to date when the snap
method is called to collect it. This renders the solution attempted by the first it-
eration useless.

5.3.3 Second iteration

This iteration is very similar to the first iteration, but requires additional config-
uration.

In order to keep the state-data in the snapshot up to date, each component is ex-
pected to communicate every state update back to the prototype. For this to hap-
pen, a line of code needs to be added in the inherited componentDidUpdate()
method of every registered component as shown in  Figure 6. This method is
called upon re-rendering, which occurs whenever the component’s state is up-
dated, but not exclusively; it is also called at other times. The additional line of
code passes the component’s new state to the diagnostics tool.

componentDidUpdate(prevProps, prevState) {
    CompoPrototype.update(this.state);
}

Figure 6: The component state is polled to the diagnostic tool every update.

5.3.4 Evaluating the second iteration

This iteration gets the job done, but it’s cumbersome and inefficient. Therefore,
not satisfactory.

19



Diagnostic tool for React Native – Reporting application state
Mikael Nordström 2018-01-20

This iteration requires the user to insert at least one extra line of code – and at
worst, a whole method – on top the initial registration. The solution is also inef-
ficient, because it requires each component to push its state to the prototype
each and every update.

There's also another problem: The application won't re-render by itself upon re-
vival to display its new state. This means that the application will appear un-
changed despite being injected with a different state, and will only re-render
once a new change is applied to the state, or if the method forceUpdate() is
called somewhere in the application following the revival.

With this in mind, the search for a better solution continues in the third itera-
tion.

5.3.5 Third iteration

The iteration constitute a drastically new approach from the last two iterations,
though the way in which the prototype is imported and activated is the same.

Instead of registering a state-object directly, a callback which returns a refer-
ence to the state-object is registered. All such callbacks are saved in an array,
and called during a snap to collect the latest state of every registered compo-
nent. 

To solve the problem of re-rendering upon revival, the prototype passes an ob-
ject called forceRerender as argument to each callback. This object is used to
register components that are to be forcefully re-rendered at the very end of the
revival process.

The method for registering the callback also returns an object which can be
used to register a second callback that lets the developer implement how the
state-data will be inserted back into the state-object. If no second callback is
specified, the prototype will simply overwrite the data in the state-object with
the respective state-data from the snapshot. This second callback also presents
an opportunity to re-render the object without having to force a re-render, as
shown in Figure 7.
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// A: Register component to force re-render upon revival
CompoPrototype.addSnapStoreCallback((forceRerender)  => {
    forceRerender.add(this);
    return this.state;
})
// B: Define how the component is revived and re-rendered
CompoPrototype.addSnapStoreCallback((forceRerender)  => {
    return this.state;
})
.addReviveStoreCallback((state) => {
    this.setState(state);
});

Figure 7: Two alternatives for registering a React Native component

5.3.6 Evaluating the third iteration

This iteration does the job, and efficiently at that. It is also flexible in the way it
lets the developer tailor the way in which state data is injected into the applica-
tion. The iteration is therefore satisfactory.

5.4 Redux state-custody Prototype

Redux implements overwrite protection which hinders any effort to explicitly
overwrite the store’s state from the outside. The circumvention of this overwrite
protection – in order to make state injection possible in Redux – is the primary
challenge facing every iteration of the Redux State-custody Prototype.

5.4.1 First iteration

The first iteration largely uses the same configuration, activation and collection
schemes as the Component prototype. Likewise, pointing the component to a
store is referred to as “registering” the store. Unlike components, the store’s
state can be accessed from outside it by a public method. Therefore, stores can
be registered directly to the prototype. 

Storesare also registered via a callback which returns the store, as seen in Fig-
ure 8. Note that the Redux State-custody Prototype is referred to as “ReduxPro-
totype” in the code fragments.

ReduxPrototype.addStoreGetter(() => {
    return store;
});

Figure 8: A Redux store is registered.

As for reviving the state, this iteration tries to circumvent Redux's overwrite
protection by replacing the outgoing state-data with a snapshot before it is in-
serted into the store: This procedure will be referred to as "intercepting" the
state-data. More specifically, the first iteration will try to intercept the state-data
as it leaves the reducer.
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The state-data of the reducer is intercepted by passing the state to a method be-
fore returning it, as shown in Figure 9. Inside the switch-statement which con-
stitutes a reducer, there is always a default case which is called when an action
with type null is dispatched. This is where the state-data will be intercepted.

const visibilityFilter = (state = "all", action) => {
    switch (action.type) {

        case SET_VISIBILITY_FILTER:
            return action.filter;

        default:
            return ReduxPrototype.interceptReducer(state);
    }
};

Figure 9: A single reducer has its default output intercepted by the diagnostic tool.

There is a flag in the prototype that acts as a trapdoor. When the trapdoor is
closed, the state passes through without alteration. When the trapdoor is open,
the state is thrown away and replaced by that of the snapshot. The trapdoor will
close, and the state of the snapshot will be returned by the reducer.

Thus, to revive the application, we open the trapdoor and dispatch an action
with null type value. The state of the snapshot comes out of the reducer and be-
comes the new state of the store. 

5.4.2 Evaluating the first iteration

This iteration succeeds at intercepting one reducer. But scaling the solution to
work with multiple reducers proves tricky. The problem is that there is no way
of telling which reducer correspond to what part of the application state, there-
fore there's no way to identify which part of the snapshot should replace the
output of a target reducer.

5.4.3 Second iteration

The second iteration intercepts the reducer data at the point where the reducers
are all combined to an object, as shown in Figure 10.

const todoApp = combineReducers(
    ReduxPrototype.interceptObject({
        list,
        visibilityFilter
    })
);

Figure 10: The combination of reducers is intercepted by the diagnostic tool.

The assumption here was that the output of all reducers is combined to an ob-
ject whenever the state changes, but this is not the case. The reducers are com-
bined into an object only once. Hence this solution falls flat right off the bat.
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5.4.4 Evaluating the second iteration

This solution failed since the object is only created once. Other solutions were
considered, but none seemed plausible. This leaves the reducer interception so-
lution. It has to be adjusted to work with multiple reducers.

5.4.5 Third iteration

In the third iteration, each interception method passes each reducer the name of
the property that its output corresponds to in the state object. Three assumptions
underline this solution:

1. The output of each reducer always corresponds to a single property in
the final state.

2. Every property in the state always has a value. 
3. If there are more than one reducer, the reducers are always combined

into an object.

In the case of multiple Redux stores, it is also necessary to distinguish which re-
ducers belong to what store. For this purpose a name is passed to both store reg-
istration and interception methods, as seen in Figure 11 where both reducers be-
long to the same store named “storeA”. The first reducer corresponds to a prop-
erty called “visbilityFilter” in the combined object, whereas the second reducer
corresponds to a property called “list”.

const visibilityFilter = (state = "all", action) => {
cswitch (action.type) {

    // Irrelevant reducer cases are not shown

    default:
        Return ReduxPrototype.interceptReducer("storeA",
            state, "visibilityFilter");
    }
};

const list = (state = [], action) => {
    switch (action.type){

    // Irrelevant reducer cases are not shown

    default:
        return ReduxPrototype.interceptReducer("storeA",
            state, "list");
        }
};

const todoApp = combineReducers({
    list,
    visibilityFilter
});

Figure 11: Two reducers have their default output intercepted by the diagnostic tool.
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5.4.6 Evaluating the third iteration

This solution works but has setbacks as it requires additional overhead during
configuration. Changing the name of a property in the combined object also re-
quires a change in the name passed to the corresponding reducer. However the
solution is satisfactory.

5.5 State-transfer prototype

The State-transfer prototype was straight forward to implement and only re-
quired a single iteration.

5.5.1 Format

A snapshot is stored as a JSON data. This format makes it easy to parse the state
into a JavaScript object and back, which the snapshot frequently has to be. The
format is also widely recognized for representing and transporting data on the
web, hence it has plenty of support.

The snapshot is a single JSON object with three properties:

• Meta: An object inside of which all meta data relating to the snapshot is
stored as properties.

• Regular: An array which holds the state data collected from each com-
ponent.

• Redux: An object which holds the Redux state-data collected from each
respective store. The data is stored in properties with the same names as
the stores it was collected from.

5.5.2 Delivery

The prototype sends a JSON object to the server and similarly expects to re-
ceive a JSON object back upon request. React Native's fetch API is used for all
server communication. 

5.6 Performance Evaluation

Two programs were written for the performance evaluation. The first program
generates the testing data. The second program tests the data and tracks the time
it takes to complete each test.

Prior to any test, two series of snapshots are generated: One series for each ap-
plication to be tested. The state-data stored in both series are identical, but the
way the state-data is stored in each series is different to suit its respective appli-
cation.
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Each series contain 8 samples of snapshots. The sample size starts at 25 and
grows by 25 per sample up to 200. Each snapshot contains 50 entries. The title
of each entry is a randomized string of letters and numbers. Equally random is
the chance of the check being toggled for each entry and the setting of the visi-
bility filter. There were no methodology applied to the selection of these con-
stants: The point was only to generate a steadily growing size of data with some
variety.

The testing of a sample progresses as follows: The first snapshot of the series is
loaded into the diagnostic tool. The diagnostic tool is then called to revive per
usual; replacing the current application state with that of the snapshot. The first
test has been performed. The next snapshot in the series is then loaded into the
application. The diagnostic tool is once again called to revive.  Another test has
been performed. Each sample is tested 1000 times.  Again, no methodology was
applied to select this constant. The average duration it takes for the diagnostic
tool to test each sample is recorded.

A final test is used at the end of a sample test to verify that the procedure went
correctly:  Every state inhibited by the application following each revival has
been saved in a list which is then compared to the series. They’re expected to be
identical, unless something has gone wrong.
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6 Results
The result of merging all three prototypes is the diagnostic tool. In code, the di-
agnostic  tool  will  be  referred  to  as  “SnapShooter”.  It’s  a  catchy name that
plainly  describes  what  the  tool  does:  take  snapshots.  Anywhere  else,  Snap-
Shooter will be referred to as the diagnostic tool. During the result chapter, the
resulting diagnostic tool and how to use it is covered. The resulting application
interface is shown and described in detail.  The results  of the study are pre-
sented.  

6.1 Diagnostic Tool

The diagnostic  tool  is  imported  in  the  files  where  it's  going to  be used,  as
demonstrated in Figure 12.

import SnapShooter from “./location/SnapShooter"

Figure 12: Import the diagnostic tool to a code base.

To register React Native components there are two alternatives, as demonstrated
in Figure 13. The first alternative is the simplest. The second require more lines
but gives the developer the advantage of being able to define how the state is
loaded back into the component. The second method could also be used to reg-
ister other state-containers outside of React Native and Redux.

The diagnostic tool can be imported in different files. State containers from dif-
ferent files will all be registered within one and the same diagnostic tool.
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// Alternative A:
SnapShooter.addSnapStoreCallback((forceRerender)  => {
    forceRerender.add(this);
    return this.state;
});

Alternative B:
SnapShooter.addSnapStoreCallback((forceRerender)  => {
    return this.state;
})
.addReviveStoreCallback((state) => {
    this.setState(state);
});

Figure 13: Two alternatives for registering a React Native component.

To register a Redux store, return it in a callback as demonstrated in figure 14.

// Registration of Redux Store
SnapShooter.addStoreGetter(() => {
    return store;
});

Figure 14: Registering a Redux Store.

A method is called to snap, and another to revive. Both method takes a string as
argument. The string specifies what location the snapshot is stored and revived
from. There are three locations to chose from, as specified by figure 15:

• The "Local" string argument stores and revives from a variable in run-
time memory.

• The "Offline" string argument stores and revives from a file in the file-
system on the disc. The file is named Snapshot.JSON.

• The "Online" string argument stores and revives from the back-end.

The argument is insensitive to capital letters. Calling either method without an
argument defaults to the “local” string argument. Calling either method with an
erroneous argument causes an exception.

Calling revive before there's a snapshot to revive from also causes an exception.
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// Snap and revive from a snapshot in memory
SnapShooter.snap("local");
SnapShooter.revive("local");

// Using no argument is the same as using "local"
SnapShooter.snap();
SnapShooter.revive();

// Snap and revive from a snapshot in storage
SnapShooter.snap("offline");
SnapShooter.revive("offline");

// Snap and revive from a snapshot on the back-end
SnapShooter.snap("online");
SnapShooter.revive("online");

Figure 15: Snapping to, and reviving from, different locations.

All captured state data from both React Native components and Redux stores
are stored within the same JSON structure. This JSON structure constitutes the
entirety of the snapshot. The JSON structure of a snapshot can be seen in figure
16, which shows an example of a snapshot taken from the hybrid app.
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{
    "meta": {
        "data": "2017-10-31T17:20:40.310Z"
    },
    "regular": [
        {
            "input": "New Entry"
        }
    ],
    "redux": {
        "storeA": {
            "list": [
                {
                    "id": 0,
                    "content": "Clean mail inbox",
                    "checked": true
                },
                {
                    "id": 1,
                    "content": "Sweep the dishes",
                    "checked": true
                },
                {
                    "id": 2,
                    "content": "Do the floors",
                    "checked": false
                },
                {
                    "id": 3,
                    "content": "Crash the economy",
                    "checked": false
                }
            ],
            "visibilityFilter": "all"
        }
    }
}

Figure 16: A snapshot represented by JSON.

6.2 Application Interface

The applications all have identical interfaces. The difference between them is
the what parts of their state are stored in React Native components versus Re-
dux stores.
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Figure 17: The application interface, with and without the on-screen keyboard.

The only screen of the application interface is shown in figure 17. 

At the top there's a bar with four buttons. The first button labeled "snap" takes a
snap of the application state. The second button – currently labeled "local" in
figure  17 – will switch the location of the snapshot with every tap. The label
changes to reflect the current location: "local" to "offline", to "online" back to
"local", and so on. The third button "print" is used purely for the debugging pur-
pose of printing the state to the console. The fourth button "revive" revives the
application from the latest snapshot of the selected location.

The second bar has three buttons. Each button toggles a different filter. The cur-
rently toggled filter "all" is shown in text below the bar at the end of "show:".

The next bar holds a text field and a button with the label "add". The user types
the description of an activity in the text field. Tapping the add-button then adds
the activity as a new entry in the list and clears the text field. The contents of
the text field is state-data that's part of the snapshot.

Next is the list of entries. Each entry displays the description granted to it upon
creation alongside two round buttons. Tapping the leftmost orange button with a
trash-bin icon removes the entry. Tapping the rightmost blue button checks and
unchecks the entry. The blue button is filled with a check-mark if its entry is
checked  –  as  the  upper  two entries  in  figure  17 –  or  empty if  its  entry is
unchecked – like the bottom two entries. 
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6.3 Performance Evaluation

Figure 18: The results of the performance study.

The diagnostic tool took slightly longer to revive the Redux App over the Com-
ponent App, as can be seen in Figure 18. The solution for reviving components
showed better performance in speed in every single sample. Redux predictably
takes longer to complete each sample simply because it has to run more instruc-
tions on each revival, due to the circumvention of the overwrite protection. For-
tunately, the difference between the two is so marginal that it’s unlikely to be
noticeable even with states of large applications that contain large quantities of
data.
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7 Discussion
The tool is evaluated. Shortcomings are discussed and future work proposed.
Finally, potential misuse of the tool is highlighted in the ethics section.

7.1 Evaluation

This section evaluates the success of the project by comparing how well the res-
ult answers the questions posed in the problem formulation.

How will the diagnostic tool be setup to work with a third-party code base?

The diagnostic tool is imported into third-party the code and configured to work
with it  by registering the relevant state-containers. React Native components
and Redux stores are registered differently: A React Native component is re-
gistered with a single method call, whereas a Redux store is registered similarly,
but also require its reducers to be registered separately. The reducers have to be
registered because their output must be intercepted by the diagnostic tool in or-
der to circumvent Redux’s overwrite protection. This causes a marginal differ-
ence in performance in the way that the diagnostic tool reports the state of Re-
act Native components versus the state in Redux stores.

How will the tool get notifies that there’s malfunctioning behavior?

The  tool  is  notified  that  there’s  malfunctioning  behavior  by  a  method  call
placed in the codebase by the developers who configures the diagnostic tool to
work with their application. This method accepts an argument determining the
location in which the snapshot will be saved.

How does  the  complete  application state  get  efficiently  delivered to  the
developers?

The state-data of the malfunctioning application is collected and formatted into
JSON. The tool reports state from both React Native components and Redux at
the same time, by storing the data of both within the same JSON structure. This
data can be held in local memory, saved to a file, or uploaded to a server and
later fetched.
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How can the tool support examination of the application state – once it has
been delivered – for the purpose of locating the bug?

The tool can inject collected state-data into an application, making the injected
application behave the same as the user’s application at the time of malfunction.
The application can then be examined like any other, and the source of the mal-
function located. The state injection is performed by a method call placed in the
source code by the developer.

How will the tool report and examine application state from both React
Native components and Redux stores at the same time?

The tool collects state-data from – and injects it back into – both React Native
components and Redux stores within the same method call: reviving the whole
application  at  once.  The  state-data  of  both  components  and  stores  are  then
stored and delivered within the same JSON structure. 

Conclusion:

The diagnostic tool demonstrates the core functionality it sets out to fill to a sat-
isfactory degree, but right now deploying it in a released application offers a
few obstacles, as covered in section 7.2.

It's expected that developers implementing the diagnostic tool will have to in-
tegrate  it  into  their  own  bug-reporting  and  snapshot-management  schemes,
given the nature of the tool and the limitations posed on the project. However,
the diagnostic tool could implement numerous features to ease this integration,
covered in section 7.3.

7.2 Shortcomings

The diagnostic tool mainly lacks customization when it comes to storing the
snapshots. There is no way to configure a different back-end, a different loca-
tion on disc, or another file on disc to store the snapshot in.

Similarly, the diagnostic tool has no customization for where to revive from
both when it comes to the back-end and device disc. This severely limits the
diagnostic tool's utility in any real application.

The diagnostic tool is currently also very primitive in its ability to manage files
in a given directory. It only takes consideration to one output file and one input
file, and will always overwrite any collisions with the output.

It’s worth noting that the tool was never actually tested on an application with
two Redux Stores. Given that the same callback-solution works on multiple Re-
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act Native components, with the addition names to differentiate between stores,
the author is positively inclined to it working as intended.

7.3 Future work

Make the diagnostic tool create a new snapshots in the specified location in-
stead of overwriting the same snapshot. Implement a way for the developer to
systematically manage a location with multiple snapshots stored in it.

It would also be useful if there were more metadata to identify a snapshot by,
such as the application it is derived from and version thereof, user id-tags so
that snapshots from the same user can be grouped together, a hash to determine
how similar one reported state is to other reported states, perhaps even location
data of the application at the time of reporting the state.

It may also be useful to be able to separate in time the activities of  collecting
state-data from that of  delivering state-data, such that snapshots can be taken
while the device is offline and then delivered once it acquires internet access.

For the sake of performance, the tool could also benefit from an effort to make
the collection process selective, such that it distinguishes sections of the state
that are “relevant” from those that are “irrelevant” and only collects the latter.

Offering better back-end support for managing snapshots out-of-the-box would
also serve to make the diagnostic tool more lucrative if it's ever offered as an
open-source library. 

Further, the implementation of sophisticated bug-scanning behaviour into the
diagnostic tool would obviously be beneficiary, but the automatic detection of
bugs that don’t crash the program is a whole subject in its own right.

7.4 Ethics

Companies and governments spying on users without permission or sufficient
notice has become a serious ethical – and at times legal – concern [28] [29]. To
this end, bug reporting could become another excuse to justify collecting pri-
vate data from users. That is, if the implementation of the diagnostic tool into
an application to collect user data is disclosed to the user at all. It’s entirely pos-
sible to use the diagnostic tool to collect data without the user’s knowledge.

With the upcoming General Data Protection Regulation (GDPR) [30] of the EU,
much stricter regulation apply on the collection of data from users. It expands
the definition of personal  data to include online identifiers.  Companies  now
need explicit and intelligible consent to collect personal data, and have to keep
a record of how the personal data has been processed, among many other limi-
tation. Breaching the regulation can cost the offender high penalties. Thus any-
one who collect data from users – which is what the diagnostic tool is for – will
have to do so with care.
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	Abstract
	The first step of debugging a deployed application is to reproduce the reported bug. But bugs that cause unpredictable behaviors without crashing the application can be difficult to reproduce, because the developer has to rely on bug-reports issued by users. The goal of this thesis has been to develop a diagnostic tool which makes user-reported bugs easier to reproduce. More specifically, the goal has been to develop such a tool for React Native applications implementing Redux, taking into consideration both state-data stored in Redux stores and React Native components.
	Requirements for the diagnostic tool were laid out and partitioned into prototypes that were implemented separately in iterations and then merged into the resulting tool. Requirements were also drawn for three sample applications to test and evaluate the tool, as well as a back-end to prove the tool's capability in uploading and downloading state-data from a server.
	The thesis resulted in a diagnostic tool that's imported into an already existing code-base as a third-party library, and which collects the complete state of the reported application instance and delivers it to the developer as a single JSON document. The tool can then inject the state-data into a fresh instance of the application to make it identical to the malfunctioning instance reported by the user; a process referred to as "reviving". Redux stores demonstrated state-overwrite protection which complicates state-injection. A study was performed to compare the impact this difference has on performance. As expected, the study revealed that the diagnostic tool takes marginally longer to revive state-data in Redux stores for this reason.
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