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Abstract
With the vigorous development of Internet of things, IoT gateways as
the communication bridge of the whole IoT system has attracted more
and more people’s attention. So the objective of this project is to
measure and evaluate the performance of two kinds of IoT gateways
including Arduino Uno and Vinnter IoT gateway. In order to reach this
objective, the concrete implementation is to create a demonstrator via
JAVA program to establish serial communication and measure the
latency and throughput of respective IoT gateways. The measurement is
implemented under a specific scenario which is to control the action of
an actuator such as a LED connecting with IoT gateways via GPIO pins.
Finally, the results will be presented via statistical data and line charts.
Through analyzing the results, the performance of these two IoT
gateways can be compared in terms of latency and throughput easily.
Besides implementing the measurement in practice, this paper also
involves the scientific research of many different industrial-level IoT
gateways and their performance are compared on both hardware and
software sides. Consequently, this thesis will show you the comparison
of various IoT gateways both in theory and in practice.

Keywords: IoT gateways, comparison, measurement, latency,
throughput, serial communication
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Terminology
Acronyms/Abbreviations

IoT Internet of Things

WSN Wireless Sensor network

GPIO General-Purpose Input/Output

DAS Data Acquisition Systems

IT Information Technology

6LowPAN IPv6 over Low power Wireless Personal Area Networks

CAN Controller Area Network

PSTN Public Switched Telephone Network

LAN Local area network

DSL Digital Subscriber Line

PC Personal Computer

LED Light-emitting Diode

ADC Analog to Digital Converter

CPU Central Processing Unit

UART Universal Asynchronous Receiver/Transmitter

UI User Interface

SDRAM Synchronous Dynamic random access memory

GND Ground

RPI Raspberry Pi
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LTE Long-Term Evolution

M2M Machine to Machine

PWM Pulse-Width Modulation

ICSP In-Circuit Serial Programming

IDE Integrated Development Environment

VDC Voltage Direct Current

AMI Advanced Metering Infrastructure

PLC Power Line Communication
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1 Introduction
As the next revolutionary technology of creating an intelligent
environment by converging the physical, digital and virtual world
together, Internet of Things generates a tremendous impact on both
working and domestic fields. According to a technology research by an
advisory corporation named Gartner, Inc., there will be probably 30
billion devices on the Internet of things by 2020 [1] and by 2025 Internet
nodes may reside in everyday things-furniture, transportation and other
areas [2] which means IoT (Internet of Things) will penetrate into every
aspect of our daily life. So far the application domains of IoT is broader,
involving in transportation and logistics domain, healthcare domain,
smart environment domain, personal and social domain and so on [3].
Therefore, in the near future, the way we live, work and play will be
dramatically affected by the Internet of things. And this will also open
up huge opportunities for economy and individuals.

1.1 Background and problem motivation
For some practical and economic reasons, the smart objects are unable to
connect directly to the Internet. Therefore, IoT gateways emerge as an
intermediate device to solve this problem. As a bridge between
traditional communication networks and wireless sensor networks, IoT
gateways act as an aggregation point for a series of sensors to collect
data and a coordination point for the connectivity of these sensors to
each other and to traditional telecommunication networks [4]. The key
issue of IoT gateways is to settle with the heterogeneity of different
sensor networks and diversity of protocols in the WSN (wireless sensor
network) and traditional telecommunication networks which can finally
achieve the possibility of communication among people and objects. In
addition, it also has some other functionality such as state control,
management, terminal addressing and authentication [5]. Hence, to
know respective advantages of diverse IoT gateways and compare their
performance such as the capacity of handling data is worth of studying.

1.2 Overall aim
In real life, it is vital to ensure data can be handled and transmitted
rapidly and integrally in some specific scenarios such as aircraft control
system otherwise a disaster will be caused. Hence, it is necessary to an

https://en.wikipedia.org/wiki/Gartner
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appropriate IoT gateway by comparing the performance of various
kinds of IoT gateways in terms of the capacity of handling data. So the
problem in this thesis is that through measuring the latency caused by
IoT gateways and the throughput of itself in practice as well as doing
some scientific researches to evaluate which IoT gateway possesses
better capacity of handling data rapidly so as to meet the requirement of
the specific scenarios mentioned above.

1.3 Concrete and verifiable goals
In order to complete above overall aim successfully, this project will be
divided into following 4 parts to accomplish step by step.

1) Find some IoT gateways to know their respective hardware and
software specifications and compare their performance in terms of their
pros and cons.

2) Propose a specific scenario in order to implement measurement and
evaluation in practice as well as pick up appropriate IoT gateways used
to be evaluated under this scenario.

3) Establish hardware connections and communication with IoT
gateways and create a demonstrator to measure latency and throughput
in order to evaluate the performance of IoT gateways such as the ability
of handling data.

4) Measure the latency and throughput of IoT gateways in relation to
the chosen scenario and compare the performance of different IoT
gateways.

1.4 Scope
This project has its focus on two specific IoT gateways. One is called
‘ Mammoth ’ which is a low-level hardware sensor gateway to connect
sensors and actuators developed by the company Vinnter. The other one
is Arduino Uno which is a microcontroller board which can be regarded
as a simplified IoT gateway. And in order to evaluate and compare
these two IoT gateways, I choose to connect an actuator such as LED to
IoT gateways via GPIO pins and establish communication between IoT
gateways and PC through serial communication. By controlling the
blink of LED, I can measure the capacity of handling data of them in
terms of latency and throughput. And this project is mainly focus on
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measuring the latency and throughput of two IoT gateways instead of
evaluating the management capacity of IoT gateways or some security
problems.

1.5 Outline
Chapter 2 introduces some theory knowledge such as IoT, IoT gateways,
GPIO, serial communication and base information of two IoT gateways.
Chapter 3 describes the corresponding methodology of each concrete
and verifiable goals listed above. Chapter 4 compares 3 candidate IoT
gateways and 5 industrial-level IoT gateways in hardware and software
sides. Chapter 5 focus on the implementation of hardware connection
and measurement. Chapter 6 presents the results by statistic data and
line charts and analyze the results in detail. Chapter 7 concludes whole
project and discuss the ethical issues and future work.
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2 Theory
In this chapter, I will introduce you some related specialized knowledge
about IoT, IoT gateways, GPIO (general-purpose input/output), serial
communication, the base information of two IoT gateways to be
measured in this project and some related works.

2.1 Internet of Things
Internet of Things represents a vision that makes a variety of physical
objects through wireless and wired connections and unique addressing
schemes be able to interact with each other and cooperate with other
objects to create new applications or services and reach common goals
[6]. Physical objects are no longer disconnected from the virtual world,
but can be be connected anytime, anyplace, with anything and anyone
ideally and can act as physical access points to Internet services [7]. As
presented in Figure 2-1, IoT architecture can be divided into 4 stages.
Stage 1 consists of networked things such as actuators and
wired/wireless sensors which aggregate data from the environment or
objects. Stage 2 consists of IoT gateways and Data Acquisition Systems
(DAS) . DAS aggregates data from sensors and converts analogy streams
into digital one. And then IoT gateways receives these digital data and
routes it over WiFi or other communication technologies. Stage 3
includes edge IT (Information Technology) system which preprocesses
the data before it is forwarded to the data center or cloud which is Stage
4. As a more powerful IT system, the cloud will provide analysis,
management and secure storage functions [8]. These 4 parts cooperates
together make the IoT system more powerful and robust.

Figure 2-1 4 Stage of IoT Solutions Architecture [8]
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2.2 IoT gateway
Bridging the sensing domain consisting of many smart things and the
network domain built on traditional communication infrastructure [9],
IoT gateways plays an important role of IoT system and are deserved to
be explored deeply. IoT gateways have 5 key functions consisting of
protocols conversion, state control, information gathering, terminal
addressing and authentication [10]. And some important and basic
functionality will be stated in the following.

The fundamental functionality of IoT gateways is to receive data from
WSN and forward it to the traditional communication networks, and
vice versa. So far there are many kinds of technologies used to connect
the sensors and IoT gateways such as ZigBee, 6LowPAN (IPv6 over Low
power Wireless Personal Area Networks), CAN (Controller Area
Network), Bluetooth, Wifi and so on. Meanwhile there are also many
choices to connect traditional communication networks for IoT
gateways including PSTN (Public Switched Telephone Network),
cellular radio 2G/3G, 4G LTE, LAN (Local Area Network), DSL (Digital
Subscriber Line) [11].

The second functionality is protocol conversion. As we mentioned
above, IoT gateways use short-distance wireless communication
protocol to aggregate data from sensors while using LAN, 2G/3G or
other network interfaces to forward data to traditional communication
networks. Therefore, once receiving the sensor data based on WSN
protocols, the data should be analyzed and reassembled based on
traditional telecommunication protocols by IoT gateways. Finally, IoT
gateway will encapsulate and forward the reassembled data to the
traditional network [5], [9].

The third functionality is manageability. On the one hand, IoT gateways
itself requires many various management provided by back-end IoT
servers including status, authority and mobility management. On the
other hand, IoT gateways should also support the management and
control of the sensor nodes which means has the capability to identify,
control, diagnose, configure, and maintain sensor nodes. For instance,
the remote server is able to send commands to control and manage the
sensors in WSN through IoT gateways [5], [9].
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2.3 Communication protocol
This part will introduce GPIO and serial communication to you.
Actuators and sensors can connect to IoT gateways via GPIO pins. IoT
gateways and the Internet or PC (Personal Computer) can communicate
with each other through serial communication.

2.3.1 GPIO
In order to adapt to microprocessor communication, almost all modern
microcontrollers provide an interface called GPIO to make it easy to
access to the internal properties of devices. The pins normally arranged
into groups of 8 pins on a processor can be programmed both as input
where data can be accepted from external devices and output where
data can be transmitted to external devices. By using GPIO,
microcontrollers can be controlled to do something such as blinking
LED (Light-emitting Diode) by diverse outside devices as well as
similarly can control the behavior of external devices [12]. In general,
data is exchanged via voltage level including high level which is the
supply voltage of microcontroller and low level which is the voltage of
ground 0V. However, logic level is usually used to judge the voltage
level. For instance, if we define the logic level high as above 66% of the
supply voltage, it makes some lower voltage devices possible to
communicate with high voltage devices as long as the voltage reaches
logic high level. In addition, GPIO can also be configured for ADC
(Analog to Digital Converter) conversions or as an interrupt lines for
CPU (Central Processing Unit). Figure 2-2 shows an example of GPIO
pins of Arduino Uno.

Figure 2-2 GPIO of Arduino Uno

2.3.2 Serial Communication
Serial communication [13] is the process of streaming data one single
bit at a time sequentially via one or more but not more than four wires.
On the contrary, parallel communication transmits multiple bits
simultaneously along multiple wires. Serial communication can be

https://en.wikipedia.org/wiki/Data
https://en.wikipedia.org/wiki/Bit
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classified into two categories, synchronous and asynchronous.
Synchronous communication requires the sender sending a clock signal
to receiver but asynchronous do not.

So, in order to achieve transmitting and receiving data in serial and
asynchronous fashion, UART (Universal Asynchronous
Receiver/Transmitter) [14] should be introduced which is a physical
circuit block in a microcontroller. UART can transform the incoming
data in parallel fashion into sequential fashion and vice versa inside
device as well as just use two wires to transmit data between devices.
Pin Tx is responsible for transmitting data to other devices and pin Rx is
responsible for receiving data from other devices. As Figure 2-2 shown,
once UART gets the parallel data from data bus, it will add a start bit, a
parity bit and stop bits to the data to create a new data packet and send
it out bit by bit via pin Tx . And the Least Significant Bit (LSB) will be
sent last and the Most Significant Bit (MSB) will be sent first. As long as
the receiving UART detects the start bit, it will realize that a word of
data is about to be sent. After receiving all the bits of data, it will wait
for a parity bit and stop bits.

Figure 2-3 Overview of asynchronous serial communication

2.4 Vinnter IoT gateway
The company Vinnter [15] has developed a smart product platform
consisting of embedded software and hardware. This platform is
designed to meet industrial grade requirements, increase connectivity
with existing and new products, and highly customizable.
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Vinnter has developed an IoT gateway hardware called ‘Mammoth’.
Figure 2-3 shows the Main board of the hardware platform including
core functions which supports connectivity features, an Ethernet
interface, a RS232/485 interface for serial communication and an
interface for 5V direct current. Users be able to enhance the platforms
capability by adding Sense, Controller or UI (User Interface) board as
shown in Figure 2-4. The Sense board is used for additional digital and
analog I/O as well as Controller board is used for controlling actuators.
And the specification for internally mounted computer expansion
cards and associated connectors is M.2 NGFF modules which can
integrate multiple functions including Wi-Fi, Bluetooth Low Energy,
6LoWPAN, GPS, Cellular radio 2G/3G/4G. In addition, it equips with
Cortex M3 processor, 64MB SDRAM (Synchronous Dynamic random
access memory) for memory, three external LED connectors, Micro SD
card and factory reset button.

For software platform, many services are provided including network,
security and uptime services. In addition, it uses real-time operating
system and provide offline supports. What’s more, developers can
utilize open source tools such as WAF, GoogleTest and Robot
Framework to build and test system. [15]

Figure 2-3 Main board of Mammoth Figure 2-4 Sense, Controller, UI
[15]

2.5 Arduino Uno
Arduino Uno [16] is a microcontroller board based on the ATmega 16U2
which provides more memory and faster transmission rate than the
others. For the hardware board which is shown in Figure 2-6, we can see
at the top of the figure, there are 14 digital input/output pins used to

https://en.wikipedia.org/wiki/Expansion_card
https://en.wikipedia.org/wiki/Expansion_card
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connect LEDs, buttons and so on. Developers are able to use pinMode(),
digitalWrite(), and digitalRead() functions to program. In order to
communicate with other devices, UART TTL (5V) serial communication
is provided on pin 0 for RX and pin 1 for TX. And at the bottom of the
figure, there are 6 analog inputs which can convert a voltage level into a
digital value so as computers can process and store them easily, for
example, convert the voltage level collected from temperature or
pressure sensors into readable digital temperature or pressure value [17].
And next to the GND (Ground) 0 pins, there is a built-in LED controlled
by pin 13. When pin 13 is High value, it will turn on while when it is
Low value, it will turn off. At the left of the figure, there is a USB
connector (5V) equipped with standard USB COM drivers by 16U2
firmware [17]. Arduino Uno can send or receive data to other devices
such as computers and other microcontrollers through this USB-to-serial
chip and USB connection. Once there are data transmitted, the Tx and
Rx LED below the pin13 LED will flash.

For software, Arduino Uno can be programmed by its own Arduino
software. The structure of program consists of the setup part for
initialization and the loop part for function realization. And in the
software there are lots of library available to facilitate programmers.
Especially, a SoftwareSerial library is designed for serial communication
including Serial.write() and Serial.read() functions.

Figure 2-5 Model of Arduino Uno [17]
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2.6 Related work
This part includes introduction of two related work about performance
evaluation or analysis of IoT gateways under different specific scenarios.

2.6.1 Performance evaluation when IoT gateways meet Linux containers
This paper is focusing on analyzing the requirements of software
deployment on IoT gateways and use Linux containers to evaluate
containerized deployment as a base technology addressing this task. It
compares the native hardware of two versions of RPI (Raspberry Pi), the
previous generation Raspberry Pi model B+ and the recent generation
Raspberry Pi 2 model B, by evaluating respective performance of
Docker and underlying Linux containers through several synthetic and
application benchmarks. To be more specific, as for the synthetic
benchmarks, it evaluates form four aspects CPU, memory I/O, disk I/O
and network I/O is by using benchmarking tools. And in the network
I/O tests, Raspberry Pi model B+ shows a remarkable performance
degradation introduced by Docker which is caused by using NAT. As
for the application benchmarks which evaluates performance overhead
in practice, it chooses two services running on IoT gateways LinkSmart
Device Gateway and Mosquitto MQTT broker to test. And the result is
similar with the synthetic benchmarks one that the performance
overhead of Raspberry Pi model B+ decreases largely than the other one.
Hence, in general, the new generation Raspberry Pi 2 model B is more
promising, comparable to the early discovery of high-end servers on the
Linux container. On the contrary, Raspberry Pi model B+ is susceptible
and easily results in performance degradation. [18]

2.6.2 Performance Analysis of an LTE Gateway
This paper primarily analyzes whether it is suitable to use LTE (Long-
Term Evolution) as the wireless technology for the interconnection
between IoT gateways and the Internet. The analysis of the performance
is carried out via packet-level simulation with the open source simulator
ns3 under the assumption that Constrained Application Protocol (CoAP)
is used as the transmission protocol. In the end, the paper shows the
result that if number of intelligent objects is greater than tens or the
throughput of the cell is close to its limit, LTE is sensitive to both intra-
UE and inter-UE interference, resulting in high delay or packet loss.
Therefore, it is particularly important for M2M (Machine to Machine)
applications that the isolation mechanism must be properly configured
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at the gateway itself and at the LTE network level to avoid
unpredictable service disruption. [19]
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3 Methodology
This project will be developed at the Mid Sweden University in
Sundsvall and lasts three months from March to June in 2017. The
following is the concrete methodologies to achieve four goals mentioned
above.

In order to achieve goal 1 which is to know respective hardware and
software specifications of different IoT gateways and compare their
performance in terms of their pros and cons, I select seven prevalent IoT
gateways to study including Arduino Uno, Intel® Edison gateways,
Vinnter IoT gateways, Dell Edge gateways, HPE Edgeline IoT gateways,
Eurotech ReliaGate 20-26 and Huawei AR531 gateways. Browsing
relevant developer websites on Google and reading their product
specifications as well as datasheets are good methods to realize their
respective specifications such as the storage, software integration, I/O
interface, power, operating temperature and so on as well as how they
work in practice such as setting up and programming gateways. Finally
make a table that contains some typical hardware and software
specifications and conclude their own pros and cons one by one.

In order to achieve goal 2 which is to propose a specific scenario so as to
implement measurement and evaluation in practice as well as pick up
appropriate IoT gateways used to be evaluated under this scenario, I
need to investigate on Google and consult from professors which IoT
gateways can be available for this project by considering the price,
complexity and some other accessories requirements such as cables first.
And controlling actuators connected with IoT gateways via program
and read data from sensors connected with IoT gateways are two
alternative scenarios which is viable and low-cost to achieve. Therefore,
I will take account into both IoT gateways and scenarios together to
decide which kind of gateways and scenarios to choose.

In order to achieve goal 3 which is to establish hardware connections
and communication with IoT gateways and create a demonstrator to
measure latency and throughput, one or more suitable communication
protocols should be chosen to establish connections and communication.
For the connection between the actuator LED and IoT gateways, GPIO is
a simple and convenient choice. And for the communication between
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IoT gateways and Internet, I choose to use serial communication to send
data sequentially over a communication channel. As for the
demonstrator used to measure latency and throughput, it will be
programmed with JAVA on the software Eclipse. To measure latency,
the demonstrator needs to record the time when the command is sent
and the time when the response is received. And the interval between
two timestamps is the latency caused by IoT gateways neglecting the
transmission time. And for the throughput, I use two methods to
measure it. One is to count how many responses are received while
sending commands under different sending rate. The other one is to
record the interval between the time sending the first command and the
time receiving the last command when I constantly send commands to
IoT gateways. And then I can get a quantitative throughput by dividing
the numbers of commands by the time interval.

In order to achieve goal 4 which is to measure the latency and
throughput of IoT gateways in relation to the chosen scenario and
compare the performance of different IoT gateways, I use line charts to
present the data sets generated by the demonstrator visually by using
e(fx)clipse tooling. Through observing the trend and fluctuation of line
charts, I can get the limitation of the commands that IoT gateways can
handle. And by calculating the data set, I can obtain an average value
and a standard deviation of latency and throughput by measuring it 100
or more times. Though comparing the above results, I can tell which IoT
gateways is better than the other one in which metrics.

And as for how to evaluate whether the whole project is a successful one,
the most important criteria is to judge that whether the capacity of data
handling of two IoT gateways is eventually evaluated and measured
correctly and precisely. In addition, whether the specific criteria I chosen
is suitable and whether the presentation of the results such as plots or
table is visualized and appropriate to conclude the results are also worth
evaluating. And then I will go back all over the steps to check whether
all steps have been achieved successfully and identify the strengths and
weaknesses of every steps.
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4 IoT Gateways Comparison
In the recently booming era of IoT, there are various high-performance
IoT gateways emerging in large numbers. Hence, it comes to a selection
problem for IoT developers that what kind of IoT gateway is more
suitable for the developer’s project. Hence, I pick up six different kinds
of IoT gateways provided by different enterprise IoT gateways vendors
to compare based on hardware specifications and software support.

4.1 Hardware & Software specifications comparison
This part consists of two tables. Table 4-1 is the hardware and software
specifications of the IoT gateways that may be chosen to measure
including Arduino Uno, Intel Edison and Vinnter IoT gateways. Table 4-
2 is mainly focus on the comparison among some prevalent industrial-
level IoT gateways.

Table 4-1 specifications comparison of IoT gateways used in this project
[15], [17], [20]

IoT gateways
Arduino
Uno

Intel® Edison
Vinnter

IoT gateway

Hardware

Processor
ATmega32

8P

Intel® SoC
(a dual-core,
dual-threaded

Intel®
Atom™)

Cortex M3

Memory RAM
SRAM
2 KB

LPDDR3 POP
memory
1GB

SDRAM
64MB

I/O interface Ethernet none none 1*10/100
BASE-TX

USB 1(input
only)

1(peripherals) none

Serial port 1 1 1*RS-
232/485

CAN none none 1
miniPCle
Slots

none none 2*M.2
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Expansion Cellular × × √

GPS × × √
Radio Wi-Fi × √ √

Bluetooth × √ √
6LoWPAN × × √

Power DC input 5 V / 7-12 V 3.3-4.5 none

AC input none none 5/12V

Storage SATA × √ ×
SD × √ √

Environment
Operating
temperature

-40℃-85℃ 0℃ - 40℃
industrial
temperature
range

Software
OS None Yocto Linux

v1.6
Real-time
OS

Table 4-2 Comparison of other industrial IoT gateways [21], [22], [23],
[24], [25]

IoT
gateways

Eurotech
ReliaGate
20-26

Dell Edge
Gateways
5000 Series

Adlink
MXE-
200/200i

HPE
Edgeline
EL20

Huawei
AR 502

Hardware
Processor Intel®

Atom™
E3815,Singl
e Core

E3827,Dual
Core

E3845,Qua
d Core

Intel®
Atom™
E3825,Dual
Core

E3827,Dual
Core

Intel®
Atom™
E3826,Dual
Core

E3845,Quad
Core

Intel®
Core™
Model

ARM Dual-
Core Cortex

A9

Memory RAM DDR3L-
ECC

2GB/4GB

4*256M*16
DDR3L
2GB

8*256M*16
DDR3L
4GB

DDR3L
1066
2GB

DDR3L
1600/1333
8GB

256M

I/O
interface

Ethernet 2*
10/100/1000
Mbps

Dual
Independe
nt Gigabit

2* GbE
LAN

6*
10/100/100
0 Mb/s

2*
10/100/1000
M base-T



Evaluation and Measurement of IoT Gateways
Yilin Liu 2017-06-01

22

4.2 Concrete advantages comparison
Because there are too many IoT gateways I investigate, I only pick 3
typical IoT gateways in the following to discuss their respective
advantages in detail. And other IoT gateways will be involved a little.

USB 1*USB 2.0
1*USB 3.0

2*USB 2.0
1*USB 3.0

2*Host 2.0
1*USB 3.0

2*USB 2.0
2*USB 3.0

1*USB 2.0

Serial port 2*RS-232/RS-
422/RS-485

1*RS-232
2*RS-485

1*RS-232
1*RS-

232/422/485

2*RS-
232/RS-
422/RS485

1*RS-232
2*RS-485/422

CAN 1*CAN 2.0B Optional none none none

DIO 3*Digital
Input 7-
35VDC
3*Digital
Output
40VDC

expansive
I/O options

4*Isolated
Digital Input
4*Isolated
Digital
Output

6*Digital
Input
2*Digital
Output

6*Digital
Input/Digital
Output

audio optional none none 1*Audio in
1*Audio out

none

video 1 1*HDMI
port

none 1*HDMI
port

none

Expansion miniPCle
Slots

√ × √ √ ×

USIM × × √ × ×

Radio
interface

Cellular √ √ √ √ √

GPS √ × × × ×

Wi-Fi √ √ √ √ ×

Bluetooth √ √ √ × ×

6LoWPAN × √ × × ×

Power DC input 7-35DC 18 - 26.4V none none 8-36V

AC input none 18 - 26.4V none 12V none

Storage
Device

SATA √ × × √ ×

SIM √ √ √ × √

Environment Operating
temperature

－40℃—
75℃

0℃—50℃ 0℃—50℃ －20℃—
60℃

－25℃—
70℃

Storage
temperature

-40℃—75℃ none -40℃—85℃ -40℃—85℃ -40℃—85℃

Software

OS Red Hat
Enterprise
Linux 7

Snappy
Ubuntu
15.04

Wind River®
IDP XT

Wind River Wind River
LINUX 6.0
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4.2.1 Arduino Uno
Arduino is an open-source electronics platform based on easy-to-use
hardware and software which is aiming for anyone making interactive
projects [26]. Developers can write code on the software platform to
control the components on the hardware platform. I think there are
three major advantages make it so prevalent recently.

Firstly, it is a well-configured hardware platform. Arduino Uno is a
microcontroller board containing everything that a microcontroller
needs including 14 digital input/output pins (6 can be used as PWM
(Pulse-Width Modulation) outputs), 6 analog inputs, a power jack, a
USB connection, a 16 MHz quartz crystal, a reset button and an ICSP
(In-Circuit Serial Programming) header [27].And Only with a USB cable,
developers can easily connect it to own PC to program and and
communicate with the microcontroller without worrying about the
connections or other interfaces.

Secondly, it is an open-source software platform. A simple and
integrated IDE (Integrated Development Environment) is introduced by
2005 in which is easy-to-use for developers to write code and upload it
to microcontroller board. It is available for almost all platforms
including Windows, Mac OS X, and Linux. Besides a number of
example codes presented inside the IDE, there are also a large
assortment of included libraries decreasing the complexity and
difficulty of programming for developers.

Thirdly, it is inexpensive. Compared to other microcontroller platforms,
Arduino boards are considerably cheaper than others. Hence, the
developers allowed to do whatever they want without worrying the
price once chips are broken. In addition, engineers, hobbyists and
professionals can all work on Arduino Uno due to low price and many
communities of working on Arduino emerging on the Internet develop
it together.

But, indeed, Arduino Uno is an easy tool for a freshman who even
doesn’t have any background in computer and electronics to start their
own project and also a convenient teaching tool for teachers to train
students. But it is far away from the requirements of being a real IoT
gateway due to its simple configuration which just have a few of pin
connectors and no operating systems.
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4.2.2 Intel® Edison
Intel® Edison is a computer-on-module launched by Intel at CES in
January 2014 [28].Although Intel Edison only looks like a normal SD
card, it amazes everyone by packing a large number of technologies into
its tiny size while offering a set of robust features such as excellent
performance, durability and extensive I/O and software support
[29].The following items are the pros and cons that I conclude according
to the information on the Internet.

Firstly, it is an SD-card sized and shaped PC equipped with own
development boards. Intel initially announced that Intel® Edison will be
condensed into the form factor of an SD card [30].And this tiny sized
and shaped Intel® Edison is designed to develop the next generation of
wearable and connected devices such as smart watches and the Internet
of Things , Krzanich, the Intel CEO, says [31]. And at the same time, for
the sake of accepting the Intel Edison module, Intel launched an
Arduino Uno compatible board and a breakout board designed for
prototyping with hardware and software [32].

Secondly, it owns powerful core configuration. Intel Edison is designed
based on Quark system-on-a-chip (SoC) which has a 22nm Silvermont
microarchitecture containing a single-core microcontroller (MCU) and a
dual-core CPU [29]. It is also equipped with built-in WiFi and Buletooth
to facilitate the communication with the outside.

Thirdly, Intel Edison not only supports multiple operating systems, but
also supports more than 30 industry-standard I/O interfaces through a
70-pin connector with USB, SD, UARTs, GPIOs [32]. What’s more, it can
connect to its own app store.

4.2.3 Vinnter IoT gateway
Vinnter IoT gateway is developed by the company Vinnter as a part of
smart product platform aiming to make your products smarter. This
platform consists of three parts including connectivity hardware,
software and services. This industrial connected platform is designed to
meet the industrial requirements adding connectivity to customs’
products. As a new platform launched recently, it decreases project risks,
cost and time to market and possesses a number of advantages that I
will introduce in the following.

https://en.wikipedia.org/wiki/Computer-on-module
https://en.wikipedia.org/wiki/Consumer_Electronics_Show
http://www.alphr.com/news/384130/intel-introduces-14nm-plus-new-quark-cpus
https://en.wikipedia.org/wiki/Secure_Digital
https://en.wikipedia.org/wiki/Universal_asynchronous_receiver/transmitter
https://en.wikipedia.org/wiki/General-purpose_input/output
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Firstly, it is a integrated platform developed for industrial usage
equipping with embedded software and embedded hardware. The
embedded software offers network, security and cloud services as well
as has real-time operating systems, remote management and so on. For
hardware, it supports a variation of I/O and radio interfaces and proven
technologies. The main board connected with Sense, Control and UI
board to enhance the performance of the platforms.

Secondly, it is highly flexible and customizable. This platform is free to
choose any cloud service provider and are available for any sensor and
any user interface. In addition, the modular hardware can be adjusted
for any requirements of a specific customer and can be connected to any
existing and new products.

Thirdly, many services and support are offered by company. For
instance, it provides firmware, drivers and IoT application services. And
if it is possible, the developers of the platform can offer some technical
support to customers directly. What’s more, both software and product
development service are available. Therefore, customers do not need
develop software by their own and can get help to integrate the
platform into an existing or a new product.

4.2.4 Other Industrial IoT gateways
For Eurotech ReliaGate 20-26 [34], it owns high-efficient performance
which available with three kinds of processors and two kind of memory
[33]. And it ruly meets the industrial requirement that supports a
extended operating temperature of -40℃ to 75℃and supplies a wide
range power of 7-35VDC (Voltage Direct Current). In addition, it runs
on Red Hat Enterprise Linux which offers enterprise-grade reliability
and comes with Eurotech’s Everyware Software Framework (ESF)
which is a middleware that builds on the open-source Java/OSGi Eclipse
Kura application framework for IoT gateways.

For Dell Edge Gateway 5000 Series [22], it not only can collect data, but
also supports to analyze these data at the edge and filter out meaningful
information to send to the next tier. And with an industrial-grade design,
it can accommodate a variety of different environments such as
withstanding a higher level of humidity and operating temperature. In
addition, Dell provides the integrated services and supports for it.

http://www.eclipse.org/kura/
http://www.eclipse.org/kura/
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For Adlink MXE-200/200i Series [23], it provides an powerful and
intelligent embedded system. Especially in the IoT applications, Facility
Management and Intelligent Transportation domains, it presents an
outstanding performance. And it supports a wide range of application
development and easy deployment of services. What’s more, with the
usage of ADLINK ’ s own SEMA Cloud tool, it delivers excellent
security and management to the application world and can monitor the
whole system remotely in real-time.

For HPE Edgeline EL20 Intelligent Gateway [35], it is designed to be a
performance-optimized edge gateway for light data aggregation and
acquisition. It moves analysis and computing to the IoT gateways
instead of the network any more. And it also supports to analyze data in
real-time to enable the customers can fully control and adapt to changes
rapidly. So it is very suitable for the customers who wants to get
responses quickly and move analysis to the edge of network.

For Huawei AR 502 [25], it is also an industrial-grade IoT gateways that
all components are selected carefully. Compared to other industrial-
grade IoT gateways, its typical feature is offering AMI (Advanced
Metering Infrastructure) centralized meter reading services and open
interfaces which make the device more flexible in management and
configuration. What’s more, Huawei also provides its own Huawei-
developed PLC (Power Line Communication) technology to enhance
transmission rate dramatically to Megabit-level.
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5 Implementation
In this chapter, it mainly focuses on how to implement the connection
and measurement. As the Figure 5-1 illustrated, IoT gateway is an
intermediate device between Internet IoT cloud and actuators. In this
project, two typical IoT gateways are chosen to evaluate and measure
including Arduino Uno and Vinnter IoT gateway. Both two IoT
gateways connect with a common actuator LED via GPIO pins and
communicate with the IoT cloud or JAVA project via serial
communication. Hence, in the following part, I will elaborate the
implementation of establishing hardware and serial connection,
measuring the latency and throughput of IoT gateways in details.

Figure 5-1 Overview of Implementation

5.1 Establish Hardware Connection
First of all, both IoT gateways should be connected with an actuator
LED via GPIO pins as well as a PC. After finishing establishment, they
will be tested whether the hardware connection is working well judging
by whether the LED is on or not.

5.1.1 Arduino Uno
For Arduino Uno, there is no need to connect a LED to its GPIO pins
because there is a built-in LED driven by digital pin 13. Therefore, I used
the pin 13 LED as the actuator. As for PC, a USB printer cable is enough
to connect the Arduino board to my own PC which is used to supply
power and program to the board. Once the board is connected
successfully with PC via USB connection, board drivers will be installed
automatically. So, I can easily find the open port name like “Arduino
UNO (COMxx)” under Ports (COM & LPT) which is listed in the Device
Manger on the Control Panel.
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And for the sake of uploading programs to Arduino board to control the
pins on the Uno board, I downloaded the Arduino Software (IDE) and
installed it to my PC. After opening the IDE, follow “File->Example-
>01.Basics->Blink” to open an example sketch of LED blink and upload
it to the board. At this moment, I can know whether the whole things
are connected well judging by whether LED blinks or not.

5.1.2 Vinnter IoT gateway
For Vinnter IoT gateway, it needs an extra USB cable to connect to a
power supply due to a larger voltage required to maintain it works. And
use another RS-232 standard cable to connect PC and Vinnter IoT
gateway. Yet it is different from Arduino Uno that I need to install a
Driven Installer to look for the port name of it like “COMxx”. In
addition, an external LED is plugged into the middle one of the three
external LED connectors via two wires.

As soon as I find the port name, I use Putty to open a console with port
name “COMxx” and speed 115200bps. After that, input the
command ’help’ to check all commands provided by Vinnter IoT
gateway. As a result, command ”toggle_led 2” is used to trigger the
LED connected with the second external LED connector. By observing
whether LED is on or not when I input this command on the console, I
can judge whether all connections work well.

5.2 Establish Serial Connection
Since both hardware connections are established successfully, it is time
to consider enabling the serial communication between the IoT cloud
and the IoT gateways. But in this project, the object communicating with
IoT gateways is a java project on my PC instead of the IoT cloud.
Therefore, this part is divided into two parts. One is the program on the
IoT gateways and the other is Java program on the PC.

5.2.1 IoT gateways program
For Arduino Uno, the function of the program uploaded to Uno board is
to receive data from the serial port and make appropriate reactions
according to the various instructions. The concrete implementation is
that as soon as observing there are data available, it will judge whether
it is ‘Toggle_led 2’, ’Toggle_led 1’ or other characters. If it is ‘Toggle_led
2’, pin 13 LED will turn on and “you should observe the pin 13 led is
turned on” will be responded to serial port. If it is ‘Toggle_led 1’, pin 13
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LED will turn off and “you should observe the pin 13 led is turned off”
will be responded to serial port. As for other characters, pin 13 LED will
do nothing but text “Invalid” will be responded to port. The reason that
I design the commands and responses like that is to make them have the
same length as the ones of Vinnter IoT gateways. So when I measure the
latency and throughput, both IoT gateways handle the same length
commands and return the same length responses.

For Vinnter IoT gateway, it already has an integrated program
developed by Vinnter company. So if I send the command “toggle_led
2” for the first time, the led plugged into second external LED connector
will turn on and text “toggle_led 2 Toggled external led 2 yeti>” will
be responded. And for the next time I input the same command, the
LED will turn off and send back the same text as the first time. But if it
can not recognize the command users input, it returns ”Command not
recognized. Enter 'help' to view a list of available commands”.

5.2.2 Java program
In order to achieve serial communication via JAVA, I import RXTX
which is a JAVA native library providing serial and parallel
communication for the Java Development Toolkit (JDK) [36]. And the
process of establishing serial connection consisting of opening
corresponding port, sending data and receiving data is illustrated in
Figure 5-2.

At first, list all ports that are available by PC and pick up the ports
whose type is serial. At this moment, users are demanded to input the
port name which has been found while establishing hardware
connection. About my PC, COM3 is for Vinnter IoT gateway and COM4
is for Arduino Uno. According to the port name user inputs, it will open
corresponding port while setting flow control and allocating parameters
of serial port including baud rate as well as the number of data bits, stop
bits and parity bits at the same time. Once the serial port is opened
successfully, it will initialize inputStream and a serial port event listener
which constantly listens to the serial port and handles the events which
happen on the serial port. As soon as there is data available on the port,
the listener will read and store the data in a buffer and print it out on the
console. At the same time, outputStream will also be initialized so the
user can send commands to IoT gateways to control the actuator LED.
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“Toggle_led 1” and “Toggle_led 2” are commands to control Arduino
Uno and “toggle_led 2” is for Vinnter IoT gateway.
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Figure 5-2 process of implementing serial communication
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5.3 Implementation of Measurement
After achieving the serial communication, I can do some measurements
and evaluation in terms of latency and throughput. So, this part is focus
on the methods used to implement the measurement for both IoT
gateways. And for the sake of more precious results, both
measurements is calculated in nanoseconds.

5.3.1 Implementation of Latency
Latency is measured as the average time from forwarding a command
by Java program until receiving a reply from IoT gateways. Hence, in
order to measure the latency, there is a timer sending commands 100 or
1000 times constantly with period 200ms which ensures IoT gateways
have enough time to handle the receiving data and make reactions. And
at the same time, and there is a monitor which listens to the port to
check whether there are data available and judge whether the response
is correct once data is available. In addition, the sending timer is
responsible for recording the time when the commands are sent and the
monitor is responsible for recording the time when the responses are
received. Consequently, the interval between the two timestamps is the
approximate latency caused by IoT gateways if we neglect the
transmission time which is extremely small. The concrete computational
formula of latency caused by sending one single command.

tall=th+tr≈th=Latency

In the formula, tall denotes the interval between two timestamps I
measure, tr denotes the transmission time of sending commands and
receiving responses, th denotes the time that IoT gateways handle the
commands and generate corresponding responses.

5.3.2 Implementation of Throughput
For the implementation of throughput, I choose two methods to
measure the throughput of every IoT gateways so as to obtain results
and evaluate it from different perspectives.

For Method one, the throughput is measured as the numbers of
responses received by the program within a fixed time interval. The
specific implementation is to set a timer to send commands periodically
1000 times and calculate how many correct responses are received in a
fixed period of time, after the first command is sent. In order to obtain
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more precise results, use the average value of the number of responses
measured 20 times to represent the final results. And by changing the
transmission rate, for example, decreasing the period of the timer from
200ms by 10ms or dividing it by 2 every time, I can collect a set of
numbers of responses corresponding to different transmission rate. And
once using this data set to draw a line chart whose horizontal axis shows
the transmission rate of sending commands and vertical axis shows the
number of responses within a fixed time interval, the limitation of the
IoT’s gateway can be easily observed.

For Method two, the throughput is measured as the average time from
sending the first command until receiving the last response. It is
different from Method one that it is the numbers of commands sent
every round that will be updated rather than the period. The concrete
implementation is to send, for example, 2000 commands constantly with
the period 100ms and record the time when the first command is sent
denoting as ts and the time when the last reply is received denoting as te .
Therefore, the approximately total time interval of handling theses
commands is (te - ts). The following is the computational formula which
indicates the throughput of how many commands can be handled every
millisecond.

Throughput = number of commands * 1,000,000 / (te - ts)

By measuring it 20 times, I can get an average value of throughput as
the result. And then through dividing the sending times by 2 until it
reaches to 1, I can collect a set of throughput corresponding to different
sending times.

Figure 5-2 shows how to achieve Method one and two practically. In
general, four classes are involved in this project. Connection class is
responsible for establishing serial communication with IoT gateways.
Throughput class contains a writing Timer which is responsible for
sending commands periodically and a serial port event listener which is
responsible for monitoring responses from IoT gateways. Control class
is responsible for updating the period or sending times. Chart class is
responsible for drawing different kinds of line charts according to
different metrics of horizontal and vertical axis. As the Figure 5-2 shown,
after receiving the responses from serial port, the responses will be
stored into a string and there is a function to count how many correct
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responses have received. For Method one, the number of correct
responses will be returned after a fixed time. And for Method two, it
will return the time when the number of responses received reaches the
number of commands sent by writing timer. Consequently, class
Throughput will return the number of correct responses of each round
for Method one and return the time interval of each round for Method
two to class Control. Class Control will handle these data set to get the
final result and repeat above steps again after updating the period of
timer or sending times. Finally, once all loops finishes, class Control will
pass the results to class Chart to draw line charts.



Evaluation and Measurement of IoT Gateways
Yilin Liu 2017-06-01

35

Figure 5-2 Concrete implementation of measuring throughput



Evaluation and Measurement of IoT Gateways
Yilin Liu 2017-06-01

36

5.4 Data presentation
In order to visualize the latency and throughput and analyze them
easily, I import the javaFX by installing the e(fx)clipse tooling to draw
the line chart though the java program. Once the program finishes
collecting the data set of latency or throughput, it will generate a
corresponding line chart automatically. And we can discover the trend
and fluctuation from the charts instead of analyzing so much data.
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6 Results
This chapter is divided into two primary parts including the results of
hardware connection and serial communication as well as the results of
measurement in terms of latency and throughput.

6.1 Hardware connection and serial communication
For Arduino Uno, Figure 6-1 shows the hardware connection and the
phenomenon when I input ’Toggle_led 2’ on the console. We can see the
green power LED and pin 13 LED both turn on. And as soon as I input
‘Toggle_led 2’, the RX blinks first and then the TX blinks.

Figure 6-1 Arduino Uno LED blink

Figure 6-2 shows the results when I input ’Toggle_led 2’, ‘Toggle_led 1’,
‘assss’ on the console. As the results shown, both responses received are
same which means the serial communication is established successfully.
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Figure 6-2 results of Arduino Uno on the console

For Vinnter IoT gateway, Figure 6-3 shows the hardware connection and
the phenomenon when I input ’toggle_led 2’ on the console. We can see
the LED plugged into the second external connector turn on.

Figure 6-3 Vinnter IoT gateway LED turn on

Figure 6-4 shows the result when I input ‘help’, ’toggle_led 2’ twice and
‘aaaa’ on PuTTy. The command I input on my JAVA project is almost
same except adding ‘\r\n’ at the end of the command.
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Figure 6-4 results of Vinnter IoT gateway on Putty

6.2 Measurement
This part shows the measuring results of the latency and throughput of
two IoT gateways and the comparison between them in terms of these
two metrics.

6.2.1 Latency
Figure 6-5 to 6-9 indicates the line charts of latency whose horizontal
axis shows the times of measurement and vertical axis shows the latency
in nanosecond.

Figure 6-5 is the Vinnter’s line chart of latency by measuring 100 times.
As the fluctuation range and trend shown in Figure 6-5, we can observe
that the latency almost falls into the range from 6ms to 20ms with
maximum 21ms and minimum 5ms. And from the chart it is clear that
the volatility of the line chart is very regular. If every 5 sending times is
regarded as a period, there is always a significant increase in the latency
between the first time and the second time. After the latency reaches the
peak at the second time, it experiences a gradual decrease between the
second time and the fifth time.
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Figure 6-5 Vinnter’s Line chart of Latency running 100 times

In order to obtain more accurate and quantitative results, I measure the
latency 1000 times and the result is shown in the Figure 6-6. The chart
indicates almost all nodes fall into the range from 5ms to 22ms except
one which is extremely large.

Figure 6-6 Vinnter Line Chart of Latency running 1000 times

Figure 6-7 depicts the Arduino Uno’s line chart latency by measuring
100 times. And it is easy to observe that the latency approximately fall
into the range from 6ms to 11ms with maximum 10.9 ms and minimum
5.5ms. But unlike the Vinnter IoT gateway, the trend and volatility of
the line is chaotic.
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Figure 6-7 Arduino Line Chart of Latency 100 times

In the same way, I also measure the latency of Arduino Uno 1000 times
and the line chart is illustrated in Figure 6-8. The chart indicates that
almost all nodes fall into the range from 3ms to 14ms. From the chart it
is clear to observe that all nodes construct six horizontal lines which
means the latency always gather at 3.5ms, 5.3ms , 7.0ms, 9.5ms, 11.5ms,
13.5ms.

Figure 6-8 Arduino Line Chart Latency 1000 times
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As for the quantitative results, Table 6-1 shows the result of average
latency and the standard deviation of the average latency for both two
IoT gateways while measuring 1000 times.

Table 6-1 comparison of latency

IoT gateways Average (ms) Standard deviation (ms)

Arduino Uno 7.99 1.35

Vinnter IoT gateway 13.20 4.71

As can be seen in Table 6-1, the average latency of Arduino Uno is
7.99ms ± 1.35ms and the average latency of Vinnter IoT gateway is
13.20ms ± 4.71ms. Therefore, with respect to latency, the time of
Arduino Uno is almost half of the Vinnter IoT gateway’s which means
maybe Arduino Uno can handle data faster than Vinnter IoT gateway.
In addition, as shown in the above four figures, Vinnter IoT gateway’s
volatility of latency is more regular but less stable than Arduino Uno’s.

6.2.2 Throughput
For Method one, Figure 6-9 to 6-13 show the line charts whose
horizontal axis shows the period of timer used to send commands and
vertical axis shows the average number of responses received.

Figure 6-9 illustrates the result of Vinnter’s throughput via Method one
with the period of timer ranging from 80ms to 1ms. As can be seen from
the chart, from 20ms to 80ms the average number of responses received
remains fairly static at approximately 1000. And then it fall a little from
20ms to 10ms. However, there is a sharp decrease from 5ms to 2ms. So,
we can come into a conclusion that Vinnter IoT gateway has the capacity
to handle whole data successfully while sending commands every 20ms
or larger than 20ms. And it still has the capacity to be able to handle a
majority of commands except one or two while the sending period is
between 5ms and 20ms. But once the period is less than 5ms, Vinnter
IoT gateway will be crashed badly and nearly lose the capacity to
handle any data. Maybe it is because that the device can not read data so
quickly results in loss of bits or two commands are spliced together. So
it can not recognize the commands to execute and return right responses.



Evaluation and Measurement of IoT Gateways
Yilin Liu 2017-06-01

43

Figure 6-9 Method one of Throughput of Vinnter (1ms-80ms)

As what is mentioned above, the average number of receiving responses
gradually decreases when the period is less than 20ms. Hence, for the
sake of getting more precise limitation of the capacity of handling data,
another same measurement is done by sending commands under the
period ranging from 14 ms to 1ms with interval 1ms or 2ms and the
result is shown in Figure 6-10. From Figure 6-10 it is easy to observe it
falls sharply from 4ms to 3ms which means 1/4 command per ms is the
limitation of handling rate of Vinnter IoT gateway.

Figure 6-10 Method one of Throughput of Vinnter (1ms-14ms)
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Table 6-2 shows the quantitative results including average number of
receiving responses and the standard deviation of this average value by
measuring 11 times under some typically period of sending commands.
From Table 6-2 we can see when the period is larger than 10 ms, nearly
all commands are able to be handled successfully and stably. But when
period comes to 5ms or 4ms, not only the number of receiving responses
decreases a little sharply, but also the fluctuation of the number is
extraordinary large which means the capacity is not stable any more.
Finally, if the period is 3ms or 2ms, there are only extremely few
commands can be handled.

Table 6-2 throughput of Vinnter IoT gateway under different sending
period

Period (ms) 20 15 10 5 4 3 2

Average 1000 999 997 978 924 90 52

STDEV 0.00 0.90 1.17 16.0 73.2 7.80 4.42

Figure 6-11 indicates the result of Arduino Uno’s throughput via
Method one with the period of sending commands ranging from 80ms
to 1ms. It can be seen from the chart that the average number of
receiving responses is relatively stable from 40ms to 20ms. But it
experiences a dramatic decrease from 20ms to 10ms and falls to zero
when the period is 1ms. Consequently, if the period of sending
commands is larger than 20ms, Arduino Uno will handle all commands
perfectly. However, once the period is less than 20ms, the device will be
crashed and merely can handle 10% commands or even worse.
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Figure 6-11 Method one of Throughput of Arduino Uno (1ms-80ms)

As we have observed in Figure 6-11, 20ms is the critical period of
whether Arduino Uno can handle all commands successfully. Therefore,
in order to obtain more accurate critical period, another same
measurement is done by sending commands under the period ranging
from 17 ms to 1ms with interval 2ms and the result is illustrated in
Figure 6-12. So, it is obvious that 15ms is the critical period. The
percentage of commands handled successfully is 100% when period is
above 15ms and is down to 10% when period is below 15ms and is even
zero when period is below 5ms.

Figure 6-12 Method one of Throughput of Arduino Uno (1ms-17ms)
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And Figure 6-13 shows the results when the period is less than or equal
to 13ms and larger than or equal to 5ms. Except the first cycle Arduino
Uno returns 1000 responses, it returns nothing for other remaining
rounds. It means after handling commands 1000 times at the beginning,
it is entirely crashed.

Figure 6-13 the result of period 5-13 ms

Table 6-3 is the quantitative results for Arduino Uno which can be
divided into three parts. If the period of sending commands larger than
or equal to 15ms, Arduino Uno has the capacity to handle all commands
perfectly. If the period is larger or equal to 15 and less than or equal to
13, it can only work well at the beginning but sooner it will be crashed.
If the period is less than or equal to 3ms, it will be entirely crashed.

Table 6-3 throughput of Arduino Uno under different sending period

Period (ms) >=15 5=< && <=13 <=3

Average 1000 91 0

STDEV 0 287 0

For Method two, Figure 6-14 and 6-15 show the line charts whose
horizontal axis shows the times of sending commands and vertical axis
shows the average interval of receiving responses in nanosecond.

From the Figure 6-14 and 6-15, we can observe the throughput of both
IoT gateways are stable no matter how many times the commands are
sent.
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Figure 6-14 Method two of Throughput of Vinnter

Figure 6-15 Method two of Throughput of Arduino Uno

As Table 6-4 shown, the average throughput of Arduino Uno is 0.0348 ±
0.0019 command every millisecond and the average throughput of
Vinnter IoT gateway is 0.0340 ± 0.0008 command every millisecond
which are almost same.
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Table 6-4 results of throughput

IoT gateways Average
(command/ms)

Standard
deviation(command/ms)

Arduino Uno 0.0348 0.0019

Vinnter IoT gateway 0.0340 0.0008
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7 Conclusions
In this project, for scientific research part, I have provided insight into
the constructions and functionality of IoT and IoT gateways, some
relevant communication protocols and diverse real IoT gateways
platforms. For practical implementation part, the hardware connection
and serial communication is established successfully and the
measurement in terms of latency and throughput is also completed.
Here are the the goals that I have already accomplished.

As for goal 1, I have already found relevant material about 7 diverse IoT
gateways with respective features. By reading and comparing their
product specifications and datasheets carefully, I make a table which
you can look through on chapter 4 that concludes hardware and
software specifications including about 9 metrics for 7 IoT gateways.
What’s more, I also dig and summarize the pros and cons of 4 IoT
gateways which you can look through on chapter 4.2 by consulting the
comments of users and comparing them with each other.

As for goal 2, Arduino Uno and Vinnter IoT gateways are available to
measure and evaluate. And I choose the scenario that control an
actuator connected with IoT gateways by a program that executes on PC.
To be more specific, a tiny LED is used as an actuator in practice and by
sending commands to IoT gateways from program, the LED can be
controlled to turn on or off once the commands are handled successfully
by IoT gateways.

As for goal 3, the hardware connection and serial communication is
completed and you can look through chapter 6.1 to check out the results.
And the demonstrator is developed successfully as a JAVA project that
can measure the latency and throughput for both Arduino Uno and
Vinnter IoT gateway. The concrete implementation of the demonstrator
is described in chapter 5.3.

As for goal 4, after executing the demonstrator, I have gotten a serials of
measuring results and line charts which you can look through on
chapter 6.2. With respect to latency, the time of Arduino Uno is almost
half of the Vinnter IoT gateway’s which means maybe Arduino Uno can
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handle data faster than Vinnter IoT gateway. But Vinnter IoT gateway’s
volatility of latency is more regular than Arduino Uno’s. As for
throughput, Vinnter can handle nearly all commands when sending
period is more than 4ms, but for Arduino Uno is more than 14ms.
However, under fixed and proper sending period, the numbers of
commands that they can handle every millisecond is almost same.

In general, I have achieved the overall aim that measure the latency and
throughput successfully and compare the performance of two IoT
gateways in terms of these two metrics in detail.

7.1 Ethical consideration
As we can see, Arduino Uno and Vinnter IoT gateways can both handle
the data rapidly and excellently. But we never consider the issues about
ethics such as security and privacy. Particularly, IoT is a hub that
transfers data between the WSN and Internet, so the security and
privacy is a crucial issue.

The security problem is not considered during the whole project. Once
someone attacks the system maliciously by sending commands
extremely fast beyond the limitation of their capacity or by some other
ways, the IoT gateways may be crashed which leads to the damage of
whole IoT system. Therefore, in order to avoid these problems, adding
user authentication or flow and speed control into account.

Another consideration is the privacy problem. When the user sends
some intimate data to IoT cloud via IoT gateway, the privacy will not be
guaranteed because we do not know whether the data is encrypted or
not. And the data can not be ensures not identifiable and can only be
accessed by the users. The third party may utilize these data to threat
users or sell it to some illegal organization. So maybe the IoT gateways
should anonymize and encrypt the data before transmitting it to cloud.

7.2 Future work
In this project, only one simple scenario that controlling the actuators is
used to measure the performance of IoT gateways which is not enough.
So in the future, some other scenario, for example, reading data from
one sensor or WSN should be considered to evaluate the capacity of
handling data coming from sensors domain rather than from the
network domain. In addition, the accuracy of the measuring results is
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not ideal enough due to the speed limitation of the computer. So in the
future, the accuracy can be improved more by using some other
hardware and software. And in this project, only two IoT gateways are
chosen to compare. So maybe in the future, more diverse IoT gateways
can be measured and compared together. What’s more, if there are other
students interested in this project, I will help them comprehend it and
discuss the future plan together to explore the performance of IoT
gateways more deeply.
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