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Abstract 
The Internet of Things (IoT) comprises a large number of heterogeneous 

devices. It is forecasted that up to 50 billion devices will be connected to 

the Internet by 2020. All of them have to be configured. Due to the 

heterogeneity of devices and the enormous increasing number of 

devices, manual configuration becomes more and more complex and 

inefficient. Zero configuration is put forward to solve this problem, 

which makes device configured automatically without additional 

manual involvement. Besides that, there are many security threats we 

want to avoid in the future. These security problems include 

unauthenticated nodes accessing to IoT data, denial of service, lack of 

confidentiality, malicious attack from hackers and so on. This paper 

studies the characteristics of IoT firstly and then highlights the 

implementation of zero configuration and security to IoT. This paper 

describes the underlying features of zero configuration and primary 

requirements of security, as well as finds some related mature 

technologies, based on that proposes a concise solution – combining the 

Bonjour and many security approaches for implementation of a secure 

zero IoT system. In addition, this solution is implemented in a small 

environment scenario of IoT, a smart home. All the programs are in Java 

language. Evaluation and conclusion are done in final phase.  

Keywords: IoT, zero configuration, IoT security, mDNS, DNS-DS, 

confidentiality, authenticity, Bonjour, Java 
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1 Introduction 
Internet of Things (IoT), as the name suggests, is the internet connecting 

between variety of physical things, that enable these objects to collect 

and exchange data. There is an essential difference between Internet of 

Things and conventional Internet — conventional Internet connects to 

the virtual word, while the Internet of Things connects to the physical 

and real world. In the broadest definition, the Internet of Things can be 

defined like this: according to the agreed protocols, the internet-working 

connecting with variety of things through information sensing 

equipment, that enable these objects communicate, collect data and 

exchange information to realize intelligent identification, positioning, 

tracking, monitoring and automatically management [1]. It has been 

used widely in numerous fields, such as transportation, home 

automation, social field, health caring and so on, and it has very broad 

application prospects and market. By 2020, up to 50 billion devices [2] 

are expected to be connected to the Internet.  

1.1 Background and problem motivation 

All of the devices connected to Internet have to be configured. One of 

the most important issue about configuration is security problems. 

These problems include IoT devices suffering malicious attacks and the 

user’s information being stolen, as well as rapid spreading of the virus 

which is difficult to control and weak encryption measures.  To obtain 

an ideal secure communication between devices, these problems need to 

be avoided.  

On the other hand, it is assumed to be simple and trivial to connect 

things to this future IoT and complex configurations of devices is 

impossible to be performed by common users. Not only that, the 

configuration consumes many time especially in the situation of 

immense management work. Therefore, to find an approach achieving 

self-configuration for IoT devices is meaningful. Zero Configuration is a 

good solution.  The goal of the Zero Configuration Networking 

(ZeroConf) Working Group [3] is to enable networking in the absence of 

configuration and administration. Obviously, it does not take security 

risks into account, so a Secure Zero Configuration IoT system is 

required. 
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1.2 Overall aim 

To achieve a simple, dynamic and secure communication configuration 

for IoT system, where any common users can connect devices easily 

without complex configuration but with guarantee of security, this 

project mainly focus on identifying a system for secure zero 

configuration IoT communication. This project aims at finding and 

investigating means for creating a secure zero configuration IoT system, 

then implementing it in a proof-of-concept scenario and measure its 

performance. To then perform a quantitative evaluation of this in order 

to evaluate the systems to determine its advantages and limitations. 

Therefore, the problem I will solve in this thesis is evaluating the main 

issues of creating secure zero configuration IoT system and focus on 

gaining an in-depth understanding of this system, highlighting its 

features, advantages and disadvantages. 

1.3 Concrete and verifiable goals 

From the problems mentioned in above section, the purpose of the 

project is to achieve the following objectives: 

Goal 1: Investigate and find at least 2 means for creating zero 

configurations systems  

Goal 2: Investigate and find at least 3 means for creating secure IoT 

systems  

Goal 3: Identify the most suitable solution that combines these solutions 

Goal 4: Implement a proof-of-concept system that uses the proposed 

solution 

Goal 5: Measure its performance in terms of response time and evaluate 

the security level in terms of authorization, availability, and privacy 

protection. 

1.4 Scope 

This paper finds and identifies means for creating secure zero 

configuration IoT system, then it puts the theory into practice and 

implements a proof-of-concept system using the proposal solution. The 

main concern of this paper is the performance of IoT system about 

secure self-configuration communication. This paper not focus on other 

performance of IoT system as well as hardware. Followed by evaluating 
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this performance, analyzing its features and capabilities and checking 

whether all goals have done. 

1.5 Outline 

Chapter 2 describes the features of Internet of Things and the high level 

requirements including zero configuration and security, then study into 

the zero configuration and security requirements in a IoT system, as 

well as presents some related work. Chapter 3 describes the procedure 

that is used in the project and the methods that instruct following work. 

Chapter 4 illustrates some possible approaches for implementation and 

proposes a suitable solution. Chapter 5 presents the detail process of the 

implementation of proposed system. Chapter 6 presents the system 

features and performances. 
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2 Theory 
This chapter is going to detail the main theoretical knowledge used in 

this project as well as background information and project motivation 

and to obtain a better understanding of the Internet of Things, security 

IoT, Zero configuration as well as their implementation approach and 

application prospects. These theories may instruct future work. The first 

section will describe the Internet of Things in detail. The second part 

will present the Zero Configuration IoT system and some necessary 

security objectives for ZeroConf are described in section 2.3. The fourth 

is about Secure Zero configuration and the final section refers to some 

related works. 

2.1 Internet of Things 

In 1999, the Auto-ID (for Automatic Identification) Center which was 

established at Massachusetts Institute of Technology (MIT) creatively 

put forward the concept of “Internet of things” which was previously 

called as EPC system and linked objects to the Internet through the 

Radio Frequency Identification (RFID) tag that turned RFID into a 

network technology. In 2005, “ITU Internet Report 2005: The Internet of 

Things” [4] is published in the 7th of the series of “ITU Internet Reports”, 

describing the characteristics of IoT, related technologies, challenges and 

future market opportunities, making the concept of Internet of Things 

more clearly and more complete.  

In the future, Internet of things will make people in the omnipresent 

network, imperceptibly, people can exchange information with the 

surrounding (either people or things) whenever and wherever. So the 

Internet of Things are equivalent to the future of the Internet. 

In recent year, although the term “Internet of Things” is more and more 

broadly used and has spread rapidly, there is no a publicly recognized 

standardized concept of the Internet of Things. From the broadest 

definition, the Internet of Things can be defined like this: according to 

agreed protocols, the internet-working connecting with variety of 

physical devices through the RFID, infrared sensors, GPS, laser scanners 

and other information sensing equipment, that enable these objects 

communicate, collect data and exchange information to realize 
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intelligent identification, positioning, tracking, monitoring and 

automatically management [4] [5].  

For a small environment scenario, the IoT system with lowest 

complexity is a combination of various uniquely identifiable physical 

devices connected to the Internet. These things are usually connected 

with sensor and the data are stored in RFID tags. These data can be 

access and the devices can be controlled without limitation of place or 

time. Moreover, these devices should have potential programmability 

capabilities. [6] For a large environment scenario, the IoT system will 

grow be much complex. The amount of devices is larger, providing 

complex services. As depicted in Figure 2-1, it shows the features of a 

complex IoT system. 

 

Figure 2-1 Features and scope of an IoT system [6] 

No matter how the scenario size is, there are some fundamental 

requirements that a system must reach so that it can be considered as an 

IoT system. Comparing and combining between the definition for IoT 

by ITU (International Telecommunication Union) [7] and MTU [6], The 

fundamental features of an IoT system are as follows:  

- Interconnectivity: The first feature is derived from the name – 

the Internet of Things. It includes two sides of interconnection, 
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one if the interconnection of various things, another is connection 

of things to the Internet.  

- Uniquely Identifiable: The devices in an IoT system have unique 

identifications.  

- Sensing/Actuation capability: The devices in IoT are connected 

with sensors/actuators which makes the devices intelligent. 

- Ubiquity: The IoT is available at any time, any place, and in any 

way. 

In a large environment scenario, as shown in Figure 2-1, there are many 

high-level requirements for an IoT system. The following lists some of 

them this paper primarily focus on [6] [7]:  

- Identification-based connectivity: The IoT needs to connect the 

things or the things to the Internet based on the thing’s identifier.  

- Self-configurability and self-adaptation: Due to the large 

number of devices and heterogeneity of things, Self-configuration 

and self-adaptation are needed to adapted to different application 

domains, different communication environments and large 

numbers and types of devices.  

- Security: In the IoT, each things is interrelated which leads to 

significant security risks, such as the threats to confidentiality, 

authenticity and integrity of both data and services. 

- Privacy protection: The data exchanged in the IoT may contain 

private information of owners and users. During data collection, 

transmission, storage, mining and processing, the privacy 

protection is always needed. 

2.2 Zero Configuration IoT System 

An important requirement that a large IoT system has is zero 

configuration. Due to heterogeneity of devices – including sensors, 

actuators, storage devices, utility monitoring devices, mobile phones, 

network elements and computers and large amount of connecting 

devices in an IoT system, effective management by remote or cloud-

based controllers becomes a daunting task [6]. Therefore, the devices are 

expected to configured automatically without manual involement. That 
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is called as zero configuration. Zero configuration primarily consists of 

network organization, servise discovery and resource provision. While 

these actions take place varying in different application or scenario. The 

zero configuaration takes place either after new devices are deployed to 

a local IoT domain or significant changes are made like a clean restart 

occuring [8].  

An important requirement that a IoT system in the large scenario 

environment has is zero configuration. Due to heterogeneity of devices – 

including sensors, actuators, storage devices, utility monitoring devices, 

mobile phones, network elements and computers and large amount of 

connecting devices in an IoT system, effective management by remote or 

cloud-based controllers becomes a daunting task [6]. Therefore, the 

devices are expected to configured automatically without manual 

involvement. That is called as zero configuration. Zero configuration 

primarily consists of network organization, service discovery and 

resource provision. While these actions take place varying in different 

application or scenario. The zero configuration takes place either after 

new devices are deployed to a local IoT domain or significant changes 

are made like a clean restart occurring [8].  

To achieve a zero configuration IoT system, there are four main 

requirements as discussed following which defined by A. Williams [9]:  

(1) IP interface configuration [10]. Hosts must be configured an 

appropriate net-mask and allocated unique IP address. There are two 

general ways to configure IP interface – Dynamic Host Configuration 

Protocol (DHCP) or manual assignment. Both of the two ways need a 

central authority to allocate IP address. ZeroConf network, in which 

devices can choose the IP address by themselves, requires a distributed 

approach.  

(2) Host name and IP address conversion [9]. A Domain Name System 

(DNS) is necessary when translation between the host name and IP 

address, while setting up and running a DNS server needs human 

operation, that is not the aim of zero configuration, so multicast DNS 

(mDNSD) [11] is developed to solve this problem. Due to host names 

are human-friendly, but IP addresses are not, it’s beneficial to use names 

rather than IP address. Therefore, a zero configuration name resolution 

protocol is required to allow users to recognize their devices by name 

rather than IP address.  
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(3) IP multicast address allocation [9]. IP multicast address is used when 

a source node wants to send to a group of destination nodes, which can 

save bandwidth for current network. The IP multicast address ranges 

from 224.0.0.0 to 239.255.255.255. With IP multicast address allocation, 

the host wants to communicate with the local router, the packet can be 

sent to the full router multicast address, without having to know the IP 

address of the router in advance.  

(4) Service discovery [9]. Service discovery allows devices to publish 

services automatically once they startup, or users browse for services in 

current network once they connect to the network. DNS Service 

Discovery (DNS-SD) [12] is a technology to achieve the function. 

2.3 Security IoT system 

In the IoT vision, every physical object has a virtual component, such 

extreme interconnection requires novel approaches to ensure its safe. 

Several significant obstacles still exit, waiting for resolving and 

strengthening, chief among them security [13]. Generally, security 

threats are divided into two categories [9]. Active attacks are those 

attacks like masquerading, replay, message modification, denial of 

service and malicious software. They attempt to change system 

resources or affect its operation. Passive attacks refer to the kind of 

attacks trying to obtain information being transmitted without 

modifying it but to learn or make use of it, for example, eavesdropping 

or traffic analysis.  

The sets of security threating to standard configured networking also 

appeals to zero configuration networking, for example, unauthenticated 

nodes accessing to IoT data, denial of service, lack of confidentiality, 

malicious attack from hackers and so on. Besides that, zero 

configuration networking do have different security characteristics [9]. 

Generally, security objectives rely on different scenarios and security 

schemes differ depending on some sort of configuration. For zero 

configuration network protocols, security mechanisms should be 

designed in keeping with the spirit of zero configuration, thus making it 

easy for the user to exchange keys, set policy, etc. [9] [10] In this paper, 

small scenarios like smart home will be the study and implementation 

objects, the five defined security goals for smart grid and smart home by 

Nikos et al. are used [14]:  
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(1) Confidentiality: Ensure the data will only be granted to authorized 

individuals or systems. 

(2) Integrity: Ensure the accuracy and consistency of data. No 

unauthorized modifications, destruction or loss of data will be found. 

(3) Availability: Ensure the available of any network resource to any 

authorized entity. These resources are also protected from any event 

that threatens their usability. 

(4) Authenticity: Ensure the information is indeed sent by (and to) the 

communication sides who are they claim they are. 

(5) Authorization: Ensure access rights of every entity come from the 

purpose of access controlling.   

2.4 Related Work 

This chapter aims to find some related works and describes them briefly. 

Here are three related works studying on zero configuration IoT system 

and the first and third work take security objectives into account. 

In the paper Zero-configuration Identity-based Signcryption Scheme for 

Smart Grid [15], Hayden et al. focused on the security problems of 

confidentiality and authenticity during end-to-end communication. 

They proposed the use of a zero configuration identify-based 

signcryption (IBS) scheme, which is very suitable for the IoT system 

with a large number of devices.  

In another related work, Lars et al. illustrated a method implementing 

zero-configuration for smart buildings [16], which included two steps. 

Step 1: A node configures its address by sends a router solicitation 

request to the link-local multicast address and then responded by 

configuration parameters or obtains its IPv6 address by issuing a DHCP 

request. After address configuration phase completed, step 2 is: the 

node uses the Multicast DNS (mDNS) protocol [11] (also known as 

Bonjour) proposed by Apple to advertise services. They implemented a 

API as RESTful web service to access services on a custom sensor 

platform and a prototype application based on TinyOS 2.1. However, 

their work didn’t take security risk into account.  

Arjun et al. also did some efforts on designing for the zero configuration 

in IoT. [8] The efforts in their work can summarized as following: they 
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presented the generalized framework for self-managing devices, 

comprising measurement-based learning and adaptation to changing 

system context and application demands. And they highlight several 

upcoming challenges such as security issues on realizing self-

management IoT system. 
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3 Methodology 
This section aims to present the detail methods in order to answer the 

questions raised in Chapter 1 and describe the solution about how to 

achieve the goals. Thereupon concrete works can be done following the 

methodology. 

3.1 Finding means 

The first step in the project is investigating and finding means to achieve 

Goal 1 and Goal 2, which are done by literature study. Goal 1 is 

investigating and finding at least 3 means for creating zero 

configuration systems and Goal 2 is for creating secure IoT system. The 

first thing is searching and finding relevant and useful information, 

mainly papers, which are related to the Internet of Things, Secure IoT 

System and Zero Configuration or Self-configuration. The information is 

mainly obtained through the following search tools: Google [17], Google 

Scholar [18], Baidu [19] and some books rent from libraries. 

Through searching and investigating, there are many means being 

found. To select at least 3 means for each Goal 1 and Goal 2 which are 

most appropriate and most relevant to the project, validating and 

analyzing are required, which also ensure that the means is reliable, 

feasible and relatively up to date. 

3.2 Identifying solution 

The third goal in this project is identifying the most suitable solution 

that combines these solutions being found through literature study. This 

is not a simple combination of security and zero configuration. To 

identifying the most suitable solution, two key points should be taken 

into account, that is, during the process of achieving zero configuration, 

in which links the security should be taken into account and what is the 

security objective in current situation. There are two links, one is devices 

identifying, another is keys (private and public) [10]. Security objectives 

are considered in the solution, that includes confidentiality, authenticity, 

integrity, availability and authorization [14]. During the process, several 

solutions are found, followed by comparing, analyzing and test, then 

the project choses and identifies the most suitable solution. 
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3.3 Implementation 

The fourth goal is to implement a proof-of-concept system that uses the 

proposed solution. Firstly, propose proof-of-concept scenarios, then 

determine the most suitable one, which can generate high scale and high 

speed sensor values. Supposed that this project applies secure zero 

configuration (SecZeroConfig) into smart home, where smart devices 

include lights, refrigerators, televisions, ovens, air conditioning and 

other electrical appliances and every device with at least one sensor. The 

same kind of sensor configuration should only be defined once and 

automatically configured on any suitable sensors. The new devices 

which replaces the old one are self-configured. This project uses Java 

language to implement a zero configuration IoT system on Eclipse. The 

system includes devices, manager and user interface.  

3.4 Evaluation 

Measuring the performance of developed system and evaluating the 

result is an important link for this project. The scenario to be evaluated 

will include high scale and high speed sensor value. For example, 

having sensor values from multiple sources with high churn rates, more 

than 10 sensor values per second from each device, and with scenarios 

expecting no more than 100ms response time.  

In this step, the project designs different test cases, and records every 

result, which is the basic of followed analyzing and evaluating. The 

main task of evaluation is finding main issues of creating SecZeroConfig 

IoT system, highlighting its features, advantages. Measure its 

performance in terms of response time and evaluate the results in terms 

of authenticity, integrity and availability. 
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4 Approach 
Since the theories of zero configuration and secure Internet of Things 

system have detailed investigations in previous chapter. This chapter 

will focus on finding approaches to implement such a secure zero 

configuration IoT system. The first section covers two currently mature 

and widely accepted zero configuration approaches, they are Universal 

Plug and Play (UPnP), and Bonjour [20]. The second part introduces 

practical security mechanisms in IoT system. 

4.1 Possible zero configuration approaches 

Following will look into practical approaches for zero configuration, 

particularly detail on UPnP and Bonjour.   

4.1.1 UPnP 

UPnP is a set of networking protocols that enables devices seamlessly 

find each other and establish functional services for data sharing, 

communications, and entertainment [22]. UPnP is a multi-layer protocol 

framework system, each layer is based on the adjacent lower, but also 

the basis of the adjacent upper. Until the application layer is reached, as 

shown in Figure 4-1. 
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Figure 4-1 UPnP device protocol stack 

The bottom two layers of the stack is TCP/IP, responsible for the IP 

address of the device. The third layer consists of HTTP, HTTPU and 

HTTPMU, belonging to the transmission protocol layer. Transmission 

packages are encapsulated, and stored in a specific XML file. 

Corresponding SSDP, GENA and SOAP, sitting in layer 4, refers to the 

data format stored in the XML file. To this layer, the UPnP device IP 

address and problems of sending information have been solved. The 

fifth layer is UPnP device architecture. Any UPnP device must include 

this layer. The sixth floor is the device definition layer of the various 

professional committees of the UPnP Forum. Nowadays, UPnP has been 

able to support most of the equipment, like the computer, computer 

peripherals, mobile devices and consumer electronics devices, etc. The 

top layer, which is the application layer, is defined by the UPnP device 

manufacturer, which usually consists of the underlying code of 

controlling and operation to equipment, as well as the serial number, 

vendor information. 

UPnP defines the protocols between devices, devices and control points, 

and control points. The complete UPnP work process consists of the 

addressing, device discovery, device description, control, event 

notification, and Html-based description interface [22], as shown in 

Figure 4-2. 

 

Figure 4-2 Work process of UPnP 
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(1) Address: IP addressing is the foundation for UPnP networking. Once 

a device first connected to network, it must obtain an IP address either 

by DHCP or assigning itself an address known as AutoIP. (2) Discovery: 

Once the IP address allocation phase has completed, the UPnP 

discovery protocol, Simple Service Discovery Protocol (SSDP) allows the 

device to advertise its services and browse for other services. (3) 

Description: Every UPnP device holds a description file in XML 

including vendor-specific manufacturer information like the module 

number and name, serial number, URLs and so on, as well as a list of 

embedded services. After a device has been discovered by a controller, 

the controller learns the information about the device by its description. 

(4) Control: Since the controller has discovered the device and retrieved 

its description, the controller can send control message using Simple 

Object Access Protocol (SOAP). (5) Event Notification: This also known 

as eventing is another capability of UPnP networking, or General Event 

Notification Architecture (GENA). During running time, the services 

publish the updates by sending event message and controller will 

receive the information. (6) Presentation: UPnP devices can also provide 

web page presenting their status, that viewed by controller as a 

depending for controlling. 

4.1.2 Bonjour 

Bonjour, also known as zero-configuration networking (Zeroconf), is a 

suit of protocols developed by Apple Inc., which enables automatic 

discovery of TCP/IP-based services on a local area or wide area network 

[20] [23]. At a technical level, Bonjour consists of three technologies. 

They are link-local-address, Multicast DNS (mDNS), and DNS Service 

Discovery (DNS-SD) [24].  

Link-local addressing [24] lets a computer make up an address for itself 

when DHCP fails or is not available, that makes link-local address 

looking more like a safety net, because it can at least communicate on 

the local network. Link-local addressing in IPv4 and IPv6 is supported 

on most major operating systems [20]. Multicast DNS ensures that each 

host always has an available IP address and it can use host name instead 

of IP address when it is accessed by other nodes [24]. In mDNS, when a 

mDNS client wants to resolve a host name, it sends an IP multicast 

query message to ask which host has the name. The target machine will 

identify itself, then multicasts a message containing its IP address. All 

computers in this subnet can use this information to update their mDNS 
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cache [23]. DNS Service Discovery is built on top of DNS. It lets the 

services which are available on the network be discovered without 

knowing the service names in advance. The mechanism is an enhancing 

and extending existing standard DNS queries and resource record types 

instead of a new set of technologies, that gives it a good compatibility 

with other DNS-based application [24].  

 

Figure 4-3 The overview of Bonjour operations 

As Zeroconf Working Group’s requirements, Zeroconf network covers 

four areas [9]: a) IP interface configuration. b) Translation between host 

name and IP address. c) IP multicast address allocation. d)Service 

discovery. Bonjour as a typical implementation of Zeroconf meets all the 

four requirements, by combining the three technologies into practical 

fields, as presented in the following [20]: (1) Addressing: Bonjour 

achieves this by self-assigned link-local addressing. Due to the 

automatic allocating IP addresses to hosts by Bonjour, users no longer 

be asked to assign IP addresses or host names. Users only need to query 

the available services and choose from the list. (2) Naming: Naming here 
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means using names to refer to hosts instead of IP addresses. Bonjour 

solves this based on mDNS, but goes a bit further.  Bonjour on the basis 

of mDNS adds a responder to handle mDNS queries. (3) Service 

Discovery: Bonjour adopts DNS-SD to implement service discovery, 

which allows devices to discover services in local area or global area and 

obtain the information in a type of names services list providing an 

indirect layer between a service and its current DNS name and port 

number. Figure 4-3 shows these Bonjour operations in an architectural 

overview. 

The mDNS or other DNS server is at the lowest level, therefore, we don’

t need to interact it directly. As they are built-in on our OS, we can call 

the APIs for Bonjour application. This paper will focus on how to 

implement DNS Service Discovery, in Bonjour which performs three 

main tasks: (1) Registering services, (2) Browsing for services, and (3) 

Resolving service names to host names.  

4.2 Possible security approaches 

The security objectives vary by scenarios. Zero configuration happens as 

soon as the devices startup. Before the device register its services to 

current local network, it should be identified as a legal device. In the 

meanwhile, the service it registering need to set different permission for 

different devices, therefore in the process during configuration, the 

main security objectives are authentication and authorization. There is 

no doubt that the data encryption is necessary that protect data from 

being read by anyone but the intended receiver. Additionally, limiting 

access is an obvious requirement, and in this project it refers to limiting 

the number of users or controllers to access the service. Following will 

describes some approaches to achieving these security objectives.  

4.2.1 PAP 

The Password Authentication Protocol (PAP) [RFC1334], a typical two-

way handshake simple authentication protocol, is not a strong 

authentication method. PAP only works in the phase of connection 

establishment, once this connection is established the user will no longer 

need to be authenticated. The PAP process is shown as Figure 4-4. 
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Figure 4-4 The overview of PAP 

Firstly, the client sends the authentication request to server, which 

includes username and password. Then the server search for the 

database to check username and password. If the username and 

password match the information in the server’s database, client 

authentication pass, otherwise the connection is refused. This method 

appeals to a significant security risk, that is, the password could be 

captured by an unauthorized user just using a sniffer protocol, because 

the password here is crossing in plain text. In general, it is not safe to 

use this method only.  

4.2.2 CHAP 

CHAP (Challenge Handshake Authentication Protocol) [RFC1334] is an 

improvement over PAP in terms of the security level, as it is a three-way 

handshake protocol and uses an encryption method. The protocol can 

periodically check the identity of the client, which can be repeated after 

the link is established.  The process of CHAP is divided into three steps 

as shown in Figure 4-5. 

 

Figure 4-5 The overview of CHAP 
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After the link is made, the server sends a challenge information (01, ID, 

random data, authenticator name) to the connection requestor (client). 

Then the client receives the challenge information and search in the 

database to find corresponding password. The client calculates a hash 

value of the password according to MD5 algorithm. The second message 

is a response for the challenge, which including (02, ID, hash value and 

certified party name). The server receives the response and checks the 

response by comparing its own calculation of the expected hash value. 

Finally, if the response value match the expected value, the server sends 

a success information that means the authentication is acknowledged, 

otherwise the connection is refused.  

4.2.3 Kerberos 

Kerberos [26] developed by Massachusetts Institute of Technology 

(MIT), is a strong network authentication protocol for client/server 

application by using secret-key cryptography. It has become a widely 

accepted Internet standard so it has a wide range of interoperability for 

a variety of platforms. Besides of client and application server, Kerberos 

includes Key Distribution Center (KDC), that runs on a network server. 

A client requests a Ticket Granting Ticket (TGT) from KDC, that is the 

beginning of Kerberos. The Authentication Server (AS) in KDC sends 

encrypted ticket and session key to the client, that authenticates the 

client access to the Ticket Granting Service (TGS). The TGS, that can run 

on the same server as AS, sends encrypted session key and ticket to 

client, which is an authentication to access to an application server or 

network service. This process is shown in Figure 4-6. One thing be 

noticed is all the data in ticket is encrypted, which improved the 

security level. 
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Figure 4-6 The overview of Kerberos 

Kerberos derives its name from a Latin character, Cerberus, in Greek 

mythology, that is three-headed guard dog guarding the gates to Hades. 

Kerberos stands for the guard on the network, ensuring that only those 

who are authorized can enter.  

4.3 Chosen solution 

In order to choose a most appropriate approach for implementation of 

secure zero configuration IoT system, this paper considers zero 

configuration and security objectives separately. For zero configuration 

approach, it is necessary to comparing of Bonjour and UPnP [25]:  

Table 4-1 Comparison of Bonjour and UPnP 

Addressing Both of Bonjour and UPnP are using link-local 

addressing, while the address layer of Bonjour has 

been defined officially but UPnP is based to early 

draft of PRC.  

Naming In Bonjour, mDNS is used to supporting translation 

of IP address to host name. While in UPnP 
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hostname can’t be used instead of IP address 

because there is no such service playing the same 

role as mDNS in UPnP. In this point, Bonjour is 

much better then UPnP.  

Service 

discovery 

Considering the capability of service discovery, the 

SSDP of UPnP is less strong and more complex 

than DNS-SD of Bonjour. The SSDP is not 

dependable because it needs more assurance on 

good situation of traffic, on the contrast, DNS-SD 

works well. 

Application 

layer 

The application layer of Bonjour offers easier and 

faster development process of new application but 

it leads some incompatibility problem, while the 

UPnP required every new device implementing 

necessary functions which are not existing. Because 

of that UPnP is better than Bonjour in application 

layer. 

 

The UPnP may be more and more complicated due to various new 

devices are coming all the time. The Bonjour appears to be easier and 

more clear in the field of zero configuration IoT system. This paper will 

adopt Bonjour by call its Java API. The IP address allocation and 

translation are built in the lowest layer. I will not interact with it directly. 

Therefore, the core function in implementation a zero configuration 

system, service discovery, is the issue this paper focus on. The primary 

operations need to be implemented are registering service, advertising 

services, discovering service, and resolving host name. 

As mentioned before, for a secure zero configuration approach two 

primary points should be considered. One is authentication including 

devices identifier and controller certified, another is private and public 

keys used for encryption, decryption and signing. This paper has 

described three security approach for authentication, in additional to a 

public/private key encryption. Because PAP is so weak and CHAP is 

also not very strong, Kerberos will be used to solve the authentication 

problem and the key encryption is also adopted. 
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5 Implementation 
Based on the detailed investigation of secure zero configuration IoT 

system in previous chapters and the final identifying of implementation 

method in section 4.3, this chapter will practically implement the 

expected system into a specific scenario.  

This project illustrates a simple but effective solution for service secure 

zero configuration. The system mainly includes three main roles, 

devices, manager and controller, as shown in Figure 5-1.  

 

Figure 5-1 Overall Architecture of Proposed IoT System 

A device can advertise several services through Zeroconf networking, 

also known as Bonjour. Due to safety concerns these service need to be 

identified as legal nodes by manager before the registering operation. 

Even a device has registered into current network successfully, the 

manager can still regularly check the device operation and its legitimacy. 

On the other hand, the system provides a user interface for normal users 

to controlling devices or using services, that is concise and friendly 

computer window interface. To achieve authentication of security 

objective, a user must be certified, like successful login by issuing 
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password which dealt by manager. After that, a user can browse and 

access services directly. The general work process is illustrated in Figure 

5-2. 

 

Figure 5-2 Overall work process in this system 

The following parts in this section will briefly introduce building of 

development environment and detail the implementation of the three 

roles. 

Before getting started, make assurance that the development machine 

has Bonjour/Zeroconf, the Software Development kit (SDK) (this project 

will use Java Development Kit, JDK) has been installed, and Java 

Runtime Environment (JRE) works well. The first two layers of Bonjour 

technology, link-local addressing and mDNS are provided by most 

operation system components or add-ins. On Mac OS X, they are built-

in. On windows, they can be added in by installing Apple’s “Bonjour for 

Windows”. On some newer Linux distributions, they are built-in 

already, while on most Linux or Unix platforms they need to be 

installed manually [24]. This project works on Mac OS X El Capitan 

(Version 10.11.6), where Bonjour exists and it provides not only 

Foundation, Core Foundation and C APIs but also a Java API [20].  

5.1 Device Implementation 

The basic operations of device include registering and advertising 

services, and response for the controlling request. Figure 5-3 uses 

Unified Modeling Language (UML) showing the behavior between 
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related classes. Section 5.2.1 and 5.2.2 will explain these behaviors 

between classes. 

 

Figure 5-3 UML of device implementation 

5.1.1 Register services 

 

Figure 5-4 Steps of service registration 

There are four steps must be taken to register a service completely, as 

shown in Figure 5-4.  

In step 1, the device randomly selects the link-local IP address. The 

java.net.InetSocketAddress class implements an IP Socket Address (IP 

address + port number or hostname + port number). This program 

obtain a unique IP socket by “new InetSocketAddress(0)”, in that way a 

socket address was created where the IP address is the wildcard address 

and the port number of zero will let the system pick up an ephemeral 

port in a bind operation. 
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In step 2, the device selects a service instance name, a service type name 

and the domain name for service. Due to the service instance name is an 

identifier for service, it must be unique and not-null. If the name is an 

empty string when registering, the DNS-SD will assign a system-wide 

default name to the service automatically. If the name is already in use, 

in other words, it’s not unique, the DNS-SD will solve the conflict by 

rename it. The service type name is a standard IP protocol name, which 

should follow the format like “_example._udp” or “_example._tcp”, 

which conveys (1) what is the service type and (2) what is the host-to-

host transport protocol (TCP or UDP). The domain is a standard DNS 

domain, this project assign null-value to it, that means the domain is a 

local domain.  

In step 3, the program called com.apple.dnssd.DNSSD.register() method, 

which has nigh arguments consisting of host name and port number 

(assigned in step 1), service instance name, service type name, and 

domain (assigned in step 2). In addition, a RegisterListener-type 

argument that will be implemented in step 4. 

In step 4, the program made a class implementing RegisterListerner. 

There are two methods must override, operationFailed() and 

serviceRegisted(). The operationFailed() method will be called if 

registration failed. When it is called, the program will print an error 

message then exit the system. The serviceRegistered() method will be 

called if the service was registered successfully. It is responsible for 

receiving the registration message. 

5.1.2 Receive controlling request 

Since services was registered into local network, they will be browsed 

by other nodes. The controller can send a message with controlling 

action to the device. The device can receive the request and do 

corresponding action. Before that, the connection has to be established 

between them. The device makes a listener by opening a Server Socket 

Channel, which is a selectable channel for stream-oriented listening 

sockets, and binds it to the port number. In the mean while the device 

uses “listentingChannel.accept()” to get the incoming connection. This 

project is not going to use real hardware devices, on the contrary, 

response actions are simulated in Java.  
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5.2 Controller Implementation 

Controller has at least three operations, login, browsing for services, and 

controlling services. Particularly, it provides a user interface to normal 

users. Figure 5-5, a UML picture for controller implementation, presents 

classes behavior where the core classes are Login, ServiceDiscovery and 

DiscoveredInstance. It also conveying the structure of controller. 

Following will detail these operations.  

 

Figure 5-5 UML of controller implementation 
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5.2.1 Login 

A security Login function is implemented by using Java Authentication 

and Authorization Service (JAAS), where the LoginModule is one of 

JAAS-related core interfaces [27]. The Krb5LoginModule is a login 

module provided by the package com.sun.security.auth.module. It 

authenticates users using Kerberos protocol.  

Table 5-1 Description of configuration options and value 

Configuration 

options 

Description Value assigned in 

this project 

refreshKrb5Config Setting to true means refreshing 

configuration before calling the 

login method. 

true 

useTicketCache Setting to true means the TGT can 

be obtained from the ticket cache 

(Default is False).  

true 

ticketCache The premise is useTicketCache is 

set to true; Set this to the name of 

the ticket cache that contains user's 

TGT.  

null 

renewTGT The premise is useTicketCache is 

set to true; Setting to true means 

TGT is renewed.  

true 

doNotPrompt Setting to true means not to be 

prompted for the password if 

credentials can not be obtained 

(Default is false) 

true 

useKeyTab Setting to true means the module to 

get the principal's key from the the 

keytab.(default value is False)  

true 

keyTab Set this to the file name of the 

keytab to get principal's secret key. 

getAbsolutePath() 

storeKey Setting to true means the principal's 

key to be stored in the Subject's 

true 
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private credentials. 

principal The name of the principal that 

should be used.  

ALICE_LOCALHOST 

isInitiator Set this to true, if initiator. Set this 

to false, if acceptor only. (Default is 

true).  

true 

Krb5LoginModule provides five methods, initialize() called to initialize 

this login module, login() used for authenticate the user, logout() used 

for logout the user, abort() been called if authentication failed, and 

commit() called when authentication [26]. There are several 

configuration options controlling the authentication process supported 

for Krb5LoginModule, as shown in Table 5-1. 

Login function provides a user interface to normal users, the login 

window design is shown in Figure 5-6. It a simple frame using Java 

Swing, which is a GUI (graphical user interface) widget tool kit for java 

programs. 

 

Figure 5-6 Login window design 
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5.2.2 Browse for services 

The program of service discovery is similar to the step 3 and step 4 of 

service registration (Section 5.1.1). Browsing for services has two steps 

must be performed: step 1 is calling DNSSD.browse(); step 2 is 

implementing the BrowseListener interface. 

The DNSSD.browse() method discovers services based on the service 

type. Figure 5-7 is a window designing for choosing device. Although 

one device can provide several services, this project assumes services 

provided by the same device have same service type. When a user chose 

the device, all the services provided by it will be return to him.  

 

Figure 5-7 Design of device (service type) selecting panel 

The results of discovery are catch by a Browse Listener, which 

implements BrowseListener interface. These results consist of operation 

failed, service found, and service lost. In the Browse Listener, the 

serviceFound() method will be called if there is  a new service instance 

be found. On the contrast, the serviceLost() method will be called when 

the service lost. The two methods have same type of parameters, 

including service instance name, service type name, domain, and other 

information.  Discovered services are shown in a JList, as Figure 5-8 

shows, where the left part shows services and right part shows 
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controlling operations for the specific chosen service. In order to show 

these result to user automatically when service changed, this project 

update the GUI by using “SwingUtilities.invokeAndWait ()” method, in 

which two Runnable class, Adder and Remover, also need to write. 

These classes behaviors are also shown in UML (Figure 5-5).  

 

Figure 5-8 Left is used to show discovered services, and right part to 

show controlling operations 

5.2.3 Control services 

Regardless of using link-local addressing or DHCP, the IP address will 

change from day to day. The port number also changes whatever using 

NAT gateways or dynamically allocated port. Due to IP address or port 

number can change from day to day. When browsing for services, a list 

of names is returned to user instead of IP address. It’s necessary to 

translate from service name to host name and port number when make 

connection to service. Establish connection is a prerequisite for 

controlling, as shown in figure 5-9.  
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Figure 5-9 The work process of controller 

The implementation of ListSelectedListener interface responses for click 

event, knowing what’s the service the user selected from the list services. 

The “valueChanged (ListSelectionEvent e)” method must be override, 

that is called whenever the value of the selection changes.  

After the list selection event, the DNSSD.resolve() is called to resolve the 

selected service name, in other words, translate from service name to 

host name and port number, and ResolveListener is responsible to 

obtain the result. When implementing the ResolveListener, there are two 

method must override, one is operationFailed(), another is 

serviceResolved(). serviceResolved() has  seven parameters: 

DNSSDService resolver, int flags, int ifIndex, String controllerName, 

String theHost, int thePort, TXTRecord txtRecord. This process follows 

the same pattern as registering and browsing. So this part will not detail 

the resolve process. 

During registering, the service uses new InetSocketAddress(0) to obtain 

a port number. Since the ResolveListener has gotten the host name and 

port number of the device, it uses corresponding new 

InetSocketAddress(host, port) object, following uses a socket channel to 

connect this address. The connection between service and controller is 

established. As for the type of controlling request, it’s depending on the 

types of services. 

5.3 Manager Implementation 

The manager is the primary security control center for the entire system. 

To achieve security goals, the manager has two main tasks, one is 

identifying the devices, another is make system data and configuration 

files safety using encryption algorithm. Figure 5-10 is the UML picture 

about behaviors between manager’s classes. 
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Figure 5-10 The UML of Manager implementation 

5.3.1 Identify devices 

Identifying devices is a similar function as Login for controller. There 

are two difference between them. One is where the username and 

password come from. In other words, when a controller login, the user 

name and password need to be entered by the current user, while when 

a device register, its password and other configuration information is 

stored in a properties-type file and it need to transfer the information to 

manager. Another is the certification methods.  

 

Figure 5-11 AES class 

There are many secure encryption algorithms supported by Java, but 

some of them are weak and can not be used in high secure requirements 

situation. AES (Advanced Encryption Standard) is a kind of encryption 

algorithms which is efficient and secure. The United States applies it to 

securing sensitive but unclassified material, we can infer from which, 

the AES is secure enough [29]. The AES class in this project, shown in 

Figure 5-11, use new SecretKeySpec (key, “AES”) to set a secret key for 
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AES. The encrypt() method is used for encrypt string data; the decrypt() 

method is used for decrypt string data.  

Login function uses Krb5LoginModule, while the device identifying 

using AES. Devices and manager have a same system secret key. The 

device encrypts the device serial number using AES with secret key and 

sends it to manager before services registration. The manager receives 

the encrypted key then decrypts the key using AES with the same secret 

key. After that it will judge whether the decrypted serial number match 

expected number in data file. Finally return the result (pass or deny). 

The process is shown in Figure 5-12. 

 

Figure 5-12 The process of identifying a device 

5.3.2 Manage data and files 

The data for this project can be divided into three categories: device 

information, user information, and system information. Device 

information stores device serial number, device name, device type, 

service type, and so on. User information includes user name and user 

password. System information includes system key, system version 

number, and developer name. Manager stores these data in local source 

files and update them when change. All the data transforming in 

network are encrypted by AES algorithms in the source node and 

decrypted in the destination node. 

5.4 Scenario Implementation 

Finally, this project supposes a small scenario IoT system, a smart home, 

and implement it using proposed solution. As shown in Figure 5-13, the 

smart home consists of six different devices, clock, light, washer, TV, 

printer and coffee maker. They provide different service(s) for the user.  
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Figure 5-13 The supposed scenario of a smart home 

 

Figure 5-14 The device selection window 

The clock provides alarm and timer; the light provides turn the light on 

or off and up or down; the washer provides timing-laundry; the TV 

provides channel selection; printer can receive files and coffee maker 

can be set to make coffee in specific time of everyday. This project 

simulates these operations in Java. The simulating operations are not 

important for this project, so here will not detail about this 

implementation, but results will be shown in chapter 6. Figure 5-14 is 

the user interface for device selection. 
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6 Results 
The task of this chapter is to evaluate the IoT system from the aspects of 

zero configuration performance and security objectives, as well as to 

display the results of the operation and the user interface. The 

evaluation works are divide into three parts. First of all, section 6.1 

shows the basic features of secure zero configuration. Then the 

performance evaluation works are done in section 6.2. For zero 

configuration performance, the evaluation work mainly focuses on the 

response time. For security performance, users and devices authenticity, 

data integrity, and privacy confidentiality are the evaluation objects. 

6.1 System Features 

There are three basic system features, service registration, service 

discovery and service discovery. This section tests these functions and 

shows test results. 

6.1.1 Service Registration 

Once a device starts up, the service registration can take place 

automatically. Correspondingly, if a device is closed, its services can be 

remove from the current network automatically. Figure 6-1 presents a 

set of registration operations, taking the light service as an example. An 

easy way to observe the result of the service registration is using 

command-line tool with terminal. Firstly, issue the “dns-sd –B” 

command. Then register a light service in our Java project. Followed by 

close it and register two light service with same service name (light). 

Result records are shown in Figure 6-2. 

a.  

b.  

c.  

Figure 6-1. Service registration; (a) registering light then close; (b) 

registering light; (c) registering another light; 
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Figure 6-2 Result records of service registration in Figure 6-1. 

Although in operation (c), a light service was registered with the same 

name as operation (b), the later one was renamed to “light (2)”. 

Obviously, the name confliction was made deliberately and the result 

shows the function of automatic renaming works successfully.  

6.1.2 Service Discovery 

When entering the right user name and password in Login panel (), the 

panel disposes and turn to device-choosing panel. If selecting Light in 

device-choosing panel, all the light-type service in current network are 

found and presented for users, as Figure 6-3 shows. 

 

Figure 6-3 Discovered services shown on left panel 
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Figure 6-4 Controlling options shown on right panel 

Once the user has selected a service, the connection will be established 

and the controller’s user name will be send to the device. Figure 6-5 

shows the result. After that, the user can control the service.  

 

Figure 6-5 Connection established between light (2) and the controller 

Loring 

6.1.3 Service Controlling 

As shown in Figure 6-4, the light service provides four options of 

controlling action, when click one of them, the corresponding command 

will be sent to the service. The service receives commands successfully 

as shown in Figure 6-6 when click off, on, up and down. 
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Figure 6-6 The commands received in the service 

6.2 System Performance 

It’s a significant step to evaluate the performances of zero configuration 

and security in this project. It will help us to find the potential problems 

in the system that implemented in such solution. Therefore, this project 

will improve the system and may find a more suitable solution.  

6.2.1 Zero configuration performance 

For evaluation of zero configuration performance, this project measures 

a set of time cost for response time during communication, which 

includes the time spent on service registration, service discovering, and 

connection established. All these lest cases are in a local network and 

take the light service as example. Table 6-2 is the measurement plan.  

Table 6-2 Time cost in different situation 

Situation Begin point End point 

Registration Call register() method Registration complete 

Discovery Call browse() method Discover service 

Connection Send connection request Connection established 

Time cost End time – Begin time 

There are two timestamp generated in every situation, one is at the 

begin point, another is at the end point. Both of them are millisecond 

values. The time spent on every situation is the timestamp of end point 

minus the timestamp of begin point.  

(1) Situation 1: Registration. Figure 6-7 shows eight results of measuring 

registration time. The number of registered lights is from 1 to 8. 
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light (1): 878ms   light (2): 1295ms   

    

light (3): 1528ms   light (4): 1911ms 

 

light (5): 2236ms    light (6): 2540ms 

 

light (7): 2867ms    light (8): 3225ms 

Figure 6-7 The result of registration time from one light to eight lights 

A simple rule can be observed from the result: the time spent increases 

as the number of light services increasing. In order to reduce the error 

and make the results of the assessment more accurate, this project 

repeats the same measurement method several times. The result of 

average time-consuming of registration is shown in Table 6-3, and the 

left picture in Figure 6-8 is the visualization of the result. 

When registering one service, the average time-consuming is less tan 1 

second. Even registering eight services in current network, registration 

time is not more than 4 seconds. It can be said that the registration time 

is short, the evaluation results of the registration performance is good. 
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Table 6-3 Average time-consuming for service registration 

The 

number of 

services 

Average 

time-

consuming/ ms 

Deviation 

1 925.67 53.19 

2 1328.45 77.35 

3 1589.23 103.24 

4 1839.50 55.89 

5 2193.33 63.24 

6 2534.25 89.75 

7 2885.66 99.08 

8 3322.78 46.83 

 

 

Figure 6-8 The visualization of time-consuming  

(2) Situation 2: Discovery. Table 6-4 shows the average time spent on 

service discovery for eight test cases, one service exists, two services 

exist…eight services exist. The measurement method is the same as 

situation 1. The right picture in Figure 6-8 is the visualization of the 

result. Based on the above results, the time required to find services is 

very short, so it can be considered that the performance is good.  
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Table 6-4 Average time-consuming for service discovery 

The 

number of 

services 

Average 

time cost 

Deviation 

1 6.833 0.752 

2 62.375 13.041 

3 85.750 6.430 

4 94.633 3.634 

5 99.333 7.360 

6 104.258 6.034 

7 109.030 10.867 

8 111.780 9.020 

 (3) Situation 3: Connection. This project establish connection between 

the controller and device by programing Java socket over TCP. Setting 

up such a three-way handshake connection takes 1.5 RTT (Round Trip 

Time). The average time spent of 20 times test on establish a connection 

is 2.5ms. Due to the lest environment is local network, it takes very short 

time to establish a connection. 

6.2.2 Security performance 

The performance testing on security will focus from the aspects of 

authenticity, availability, and privacy protection. The login function 

ensures only the user who has been authorized can operate controller 

(control services). If the user enters the right user name and password, 

which means he is authorized user, he will get into device-choosing 

panel, otherwise he will see an error note as shown in Figure 6-9. 
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Figure 6-9 An error message shows when Login failed 

This project uses AES algorithm to encrypt data before transforming 

and decrypt on target node. In order to check whether the data was 

encrypted, the source node prints the original message and encrypted 

message (Figure 6-10-(1)), correspondingly, the destination node prints 

its received encrypted message and the result of decryption (Figure 6-

10-(2)).  

(1)  

(2)  

Figure 6-10 Data encryption during transmission 
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7 Conclusions 
The goals of this project (see Section 1.3) was to investigating and 

finding means for creating a secure zero configuration IoT system, then 

implementing it in a proof-of-concept scenario and evaluating its 

performance.  

Both of the Goal 1 and Goal 2 were finding means. Before finding means, 

it’s necessary to learn what is a secure zero configuration IoT system 

(Chapter 2). This project studied theories about IoT in terms of its 

features and requirements, including fundamental features, like 

interconnectivity, uniquely identifiable, sensing/actuation capability and 

ubiquity, and many high-level requirements, like identification-bases 

connectivity, self-configuration and self-adaptation, security and 

privacy protection, which makes the meaning of implementing a secure 

zero configuration more clear. Zero configuration requires at least four 

functions: IP interface configuration, translation between host name and 

IP address, IP multicast address allocation, and service discovery. The 

goals of security in IoT is confidentiality, integrity, availability, 

authenticity and authorization. This project finds two technologies for 

zero configuration, that are Bonjour by Apple Inc. and UPnP, and three 

possible security approaches, that are PAP, CHAP, Kerberos and 

encrypted private/public key (Chapter 4).  

The Goal 3 was proposing the most suitable solution that combines 

these solutions (Section 4.3). This project compared Bonjour and UPnP, 

then getting the conclusion that Bonjour is better than UPnP in most 

aspects. In addition, it analyzed security approaches, finally proposed a 

solution – implementing Bonjour API with Kerberos authentication and 

private/public key. 

The Goal 4 was to implement secure zero configuration IoT system 

using proposed solution (Chapter 5). This project divided the work into 

four phases. The device can register services and response for 

controlling request; the controller have to login before browsing for 

services and controlling services; the manager is responsible for identify 

devices and manage data and files, which ensures the security of system; 

the scenario is a smart home with six different kind of devices. 
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The Goal 5 was evaluating the system (Chapter 6). This system was 

evaluated from both features and performances. The project has 

implemented service registration, service discovery and service 

controlling the three primary functions in zero configuration. The 

performance testing on zero configuration focus on a set of response 

time. The time spent on all the situations of service registration, service 

discovery and connection establish is short, so we can say the zero 

configuration performs good in the system. As for the security 

performance, the controller must be authenticated and certified before 

he enters the system, which ensure the authenticity; the data must be 

encrypted during transmission, which ensures the privacy protection. 

7.1 Ethical Issues 

The IoT brings great convenience to human’s lives and makes a large 

scare of effect to our society. Consequently, it leads to a range of ethical 

issues. As mentioned before, there are many security and privacy 

threats in the IoT, especially, when the zero configuration is used. The 

zero configuration technology makes the services be found 

automatically. It’s very convenient because the user doesn’t need to 

configure the devices or search for services manually. On the other side 

it’s very dangerous when the user is malicious. Services may be 

destroyed and data may be stolen.  

In the case of secure zero configuration IoT system, the user must login 

before using services, the data was always encrypted during 

transmission, and the device was certified. Such solution ensured the 

security of the the system, however, it brought other issues. The 

certification process for users and devices is cumbersome and 

inconvenient. This also reduces the system performance to a certain 

extent. 

Another issue is the limitation of applicable conditions due to there is no 

global standard for the zero configuration definition. Devices that only 

comply with the UPnP standard can not join the Bonjour network. In 

other words, only devices with Bonjour standard can publish their 

services to the Bonjour network. 
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7.2 Future Work 

Due to lack of time, many tests, experiments, adjustment and 

improvement have to be left for the future. A few possible future works 

are: 

- Higher security performance. This project solved the security 

problems in terms of authenticity, authorization and data 

encryption. There are other security threats leaved, such as 

integrity, availability, and so on. In addition, some better 

methods for certification and encryption can be used. 

- Larger scenario environment. This project implemented a smart 

home which is a small scenario environment. However, zero 

configuration is more likely to be used in large scenario 

environment. It’s necessary to implement a large scenario using 

proposed solution. 

- Comparison with another possible solution. This project chose 

Bonjour by comparing with UPnP, but only in the aspect of 

research and study. It would be much better to choose the 

technology through combining with some experiments. 

- More comprehensive tests. Evaluation of the zero configuration 

performance should not only in terms of response time but also 

some other aspects. Tests for security performance can be more 

comprehensive and can use some more scientific techniques. 
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