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Abstract 
The Internet of Things (IoT) is growing rapidly these years and the 
influence of IoT on everyday life and behavior are also increasing. It is a 
network that connects physical devices, vehicles, buildings, and other 
items and embedded with electronics, software, sensors, actuators, and 
network connectivity so that these objects can collect and exchange data. 
It has been utilized in lots of domains, such as transportation and 
logistics domain, healthcare domain, smart environment domain, 
personal and social domain. It is estimated that the IoT will consist of 
almost 50 billion objects by 2020. IoT Gateway is really important in IoT, 
which can bridge traditional communication networks with sensor 
networks to make the network communication easier. IoT 
communication is of vital importance in today’s life. This study has the 
aim of integrating and evaluating of IoT gateways and IoT 
communication systems. It proposes a scenario where the IoT gateway 
connects to an actuator in order to control the actuator and transmit the 
data via the IoT communication system, creates a demonstrator by 
setting up the communication between the IoT gateway platform and 
the IoT communication system, measures and evaluates the 
performance in terms of latency and throughput using the implemented 
scenario, and at last draws the conclusion. 

Keywords: IoT, gateway, communication, actuator, latency, throughput. 
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Terminology 
Abbreviations 

3G  Third generation 

4G  Fourth generation 

API  Application programming interface 

DHT  Distributed hash table 

DNS  Domain Name System 

DTE  Data Terminal Equipment 

GPRS  General Packet Radio Service 

I2C  Inter-Integrated Circuit 

IoT  Internet of Things 

IoT-GSI Internet of Things Global Standards Initiative 

IP  Internet Protocol 

IPv6  Internet Protocol version 6 

IT  Information technology 

L2CAP Logical link control and adaptation protocol 

LED  Light-Emitting Diode 

LMP  Link manager protocol 

LTE  3G Long Term Evolution 

M2M  Machine to machine 

NAT  Network address translation 
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NGFF  Next Generation Form Factor 

P2P  Peer-to-Peer 

PAN  Personal Area Network 

RFID  Radio-frequency identification 

SCTP  Stream Control Transmission Protocol 

SDK  Software development kit 

SDP  Service discovery protocol 

SQL  Structured Query Language 

SSH  Secure Shell 

TCP  Transmission Control Protocol 

UCI  Universal Context Identifiers 

UDP  User Datagram Protocol 

URL  Universal Resource Locator 

USB  Universal Serial Bus 

VPN  Virtual Private Network 

WSAN Wireless Sensor and Actuator Network 

WSN  Wireless Sensor Network 
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1 Introduction 
The Internet of Things (IoT) is a network that connects physical devices, 
buildings, vehicles, and other items and embedded with electronics, 
software, sensors, actuators, and network connectivity so that these 
objects can collect and exchange data [1]. It can perceive or control 
objects remotely through existing network infrastructure, create 
opportunities to integrate the physical world into systems based on 
computer more directly, so as to reduce human intervention, improving 
accuracy, efficiency and economic benefits [2]. It is growing rapidly 
these years and it has great impact on everyday life and behavior. It has 
been utilized in lots of domains, such as transportation and logistics 
domain, healthcare domain, smart environment domain, personal and 
social domain. IoT is considered to be the third wave of the 
development of information industry after mobile communication 
network and Internet, the characters of which are more comprehensive 
sense and measurement, more thorough intelligence and 
interoperability [3]. The IoT has been defined as "the infrastructure for 
the information society" in 2013 by the Internet of Things Global 
Standards Initiative (IoT-GSI) [4]. 

1.1 Background and problem motivation 
It is predicted that by 2020 the IoT will consist of almost 50 billion 
objects [5]. Thus IoT will have a great impact on what we will be like or 
what the world will be like. Maybe the whole world will be connected 
and it will not be the communication that just the man have. Everything 
in the world can be connected and communicate with each other. We 
will be in another era. 

IoT consists of many software and hardware which communicates with 
each other. This is why the IoT could work. So the connection and 
interaction between software and hardware are really important. A 
communication system is a collection of relay stations, data terminal 
equipment (DTE), transmission systems, and individual communication 
networks, which are typically interconnected and interoperable to form 
a whole [6]. 
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Today, the wireless sensor network (WSN) technology has been 
developed a lot so that it’s possible to integrate some parts of the sensor, 
embedded Microcontroller unit and wireless communication transceiver 
into a chip. By constructing wireless networks in a special way, the 
short-range communication between objects can be achieved. However, 
there is some difficulty in connecting the WSN and the Internet or 
mobile communication networks. With the development of the IoT, a 
network device called the IoT Gateway is therefore invented, of which 
the goal is to solve the heterogeneity between various sensor networks 
and Internet or communication networks, strengthen the management 
of the end nodes and WSN, as well as bridge sensor networks with 
communication networks so as to manage the equipment of sensor 
networks and make network communication easier [3]. 

1.2 Overall aim 
The scenarios of IoT includes logistics, intelligent home, intelligent 
architecture, and so on. One of the basis of these success is the 
communication system that makes the information transmitted between 
hardware platform and software platform. The realization of setting up 
the communication between hardware and software will be good for 
lots of things. So that we can manage the data from the hardware and 
get what we want or control the actuator by software. And we can also 
act with the information transmitted from the hardware and control the 
actuator. But it is really important that we know how to measure and 
evaluate the performance of the communication. Because it will be 
useless if the transmission is really slow so that the information is not 
received in time. So the aim in this thesis is to evaluate the performance 
when an IoT gateway platform communicates with an IoT 
communication system by implementing a proof of concept. 

1.3 Concrete and verifiable goals 
To settle the problem mentioned, the following concrete and verifiable 
goals are needed: 

1. Learn the theory to find the three most common approaches for IoT 
gateway communications and the three most common approaches 
for IoT communication systems. 
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2. Propose a scenario where the IoT gateway connects to an actuator in 
order to control the actuator and transmit the data via the IoT 
communication system. 

3. Create a demonstrator by setting up the communication between an 
IoT gateway platform and an IoT communication system. 

4. Measure and evaluate the performance in terms of latency and 
throughput using the implemented proof of concept scenario. 

1.4 Scope 
This study will focus on a few particular aspects that are important and 
therefore some other aspects are not considered. It has its focus on the 
proof of concept implementation in one specific scenario mentioned in 
this study, other scenarios are not considered. It has its focus on an IoT 
gateway platform Vinnter platform and one of the IoT communication 
systems that will be mentioned later, other IoT gateway platforms and 
IoT communication systems are not considered. It has its focus on the 
latency and throughput when measuring and evaluating the 
performance. Other factors that affect the performance are not 
considered. And it has its focus on goal 1, 2, 3 and 4, other aspects like 
security and privacy are not considered. 

1.5 Outline 
Chapter 2 describes some theories related to IoT, IoT gateways and IoT 
communication systems. Chapter 3 describes the methodology in this 
paper. Chapter 4 describes several approaches of IoT gateway 
communications and IoT communication systems for me to choose. 
Chapter 5 describes detail of the implementation to realize the goals I 
proposed in Chapter 1. Chapter 6 describes the result of the test, 
measurements and the evaluation of the latency and throughput. 
Chapter 7 describes the conclusion, some ethical considerations and the 
future work of this paper. 
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2 Theory 
In this section, I will introduce some theories related to IoT, IoT 
gateways and IoT communication systems to have a better 
understanding of the knowledge related to the work and help me to 
learn more about the project. 

2.1 IoT 
IoT was initially introduced in 1999: that is, through radio frequency 
identification (RFID), infrared sensors, global positioning system, laser 
scanner, gas sensors and other information sensing equipment, 
according to the agreed protocols, connects any items with the Internet 
to exchange information and communicate, in order to achieve a 
network of intelligent identification, positioning, tracking, monitoring 
and management [7]. 

 

Figure 1: Three domains of IoT architecture [8] 

The representative IoT architecture can be divided into three domains: 
application domain, network domain and sensing domain, which is 
shown in Figure 1 [8]. Application domain is designed to process data 
from network domain and provide a variety of services for all types of 
users. Network domain is based on evolving or existed communication 
infrastructure, such as Satellite, 3G (third generation) and LTE (Long 
Term Evolution), the primary purpose of which is to transmit the 
information collected from sensing domain to the remote destination. 
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The sensing domain is very important to IoT, which makes ‘things’ 
communicate and interact between communication infrastructures and 
themselves, which uses technologies such as Zigbee, WSN and RFID to 
collect information of physical targets and may process the collected 
data to provide valuable sensing data for network domain. 

2.2 IoT gateways 
IoT gateway is designed to solve the heterogeneity between various 
communication networks and sensor networks to strengthen the 
management of the end nodes and WSN, bridge sensor networks with 
traditional communication networks to make the network 
communication easier and manage sensor network equipment [3]. The 
architecture of IoT gateway is shown in Figure 2. 

 

Figure 2: The software architecture of IoT gateway 

As the bridge connecting traditional communication networks with 
sensor networks, IoT Gateway can provide the functionalities of device 
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management and protocol conversion. General IoT gateway has the 
following common features [3]: 

1) A wide range of access capabilities: The current short range 
communication technology standards varied, including Rubee, Z-Wave, 
Zigbee and so on. However, it lacks protocol compatibility. 

2) Manageability: It is necessary to manage thousands of end sensor 
nodes because IoT application has sensor nodes and program running in 
servers to sense and control the physical world. And the IoT Gateway 
management not only means sensor node management, but also means 
the gateway device management. 

3) Protocol interworking: The IoT Gateway should support protocol 
interworking between WSN and traditional network seamlessly because 
they need to exchange information in certain IoT scenarios. 

2.3 IoT communications 
The important thing in IoT is that the communication between things. 
M2M (Machine to machine) communication is said to be one of the 
essential competences for implementing IoT. 

 

Figure 3: The categories of IoT communication 

Commonly used methods of IoT communication are summarized into 
four categories: wired transmission of which mainly used are serial 
communication interface, serial bus, universal serial bus (USB), short-
range wireless transmission of which mainly are Bluetooth, Zigbee and 
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Z-ware, the traditional Internet of which mainly are WIFI and Ethernet 
and mobile communication technology mainly is 3G/4G (fourth 
generation), GPRS (General Packet Radio Service) [9]. The categories are 
shown in Figure 3. 

2.4 Vinnter IoT gateway 
Vinnter’s Smart Product Platform was designed to fulfill industrial 
grade requirements, adding connectivity to existing and new products 
while being highly customizable. It can accelerate your Proof-of-
Concept and product development and decrease project risks, cost and 
time to market. It has the main board that enables connectivity features 
and by adding Sense, Control or user interface board will enhance the 
platforms capabilities. The boards are shown in Figure 4. 

 

Figure 4: The boards of Vinnter’s Smart Product Platform 

Vinnter IoT Gateway is part of Smart Product Platform. The retrofit 
connectivity is designed for many interfaces and modular wireless cards, 
enabling any NGFF (Next Generation Form Factor) communication 
module. It has embedded software platform that delivers firmware, 
drivers and application so that it can start quickly. It can build and test 
systems based on open source tools such as OpenOCD, GoogleTest and 
Robot Framework. 
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2.5 IoT communication systems 
A communication system is a collection of relay stations, data terminal 
equipment (DTE), transmission systems and individual communication 
networks, which are typically interconnected and interoperable to form 
a whole [6]. Telecommunications is a method of communication. The 
key components of communication system are transmitter, 
communication channel and receiver [10]. The components of the 
communication system have a common purpose, technically compatible, 
using commonly used procedures to respond to control and run in 
conjunction [6]. The architecture of basic communication system is 
shown in Figure 5. 

 

Figure 5: The architecture of basic communication system 

2.6 WSN 
WSN, sometimes referred to as wireless sensor and actuator networks 
(WSAN), are autonomous sensors that are distributed spatially to 
monitor environmental or physical conditions, such as pressure, sound, 
temperature and so on and to cooperatively transmit the data through 
the network to a desired location where they are wanted to be [11]. 

 

Figure 6: Two types of scenarios [11] 
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The data is forwarded to a sink (sometimes represented as 
a controller or monitor) that use it locally or is connected to other 
networks through a gateway, possibly via multiple hops [11]. These two 
types of scenarios are shown in Figure 6. 

2.7 Related work 
There exists a lot of works that use IoT gateways to communicate via 
IoT communication systems like what I will do. Most of them are 
intended to use sensors to acquire the data, IoT gateways to, control 
actuators, collect the data from sensors and forward the data to the 
Internet and IoT communication systems to transmit the data to the 
applications, last but not least to measure and evaluate the performance. 
Here I will introduce three of them. 

2.7.1 Bringing IoT and Cloud Computing towards Pervasive Healthcare 

The first one is [12]. This article describes a Cloud Computing based 
platform for managing wearable and mobile healthcare sensors, 
demonstrating the IoT paradigm applied to healthcare. 

They first present a proposed system architecture, in which the sensors 
obtain patient information, the sensor gateway collects the data from 
sensors and forwards it to the Internet, the communication Application 
Programming Interfaces (API) used by sensor gateway send sensor data 
and retrieve information, the managing application provides visualized 
important information and sensor data about the patient’s context and 
the Cloud infrastructure provides the essential resources to deploy the 
interfaces and the web application for communicating with the various 
external systems and the sensors. Next, they implemented the sensor 
part and the cloud infrastructure part of the proposed architecture in the 
context of a simple real-time monitoring system to evaluate it. At last, 
they evaluated the system. 

2.7.2 Fog Computing and Smart Gateway Based Communication for 
Cloud of Things 

The second one is [13]. This paper describes the architecture of a Smart 
Gateway with Fog Computing that can preprocess and trim the data 
before sending to the cloud and tests this concept. 

They first present the architecture of the Smart Gateway with two kinds 
of communication, the first kind is single-hop in which the gateway 
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which assembles the data and sends it to the Fog and then to the cloud 
is directly connected to sensors and other things. And the other kind is 
multi-hop in which multiple sensors networks and IoTs which would 
have their own base stations and sink nodes from which gateway 
collects the data are connected. Then they introduce that the Fog 
Computing is a network which extends the traditional Cloud 
Computing paradigm to the edge of the network between the 
underlying clouds and the networks. At last, they evaluate the 
performance of communication between the cloud and gateway. 

2.7.3 Towards the Implementation of IoT for Environmental Condition 
Monitoring in Homes 

The last one is [14]. This paper presents an effective implementation for 
IoT used to monitor regular domestic conditions through low cost 
sensing system. 

They first described the home automation solution proposed in this 
article, including a ZigBee WSN configured as Smart Sensing devices 
and wirelessly communicates to a coordinator in the form of a mesh 
topology, a router acts as IoT application Gateway which interconnects 
ZigBee network and the Internet Protocol version 6 (IPv6) network 
which using a Virtual Private Network (VPN) used to connect the IoT 
application gateway to the server and a windows based Internet Server 
which collects sensor data sent from the IoT application gateway and 
store it in a database for further processing and then view it in a website. 
Then they installed the Smart sensing units and set up a WSN based on 
ZigBee at few houses to test the developed system. 
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3 Methodology 
This project is made in the spring of 2017 in Sundsvall, Sweden. The 
name of which is Integration and Evaluation of IoT Hardware and 
Software Platforms. In this project, I will use tools like MyEclipse and 
PuTTy. And the hardware platform is Vinnter gateway platform and as 
to the software I will choose one of the communication systems I will list 
later. To realize the goals mentioned in this study, the following 
methods need to be done. 

As to goal 1 which is to learn the theory to find the three most common 
approaches for IoT gateway communications and the three most 
common approaches for IoT communication systems, I will first find 
some papers related to the work like IoT, IoT gateways, WSN, IoT 
communication system and so on in Google Scholar. And read these 
papers to find the three common approaches for IoT gateway 
communications and IoT communication systems. And I will also search 
the Internet such as Wikipedia to find some help. 

As to goal 2 which is to propose a scenario where the IoT gateway 
connects to an actuator in order to control the actuator and transmit the 
data via the IoT communication system, I will propose a scenario that 
the Vinnter platform connects to an actuator and the goal is to control 
the actuator and transmit the data via SensibleThings platform. The 
actuators can be a light-emitting diode (LED) and the client will control 
the state of the LED. And the data replied from Vinnter platform will be 
displayed in the sink client. 

As to goal 3 which is to create a demonstrator by setting up the 
communication between an IoT gateway platform and an IoT 
communication system, I will first build the environment for MyEclipse 
to run the program. And then use Java language to create a 
demonstrator that have two Java projects to realize the goal of 
controlling the actuator and transmitting the data via the 
communication system. 

As to goal 4 which is to measure and evaluate the performance in terms 
of latency and throughput using the implemented proof of concept, I 
will run the program for several times to measure the latency and 
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throughput of the transmission both of serial communication and the 
whole system. And then evaluate the performance by calculate the 
average and standard deviation of the latency and throughput 
measured before to see if it is quick enough to satisfy the requirement 
and if the throughput is good or not. 

As to draw the conclusion, I will first check out if the transmission 
between source and sink is robust enough or not. Then I will check out 
if the latency is less than most of the other situation or not and if the 
throughput is higher than others or not. If the result is better than most 
of other situations, then this work is good. I will conclude what I have 
found when doing this project. At last, I will state in which area that my 
work can contribute to. 

As to evaluate the whole project, I will first compare if it is a good choice 
to use Vinnter platform and the communication system that I will 
choose or should I use some other platform. Then I will compare if it is a 
good choice to measure and evaluate latency and throughput or should 
I measure something else. And I will compare if the method I chose is a 
good choice or should I use other method. At last, I will have the 
conclusion of evaluating the whole project. 



Integration and Evaluation of IoT Hardware and Software platforms 

Ting Xu         2017-05-28 

19 

 

4 Approaches 
In this section, I will propose a scenario and introduce the three 
common approaches for IoT gateway communication and the three 
common approaches for IoT communication systems. 

4.1 Scenario 
In the scenario that I used in this project, Vinnter platform is connected 
to a LED in order to control the state of LED. And the Vinnter platform 
will be connected to a communication system in order to control the 
state of LED in a client and transmit the replied data back to the client 
via the communication system. 

4.2 Alternatives for IoT gateway communications 
I have found three alternatives for IoT gateway communication, they are 
serial communication, UDP and Bluetooth. 

4.2.1 Alternative 1 for IoT gateway communications 

Serial communication is a process of transmitting data sequentially one 
bit at a time over a computer bus or communication channel in data 
transmission and telecommunication, which is opposite to parallel 
communication where multiple bits are transmitted on a link with 
multiple parallel channels as a whole [15]. It is mainly used for 
computer networks and all long distance communications, where 
synchronization difficulties and cable costs make parallel 
communication unrealistic and even in the shorter distance, it is also 
becoming more common [15]. Example of parallel interface and serial 
interface (Most Significant Bit first) are shown in Figure 7. 

In order to meet special needs for embedded systems, serial protocols 
have been developed. Ethernet, Inter-Integrated Circuit (I2C) and USB 
are very common serial interfaces which can be divided into two groups: 
the synchronous one which pairs its data line(s) with a clock signal so 
that all devices on a synchronous serial bus can share a common clock 
or asynchronous one which data transmission is not supported by an 
external clock signal [16]. Unless both devices on a serial bus are 
configured to use exact the same protocols, data can be sent serially 
through the variety of these signaling mechanisms. 
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Figure 7: The parallel interface and serial interface [15] 

There are three modes for serial communication: Simplex in which data 
can only be transmitted from the transmitter to the receiver and not vice 
versa, Half Duplex in which data can be transmitted in only one 
direction at a time, either from transmitter to receiver or receiver to 
transmitter, but not both and Full Duplex in which data can be 
transmitted simultaneously from transmitter to receiver and receiver to 
transmitter [17]. Three modes for serial communication are shown in 
Figure 8. 

 

Figure 8: Three modes for serial communication [17] 
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4.2.2 Alternative 2 for IoT gateway communications 

In electronic communication, the User Datagram Protocol (UDP) is one 
of the core members of the Internet protocol  (IP) suite in transport layer， 
with which, computer applications can send messages referred to as 
datagrams in this case to other hosts on the IP network without prior 
communications to set up data paths or transmission channels [18]. 

UDP uses simple connectionless transmission model with minimal 
protocol mechanism. It has port numbers to handle different functions 
at source and destination of the datagram and checksums to guarantee 
data integrity. Without handshake conversation, it exposes the user's 
program to any unreliability of the underlying network: thus does not 
guarantee the transmission, delivery and duplicate protection. If an 
error-correction facility is required at the network interface layer, the 
application can use the Stream Control Transmission Protocol (SCTP) or 
Transmission Control Protocol (TCP) which are designed for this 
purpose to replace UDP [18]. 

UDP is suitable for which error checking and correction are either 
performed at the application layer or unnecessary. Because it avoids the 
overhead of this processing at the network interface level. As a result, 
time-sensitive applications typically use UDP because discarding 
packets is superior to waiting for delayed packets, which may not be a 
good idea in real-time systems [18]. 

UDP Header UDP Data

8 Bytes

Source port number
16 bits

Destination port number
16 bits

Total length
16 bits

Checksum
16 bits  

Figure 9: UDP datagrams 

UDP packet is called as a user datagram with an 8-byte header, the 
format of which is shown in Figure 9 in which the first 8 bytes contains 
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the header information includes Source port number, Destination port 
number, Total length and Checksum field, each of which is 2 bytes and 
the remaining bytes contains data [19]. 

In a UDP connection, the client set a unique source port number based 
on the program they started connection. UDP is not limited to one-to-
one interaction, but through broadcast or multicast addressing, one-to-
many interaction can also be achieved, through many clients 
communicating with a single server, many-to-one interaction can be 
achieved and through the extension of these techniques, many-to-many 
interaction can also be achieved [19]. 

4.2.3 Alternative 3 for IoT gateway communications 

Bluetooth is a wireless technology standard for short-range data 
exchange via a 2.4GHz wireless link for inexpensive equipment and 
establishment of personal area networks (PANs), which was originally 
considered as a wireless alternative to RS-232 data cables [20]. Bluetooth 
is a packet-based protocol with a master-slave structure when one 
master can communicate with up to seven slaves in a piconet which is a 
self-organizing network that links a wireless user group of devices using 
Bluetooth technology protocols with all devices sharing the master's 
clock. The master coordinates the communication of the entire piconet 
and can send data to any of its slaves and also request data from them, 
while slaves can only be sent to and received from their master and can’t 
talk to other slaves in the piconet [21]. Examples of Bluetooth 
master/slave piconet topologies are shown in Figure 10. 

 

Figure 10: Examples of Bluetooth master/slave piconet topologies 

Bluetooth is defined as a layer protocol architecture which consists of 
adopted protocols, telephony control protocols, cable replacement 
protocols and core protocols of which mandatory protocols for all 
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Bluetooth stacks are: SDP (service discovery protocol), L2CAP (logical 
link control and adaptation protocol) and LMP (link manager protocol) 
[20]. Bluetooth Protocol Stack is shown in Figure 11. 

Figure 11: Bluetooth Protocol Stack 

4.3 Alternatives for IoT communication systems 
For IoT communication systems, I also found three common approaches, 
they are SensibleThings, Microsoft Azure and Kaa. 

4.3.1 Alternative 1 for IoT communication systems 

The SensibleThings platform is a platform that creates fast and efficient 
IoT applications and connects actuators and sensors to various types of 
applications [22]. The platform provides an open source framework for 
connecting actuators and sensors together for extensible and real-time 
context-aware applications [23]. It can be used in various scenarios such 
as health care, social applications, object tracking, intelligent home 
automation and so on. 

The SensibleThings platform can be divided into ingoing components 
and different layers include sensor/actuator layer, networking layer, 
dissemination layer, add-in layer and interface layer. It is shown in 
Figure 12. The sensor and actuator layer can connect different actuators 
and sensors to the platform. The networking layer can connect different 
entities over current infrastructure that based on IP. The dissemination 
layer can transmit information between all entities that are connected to 
the platform and participate in the system. The add-in layer can help 
developers to add optimization algorithms and optional functionality to 
the platform. And at last, the interface layer is the public interface that 
enables applications to interact with the SensibleThings platform [24]. 

Specifically, the SensibleThings platform based on the following 
technical principles: It has IP-based communication which works on the 
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current Internet, a fully distributed DHT (distributed hash table) 
architecture using which can achieve globally scalable, P2P (Peer-to-
Peer) communication that sends data in the first packet, NAT (network 
address translation) penetration techniques using which can achieve 
seamless connecting, and a lightweight implementation to run on 
limited devices [22]. Just use the interface layer, you can also create a 
simple application. 

 

Figure 12: Overview of the SensibleThings platform’s architecture [22] 

4.3.2 Alternative 2 for IoT communication systems 

Microsoft Azure is a growing set of integrated cloud services created by 
Microsoft, where developers and IT (Internet technology) professionals 
use to build, deploy and manage applications and services across a 
global network of Microsoft-managed data centres [25]. 

As shown in Figure 13, the components of the Azure Services Platform 
can be used by applications running on local or in the cloud systems, 
which include [26]: 

1. Windows Azure: Provides a platform for running Windows 
applications and storing data on a large number of servers in 
Microsoft data centres. 

2. Microsoft .NET Services: Offers distributed infrastructure services to 
applications running in the cloud or locally. 
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3. Microsoft SQL (Structured Query Language) Services: Provides data 
services based on SQL Server in the cloud. 

4. Live Services: Provides access to data from Microsoft’s Live 
applications and others through the Live Framework. 

 

Figure 13: applications supported by the Azure Services Platform [26] 

4.3.3 Alternative 3 for IoT communication systems 

Kaa is a multifunctional middleware platform for IoT, which builds 
complete end-to-end IoT solutions, connecting smart products and 
applications [27]. It provides an open toolkit for product development, 
which significantly reduces the associated risks, costs and time to 
market. 

 

Figure 14: The high-level architecture of Kaa [28] 



Integration and Evaluation of IoT Hardware and Software platforms 

Ting Xu         2017-05-28 

26 

 

Kaa manages the data of back-end infrastructure and connected objects 
by providing the endpoint SDK (software development kit) and server 
components. The Kaa SDK is embedded in virtually any type of 
connected device and enables real-time bi-directional data exchange 
with the server to provide all the back-end features required to operate 
the IoT solution [27]. 

Kaa cluster needs to use NoSQL and SQL database instances and Kaa 
nodes that use Apache ZooKeeper to coordinate services such as 
Bootstrap, Operations, and Control services that Kaa administrators can 
individually enable or disable [28]. The high-level architecture of Kaa is 
shown in Figure 14. 



Integration and Evaluation of IoT Hardware and Software platforms 

Ting Xu         2017-05-28 

27 

 

5 Implementation 
Although I have several alternatives for IoT gateway communication 
and IoT communication systems. For the Implementation, I only choose 
serial communication and SensibleThings platform. 

In this thesis work, the goal is to set up the communication between IoT 
hardware and software. In which I have two java projects, sink and 
source. The sink project is the client application. It will send the 
command to the source project. The source will send the command to 
Vinnter platform after receiving the command. Vinnter platform will act 
for the command and have the reply message. Source will read the reply 
message and send it to sink. As a result, the communication between Iot 
software and hardware will be set up. The overall flow chart is shown in 
Figure 15. 

 

Figure 15: Overall flow chart 

Figure 15 only describes the overall flow chart of this work. In order to 
realize the goals proposed, more detail of implementation is needed, 
which is shown in Figure 16, from which we can see that: 

1. Source Node registers a Universal Context Identifiers (UCI). 

2. Sink Node resolves the UCI of Source Node, which will trigger the 
resolve response listener. 

3. Sink Node gets response in the ResolveResponse function. 

4. Sink Node calls the Set function to set the value of actuator, which 
will trigger the SetEvent function in Source Node. 
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5. Source Node gets the set value in SetEvent function. 

6. Source Node writes the value to Vinnter platform. 

7. Vinnter platform toggles the state of LED. 

8. Source Node reads the replied data from Vinnter platform. 

9. Source Node calls the Notify function to send the replied value, 
which will trigger the GetResponse function in Sink Node. 

10. Sink Node gets the replied data in the GetResponse function. 

 

Figure 16: The detail of implementation 

5.1 Build the environment 
Before coding, some programming software are needed to install. In this 
project, I use MyEclipse to program both SensibleThings part and Serial 
communication part. 

At first, I installed PuTTy, which is a software for rlogin, SSH (Secure 
Shell), Telnet, serial interface connection and so on. When I first tried to 
connect to the serial port, there is an error shows that it is unable to 
open connection to the com port. So I Googled it to find out that I need 
to install a driver installer. After install it, I can finally connect to the 



Integration and Evaluation of IoT Hardware and Software platforms 

Ting Xu         2017-05-28 

29 

 

serial port and send command to Vinnter platform. By using PuTTy I 
found out the serial port number that Vinnter platform uses which is 
COM3, the baud rate that the serial port of Vinnter platform is suitable 
for and some other serial port parameters of Vinnter platform. Last but 
not least, I can use PuTTy to find out what I can do with the Vinnter 
platform. The commands are shown in Figure 17. 

From Figure 17, I know that I can toggle the state of the LED. So I 
connect a LED to one of the Vinnter platform’s interface and try to 
toggle the LED to find if the connection is right or not. After several 
times effort, I know that the number of the LED that I connected to is 
LED 2. So when I wrote “toggle_led 2” to Vinnter platform it will toggle 
the state of the LED 2. 

 

Figure 17: The commands of Vinnter platform available 

Next step is to code in MyEclipse to send command to Vinnter platform 
in Java project. MyEclipse is a powerful enterprise-class integrated 
development environment based on eclipse with their own plugin. I 
need first to install MyEclipse and then install JDK. After that, I need to 
build the environment for Java because Java must be compiled through 
the commonly used commands such as compile javac to run while these 
commands are stored in bin directory of JDK. So we need to store JDK in 
path environment variables for running Java to use. 
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5.2 Implementation of IoT gateway communication 
In this project, I choose to use serial communication to realize IoT 
gateway communication. Serial interfacing in Java requires a serial 
communication API called JavaComm. Unfortunately, the current 
version of JavaComm does not support Windows. But luckily, we have 
RXTX that compatible with the implementation of javax.comm serial 
communication package API. Thus in order to call the method of serial 
port communication using Java, I need to download the serial port 
driver. Unzip it, there will be three files, RXTXcomm.jar, rxtxParallel.dll 
and rxtxSerial.dll. Create a folder in my project and copy these three 
files in this folder. After that build the Java path and add RXTXcomm.jar 
into the project and set the native library location. After import gnu.io.* 
into the project, I can finally use serial communication in Java. 

5.2.1 Set up the communication 

I need to first create a Java project, a package and then declare a class 
called Vinnter.java which needs to implement the 
SerialPortEventListener class which is a class in RXTX needed when 
reading the incoming data and extends a thread to let the thread hang 
for a while when needed. To realize the serial communication between 
Vinnter platform and application, there are often 6 steps. 

1. Search for the desired serial port. 

2. Set up the connection to the serial port. 

3. Initial I/O Stream and Event Listener. 

4. Write to the serial port. 

5. Read from serial port. 

6. Disconnect and close. 

As to step 1, I created a function to first enumerate all ports available to 
JavaComm using the functions available, then check if the port type is 
serial or not to select the serial port available. Since I have already know 
that the serial port Vinnter platform uses is COM3, I can then check if it 
is COM3 or not. If there is no COM3 available, it will show the result 
and close the project. 
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As to step 2, I created a function to first get the class name, create a serial 
port and open the serial port COM3. If it succeeds, the port will be 
stored and the system will send out a message or it will throw two 
exception to see if the port is in use or there is some generic exceptions. 
Then I set the serial port parameters so that it can set up the 
communication successfully. If it failed, it will throw an exception that it 
is unsupported common operation. 

As to step 3, I first created a function to initialize the input stream and 
output stream of the opened serial port so that it can read from the 
connected serial port and write to it. If failed, it will throw the 
IOException. Then I created a function to add the event listener to check 
if there is serial event. If it failed, it will throw the exception saying that 
there is too many listeners. At last set the listening mode to wake up the 
listening thread when data arrives. 

As to step 4, I created a function for writing data. In the function, I 
create a byte array to store the bytes of the data needed to write. Writing 
data is much easier, I just need to call the write function of the output 
stream and then the data will be written into the serial port. But there is 
a point that we will often neglected which is we sometimes forget to 
append “\r\n” to the data. I was stuck here for a long time knowing 
nothing what is happened. Finally, under the help of the teacher, we 
found that if I don’t enter a return how can the command be executed. 
So at last, I solved this problem. There is another point that we should 
aware of, which is after each write operation, call the flush function to 
force the data in the buffer to be sent out, while do not have to wait until 
the buffer is full. 

As to step 5, I created a function for reading the data and return the data. 
This function is right after the write function to receive the data when 
the write operation is executed in Vinnter platform and send back the 
reply data to the buffer. I first create a loop, in which I will call the read 
function of the input stream to see if there is data in the buffer. If there is 
data, it will continue to read until there is no data in buffer and break 
from the loop. Of course, there is a try catch sentence to see if there is an 
exception when reading data. And I will convert all this bytes data into 
string type and store it in a string and return it. Reading data sometimes 
will be wrong because the reply data is not ready to be in buffer already 
that the read function is running. So the data will be lost. 
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As to step 6, after all the communications completed, the serial port 
must be disconnected because some ports may stay stuck open. So I 
created a function to disconnect. The event listener should be removed 
first for it is no longer needed. The input and output streams should also 
be closed by calling the close function. At last, close the port using the 
close function as well. So that there will not be streams or serial port 
exist after closing the application. 

After completing these steps, we have already got everything prepared 
for serial communication. If we would like to set the communication, 
just call these functions one by one. 

5.2.2 Measure and evaluate the serial communication 

For this part, I need first create an object of the class so that I can call the 
functions in this class. I should first call the function to find out the 
serial port COM3, connect to the port, initial the input and output 
streams and add the event listener. So now the connection is set up 
successfully, I can write and read data now. The rest of work can be 
completed in three steps. 

1. Test the write and read functions. 

2. Measure and evaluate the latency. 

3. Measure and evaluate the throughput. 

As to step 1, in order to test if the write and read function is proper or 
not. I first wrote “help\r\n” to Vinnter platform and read the replied 
data. After that, I call the sleep function to pause 500 milliseconds to 
read the data. From the former operation in PuTTy, I know that I can 
toggle the state of LED 2. So I wrote “toggle_led 2\r\n” to Vinnter 
platform. 

If the write and read function are right. Then I can measure and evaluate 
some performance of this connection. I chose to measure and evaluate 
the latency and the throughput of the connection. 

As to step 2, for measuring the latency, I use the formula (1). In which 
the start time is the time just before the write function to write 
“toggle_led 2\r\n” to Vinnter platform to toggle the LED 2 get by 
calling the nanoTime function to have the current system time. The end 
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time is the time just after the read function. So the interval between the 
start time and the end time is the latency of the transmission between 
the application and Vinnter platform. I measure the time for 10 times in 
a loop to get the average latency which is more accurate. 

 latency = ∑ (end − start )/10  (1) 

I have also calculated the standard deviation of the latency using the 
formula (2) to see the disperse degree of the latency. When calculating 
the square of the difference between each interval and the average, I 
need to divide the difference by 100000 to avoid the result being 
overflow. 

 
stdv = ∑ (interval − average) /10  (2) 

For evaluation, I measured in two place with two different network 
speed. The first place is school at which the network speed is much 
higher than at home which is the second place and I have measured the 
average latency several times for good evaluation. 

As to step 3, the throughput I measured in this project is another kind of 
throughput that is how many times that the project can send the 
message to Vinnter platform and receive the replied message in 10 
seconds. Because I think this is much easier to measure. 

For measuring the throughput, I use the formula (3). In which the start1 
is the time in nanoseconds that I write the first command to Vinnter 
platform. And the end1 is the time that the last data is received. So the 
interval between start1 and end1 is the total time that send ten 
commands and receive the last reply data. 

 throughput = 10 /(end − start ) ∗ 100  (3) 

For evaluation, I measured several times. The loop for running the set 
function is set to 10 times and 50 time to compare the difference. 

5.3 Implementation of SensibleThings 
In this project, I choose to use SensibleThings as the communication 
system which can realize the function of peer-to-peer communication. In 
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order to realize the function of communication, I create two project, 
source project and sink project. After the communication set up, the 
commands and reply can be transmitted between source and sink. And 
the source program will call the Vinnter application to send commands 
and receive the reply data. As a result, the integration of IoT hardware 
and software platforms are finished. 

In order to use SensibleThings platform, I need to download the 
SensibleThings developer kit and add SensibleThingsBeta6.jar to both 
source application and sink application. In this work, the Vinnter.java 
and Source.java are in the same Java project so that the source 
application can call the function in Vinnter application easily. 

 

Figure 18: Four steps of joining and communicating 

1. Join the ring. 



Integration and Evaluation of IoT Hardware and Software platforms 

Ting Xu         2017-05-28 

35 

 

2. Register a UCI. 

3. Resolve the UCI. 

4. GET, SET and notify. 

Entities of SensibleThings are organized in a ring like structure, similar 
to the Chord DHT. The node can be lots of things, such as mobile phone, 
computer and so on, as long as it can run the code to use SensibleThings. 
When a new node wants to join the ring and communicate with others, 
it can be completed in four steps shown in Figure 18. 

As to step 1, a new node can join the ring of SensibleThings through 
connecting to any other node in that ring. Luckily, for stability and 
convenience, there is always a node called bootstrap node running. So at 
any time a node can join the ring. 

As to step 2, we can register a UCI which is similar to an email address 
and a URL (Universal Resource Locator) combined by ourselves for a 
sensor or actuator. Because of the UCI, the entire DHT knows which 
UCI belongs to which node. 

As to step 3, after registering, any other node in the ring can resolve the 
UCI so as to find the node with a particular actuator or sensor. And the 
reslolve method will trigger the resolveResponse function to send back 
the node address translated from the UCI by the DHT. This is similar to 
the normal DNS (Domain Name System), but there is no centralized 
server. It is a pure peer-to-peer technology. 

As to step 4, after the node knows which other node owns a UCI, it can 
then set up a peer-to-peer session with the other node to set actuators or 
get sensor values. The primitives needed here are respectively SET and 
GET. We can do GET and SET actions in resolveResponse function once 
the resolve is successful. SET actions will trigger the setEvent function 
on the other side. And after another node received the set message, it 
can set something and send back a value to the originator node by 
calling the notify function. The notify function will trigger the 
getResponse function. GET primitive can used in the similar way. 
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5.3.1 Implementation of Sink 

For this part, I can set up the connection using some of the four steps 
above. 

As to step 1, I need first to create a Java project, a package and declare a 
class which needs to implement the SensibleThingsListener, add 
SensibleThingsBeta6.jar to the application and import 
se.sensiblethings.interfacelayer.* to use SensibleThings platform and get 
callback functions. Then I create a SensibleThingsPlatform and start it 
using the constructor. It will automatically generate four functions, in 
which some are needed.  

As to step 2, in my project, the sink is the originator node, so it has 
already registered, it just need to implements step 3. 

As to step 3, it is implemented in the run function that will be called 
when the project is running. It will resolve the UCI of the actuator that I 
will register in source project. After that, it will triggers the resolve 
response listener, with the node address. Then the sink can set up the 
peer-to-peer session with source. 

As to step 4, in resolveResponse function, I first call the set function 
respectively to send “help\r\n” and “toggle_led 2\r\n” to the source 
node. Then send the second commands for several times to measure the 
latency and throughput. In the getResponse function, there will be the 
replied data from the source. 

5.3.2 Implementation of Source 

For this part, I can also set up the connection using some of the four 
steps above. 

As to step 1, it is similar to the sink except that I need to create a Vinnter 
platform object to call the function in Vinnter.java. 

As to step 2, it is also implemented in the run function. I need to register 
an actuator, the UCI of which is "project@miun.se/actuator". After that it 
will be available for resolving by all nodes in the system. I also call the 
function in Vinnter.java to search the serial port, set up the serial 
communication, initial the I/O stream and add the event listener to 
prepare for the commands from sink. I also created a BufferedReader to 
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read from the keyboard to shut down all tasks and disconnect from the 
port. 

As to step 3, the resolve step is not needed in the source project. 

As to step 4, I just need to rewrite the setEvent function to act as a 
response to the set function from sink. And in this function, I can first 
call the write function in Vinnter.java to write the data from sink to the 
Vinnter platform and then call the read function in Vinnter.java. Then 
call the notify function to send back the replied data to the sink. 

5.3.3 Measure and evaluate the whole system 

After all of these have been done. The integration of IoT hardware and 
software platform is completed. Then I can do the measurement and 
evaluation in two steps. 

1. Measure and evaluate the latency. 

2. Measure and evaluate the throughput. 

As to step 1, for measuring the latency, I can use formula (1). It is just 
like the measurement of serial communication except that the time is in 
millisecond. I sent the value “toggle_led 2\r\n” to the source using the 
set function in the resolveResponse function for 10 times to get the more 
accurate result receive the response in getResponse function. I have also 
calculated the standard deviation of the latency. I also calculated the 
standard deviation of latency using the formula (2). In the setEvent 
function of source, the operation is like test. I just need to call the write 
function, the read function and notify function. For evaluation, I have 
run the project for several times at two places to see the effect of the 
environment. 

As to step 2, for measuring the throughput, I can use formula (3). It is 
just like the measurement of latency. In sink end, I need to first code in 
resolveResponse function to set the value. Then I need to code in 
getResponse function to receive the response form source. The interval 
between end11 and start11 is the latency of ten communications. For 
evaluation, I measured several times at home. 
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6 Results 
After all the implementation completed. I can have the result when run 
the project. So in this chapter, I will show some results of the test, 
measurements and the evaluation of the latency and throughput. 

6.1 Results of IoT gateway communication 
In this section, I will present the results of serial communication, which 
include the test, measurements and the evaluation of the latency and 
throughput. 

6.1.1 Test the write and read functions 

I have tested if the read and write functions work well or not after the 
connection is set up. The result is shown in Figure 19. Which are the 
reply from Vinnter platform when write “help\r\n” and “toggle_led 
2\r\n” to the Vinnter platform. The read result is right. And as well the 
LED 2 is lit up 

 

Figure 19: The result of the write and read 

6.1.2 Measure and evaluate the latency 

The average latency measured at school varies, two of which are around 
4.7*10^7 or 4.9*10^7 nanoseconds shown in Figure 20 and Figure 21. We 
can see that there is an exception value that is much bigger than the 
others in Figure 21 and because of the exception data, the standard 
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deviation is much higher than the former one. So if there were no 
exception value, the latency should be all around 4.7*10^7. 

 

Figure 20: Latency at school (1) 

 

Figure 21: Latency at school (2) 

The average latency measured at home varies. Two of the 
measurements is shown in Figure 22 and Figure 23, which are quite 
different form each other because of the exception data. 

 

Figure 22: Latency at home (1) 
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Figure 23: Latency at home (2) 

For evaluation, we can see from these figures that the latency is not 
related to the network speed. Because, in different network speed, the 
latency are similar to each other. But there is exception data that shows 
the latency maybe is related to the use of CPU or some other aspects. I 
have also created a table of latency and standard deviation of latency in 
Table 1, from which we can see that the latency and standard deviation 
at home are very similar to that are at school. 

Environment Latency/ns Standard deviation/ns 

At school (1) 4.7 * 107 1.4 * 106 

At school (2) 4.9 * 107 4.3 * 106 

At home (1) 4.7 * 107 1.0 * 106 

At home (2) 4.9 * 107 4.0 * 106 

Table 1: The latency and standard deviation 

So from these data, we can conclude that serial communication is not 
related to network speed. 

6.1.3 Measure and evaluate the throughput 

One of the result of measuring the throughput is shown in Figure 24. 
We can see that the throughput is 602 times in ten seconds. And all the 
results that I have got are around 600 times. One of the result when the 
loop is running for 50 times is shown in Figure 25, in which the 
throughput is 2378 times in 50 seconds. Since I have tried several times, 
all the results is around 2400 times. 
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Figure 24: Throughput when running 10 times 

 

Figure 25: Throughput when running 50 times 

For evaluation, from my point of view, the throughput in 50 times 
should be around 5 times of it in 10 seconds. But it is less than 5 times. 
The probable reason may be the congestion of the network. 

6.2 Results of the whole system 
In this section, I will present the results of the whole system, which 
include the test, measurements and the evaluation of the latency and 
throughput. 

6.2.1 Test the function 

After the SensibleThings part is completed, I can run the whole project. 
The source project and the sink project are running in two computers. I 
need to first run the source project to have the registered UCI for sink to 
resolve and set up the serial communication to prepare for the incoming 
commands to the Vinnter platform. The result is shown in Figure 26, 
which shows that the source is running. Then run the sink application, 
the whole communication will be set up. 

 

Figure 26: The result when source is first running 
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The state toggled before and after are respectively shown in figure 27. 
So from these figures, we can see that the communication between sink 
and Vinnter platform is successfully and the integration of IoT hardware 
and software is completed. 

 

Figure 27: The state change of the LED 

The result of test in sink is shown in Figure 28, which turns out that the 
data is sent to Vinnter platform successfully and the data received is 
also right. After running the sink, the source will also response for the 
set action from sink. 

 

Figure 28: The result of test in sink 
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The result of test in source is shown in Figure 29. We can see that the 
result in source is also right. You can see in Figure 29 that I have sent the 
“toggle_led 2” message to source and got the replied message. So the 
state of LED 2 which connected to Vinnter platform before has been 
toggled. 

 

Figure 29: The result of test in source 

However, if I run sink first without source running, it will just show the 
sink is running and the resolve response of the UCI which is the Node 
address of the source. Because there is no source running, no source 
response the set action, there is no response from source. This is shown 
in Figure 30. 

 

Figure 30: The result of running sink first 
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6.2.2 Measure and evaluate the latency 

After all the implementation and test are done. I can first run the source 
project and then the sink project to measure and evaluate. I have run the 
whole system for several times. The latency and throughput are also 
varies. Two of the result of measuring the latency in sink project at 
school are shown in Figure 31 and Figure 32. The latency is around 130 
and 180 milliseconds. The standard deviation in Figure 32 is higher than 
in Figure 31. 

 

Figure 31: Latency at school (1) 

 

Figure 32: Latency at school (2) 

The average latency measured at home varies. Two of the 
measurements is shown in Figure 33 and Figure 34, which are quite 
different form each other. And the standard deviation are much 
different from each other. 
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Figure 33: Latency at home (1) 

 

Figure 34: Latency at home (2) 

Figure 35 shows the result in source that tells us the set event and the 
return is right. 

 

Figure 35: The result in source 
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For evaluating the latency, I have also created a table of latency and 
standard deviation of latency in Table 2, from which we can see that the 
latency and standard deviation at home are different from that are at 
school. So we can see that the latency is related to the network speed, 
because in high network speed, the latency is much less than in low 
network speed.  

Environment Latency/ms Standard deviation/ms 

At school (1) 130.9 6.39 

At school (2) 186.4 11.34 

At home (1) 243.4 6.64 

At home (2) 312.3 96.07 

Table 2: The latency and standard deviation 

Compared to serial communication, the average latency of the whole 
system is around 200 milliseconds, which is much larger than the serial 
communication that is around 47 milliseconds. Because there is latency 
in the Internet that takes a lot of time. 

So from these data, we can conclude that the latency of the whole 
system is influenced by network speed. 

6.2.3 Measure and evaluate the throughput 

The evaluation of throughput in sink when send the command for 10 
times and 20 times which are shown respectively in Figure 36 and 
Figure 37. We can see that there are more than one throughput, because 
it’s difficult to judge which one is the last reply. I have to print out all of 
this. The last one is the right throughput that I want to have because it is 
the last reply. We can see from these two figures that when the times of 
running increased, the throughput becomes less. The reason maybe that 
the congestion is so heavy. 

 

Figure 36: Throughput when running 10 times 



Integration and Evaluation of IoT Hardware and Software platforms 

Ting Xu         2017-05-28 

47 

 

 

Figure 37: Throughput when running 20 times 

Figure 38 shows the result in source that tells us the set event is right. 

 

Figure 38: The result in source 
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7 Conclusions 
In this project, I have set up the communication between IoT hardware 
and software successfully. The measurement and the evaluation are also 
completed. I have in some extend complete the four goals in I proposed 
at the beginning. 

As to goal 1, I have read some papers related to IoT, IoT gateways, IoT 
communication system and so on. And finally found three common 
approaches for IoT gateway systems and IoT communication systems. 

As to goal 2, I have set up the scenario that the Vinnter platform 
connects to a LED and the goal is to control the state of the LED and 
transmit the data via SensibleThings platform. 

As to goal 3, I have built the environment for MyEclipse and created a 
demonstrator that have two Java projects to realize the goal of 
controlling the actuator and transmitting the data between client and 
Vinnter platform via SensibleThings platform. And I have tested to see 
that the client can send the command to Vinnter platform to toggle the 
state of the LED and receive the reply data from Vinnter platform 
successfully. 

As to goal 4, I have run the program for several times to measure the 
latency and throughput of the transmission both of serial 
communication and the whole system. And then calculate the average 
and standard deviation of the latency and throughput measured before. 

To summary this, I have in some extend realized the goals of this paper. 
We can see from the result that the latency in serial communication 
while the network speed is high is almost the same as that when the 
network speed is low which is all around 48ms. So we can conclude that 
the serial communication is not relative to the network situation. While 
the latency in the whole system is different when network speed varies, 
the latency is around 150ms when network speed is low and around 
280ms when network speed is high. Because it includes the network 
transmission part in SensibleThings. So we can conclude that 
communication of the whole system is relative to the network situation. 
And the throughput in serial communication when send the command 
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for 50 times which is around 2400 times is less than that the five times 
when send the command for 10 times which is around 600 times. The 
reason of this maybe the congestion. The throughput in the whole 
system when send the command for 20 times which is around 80 times 
is less than that when send the command for 10 times which is around 
140 times. The reason of this maybe the congestion or the formula to 
measure the throughput is not suitable. 

But there is still some detail that can be improved. Such as the formula 
that I used to measure the throughput is not that good because the 
result of throughput in the whole system that I measured when send the 
command for 20 times is less than that when send for 10 times. It is 
really unreasonable. And I can add the times of running if the 
conditions permit to get more accurate measurement. 

7.1 Ethical considerations 
IoT is a global concept that can influence the whole world. 
Consequently, IoT will bring a lot of ethical issues. In this paper, I’m 
dealing with only IoT communication, while in the future we probably 
need to consider secure communication so that LED can’t be controlled 
by anyone that are not allowed to do it. In this situation, we need to add 
some function to control the authentication of the LED so that the 
control of the state of LED is not allowed by unauthorized users. 

And we also need to add the encryption to protect the security, 
availability and integrity of the data being transferred. In this paper, 
what I did is to control the state of the LED, maybe next time it will be 
some important messages that should not be changed or get by others. 
In this situation, the main issue should be to protect the data transmitted 
being safe and transparent to others. 

And next time maybe the Vinnter platform will connect to some sensors 
to collect data from the nearby environment. This may result in another 
issue. The sensor data collected may leak the privacy of consumers. 
Such as the lifestyle that may make them vulnerable and as a result 
prone to attack. 

Ethical considerations are really needed in some situation when the data 
is not willing to be collected from others. 
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7.2 Future work 
As I proposed before, there is still some details that can be improved for 
future observations. So the future work can intend to improve the 
function of the existing code. A few possibilities are: 

As the formula that I used to measure the throughput is not that good, 
one can try to find some other throughput that is easy to measure and 
can show the difference. 

The running times is 10 and 50, which is not that much, so one can add 
the times of running to get more accurate measurement to make the 
measurement more convictive. 

The project has some little bug maybe because the buffer is not cleared. 
So one can try to find the reason and improve that to add the robust of 
the system. 

As I mentioned before, the security of the data are not implemented in 
this situation, one can add the authorization to control the LED and 
encryption to protect the security of the transmitted data. 
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