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Abstract
The Internet of Things (IoT) is rapidly gaining ground in our daily life. There is
a  trend that  the number of  devices and data  increases rapidly in the future.
Meanwhile,  IoT platforms  are  emerging  to  enable  people  conveniently deal
with the IoT and these huge amount of data and devices. Therefore, the goal in
this paper is to perform a quantitative evaluation on Microsoft Azure, one of the
IoT platform, about its advantages and disadvantages under press to determine
if Azure IoT is fit for future IoT. In order to reach this goal, Azure IoT Hub is
used as a bridge to connect and manage lots of IoT devices which send and
receive huge amount of data.  .NET is used to simulate devices and connect
them to the IoT Hub. The two-way communication from sensor to cloud and
from cloud to  actuator  is  implemented  through MQTT protocol.  This  paper
makes  measurements  on  three  metrics  including  response  time  from sensor
sending  messages  to  actuator  receiving  messages,  scalability  and  cost  and
analyzes them in detail. Besides, the analysis is also made in a specific scenario
which  has  high  demand  on sensor  update  to  see  how Azure  IoT performs.
Finally,  conclusion  is  made  on  Microsoft  Azure  IoT's  advantages  and
disadvantages under stress.

Keywords: Internet  of  Things,  Microsoft  Azure,  IoT  Hub,  .NET,  two-way
communication.
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1 Introduction
With the growing maturity of the Internet, people have an idea whether to make
ordinary items connected each other in order to achieve communication, just
like networks so the idea of Internet of Things (IoT) is emerging. “The Internet
of Things is the  inter-networking of physical devices, vehicles, buildings, and
other  items—embedded with  electronics,  software,  sensors,  actuators,  and
network connectivity that enable these objects to collect and exchange data”[1].
Under  this  circumstance,  it  is  not  a  dream  for  human  beings  to  monitor
household environment, manage traffic congestion and even build a smart city.

1.1 Background and problem motivation

The goal of any IoT device is to connect to other devices or applications to
transfer messages using transfer protocols, such as MQTT, AMQP, HTTP. The
gap between the IoT devices and data networks is filled by an  IoT Platform.
Such  a  platform  connects  the  devices  to  the  data  network  and  provides
processing  of  huge amount  of  data  generated  by hundreds  of  sensors  using
backend  applications  [20].  Most  of  the  IoT  platforms  are  cloud  platforms
scaling from proof of concept to broad deployment so they support a variety of
operating systems and different protocols, integrate with existing systems and
applications, easily connect to millions of devices and process billions of data.
IoT platforms play an important role in communication between devices.

The huge demand of the IoT deployments in the market makes hundreds of
companies venture into IoT platform development. However a question is put
forward that which platform is a good platform among all of the platforms or
which platform is fit for IoT developing fast in the future.

1.2 Overall aim

Once devices are connected into the Internet of Things, starting communicating
with other devices or their users, the amount of data will be very large. Chances
are that the number of devices around each person will reach from one thousand
to five thousand. Meanwhile, the speed of the data transmission will be very
fast with the high quality of physical medium. In the future, these situation will
be worse so the platform will receive high scale and high speed sensor values
and it will deal with them. In some situations, such as bank voucher, the pursuit
of security costs a lot of money, so cost will be highly taken consideration into.
In some situation, such as health care, stability is vital. In some situations, such
as  traffic  management,  scalability  is  really  important.  Therefore,  from  the
perspective of business users, it is important to choose a suitable platform. 

Although many companies are developing IoT platforms, Microsoft Azure is
chosen because of its popularity among IoT developers and reliable technology
provided by Microsoft.  Therefore the problem in this  paper  is  to perform a

1
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quantitative evaluation on Microsoft Azure platform about its advantages and
disadvantages under press to determine if this platform is fit for future IoT. 

1.3 Concrete and verifiable goals 

In order to step by step complete the quantitative evaluation on Microsoft Azure
platform, I divide this problem into five parts:

(1) Find a definition of the Internet of Things and find an approach to how
Microsoft Azure IoT Suite solves this

(2) Find a scenario which has high demands on the sensor updates in order to
see how the platforms perform under stress  

(3)  Make  measurement  on  Microsoft  Azure  IoT Suite  when  sharing  sensor
values over the platform

(4) Collect and analyze data of scalability, response times and cost

(5) Make conclusion on advantages and disadvantages of Microsoft Azure IoT
Suite for the scenario which has high demands on the sensor updates.

1.4 Scope

This thesis firstly makes research on Internet of Things and IoT platforms and
summarizes them briefly. Then it focuses on Microsoft Azure platform which is
one of the way ahead cloud platforms in the competition and pays attention to
the performance of Azure, focusing on its scalability, response times, cost and
so on  when the sensor  values  are  high scale  and high speed.  In  this  paper,
qualitative evaluation, such as data privacy, security will not be focused on. By
evaluating its advantages and disadvantages, we could see how  this platform
perform under stress and how it fits future IoT.

1.5 Outline

In chapter 2, I expound the main knowledge about IoT, cloud computer and
how Microsoft Azure IoT works in detail. Chapter 3 is the description of the
methodology  I  use  to  achieve  my  goals.  The  implementation  of  two-way
communication is the subject of chapter 4, while the measurement and analysis
of the two-way communication is  addressed in  chapter 5.  At last,  chapter 6
makes  conclusions  on  the  whole  work  and  gives  a  glance  at  the  ethical
consideration and the future work.

1.6 Contributions

All of the job is conducted by myself, spending about three months. These work
includes  making  research  on  the  internet,  reading  surveys  and  papers,
implementing  the  project,  collecting  data,  making  measurement,  scenario
analysis, making a conclusion and writing the report.

2
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The implementation is not very hard but to make a good measurement really
needs a lot of thought. Moreover, it  is important to evaluate the platform in
some  scenarios  to  see  how  it  performs  in  such  future  situations.  So  the
measurement work has troubled me for a long time. 

3
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2 Theory
This  chapter  introduces  all  of  the  knowledge  and  background  information
needed in this paper to convey a better understanding of the problem. The first
part  covers Internet of Things in detail  and the next part  explains the cloud
computing. The third part presents IoT platforms and its significance on Internet
of Things. An overall description on one of the IoT platform, Microsoft Azure
platform and its IoT suite is given in the fourth part.

2.1 Internet of Things

“ The  Internet  of  things  (IoT)  is  the  inter-networking  of  physical  devices,
vehicles,  buildings,  and  other  items  embedded  with  electronics,  software,
sensors,  actuators,  and  network  connectivity  which  enable  these  objects  to
collect and exchange data.[1]” Namely, the IoT transforms traditional objects to
smart  objects  to  collect  data,  computing,  communicate  and make decisions.
Nowadays, the IoT plays an increasingly remarkable role in our daily life and it
is  an  unavoidable  trend that  more  and more  applications  realizing  IoT idea
appears to enable us have a high-quality life. From perspective of private users,
an example of such applications includes healthcare, smart home and enhanced
learning.  Meanwhile,  from  point  of  view  of  business  users,  automatic
production, industry management and smart transportation will be seen as the
most apparent consequences [2][3]. From another point of view, smart objects
and their supposed tasks compose domain specific applications which interact
with  domain  independent  services  constituted  by ubiquitous  computing  and
analytical services. The overall concept of the IoT and besides, the applications
which will appear in our daily life in the future are illustrated in Figure 1. [2]. 

4
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2.1.1 Six IoT elements

The IoT consists of six main elements and they are needed to implement the 
function of the IoT as shown in Figure 2. 

Identification includes naming and addressing. Lots of naming methods such as
ubiquitous codes (uCode), electronic product codes (EPC) are available for the
IoT[11]. Addressing the IoT objects means differentiating between object IDs
which  refers  to  their  names  and  their  addresses  within  a  communications
network. The most common addressing methods are IPv4 and IPv6 and now
6LoWPAN which is  a compression mechanism of IPv6 is  popular  with low
power  wireless  networks  [12][13].  The  biggest  function  of  Identification
methods are to identify each IoT object within the specific network.

Sensing refers to collecting messages from physical objects and delivering them
to a  database or  cloud in order  for data  analysis  and action-taken based on
requirements [2]. The most common sensors includes embedded sensors, RFID
tag, wearable sensing devices and smart sensors. 

Communication refers to connecting different IoT objects together to provide
specific  intelligent  services  using communication protocols and technologies
[2].  An  example  of  such  protocols  for  the  IoT includes  LTE-A,  Bluetooth,
IEEE802.15.4 and NFC.

Computation is crucial to providing IoT functionalities. Processing units and
software platforms represent the computational ability, which can be compared
to the human brain [2]. Hardware platforms such as Raspberry Pi, Arduino as
well  as software platforms, especially operating system such as TinyOS and
Android are developed to run the IoT applications. 

Service for the IoT could be divided into four parts which are Identity-related
Services, Information Aggregation Services, Collaborative-Aware Services and
Ubiquitous  Services.  Identity-related services  identify the objects  in  the real
world when they are in virtual world. Information Aggregation Services deal
with  raw  data  that  will  be  processed  and  reported  to  the  IoT application.
Collaborative-Aware  Services  make  decision  using  the  related  data.  The
purpose  of  Ubiquitous  Services  is  to  enable  Collaborative-Aware  Services
anywhere, anytime and anyone [2]. 

5
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Semantics  refers  to  extracting  knowledge  intelligently  which  includes
discovery,  resources and modeling information utilization,  data recognization
and analysis to make right decision to provide specific services [2][21].

2.1.2 How MQTT protocol works

Due  to  the  heterogeneous  objects  and  different  services  people  need,  IoT
protocols  are  crucial  for  application  programmers  and services  providers  to
facilitate and simplify their jobs. Many organizations and work groups strive to
create  different  standards  in  support  of  the  IoT.  These  IoT  standards  or
protocols could be categorized into four class: Infrastructure protocols, service
protocols,  application  protocols  and  influential  protocols.  Detailed  protocols
classification is shown in Table 1.

In this part, application protocol Message Queue Telemetry Transport (MQTT)
is paid attention because Microsoft Azure support MQTT by default and I use
MQTT in my project to make simulated devices and Microsoft Azure cloud
platform communicate with each other.

Andy Stanford-Clark of IBM and Arlen Nipper of Arcom introduced MQTT, a
messaging  protocol  in  1999  and  in  2013  it  was  standardized.  MQTT is  a
protocol designed for communication with remote sensors and control devices
that are limited in computing capacity and operate on low bandwidth, unreliable
networks.  MQTT is  the most  suitable  protocol  for  the  IoT and machine-to-
machine (M2M) because the mechanism MQTT utilizes is a routing mechanism
which  could  realize  one-to-one,  many-to-one  and  one-to-many,  when
connecting  embedded  devices  and  networks.  MQTT  provides  network
connectivity  by TCP and  deliver  messages  through  three  level  of  QoS  [2].

6
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MQTT uses the publish/subscribe pattern as shown in Figure 3 so it consists of
three components which are subscriber, broker and publisher.

Figure 4 simply illustrates the publish/subscribe process used by MQTT. At
first, an interested device register as a subscriber and it subscribes to broker for
specific topics. When publishers publish a related topic which the subscriber
subscribed before, the broker informs the subscriber. The publisher acts as a
data generator and after that delivers the related messages to the subscribers by
the  broker.  Moreover,  authorization  of  the  publishers  and the  subscribers  is
checked by the broker to achieve security [23]. A large number of applications,
such as Facebook notification, energy meter, use MQTT protocol. 

The message format used by the MQTT protocol is shown in Figure 5 [22]. The
format consists of two-byte fixed header, optional variable length header and
optional variable length message payload. The first four bits of the fixed header
is  Message  Type  field  which  indicates  various  messages  types  whose value
includes CONNECT (1), CONNACK (2), PUBLISH (3), SUBSCRIBE (8) and
so on. The one-bit DUP flag means whether the message is duplicated, that is,
possibly the receiver has received it before. The next two bits is the QoS Level
field  which  represents  three  QoS  levels  which  is  used  to  assure  Publish
messages delivery. The server is informed by the one-bit Retain field to retain
the last received Publish message and submit it to new subscribers as a first

7

Figure 3 The architecture of MQTT [2]

Figure 4 Publish/subscribe process utilized by MQTT[22]
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message. The Remaining Length field whose size is from one byte to four bytes
shows the remaining length of the message [2].

2.1.3 QoS metrics

There is no doubt that the IoT will change drastically the way we live but plenty
of the challenges make it difficult to realize the high-quality services the IoT
provides.  An  example  of  such  challenges  includes  privacy,  security,
interoperability  and  mobility.  The  application  programmers  and  service
providers have to face such challenges. Another challenge how to evaluate the
performance of the IoT services should also be paid attention to. Human being
should  do  more  research  work  and  projects  to  find  solutions  for  these
challenges in the IoT development. Here are some key challenges as well as
QoS metrics which can also be used as standards in measurement of an IoT
platform. The reason why these features are selected, from the users' point of
view, user experience depends on them and they are the foundation of the better
services.

• Availability:  Availability  in  the  IoT have to  be  achieved both  in  the
hardware  and  software  levels.  Software  availability  means  the  IoT
applications' ability to provide services for each person in various places
simultaneously.  Availability  of  hardware  means  the  existence  of  IoT
devices every moment which are compatible with the IoT protocols and
functionalities [2].

• Reliability:  Reliability  means  the  appropriate  working  of  the  system
based on its specification [24]. Reliability has a close relationship with
availability  but  reliability  is  more  critical,  especially  in  urgent  and
important scenarios. To tell reliability from availability, an example is
given that there are 100 responses, the receiver receive 99 responses and
then reliability is zero and availability is 99%.

• Scalability: Scalability refers to the ability of a system or platform to
work stably without  affecting  the services'  quality when added more
devices,  services or other workload  [2]. It  is  a hard task to add new
operations  and  support  new  devices  due  to  various  communications
protocols as well as hardware platforms. The IoT applications have to be
designed from the ground up to achieve better scalability [25].

8

Figure 5 MQTT message format [2]
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• Management: Due to the huge amount of the devices connected in the 
network, it is a not easy task to manage every aspect of them effectively.
New light-weight management protocols will be created to deal with the
hard task and enable the easy deployment of IoT in the future [2]. 

• Performance: Evaluation of the comprehensive performance of the IoT
application is difficult because it depends on not only lots of underlying
technologies  but  also  the  performance  of  many  other  components.
However,  it  is  really  important  to  evaluate  the  performance  of  IoT
devices and applications since service providers would like to improve
the IoT services and meet customers’ requirements. Nowadays,  many
metrics  could  be  used  to  evaluate  the  individual  performance  of
protocols and technologies [2].

• Security and privacy:  The IoT is extremely vulnerable to be attacked
because  of  unattended  components  most  of  the  time,  wireless
communications and the lack of ability to implement security. The major
problems about security is authentication and data integrity. As for the
privacy, the increasing number of smart devices collecting data around
us makes us  open. Some solutions  have been proposed to  solve this
problem such as access control in the application layer [2]. 

2.2 Cloud Computing

Most of the IoT applications (e.g smart city, social networks) generates millions
or billions of data. Meanwhile, the maintenance of hardware and software costs
a lot. Under this circumstance, cloud computing emerges. “Cloud computing is
a type of  Internet-based computing that provides shared computer processing
resources and data to computers and other devices on demand. It is a model for
enabling  ubiquitous,  on-demand  access  to  a  shared  pool  of  configurable
computing  resources.  [14]”  Customers  benefits  from  cloud  computing  by
reliably, remotely using plenty of resources with a low cost [4]. 

The idea of the cloud computing is based on distributed computing. Generally,
cloud computing utilizes a computer cluster to establish a data center. Users
enjoy the direct services provided by the cloud computing and can choose to
buy  the  cloud  computing  resources  which  they  need.  However,  cloud
computing  is  obviously  different  from the  traditional  distributed  computing
because  the  former  one  is  more  flexible.  Resources  can  be  dynamically
allocated by cloud computing according to workload as well  as applications
which are deployed in the cloud platforms should adapt to changing resources
and rapidly response to them. Moreover, cloud computing puts emphasis on the
sharing  of  large-scale  resource  pool.  At  last,  cloud  computing  need  take
consideration of the economic costs, availability,  reliability and other factors
instead  of  blind  pursuit  of  high  performance  of  hardware  equipment  and
software  platform.  Therefore,  the  characteristics  of  cloud  computing  can  be
summarized as follows [4][5]:

9
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• Rapid elasticity: The service scale can be rapidly extended to adapt 
dynamically to the changes in business load to maximize the resource 
utilization, avoiding the decline in service quality or resources waste [4].

• Resource pooling: Resources are managed in a large-scale shared 
resource pool. The virtualization technology is used to allocate 
resources to various users. It is transparent to place, manage resources 
and make distribution strategies [4].

• On-demand self-services: Customers can use the resources in the form 
of the services provided by cloud computing without the intervention of 
system administrator. An example of such services is applications, data 
storage, infrastructure resources [4]. 

• Measured service: Monitor and measure the users' resource usage, and 
charge the services according to the resources use [4].

• Broad network access: A variety of terminal devices can be used by 
customers to access services of cloud computing anytime, anywhere 
through network [4].

The above five characteristics the cloud computing has enable people to use 
various computer resources only by connecting to the Internet, which realizes 
"Internet is the computer". Distributed computing, Internet technology and 
large-scale resource management are combined together and further improved, 
as a result, cloud computing is formed as shown in Figure 6.

2.2.1 Architecture and IaaS, PaaS, SaaS         

Cloud computing architecture is depicted in Figure 7, which consists of core 
service, service management and user access interface. Hardware infrastructure,
runtime environment and application are abstracted into services in core service
layer to meet a variety of requirements of applications. Moreover, Support for 

10

Figure 6 The Relationship between Cloud Computing and Related Technology [4]
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core services provided by service management layer further ensures reliability, 
availability and security of cloud computing. Through user access interface 
layer, users can access the cloud easily.

The core service layer of cloud computing is always classified into three 
sublayers,that is, infrastructure as a service (IaaS), platform as a service (PaaS), 
software as a service (SaaS). 

• IaaS: IaaS is the most basic part of cloud computing which establishes
large-scale  data  centers  and  provides  upper  cloud  with  hardware
resources.  Meanwhile,  it  provides  personalized infrastructure services
and hardware resources can be configured on demand with the support
of virtualization technology.  More detailed,  IaaS provides processing,
storage, network capacity, and other fundamental computing resources
[4][5].

11

Figure 7 The architecture of cloud computing [4]
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• PaaS:  PaaS  not  only  provides  a  reliable  distributed  programming
framework but also allocates operations, manages messages and avoids
the complexity of the underlying system on the basis of the underlying
resources. It deploys applications which are created by customers to a
cloud  and  enables  customers  more  easily  to  access  to  the  cloud
operations [4][5].

• SaaS: SaaS layer served for end users of cloud computing, providing
software  application  services  based  on  Internet.  Nowadays,  SaaS
applications  have  a  rapid  development  with  the  mature  and
standardization of Web services and other related technologies, such as
HTML5, Ajax [4][5].

Besides the above three service models, cloud computing has four deployment
models, that is, private cloud owned or leased by enterprise, community cloud
sharing resources for specific community, public cloud can be accessed by  the
public, and hybrid cloud consisting of more than one clouds. Microsoft Azure I
use is a public cloud, providing users lots of services. 

Meanwhile,  cloud  computing  meets  some  challenges  related  with  security,
storage, service support and cloud processing infrastructure. 

2.3 IoT Platform 

IoT Platforms play an important role in developing scalable IoT applications
and services which connect the real and virtual worlds between people, objects
and  systems  [7]. IoT  platforms  enable  easy  communication  with  various
traditional devices by utilizing a series  of communication protocols,  using a
variety of topology which includes direct connection and gateway, and applying
SDKs when it is necessary [6]. We can use IoT platforms to do a lot of things,
such as remote control, diagnostics and predictive equipment maintenance, data
collection and analysis  as  well  as  delivery tracking.  A huge number of  IoT
platforms have been emerging in  the recent  years.  An example of such IoT
platforms is Microsoft Azure, Google App Engine, Sun Grid [5]. In this project,
Microsoft Azure is focused on.

2.4 Microsoft Azure  

Microsoft  Azure  IoT platform  is  one  of  the  public  cloud  platforms  which
provides  IaaS and PaaS services.  Microsoft  Azure makes it  conveninent  for
customers to create, manage, and scale applications no matter they are web or
non-web  through comprehensively  collecting  proprietary  development  tools
and protocols. Besides, Microsoft Azure supports different kinds of Web APIs
(e.g REST, SOAP) to enable developers to interface between Microsoft or non-
Microsoft tools and technologies [5]. The products of Microsoft Azure includes
Virtual Machines, Virtual network, Azure databases, AI and Cognitive services,
Internet of Things Suite , enterprise integration and so on.

12
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IoT Suite is one of Microsoft Azure services. Azure IoT offers a set of open
source  SDKs,  samples,  preconfigured  solutions  and  tools  to  captures  and
analyzes  raw data  to  improve  business  results  [9].  Azure  IoT Suite  service
includes IoT Hub, Machine Learning, stream Analytics, Notification Hubs and
Power BI. The thesis will focus on Azure IoT Hub.

Users can easily connect, provision and manage millions of IoT devices which
send and receive billions of messages through Azure IoT Hub  [9].  It  is  the
bridge between IoT devices and their  solutions,  which means after IoT Hub
receives the messages from the local devices, these data will be processed in the
IoT solution back end. It enables secure and reliable communication, which is
from device  to  cloud  and  cloud  to  device,  over  popular  protocols  such  as
MQTT, AMQPS and HTTPS. Figure 8 illustrate the main process when devices
communicate  with  IoT  Hub.  In  this  paper,  the  first  device  connectivity  is
implemented. IP-capable devices are simulated locally and connect to the cloud
through  AMQP,  MQTT or  HTTPS.  After  IoT Hub  receives  messages,  IoT
solution back end will  provide services  to  deal  with them. Table 2 lists  the
protocols supported by IoT Hub and the situations to use them. IoT Hub uses at
least  once delivery  guarantees  for  two  way  messaging.  Besides,  IoT  Hub
exposes a built-in endpoint which is compatible with Event Hub to enable cloud
back end to read the messages sending from devices to cloud received by the
Hub [9][10]. 
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Once an IoT hub has been created and allocated an IP address in  an Azure
region, IP address will keep unchanged during the whole lifetime of the IoT hub
unless it is moved to another scale unit. For example, after I create an IoT Hub,
I get an IP address 13.69.192.43 as the destination and MQTT port number is
8883. Using these information, I can capture packets with Wireshark.

2.4.1 Device to cloud communication

Messages  from devices  to  cloud  are  sent  through  a  device-facing  endpoint
named (/devices/{deviceId}/messages/events). Routing rules then route them to
a specific service-facing endpoint on IoT hub. By default, messages are routed
to the built-in service-facing Event Hub-compatible endpoint which is named
(messages/events).  IoT  Hub  implements  device-to-cloud  messaging  using  a
streaming messaging pattern. Therefore, device-to-cloud messages will be kept
in messages/events endpoint of a IoT Hub for up to seven days. The maximum
size of device-to-cloud messages is 256 KB, and moreover, these messages can
be grouped in batches whose maximum size is also 256 KB [26].

Per-device authentication and access control are allowed by IoT Hub. Messages
are delivered to the endpoints based on routes configured on the IoT hub. IoT
Hub allows millions of simultaneously connected devices. However, it doesn't
allow partitioning arbitrarily by a  PartitionKey.  Device-to-cloud messages are
partitioned according to the device where they origin from [26]. 

IoT Hub also enables users the management of consumer groups on the built-in
device-to-cloud receive endpoint. By default,  all of the messages that do not
explicitly match a message routing rule are written to the built-in endpoint.

2.4.2 Cloud to device communication

To achieve  at least once delivery guarantees, IoT Hub keeps messages from
cloud  to  devices  in  the  queue  of  the  originating  device.  Devices  have  to
explicitly  notify  IoT  Hub  that  they  have  completed  the  processing  of  the
messages to delete the messages from the queue which guarantees resiliency
against errors. Figure 9 shows lifecycle of cloud to device messages.
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When the service in the cloud sends a message,  it  is  considered  Enqueued.
When a device would like to  receive a message, IoT Hub  locks the message,
setting the state to Invisible to allow other threads on the same device to begin
receiving other messages. When a thread of the device successfully completes
the processing of a message, it will notify IoT Hub [26].

Each message from cloud to devices has an expiration time. This time could be
set either by the service or by IoT Hub. When the lock time expires, the device
will abandon the target message and if the message's TTL expires, the device
will reject to receive the message.

However, IoT Hub has quotas and throttling which depends on the IoT Hub
type: Free, S1, S2 and S3. I create a free hub so I have two partition and every
day can send 8000 messages.

2.5 Related work

The main evaluation goal of  [15] is to understand how the IoT-framework, a
computational  middleware  which  is  deployed  as  a  service  in  the  cloud,
performs under stress with varying quantity of producers and consumers. They
pay  attention  to  the  system  stability  in  terms  of  memory  consumption
robustness  (dropped  connection)  and  throughput  of  the  system.  They  only
conduct a test narrowed to a single node and also consider the scalability of the
IoT-framework across multiple nodes. In [18], the authors design a performance
measurements  platform  to  evaluate  the  Lightweight  M2M  for  Internet  of
Things.  This  paper  provides  some  measurement  metrics  to  evaluate  the
performance of the IoT, such as packet loss at a specific time which I used in
my paper and delay which I call response time in this paper. For my scenario, a
method for sonar-based recognition of walking people is proposed in [19]. The
results in the paper prove the feasibility of the method in terms of recognition
rate and acquisition time. That makes implementation of my scenario become
possible.
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3 Methodology 
This  chapter  is  aim to list  the  methods used  to  solve  the  concrete  goals  in
chapter one. Literature study is used to find the definitions and understand the
principles.  Empirical  research  provides  the  scientific  measurement  on  every
features. To achieve the fourth goal I use simulation to get plenty of data and
quantitative  evaluation  method to  analyze  these  data.  Finally,  contrasting  to
each other presents advantages and disadvantages of the target platform.

(1) Find a definition of the Internet of Things and find an approach to how
Microsoft Azure IoT Suite solves this

    Goal is achieved according to literature study which is done by reading paper
about  IoT and collecting knowledge in  the  Internet  and books.  Most  of  the
information is found on Google and Google Scholar. Besides, Microsoft Azure
developer center is a good place to get guidance. After making a conclusion on
the information I get, I make explanation on Internet of Things, IoT platform
and other definitions.

   The keywords I used to find out the definitions include Internet of Things, IoT
platform, IoT framework , Microsoft Azure IoT Suite, feature of IoT platforms,
sensor and so on. 

(2) Find a scenario which has high demands on the sensor updates in order to
see how the platforms perform under stress

   Based on the existed theory, life and program experience, I find a scenario
which has high demands on sensor update in real world. Sonar is a kind of tools
to  calculate  the  distance.  In  my scenario,  they are  planned to use to  detect
whether a person enters a door. When there is a person gets in, alerts will be
sent to the guards instead of the situation that guards must always stare at the
monitoring screen.

(3)  Make  measurement  on  Microsoft  Azure  IoT Suite  when  sharing  sensor
values over the platform

   Empirical research is used in this part.  Keep other parameters unchanged
while one, such as update frequency, is changed to see how it effects the result.
According to observation, record, measurement on the changes associated with
phenomenon to determine the causal relationship between the condition and the
phenomenon. The main purpose is to illustrate the relationship between various
arguments and a dependent variable.
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    As for the languages to implement this project is C#. IP-capable devices are
used  to  simulate  the  sensors  and  actuators.  From the  perspective  of  users,
people  attach  importance  to  user  experience,  such  as  stable  services,  fast
response times. Besides, users also would like to measure how much will  it
benefit by taking economic costs into consideration. Therefore, the following
three metrics will be made measurements on:

• Response time: The difference between the time when the sensor send a
message to Microsoft Azure platform and the time when the actuator
received a message from Microsoft Azure is response time so these two
times must be recorded and difference should be calculated. 

• Scalability: Gradually increase the number of sensors and see whether
performance of Azure IoT will decrease.

• Cost: Calculate the one-day data cost and money costs with different
sending frequency and different number of sensors.

(4) Collect and analyze data of scalability, response times and cost

   IP-capable  devices  such  as  Windows  or  Linux  are  used  to  simulate  the
process of generating the sensor values and sharing them to Microsoft Azure
IoT. They can also simulate that actuators receive messages and take action. By
this way, a huge amount of data can be collected.

    When I analyze the data, rate analysis is used, which is a special kind of
ratio, is a basic method in quantitative evaluation. I can analyze the packet loss
rate and other rates to see how it succeeds or how it  fails  and therefore the
relationship between two measurements related to each other could be explored.
Besides,  I  observe  a  feature  with  different  values  and  according  to  trend
analyze, I get the developing trend in the future. For example, I could analyze
the trend of response time by recording the response time of 1 sensors sending
packages  to  Microsoft  Azure  platform,  10  sensors  and  50  sensors.  When  I
analyze response times, standard deviation and average are calculated to see
how stable they are.

(5) Make conclusion on advantages and disadvantages of Microsoft Azure IoT
Suite for the scenario which has high demands on the sensor updates.

  Comparing with the theoretical values and the actual values, I could find the
difference and the reason for this gap. With the scenario, I could analyze the
advantages and disadvantages of Microsoft Azure IoT Suite under stress.
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4 Implementation
This  chapter  details  about  the  implementation  of  the  project.  Firstly,  the
simulation  of  sensor  devices  will  be  described.  How  sensor  devices  send
messages  to  Microsoft  Azure  IoT  Hub  will  be  clear  in  4.1.  The  inter
implementation  of  Microsoft  Azure  IoT Suite  will  be  described in  4.2.  The
simulation  of  actuator  devices  will  be  implemented  in  4.3.  Besides,  the
communication between actuator devices and Microsoft Azure IoT Hub will be
clear in 4.3.

Before everything starts, I apply a free IoT Hub for my simulated devices to
connect to. After my IoT Hub has been created, I get my host name and the IoT
Hub connection string which will be used in the following operation.

Unless a device has an entry in the identity registry, it cannot communicate with
IoT Hub. Therefore,  a unique device name and its key the device can use to
identify itself when it communicates with IoT Hub are needed. At first, I build a
database named device to store the device ID and device Key in order for fast
read and write. The data sheet structure of the database is shown in Figure 11. It
consists of a self-increasing id, a device_id and a device_key. 

Then, a .NET console app named CreateDeviceIdentity is created to generate
device Ids and device keys, connect database and write device Ids and keys into
it. I download, install and add a reference to the Azure IoT service SDK NuGeT
package and its dependencies named Microsoft.Azure.Devices. Then, I connect
my IoT Hub with device app through the IoT Hub connection string. After that,
I  create  device identities with ID  DX (X is  a  self-increasing number which
starts from number one), such as D1, D2. If that device ID has already been in
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the identity registry, it just retrieves the existing device information. The app
then gets the primary key for that device. To achieve this function, I create a
method named AddDeviceAsync()  to  add devices  and apply their  keys.  The
method is called in Main() method. Finally, I connect the database and write
device ids and keys in it.  In a word, CreateDeviceIdentity project does such
thing: (1) Connect the IoT Hub (2) Create deviceIds and deviceKeys (3) Write
them into database.

The  whole  process  of  two-way communication  is  easy to  understanding  as
illustrated in Figure 12. The simulated sensor packs the messages and sends
them to the cloud. The cloud receives the messages, adding receiving time to
them and send them to the actuator. The actuator receives the messages from
the cloud, recording the receiving time and writes whole messages into a text,
preparing  for  measurement.  The  concrete  processes  are  presented  in  the
following part.
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4.1 Simulated Sensor 

A .NET console  app named  sensor  is  created  to simulate  devices  and send
device-to-cloud  messages  to  my  IoT  hub.  I  download,  install  and  add  a
reference to the Azure IoT device SDK NuGet package and its dependencies
named Microsoft.Azure.Device.Client [17]. More than one device are simulated
so it is necessary to read device ids and device keys from the database.  An
array is created to store deviceids, devicekeys and a thread array is created to
simulate the devices send messages to cloud simultaneously in order to see how
IoT Hub reacts under stress. The main process is depicted in Figure 13.

In Main() method, N is the number of threads, that is, the number of simulated
sensors. After myDataReader.Read() reads a deviceId and a deviceKey from the
database and store them into array deviceID[] and deviceKey[]. Create method
creates an instance named DeviceClient using the MQTT protocol to connect to
IoT Hub and enable communication between device and cloud. Then a thread is
started  and  calls  the  method  SendDeviceToCloudMessagesAsync()  to  send
device-to-cloud messages.

The method SendDeviceToCloudMessagesAsync() aims to send messages from
devices to cloud. In this method, a var 'type' named  packet is defined which
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Figure 13 Sensor flow chart: Main()(left) and SendDeviceToCloudMessageAsync()(right)
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includes the device id, message id and the time the packet is generated. Then
packet  will  be  converted  into  json  format  and  encoded  into  stream.  The
SendEventAsync() method sends a device-to-cloud message which contains a
JSON-serialized object and Task.Delay(1000) makes it happen every second. 

4.2 Cloud

A  .NET  console  app  named  cloud is  created  to  receive  device-to-cloud
messages  and send cloud-to-device messages.  I  download,  install  and add a
reference to the Azure IoT device SDK NuGet package and its dependencies
named Microsoft.Azure.Devices [17]. Here I implement two functions which are
reading messages  from cloud and send cloud-to-device messages.  The main
process is depicted in Figure 14.

In Main() method, GetRuntimeInformation() could get the partitionIDs. My IoT
Hub only has two partitions because I apply a free one. For each partition, a
task will be started to call method ReceiveMessagesFromDeviceAsync() to read
device-to-cloud messages. If there is no element in partitionID, Task.WaitAll
method  is  called  to  wait  for  all  of  the  provided  task  objects  to  complete
execution.

In  method ReceiveMessagesFromDeviceAsync(),  a  loop is  set  up to  always
listen  to  the  arriving  messages.  The  ReceiveAsync()  method  returns  the
received message asynchronously when it is received by the cloud. It returns
null after a specifiable timeout period. In this case, the default time, one minute,
is used. When it receives a  null, it continues to wait for new messages. This
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Figure 14 Cloud flow chart:Main()(left) and ReceiveMessagesFromDeviceAsync()(right)
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requirement is the reason for the if(eventData == null) continue line [16][17].
After that, the messages are encoded into type string. Received time is recorded
and  appended  to  the  eventData.  The  method
SendCloudToDeviceMessageAsync()  is  called  to  send  the  new  packed
messages to the actuator.

4.3 Simulated Actuator 

A .NET console  app  named  actuator is  created  to  receive  cloud-to-device
messages. I download, install and add a reference to the Azure IoT device SDK
NuGet  package  and  its  dependencies  named  Microsoft.Azure.Device.Client.
The main process is depicted in Figure 15.

In Main() method, at first database is connected to read the target actuator's
deviceId and deviceKey. I would like to use one simulated device to receive
cloud-to-device  messages.  Using  deviceId  and  deviceKey  to  get  an
authentication with registry symmetricKey and create a variable devicereceived.
Finally, call receiveC2dAsync() method to receive messages.

In receiveC2dAsync() method, the call to ReceiveAsync() method will  return
the received message asynchronously when it is received by the actuator [16].
After actuator receives the messages, it records the time. All of the messages
and  time  are  writen  into  a  text  in  order  for  measurement.  The  method
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Figure 15 Actuator flow chart:Main()(left) and ReceiveC2dAsync()(right)
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CompleteAsync() is called to notify IoT Hub that device app has completed
processing the  message successfully. After that, the message could be deleted
safely from the queue. If some error appear that prevented the device app from
completing  the  processing  of  the  message,  IoT  Hub  resends  the  message.
Therefore,  It  is  vital  that  in  the  device  app  message  processing  logic  is
idempotent, so that receiving the same message more than one time leads to the
same result. An application can either abandon a message temporarily, which
results in IoT hub keeping the message in the device queue for consumption in
the  future  or  reject  to  receiving  a  message,  which  permanently  deletes  the
message from the device queue [26]. 

4.4 Measurement set up

After implementing the two-way communication between cloud-to-device and
device-to-cloud,  I  change  message  content  which  includes  the  deiveId,
messageId and three times. The time when a sensor sends a message, when the
cloud  receives  the  message  and  when  an  actuator  receives  the  message  is
recorded in the message. Response time, scalability and cost will be measured
as listed in Table 3.

Response time

Keep the number of sensors unchanged, change the frequency the sensors send
the messages to see how the response time changes and its trend. The program
writes the received messages into a text and I import the text into Microsoft
Office  Excel.  According  to  the  recorded  time,  the  response  time  can  be
calculated. Besides, the average and standard deviation is also calculated and
line charts are drawn to find out the performance of the Microsoft Azure IoT
with the different sending frequency.

Scalability

Keep the  frequency the  sensors  send the  messages  unchanged,  increase  the
number of devices or set up more programs sending sensor values to see how
the performance of Azure IoT and its trend. The method to collect data is the
same as that of response time. Besides, the packet loss rate at a specific time
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can be calculated by comparing the number of the messages sensors send and
the number of messages the actuator receives. 

Cost

When the sensor is sharing value to the cloud, Wireshark is used to capture
packets by which I can get the size of the messages. After that, the number and
size of messages in 24-hour in my scenario can be calculated and according to
the reference pricing, the cost can be calculated.

It  is  worth noting that when I  collect data and make the measurements, the
cloud console and actuator should run first because the cloud is always on. If I
doesn't do that, I will lose some messages at the beginning (The cloud won't
lose messages) and there will be some error in the measurement. Besides, two
computers are needed to see the difference when only one computer acts as both
sensors and actuators.
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5 Results
The  chapter  shows  the  main  result  and  provide  the  measurement  of  the
Microsoft Azure IoT Suite in detail. 5.1 shows the whole process of sharing
sensor  values  to  cloud  and  cloud's  sending  messages  to  an  actuator  using
simulated  devices.  The measurement  of  Microsoft  Azure  in  the  high  sensor
value update scenario is presented in 5.2.

5.1 The process of the two-way communication

At  first,  simulated  sensors  send  messages  which  consist  of  the  deviceId,
messageId, and the time to the Microsoft Azure IoT Hub as shown in Figure 16.
Once the cloud receives the messages from sensors, it adds the time when it
receives  them behind these  messages  and then sends them to  the  simulated
actuator.  The  window console  shows  the  messages  it  reads  from the  cloud
which  the  cloud  has  received  as  shown  in  Figure  17.  Finally,  the  actuator
receives  the  messages  from the  cloud and  records  the  times  it  receives  the
messages as shown in Figure 18. As a result, the time when the sensor sends the
message, when the cloud receives the message and when the actuator receives
the message will be recorded and measurement about these times can be made.
What should be paid attention is that when I make the measurement and collect
data, the following messages data are written into a text.
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Figure 17 Cloud

Figure 18 Actuator
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5.2 Measurements

I  apply a free IoT Hub and according to the Microsoft  Azure Official  note,
different level has different quotas and throttling.  Before making a thorough
measurement on the three metrics, I calculate the limit value combined with the
Table 4.

As shown in red box, the sensors of one unit can send 12 messages per second.
As a result, I get the following Table 5. 1,3,5,10 is the number of devices. The
content >=83, >=250, >=417, >=833 are the sending frequency range in which
Microsoft Azure IoT could perform well. 1000, 750, 500, 250 is the sending
frequency and <=12 and so on is the number of devices.

According to these tables, following measurement is made to see whether it
really performs well in such a transmission speed.
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5.2.1 Response time

To  make  an  accurate  measurement  on  response  time,  I  collect  about  one
hundred and fifty message data and select the most stable one hundred data
from these data. For each situation, more than three measurements are done to
avoid the exception value.

I use three simulated sensors to send messages to cloud. Significant difference
can be seen using three devices, avoiding almost all the response time is stable
using one device or unstable using ten devices. Keep the number of devices
unchanged,  alter  the  frequency  of  sending  messages.  How  response  time
changes with different frequency is shown in the following line charts (Figure
19).
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The x-axis represents the number of messages, all of them are from one to one
hundred. The y-axis represents the response times (million second) from the
sensors to the actuator. From this line chart, the difference is clearly seen. 

• When the interval is more than 250 ms, one sensor sends less than 4
messages  per  second,  the  value  of  response  time  is  stable  and  the
maximum is less than 400ms. 

• When the interval is 150ms, one sensor sends about 6,7 messages per
second,  the  trend  of  response  time  is  different  from  the  first  four
situation . The value of response time is much bigger.

• When the interval is less than 100ms, one sensor sends more than 10
messages per second, the response time presents a growing trend. The
response time of  100ms increases  slowly and relatively the  response
time of 10ms increases rapidly. The line chart of 10ms is steeper than
that of 100ms. 

The trend can be inferred that when one sensor sends more than 100 messages
per second, the response time will be increasing and will be faster and faster.
Chances are that the cloud don't have enough time to deal with them. Besides,
there is a phenomenon that at first three messages always have a large response
time because at the beginning, devices connect to the IoT Hub through TCP
which has three-way handshakes.

I calculate the average response time and its standard deviation. Specific values
are given in Table 6. The line chart of average and standard is given in Figure
20. Average is a central value in the dataset, giving rough estimate about the
common values. I use average response time to show the trend. The formula is
shown as followed.  

x̄=
x1+x2+...+xn

n
=

∑
i=1

i=n

xi

n
                             (1)     

“Standard deviation is a measure that is used to quantify the amount of variation
or dispersionof a set of data values.[28]” From standard deviation, I can know
how diverse response time is and whether they are close to the average or they
spread out over a wide range, that is, how stable is the response time dataset.
The formula (2) is shown as followed. x̄ is the average of the response time.

S=√∑i=1

n

(x i− x̄)2

n−1
                                     (2)     
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The first vertical row is the number of devices and the first horizontal row is the
frequency of sending messages. And the response time of bold part is shorter
than 400ms which means stable. 

The x-axis represents the frequency (million second) of sending messages and
the y-axis represents the response time value (million second). The four vertical
lines with different colour represent the limit number of sensors. Combining
two tables and line charts, we could know:

• Both average  and standard  deviation  are  increased  as  the  interval  of
sending messages is decreased.  Every group, except the group using
one  device,  can  be  divided  into  two  part,  the  stable  one  and  the
increasing  one.  For  example,  when  three  sensors  send  messages,
response time doesn't  change a lot  with the interval from 1000ms to
250ms but if the interval is  less than 150ms, response time is in the
rising trend. For five devices and ten devices, the split points are 500ms
and 750ms. The conclusion can also be made through standard deviation
line chart.  It  fits  the limit  value  listed in  the Table 5(left).  The  four
vertical lines are given to be compared with. 

• The response time of situation that one sensor sends messages is very
stable and has no growing trend. We can find in the table 6 that the
average  and  standard  deviation  of  250ms  are  smaller  than  those  of
750ms so I consider that whether the interval is 250ms or 750ms, the
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Figure 20 Average response time(left) and standard deviation(right) 

Table 6 Average response time and standard deviation
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cloud performs well in messages sending and receiving. The frequency
is not the main factor. This situation also supplies to those stable parts of
three sensors or more. It is a special situation because when it is beyond
the limit values, Microsoft Azure also performs well.

• The more sensors send messages, the longer the response time are and
the greater the standard deviation are. The average response time of ten
devices is always longer than that of 3 devices. 

The last point can also be used in the evaluation of scalability. As the increasing
of  the  devices,  how will  the  Azure IoT performs.  More detailed analysis  is
presented in scalability part and here it is just used as a more powerful proof of
the response times. Average response time ranges from 150ms to 350ms, and I
think it  has a fast  response.  When the number of devices is unchanged, the
response time has not obvious trend and change, that is, Microsoft Azure IoT is
very stable  with  throttling  operation.   However,  when it  send messages  too
frequently,  beyond  the  limit  values,  response  time  begins  to  increase  and
become unstable.

5.2.2 Scalability

Scalability is  a capability of a system, processes to deal with the increasing
number  of  work,  a  platform  is  considered  scalable  if  it  can  deal  with  the
increasing data when workload are added so when I make an measurement on
scalability of Microsoft Azure IoT, I keep the frequency of sending messages
unchanged,  adding  the  simulated  devices  to  see  how the  platform performs
when the work is growing.

Two metrics are measured. One is packet loss rate during a specific time after
stopping  sending  messages.  The  other  is  response  time  from  sending  the
messages to actuator receiving them, changing the number of devices. 

Packet loss

Each time, I make sensors send about or more than 160 messages. I stop the
actuator  5  seconds  after  sensors  stop  sending  messages  to  see  how  many
messages the actuator receives. The one reason why I choose 5 seconds is that
in fact, the messages won't lose even one hundred sensors send messages with
1ms as long as the actuator waits enough time. The other reason is too short
waiting time causes the packet loss rate large.  Then the number of unreceiving
messages is divided by the number of messages sensors sends. The packet loss
rate is just a kind of substitution of delay to see how efficiently the cloud deals
with the messages when devices are added. I calculate four sensors' packet loss
rate with different frequency as shown in Figure 21. The packet loss of more
than ten sensors is hard to collect and the error is very big so I give up to do so.

The main trend is shown in Figure 21. The x-axis represents the number of
devices and the y-axis represents the packet loss rate 5 second after stopping
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sending  messages.  The  four  vertical  lines  with  different  colours  are  limit
number  of  devices.  When  the  devices  are  added,  packet  loss  will  occur,
especially when it is close to the limit value. For example, the horizontal blue
line represents the sensors send one message per second. With the increase of
devices, there are lost packets when 10 sensors send messages. Other situations
are the same. 

Response time

I keep the interval as 500ms and constantly increase the number of sensors.
With 500ms the obvious trend of response time is clearly shown in Figure 22.
The  x-axis  represents  the  number  of  messages.  The  y-axis  represents  the
response time (million second) from the sensors to the actuator. We can know
from the Figure that:

• When 1 device or 5 devices share value to the cloud, the response time
is very stable. Both of them have no increasing trend. When one sensor
sends  the  messages,  most  of  the  values  are  about  150ms.When  five
sensors send the messages,  most  of the values  range from 150ms to
300ms and we can find the first communication process spends less time
than later communications.

• When  10  sensors  send  messages  to  cloud,  response  time  starts
increasing but it is relatively slow, except the first 10 messages, they
range from one thousand to two thousand five hundred.

• When  25  or  50  devices  send  messages  to  cloud,  the  line  chart  is
relatively  steep,  and  after  two  rounds,  there  is  no  possibility  that
response time will decrease, unlike the situation of ten sensors.
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• When  100  sensors  send  messages  to  cloud,  the  above  row  is  the
messages whose messageId is 1 and the following row is 2 because the
first one should connect with three-way handshake and the frequency is
so  fast  that  the  second  messages  and  the  first  messages  appear
alternatively. However, after about 115 messages are received, the trend
of response time grows violently.

• When multiple sensors send messages to cloud, a phenomenon is that
the response time of the first sensor is always shorter than other sensors
with the same messageId, that means in the same round.

To better find out the trend, average response time with different number of
devices and frequency is shown in the line chart. I choose 100 the most stable
response time. Also, we could combine with the table 6. The x-axis represents
the number of sensors sending messages to cloud and the y-axis represents the
response time. From this figure 23, we can clearly know:

On the left of the vertical lines, they operate within the limitation conditions. It
can  be  obtained  that  Microsoft  Azure  IoT deal  with  all  of  the  nodes  with
throttling operation stably. Response time is between 150ms and 400ms which
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is  considered to  be  stable  performance.  However,  as  the number  of  devices
increases, the response time increases,  too.  For example,  the horizontal  blue
line represents the sensors send messages per second, but when there are ten
devices, response time is obviously longer than other situations.

From above the measurement of two metrics, we could know Microsoft Azure
IoT could handle the increasing workload. I infer when operating in higher IoT
Hub level, it is able to deal with the thousands of devices. However, we could
know that although Microsoft Azure has a high scalability, when the devices are
added, its performance decreases, in behaviour of the packet loss when it is
close to the limitation and increasing response time. Therefore, it has a high
scalability but not a high elasticity.

5.2.3 Cost

No matter how powerful the function of a thing is, cost must be considered. It is
an important metric of the payback ratio. The cost does not only refer to money
but also network overhead, such as data flow overhead. Microsoft Azure IoT
Suite is charged and developers can only use IoT Hub to send or receive 8000
messages a day for free.  However,  in the real world,  much more than 8000
messages will be sent or received, cost should be considered into the budget.
The reference price provided by Microsoft is listed in Table 7.

34

Figure 23 Response time with different number of sensors

Table 7 Reference Price



Quantitative Evaluation on Microsoft Azure IoT Suite
Yuxia Ding 2017-05-30

The sensors are always on to update the real world messages and the number of
one-day messages with different frequency and the number of devices is listed
in the Table 8.

The first  horizontal  row is  the frequency of  sending messages  and the first
vertical row is the number of devices, the number of messages only consists of
the  sensor-to-cloud  messages,  not  including  the  cloud-to-actuator  messages
because  in  the  real  world,  it  is  unusual  to  send  an  alert.   The  number  of
messages is one day, 86400 seconds, messages.  Compared with the reference
IoT Hub price given by Microsoft, the level of IoT Hub can be got as listed in
the Table 8. The cost is very high if the update frequency is high or there are a
huge amount of sensors. The specific price can be searched in the Table 7.

Besides the money the customers should pay, the data flow is another overhead.
I use Wireshark to capture the packets transmitted between the sensor, cloud
and actuator. Two computers are set up. My cloud IP address is 13.69.192.43
and the port  is  8883 because I  use MQTT protocol.  Two transmission from
sensor to cloud and cloud to actuator are shown in Figure 24 and Figure 25.

A sensor pushes a message whose length is 133 bytes to the cloud as shown in
Figure 24 and in Figure 25 the cloud sends a message whose length is  261
bytes. So the sum of the messages size of two-way communication is 394 bytes.
Suppose one sensor sends a message every 10 million second and then cloud
sends it  to  the  actuator,  the process  will  generate  3404160000 Bytes,  about
3.2GB data flow every day.  

5.2.4 Scenario analysis

As  we  all  know,  sonar  uses  sound  propagation  to  navigate,  detect  or
communicate with objects  [27]. As a result,  speed could be calculated using
sonar. The main principle of sonar is a sonar sensor create a pulse of sound and
when there is a object within the distance, it will receive a reflected wave. In
this scenario, sonar is used to detect whether a person passing by the door. For
example, it is dark in a museum, a thief comes in the museum and decides to
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Figure 25 cloud -to- actuator message
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steal something. However, when he passes a door, the alarm rings and alerts are
sent to museum guards. Meanwhile, all of the door in the museum are locked
immediately. 

The speed of a sonar signal is 340 meters per second. If the sensor value should
be updated per 10 million seconds, the distance between two doors is set up to
1.7 meters. To detect a person, three sonars are considered to be set on the door.
When no one passes by, as shown in Figure 26(left), the times when all the
messages  are  received are the same which is  a  fixed value.  When a person
passes by, as shown in Figure 26(right), the times are also the same but value
will be changed. When a cat passes by, it is possible that the time the bottom
sonars  receive  messages  is  different  from other  two sonars.  When a person
climbs on the  ground,  chances  are  that  the time the bottom of  the  sonar  is
different and the time difference is longer than that when a cat passes by. When
a museum guard passes by, the alarm will not ring because of his authentication.
As a result, stream analytics in IoT Suite is needed.

In  this  scenario,  high  scale  and  high  speed  sensor  values  will  be  reached.
Response time and scalability is important in this situation, otherwise, we will
leave thief escape. Moreover, when there are thousands of doors and thousands
of messages should be dealt with, it is vital that cloud platform is reliable. After
making a  thorough measurement  on  response  time,  scalability and cost,  the
analysis in a specific scenario is made in this part. 

Within  the  limit  condition  of  Microsoft  Azure,  it  has  a  stable  performance
including  scalability,  response  time.  Moreover,  even  if  some  situations  are
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beyond the limit value, it is stable, too. For example, when one sensor sends
messages per 10 million second (the limitation value is 83ms),  the response
time is still stable and doesn’t increase. This makes me have confidence in my
scenario  which  has  high  sensor  value  update  and  short  response  time.  My
scenario  needs  three  or  more  sensors.  The  more  sensor,  the  more  accurate
detection  is.  They  update  the  sensor  values  every  10  million  seconds  and
response time should be less than 100ms. Therefore, the message frequency is
calculated in Table 9. It sends 300 messages per second to one IoT unit. The
first vertical row is the interval and the first horizontal row is the number of
devices. Compared with Table 4 and Table 9, I can know one S3 IoT Hub or
three S2 IoT Hubs are needed to implement my scenario. Because of the stable
performance  of  the  free  IoT  Hub,  I  infer  that  when  3  sensors  send  their
messages, it will also work well with the one S3 IoT Hub or three S2 IoT Hubs.

All of the response time is more than 100 ms, even one sensor send a message
per second so it doesn’t meet the requirement of the scenario. Its average is
from 150ms to 300ms within the limit condition. However, response time is
hard to make a measurement on because the high precision of the time itself,
network  conditions  and  other  unpredictable  factors.  Microsoft  Azure  IoT is
trying their best to shorten the response time.

As for the scalability, when devices are added, the performance of Microsoft
Azure IoT decreases, in behavior of the increase of response time and packet
loss. The response time of one sensor sending messages per 100ms is shorter
than  that  of  ten  sensors  sending messages  per  second.  Although all  of  data
stream  is  10  messages  per  second.  In  my  scenario,  I  have  confidence  in
Microsoft  Azure’s  performance  to  deal  with  the  more  groups  of  messages,
maybe all of the door in the museum will be installed 3 sonar. As the increasing
of the devices, it still deal with the messages stably but the disadvantages is that
response time will increase. 

The  cost  is  high  for  the  scenario  having  such  functions  because  it  cannot
produce high value things, but with a high speed sensor update. I think it is an
overkill to implement such scenario using high-cost platforms. 

Besides, although in this paper, the measurement of the reliability is not given,
the reliability is very good, even when hundreds of sensors send messages at a
very  small  interval,  the  actuator  will  receive  the  messages,  not  losing  any
packets despite the response time is long.  
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In a word, Microsoft Azure IoT will perform well in the scenario which has
high demand on sensor update because at least the free IoT Hub is satisfactory
but there is plenty of room for improvement.
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6 Conclusions 
The Internet of Things has a prosperous development in our modern life, aiming
to improve life quality by connecting many physical devices, applications and
technologies.  Whether  IoT platforms  could  perform well  under  stress  is  an
important issue. In this chapter, a brief summary of the whole thesis is made.
Ethical consideration is available in 6.1 and 6.2 talks about the future work.

(1)  Find a definition of the Internet of Things and find an approach to how
Microsoft Azure IoT Suite solves this.

I find out what is Internet of Things and its related technologies, applications,
protocols. According to the surveys and online studies, I consider the Internet of
Things is that making traditional devices connected each other,  enabling the
communications  “anywhere,  anytime,  anything,  anymedia”  and  all  of  the
technologies  and  standards  are  proposed  to  better  achieve  this  purpose.
However,  currently  a  lots  of  issues  are  remained.  Enabling  technologies,
standards and related services are not yet mature so human beings are going to
do deeper and more researches to enable Internet of Things development and
enable people a high-quality life and that is also the deep reason why I study
this subject.

Microsoft Azure is one of the emerging IoT platforms which utilizes the idea of
cloud  computing.  It  provides  the  IoT suite  which  allows  developers  to  get
access  to  provisioned  solutions,  such  as  remote  monitoring,  predictive
maintenance.  Among IoT Suite, the most critical one is IoT Hub through which
developers can share sensor values to the cloud and send messages from cloud
to devices so in a sense, IoT Hub enables devices' communication. 

(2) Find a scenario which has high demands on the sensor updates in order to
see how the platforms perform under stress  

According to observation in my daily life, sensors measuring distance or speed
have high update frequency so I  choose sonar detection as my scenario.  Of
course, laser, infrared and other tools are also a good choice. In my scenario, if
a sonar receives different data with data in the normal situation, then it will
consider there is an intruder and take some actions. This scenario needs very
short response time and high scalability. Besides, cost should also be considered
because it should be always on and send values to cloud nonstop.

(3)  Make measurements on  Microsoft  Azure IoT Suite  when sharing sensor
values over the platform

I succeed in sharing sensor values over the Microsoft Azure IoT and implement
the two-way communication that the sensor sends messages to cloud and cloud
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sends messages to actuator. The implementation is simple but I 'froze' on my
measurement. Finally, I make measurements on three features, response time,
cost and scalability because of the demand of my scenario. Each time I make
measurements  on  one  metric,  I  change  one  factor  and  keep  other  factors
unchanged  to  see  how  the  result  is  effected  by  the  factor.  Besides,  two
computers is set up for better simulation and measurement. However, the time
on two computers is not the same so in order to avoid this situation when I
collect time data, I use one computer. Moreover, when measuring, the project
cloud is run first in line with the real situation. Error is reduced as much as
possible.

(4) Collect and analyze data of scalability, response times and cost

When I make measurements on scalability and response time, the tools I used to
collect data is text and to analysis is office excel. After the actuator receives a
message,  I  get  three  recorded time data  and then  I  import  them into excel.
Taking advantage of excel's powerful features, I can easily get the trend line
chart,  average  and  standard  deviation  and  analyze  them.  When  I  make
measurements  on  cost,  I  use  wireshark  to  capture  packets  transmission,
compare with the reference price and calculate the cost. Besides, these three
metrics are also analyzed in my scenario.

(5) Make conclusion on advantages and disadvantages of Microsoft Azure IoT
Suite for the scenario which has high demands on the sensor updates.

Based on the result  I  finally get  and the user  experience,  I  think Microsoft
Azure IoT has a very powerful function.

From the perspective of quantitative evaluation, although I make measurements
on a free level, there is no deny that Microsoft Azure IoT performs well in this
level. When the devices are added, average response time and packet loss rate
are increased, too. However, I still consider Microsoft Azure IoT has a good
scalability because the trend of every situation is stable. Average response time
and standard deviation is relatively small. Scalability can be affirmed. Response
time doesn't reach the requirement but it is hard to make a measurement on
because of the networking and other uncertain factors, such as time record. The
response  time  has  not  obvious  change  if  I  change  the  intervals  within  the
limited  condition,  12/second/unit.  Therefore,  in  general,  it  is  relatively
satisfactory.   If  there is  an abnormal situation,  Azure IoT will  send an alert
within the request time. For the cost, the size of data stream is a very tiny part
among the huge amount of data in the future IoT.  However, the money costs on
azure will be a high cost. Microsoft Azure is considered by those who could
obtain  high  worth  from  the  application,  the  rest  may  need  to  find  other
solutions.

By the way, from the perspective of qualitative evaluation, it is convenient for
users  to  manage  the  component.  Microsoft  Azure  provides  a  dashboard
enabling developers to have a clear view on their products. And then comes to
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security and privacy, I believe Azure attaches great importance on them because
the protocols it supports are safe and hard to be attacked. People cannot see the
sending messages unless they provides related authentication to read data from
cloud.  And  if  people  have  not  stored  messages  in  the  cloud,  the  sending
messages  will  be erased  regularly.  As a  result,  Microsoft  Azure has  a  good
performance. 

In a word, the advantages of the Azure IoT is stable, convenient and has good
security. Whatever the devices are added or the interval is decreased, Microsoft
Azure performs well. The disadvantages is the high cost. Most of the products
are  charged  so  users  should  take  a  careful  consideration  before  deploying
applications in Microsoft Azure IoT.

6.1 Ethical consideration

As the Internet of Things are going deep into our daily life and improving our
life quality, some ethical issues are proposed. The Internet of Things achieves
“anywhere, anytime, anything, anymedia” so it is pervasive in our daily life.
Moreover, even for people haven't used any IoT service, they will be engaged in
the Internet of Things. For example, a tracking system in an office building is
deployed  to  track  people's  positions  to  control  the  environment,  such  as
lighting,  heating  but  the  information  of  people’s  location  will  be  recorded.
Therefore, it triggers the consideration, is the IoT and its enabling technologies,
IoT platforms safe and will they be used by dangerous people or criminals?

In fact, the IoT is extremely easy to be attacked because the capabilities of IoT
components is low which cannot support security well. It is difficult to avoid
the IoT in our daily life. From the perspective of professional organizations,
they often utilize IoT to make decision, allocate resource and sometimes users
themselves may become part of the information infrastructure by using their
personal  mobile  devices.  People’s  step,  distance,  calories  burned,  and stairs
climbed can be tracked and they will be monitored anytime. All of these are
possible to be attacked and used by criminals. Besides, chances are that some
companies  will  sell  information in  the market.  Those enabling technologies,
protocols and platforms try their best to protect users from attacks. Just like the
Internet, it has benefited mankind since it has been developing, it has also been
used by criminals to attack the Internet users a lot of times, causing irreparable
damage, such as the bitcoin attack in May, but the corresponding solution is
also produced immediately. Humans are always able to solve these problems.

6.2 The future work

In the end of this study, I still have some regret. First of all, it is a pity that I
don't  implement  my scenario  because  of  the  lack  of  time  and the  charging
components.  Secondly,  I  apply a  free IoT Hub. The limitations  of IoT Hub
varies from IoT Hub levels. These difference includes the number of partitions,
the number of messages can be transmitted every day, the number of simulated
devices, the messages size, transmission speed  and so on. Free IoT Hub is just
a trial so its performance is limited, I just infer about the following situations
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instead of making a very authoritative measurement. Finally, although the two-
way communication is measured, the process messages from devices to cloud is
different from those from cloud to devices. I have collected data both of them
but have no enough time to analyze and compare them. Also, only one actuator
is  used to receive messages. More work should be done on actuators.  More
computers  should  be  set  up  to  eliminate  the  difference  of  computer
performance. If I have enough time and funding in the future, I am going to
improve these parts.
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	The Internet of Things (IoT) is rapidly gaining ground in our daily life. There is a trend that the number of devices and data increases rapidly in the future. Meanwhile, IoT platforms are emerging to enable people conveniently deal with the IoT and these huge amount of data and devices. Therefore, the goal in this paper is to perform a quantitative evaluation on Microsoft Azure, one of the IoT platform, about its advantages and disadvantages under press to determine if Azure IoT is fit for future IoT. In order to reach this goal, Azure IoT Hub is used as a bridge to connect and manage lots of IoT devices which send and receive huge amount of data. .NET is used to simulate devices and connect them to the IoT Hub. The two-way communication from sensor to cloud and from cloud to actuator is implemented through MQTT protocol. This paper makes measurements on three metrics including response time from sensor sending messages to actuator receiving messages, scalability and cost and analyzes them in detail. Besides, the analysis is also made in a specific scenario which has high demand on sensor update to see how Azure IoT performs. Finally, conclusion is made on Microsoft Azure IoT's advantages and disadvantages under stress.
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